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	1. Unused or incorrect abbreviations still remain.
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[bookmark: _Toc502396806]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
AM	Acknowledged Mode
ARP	Address Resolution Protocol
CID	Context Identifier
DRB	Data Radio Bearer carrying user plane data
gNB	NR Node B
HFN	Hyper Frame Number
IETF	Internet Engineering Task Force
IP	Internet Protocol
L2	Layer 2 (data link layer)
L3	Layer 3 (network layer)
MAC	Medium Access Control
MAC-I	Message Authentication Code for Integrity
MCG	Master Cell Group
NG-RAN	NR Radio Access Network
PDCP	Packet Data Convergence Protocol
PDU	Protocol Data Unit
RB	Radio Bearer
RFC	Request For Comments
RLC	Radio Link Control
ROHC	RObust Header Compression
RRC	Radio Resource Control
RTP	Real Time Protocol
SAP	Service Access Point
SCG	Secondary Cell Group
SDU	Service Data Unit
SN	Sequence Number
SRB	Signalling Radio Bearer carrying control plane data
TCP	Transmission Control Protocol
UDP	User Datagram Protocol
UE	User Equipment
[bookmark: Signet45]UM	Unacknowledged Mode
X-MAC	Computed MAC-I
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[bookmark: _Toc502396811]4.2.2	PDCP entities
The PDCP entities are located in the PDCP sublayer. Several PDCP entities may be defined for a UE. Each PDCP entity is carrying the data of one radio bearer.
A PDCP entity is associated either to the control plane or the user plane depending on which radio bearer it is carrying data for.
Figure 4.2.2.1 represents the functional view of the PDCP entity for the PDCP sublayer; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in TS 38.300 [2].
For split bearers, routing or duplication is performed in the transmitting PDCP entity.

[bookmark: _Toc502396815]4.4	Functions
The PDCP layer supports the following functions:
-	transfer of data (user plane or control plane);
-	maintenance of PDCP SNs;
-	header compression and decompression using the ROHC protocol;
-	ciphering and deciphering;
-	integrity protection and integrity verification;
-	timer based SDU discard;
-	for split bearers, routing or duplication;
-	duplication;
-	reordering and in-order delivery;
-	out-of-order delivery;
-	duplicate discarding.
Editor’s Note: Duplication function is not complete and is targeted for completion in June 2018.
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[bookmark: _Toc502396819]5.1.2	PDCP entity re-establishment
When upper layers request a PDCP entity re-establishment, the UE shall additionally perform once the procedures described in this section. After performing the procedures in this section, the UE shall follow the procedures in subclause 5.2.
When upper layers request a PDCP entity re-establishment, the transmitting PDCP entity shall:
-	for UM DRBs and AM DRBs, reset the header compression protocol for uplink and start with an IR state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs and SRBs, set TX_NEXT to the initial value;
-	for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	for UM DRBs, for each PDCP SDU already associated with a PDCP SN but for which a corresponding PDU has not previously been submitted to lower layers:
-	consider the PDCP SDUs as received from upper layer;
-	perform transmission of the PDCP SDUs in ascending order of the COUNT value associated to the PDCP SDU prior to the PDCP re-establishment without restarting the discardTimer;.
-	for AM DRBs, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by lower layers, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to the PDCP entity re-establishment as specified below:
-	perform header compression of the PDCP SDU as specified in the subclause 5.7.4;
-	perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the subclause 5.9 and 5.8;
-	submit the resulting PDCP Data PDU to lower layer.
When upper layers request a PDCP entity re-establishment, the receiving PDCP entity shall:
[bookmark: Signet15]-	process the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers, as specified in the subclause 5.2.2.1;
-	for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-	for SRBs and UM DRBs, if t-Reordering is running:
- 	stop and reset t-Reordering;
-	for UM DRBs, deliver all stored PDCP SDUs to the upper layers in ascending order of associated COUNT values after performing header decompression;.
-	for AM DRBs, perform header decompression for all stored PDCP SDUs if drb-ContinueROHC is not configured in TS 38.331 [3]; 
-	for UM DRBs and AM DRBs, reset the header compression protocol for downlink and start with NC state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];
-	for UM DRBs and SRBs, set RX_NEXT and RX_DELIV to the initial value;
-	apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-	apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure.
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[bookmark: _Toc502396822]5.2.1	Transmit operation
At reception of a PDCP SDU from upper layers, the transmitting PDCP entity shall:
-	start the discardTimer associated with this PDCP SDU (if configured).
For a PDCP SDU received from upper layers, the transmitting PDCP entity shall:
-	associate the COUNT value corresponding to TX_NEXT to this PDCP SDU;
NOTE 1:	Associating more than half of the PDCP SN space of contiguous PDCP SDUs with PDCP SNs, when e.g., the PDCP SDUs are discarded or transmitted without acknowledgement, may cause HFN desynchronization problem. How to prevent HFN desynchronization problem is left up to UE implementation.
-	perform header compression of the PDCP SDU as specified in the subclause 5.7.4;
-	perform integrity protection, and ciphering using the TX_NEXT as specified in the subclause 5.9 and 5.8, respectively;
-	set the PDCP SN of the PDCP Data PDU to TX_NEXT modulo 2[pdcp-SN-Size];
-	increment TX_NEXT by one;
-	submit the resulting PDCP Data PDU to lower layer as specified below.
When submitting a PDCP Data PDU to lower layer, the transmitting PDCP entity shall:
-	if the transmitting PDCP entity is associated with one RLC entity:
-	submit the PDCP Data PDU to the associated RLC entity;.
-	else, if the transmitting PDCP entity is associated with two RLC entities:
-	if pdcp-Duplication is configured and activated:
-	duplicate the PDCP Data PDU and submit the PDCP Data PDU to both associated RLC entities;.
-	else, if pdcp-Duplication is configured but not activated:
-	submit the PDCP Data PDU to the primary RLC entity;.
-	else:
-	if the total amount of PDCP data volume and RLC data volume pending for initial transmission (as specified in TS 386.322 [5]) in the two associated RLC entities is less than ul-DataSplitThreshold:
-	submit the PDCP Data PDU to the primary RLC entity;.
-	else:
-	submit the PDCP Data PDU to either the primary RLC entity or the secondary RLC entity.
NOTE 2:	If the transmitting PDCP entity is associated with two RLC entities, the UE should minimize the amount of PDCP PDUs submitted to lower layers before receiving request from lower layers and minimize the PDCP SN gap between PDCP PDUs submitted to two associated RLC entities to minimize PDCP reordering delay in the receiving PDCP entity.

	[bookmark: _Toc477873864][bookmark: _Toc478029700][bookmark: _Toc486851290][bookmark: _Toc500837803]Start of 5th change


5.2.2	Receive operation
[bookmark: _Toc486851291][bookmark: _Toc500837804]5.2.2.1	Actions when a PDCP Data PDU is received from lower layers
In this section, following definitions are used:
-	HFN(State Variable): the HFN part (i.e. the number of most significant bits equal to HFN length) of the State Variable.
-	SN(State Variable): the SN part (i.e. the number of least significant bits equal to PDCP SN length) of the State Variable.
-	RCVD_SN: the PDCP SN of the received PDCP Data PDU, included in the PDU header.
-	RCVD_HFN: the HFN of the received PDCP Data PDU, calculated by the receiving PDCP entity.
-	RCVD_COUNT: the COUNT of the received PDCP Data PDU = [RCVD_HFN, RCVD_SN].
At reception of a PDCP Data PDU from lower layers, the receiving PDCP entity shall determine the COUNT value of the received PDCP Data PDU, i.e. RCVD_COUNT, as follows:
-	if RCVD_SN < SN(RX_DELIV) – Window_Size:
-	RCVD_HFN = HFN(RX_DELIV) + 1;
-	else if RCVD_SN >= SN(RX_DELIV) + Window_Size:
-	RCVD_HFN = HFN(RX_DELIV) – 1;
-	else:
-	RCVD_HFN = HFN(RX_DELIV);
-	RCVD_COUNT = [RCVD_HFN, RCVD_SN].
After determining the COUNT value of the received PDCP Data PDU = RCVD_COUNT, the receiving PDCP entity shall:
-	perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;
-	if integrity verification fails:
-	indicate the integrity verification failure to upper layer;
-	discard the PDCP Data PDU;
-	if RCVD_COUNT < RX_DELIV; or
-	if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before:
-	discard the PDCP Data PDU;
-	if RCVD_COUNT < RX_DELIV; or
-	if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before:
-	perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;
-	if integrity verification fails:
-	indicate the integrity verification failure to upper layer;
-	discard the PDCP Data PDU;
-	else:
-	perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;
-	if integrity verification fails:
-	indicate the integrity verification failure to upper layer;
-	discard the PDCP Data PDU;
If the received PDCP Data PDU with COUNT value = RCVD_COUNT is not discarded above, the receiving PDCP entity shall:
-	store the resulting PDCP SDU in the reception buffer;
-	if RCVD_COUNT >= RX_NEXT:
-	update RX_NEXT to RCVD_COUNT + 1;
-	if outOfOrderDelivery is configured:
-	deliver the resulting PDCP SDU to upper layers;
-	if RCVD_COUNT = RX_DELIV:
-	deliver to upper layers in ascending order of the associated COUNT value after performing header decompression, if not decompressed before;
-	all stored PDCP SDU(s) with consecutively associated COUNT value(s) starting from COUNT = RX_DELIV;
-	update RX_DELIV to the COUNT value of the first PDCP SDU which has not been delivered to upper layers, with COUNT value > RX_DELIV;
-	if t-Reordering is running, and if RX_DELIV >= RX_REORD:
-	stop and reset t-Reordering;
-	if t-Reordering is not running (includes the case when t-Reordering is stopped due to actions above), and RX_DELIV < RX_NEXT:
-	update RX_REORD to RX_NEXT;
-	start t-Reordering.
[bookmark: _Toc502396825]5.2.2.2	Actions when a t-Reordering expires
When t-Reordering expires, the receiving PDCP entity shall:
-	deliver to upper layers in ascending order of the associated COUNT value after performing header decompression, if not decompressed before:
-	all stored PDCP SDU(s) with associated COUNT value(s) < RX_REORD;
-	all stored PDCP SDU(s) with consecutively associated COUNT value(s) starting from RX_REORD;.
-	update RX_DELIV to the COUNT value of the first PDCP SDU which has not been delivered to upper layers, with COUNT value >= RX_REORD;
-	if RX_DELIV < RX_NEXT:
-	update RX_REORD to RX_NEXT;
-	start t-Reordering.
[bookmark: _Toc502396826]5.2.2.3	Actions when the value of t-Reordering is reconfigured
When the value of the t-Reordering is reconfigured by upper layers while the t-Reordering is running, the UEreceiving PDCP entity shall:
-	update RX_REORD to RX_NEXT;
-	stop and restart t-Reordering.
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[bookmark: _Toc502396828]5.4	Status reporting
[bookmark: _Toc502396829]5.4.1	Transmit operation
For AM DRBs configured by upper layers to send a PDCP status report in the uplink (statusReportRequired in TS 38.331 [3]), the receiving PDCP entity shall trigger a PDCP status report when:
-	upper layer requests a PDCP entity re-establishment;
-	upper layer requests a PDCP data recovery.
If a PDCP status report is triggered, the receiving PDCP entity shall:
-	compile a PDCP status report as indicated below by:
-	setting the FMC field to RX_DELIV;
-	if RX_DELIV < RX_NEXT:
-	allocating a Bitmap field of length in bits equal to the number of COUNTs from and not including the first missing PDCP SDU up to and including the last out-of-sequence PDCP SDUs, rounded up to the next multiple of 8, or up to and including a PDCP SDU for which the resulting PDCP Control PDU size is equal to 9000 bytes, whichever comes first;
-	setting in the bitmap field as ‘0’ for all PDCP SDUs that have not been received, and optionally PDCP SDUs for which decompression have failed;
-	setting in the bitmap field as ‘1’ for all PDCP SDUs that have been received;
-	submit the PDCP status report to lower layers as the first PDCP PDU for transmission.
[bookmark: _Toc502396830]5.4.2	Receive operation
For AM DRBs, when a PDCP status report is received in the downlink, the transmitting PDCP entity shall:
-	consider for each PDCP SDU, if any, with the bit in the bitmap set to '1', or with the associated COUNT value less than the value of FMC field as successfully delivered, and discard the PDCP SDU as specified in the subclause 5.3.
[bookmark: _Toc502396831]5.5	Data recovery
For AM DRBs, when upper layers request a PDCP data recovery for a radio bearer, the transmitting PDCP entity shall:
-	if the radio bearer is configured by upper layers to send a PDCP status report in the uplink (statusReportRequired in TS 38.331 [3]), transmit a PDCP status report as described in subclause 5.4.1;
-	perform retransmission of all the PDCP Data PDUs previously submitted to re-established or released AM RLC entity in ascending order of the associated COUNT values from the first PDCP Data PDU for which the successful delivery has not been confirmed by lower layers.
After performing the above procedures, the transmitting PDCP entity shall follow the procedures in subclause 5.2.1.
[bookmark: _Toc502396832]5.6	Data volume calculation
For the purpose of MAC buffer status reporting, the transmitting PDCP entity shall consider the following as PDCP data volume:
-	the PDCP SDUs for which no PDCP Data PDUs have been constructed;
-	the PDCP Data PDUs that have not been submitted to lower layers;
-	the PDCP Control PDUs;
-	for AM DRBs, the PDCP SDUs to be retransmitted according to subclause 5.1.2;
-	for AM DRBs, the PDCP Data PDUs to be retransmitted according to subclause 5.5.
If the transmitting PDCP entity is associated with two RLC entities, when indicating the PDCP data volume to a MAC entity for BSR triggering and Buffer Size calculation (as specified in TS 36.321 [4]), the UEtransmitting PDCP entity shall:
-	if the total amount of PDCP data volume and RLC data volume pending for initial transmission (as specified in TS 36.322 [5]) in the two associated RLC entities is less than ul-DataSplitThreshold:
-	indicate the PDCP data volume to the MAC entity associated with the primary RLC entity;
-	indicate the PDCP data volume as 0 to the MAC entity associated with the secondary RLC entity;.
-	else:
-	indicate the PDCP data volume to both the MAC entity associated with the primary RLC entity and the MAC entity associated with the secondary RLC entity.
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[bookmark: _Toc502396836][bookmark: _Toc469053334][bookmark: _Toc486851304][bookmark: _Toc500837817]5.7.3	Protocol parameters
RFC 5795 [7] has configuration parameters that are mandatory and that must be configured by upper layers between compressor and decompressor peers ; these parameters define the ROHC channel. The ROHC channel is a unidirectional channel, i.e. if rohc is configured there is one channel for the downlink and one for the uplink, and if uplinkOnlyROHC is configured there is only one channel for the uplink. There is thus one set of parameters for each channel, and if rohc is configured the same values shall be used for both channels belonging to the same PDCP entity.
These parameters are categorized in two different groups, as defined below:
-	M:	Mandatory and configured by upper layers;
-	N/A: Not used in this specification.
The usage and definition of the parameters shall be as specified below.
-	MAX_CID (M): This is the maximum CID value that can be used. One CID value shall always be reserved for uncompressed flows. The parameter MAX_CID is configured by upper layers (maxCID in TS 38.331 [3]);
-	LARGE_CIDS: This value is not configured by upper layers, but rather it is inferred from the configured value of MAX_CID according to the following rule:
-	If MAX_CID > 15 then LARGE_CIDS = TRUE else LARGE_CIDS = FALSE;.
-	PROFILES (M): Profiles are used to define which profiles are allowed to be used by the UE. The list of supported profiles is described in section 5.7.1. The parameter PROFILES is configured by upper layers (profiles for uplink and downlink in TS 38.331 [3]);
-	FEEDBACK_FOR (N/A): This is a reference to the channel in the opposite direction between two compression endpoints and indicates to what channel any feedback sent refers to. Feedback received on one ROHC channel for this PDCP entity shall always refer to the ROHC channel in the opposite direction for this same PDCP entity;
-	MRRU (N/A): ROHC segmentation is not used.
5.7.4	Header compression
If header compression is configured, the header compression protocol generates two types of output packets:
-	compressed packets, each associated with one PDCP SDU
-	standalone packets not associated with a PDCP SDU, i.e. interspersed ROHC feedback
A compressed packet is associated with the same PDCP SN and COUNT value as the related PDCP SDU. The header compression is not applicable to the SDAP header if included in the PDCP SDU.
Interspersed ROHC feedback are not associated with a PDCP SDU. They are not associated with a PDCP SN and are not ciphered.
NOTE:	If the MAX_CID number of ROHC contexts are already established for the compressed flows and a new IP flow does not match any established ROHC context, the compressor should associate the new IP flow with one of the ROHC CIDs allocated for the existing compressed flows or send PDCP SDUs belonging to the IP flow as uncompressed packet.
[bookmark: _Toc469053335][bookmark: _Toc486851305][bookmark: _Toc500837818]5.7.5	Header decompression
If header compression is configured by upper layers for PDCP entities associated with user plane data, the PDCP Data PDUs are decompressed by the header compression protocol after performing deciphering as explained in the subclause 5.8. The header decompression is not applicable to the SDAP header if included in the PDCP Data PDU.
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[bookmark: _Toc502396846]6.1	Protocol data units
[bookmark: _Toc502396847]6.1.1	Data PDU
The PDCP Data PDU is used to convey one or more of followings in addition to the PDU header:
-	a PDCP SN;
-	user plane data;
-	control plane data;
-	a MAC-I.
[bookmark: _Toc502396848]6.1.2	Control PDU
The PDCP Control PDU is used to convey one of followings in addition to the PDU header:
-	a PDCP status report;
-	an interspersed ROHC feedback.
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