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Change 1
	Function Name
	fl_TC_19_1_3_1_Body_Steps1_10()

	Reason for change
	Currently the security parameters updated during test case execution are not beintg saved. This can cause the test case to expect an incorrect KSI value in a SERVICE REQUEST received for IMS deregistration, when the UE is powered off at steps 19 and/or 30-33.  

	Summary of change
	Write updated security paramters to global store following steps 1-10

	Source of change
	NAS_SecurityMode.ttcn

	MCC160
	


Before:
	    function fl_TC_9_1_3_1_Body_Steps1_10() runs on EUTRA_PTC

  {

    // ==========================================================================

    // initialize constant test case data structures

    // ==========================================================================

    var ProcedureTransactionIdentifier v_EPS_TI := '01'O;

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var NAS_UL_Message_Type v_PdnConnectivityRequest;

    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var boolean v_EIT_Flag := false;

    var NAS_MSG_Indication_Type v_NasInd;  // temporary variable which is used when receiving NAS ASPs

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType ();   //used to follow TTCN3 v411 standard

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL); // @sic R5s110176 sic@

    //+   The UE is switched on.

    //@siclog "Step 1" siclog@

    f_EUTRA_SwitchOnUEandStartIP(eutra_CellA); // @sic R5s120065 sic@

    //+   The UE transmits an ATTACH REQUEST message --> ATTACH REQUEST

    //@siclog "Step 2" siclog@

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas( eutra_CellA,

                                                tsc_RRC_TI_Def,

                                                cr_EstablishmentCause_Any,

                                                cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                  cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType),

                                                                                  cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                  f_GetPdnType())));

    v_PdnConnectivityRequest := v_NasInd.Pdu.PiggybackedPduList[0].Msg;

    v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)

    if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    v_EIT_Flag := f_CheckEsmInfoTransferFlag(v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST);

    //+

    //+   The SS transmits an AUTHENTICATION REQUEST message to initiate

    //+   the EPS authentication and AKA procedure. <-- AUTHENTICATION

    //+   REQUEST

    //+

    //+   The UE transmits an AUTHENTICATION RESPONSE message and

    //+   establishes mutual authentication. --> AUTHENTICATION RESPONSE

    // @sic R5s090210 R5s100049 sic@

    //@siclog "Step 3 - 4" siclog@

    v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA, tsc_SRB1,

                                                   v_SecurityParams,

                                                   tsc_SHT_IntegrityProtected_Ciphered, //  @sic R5-102226 sic@

                                                   tsc_SHT_IntegrityProtected_Ciphered, //  @sic R5-102226 sic@

                                                   f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity));

    //+   The SS transmits a SECURITY MODE COMMAND message to activate NAS

    //+   security. It is integrity protected and includes request to

    //+   include IMEISV <-- SECURITY MODE COMMAND

    //+   Check: Does the UE transmit a SECURITY MODE COMPLETE message and

    //+   does it establish the initial security configuration? -->

    //+   SECURITY MODE COMPLETE [1,P]

    //@siclog "Step 5 - 6" siclog@

    v_NasCountUL := fl_EUTRA_NAS_ActivateSecurity_IMEISV(eutra_CellA, v_SecurityParams);

    //@siclog "Steps 6Aa1-8Dc1 siclog@"

    // Steps 9a1-16c1 of the generic procedure for UE registration specified in TS 36.508 subclause 4.5.2.3 are performed.

    f_EUTRA_InitialRegistration_Step9_16c1 (eutra_CellA, v_NasInd, v_NasCountUL); // @sic R5-160739 sic@

    //+   The SS Transmits an IDENTITY REQUEST message [Security

    //+   protected] <- IDENTITY REQUEST

    //@siclog "Step 9" siclog@

    SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

    //+   Check: Does the UE transmit an IDENTIY RESPONSE message

    //+   [Security Protected]? -> IDENTITY RESPONSE [1,P]

    //@siclog "Step 10" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(

                                                      tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 10 resp. 20");

  } // function fl_TC_9_1_3_1_Body_Steps1_10




After:
	  function fl_TC_9_1_3_1_Body_Steps1_10() runs on EUTRA_PTC

  {

    // ==========================================================================

    // initialize constant test case data structures

    // ==========================================================================

    var ProcedureTransactionIdentifier v_EPS_TI := '01'O;

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var NAS_UL_Message_Type v_PdnConnectivityRequest;

    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var boolean v_EIT_Flag := false;

    var NAS_MSG_Indication_Type v_NasInd;  // temporary variable which is used when receiving NAS ASPs

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType ();   //used to follow TTCN3 v411 standard

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL); // @sic R5s110176 sic@

    //+   The UE is switched on.

    //@siclog "Step 1" siclog@

    f_EUTRA_SwitchOnUEandStartIP(eutra_CellA); // @sic R5s120065 sic@

    //+   The UE transmits an ATTACH REQUEST message --> ATTACH REQUEST

    //@siclog "Step 2" siclog@

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas( eutra_CellA,

                                                tsc_RRC_TI_Def,

                                                cr_EstablishmentCause_Any,

                                                cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                  cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType),

                                                                                  cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                  f_GetPdnType())));

    v_PdnConnectivityRequest := v_NasInd.Pdu.PiggybackedPduList[0].Msg;

    v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)

    if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    v_EIT_Flag := f_CheckEsmInfoTransferFlag(v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST);

    //+

    //+   The SS transmits an AUTHENTICATION REQUEST message to initiate

    //+   the EPS authentication and AKA procedure. <-- AUTHENTICATION

    //+   REQUEST

    //+

    //+   The UE transmits an AUTHENTICATION RESPONSE message and

    //+   establishes mutual authentication. --> AUTHENTICATION RESPONSE

    // @sic R5s090210 R5s100049 sic@

    //@siclog "Step 3 - 4" siclog@

    v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA, tsc_SRB1,

                                                   v_SecurityParams,

                                                   tsc_SHT_IntegrityProtected_Ciphered, //  @sic R5-102226 sic@

                                                   tsc_SHT_IntegrityProtected_Ciphered, //  @sic R5-102226 sic@

                                                   f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity));

    //+   The SS transmits a SECURITY MODE COMMAND message to activate NAS

    //+   security. It is integrity protected and includes request to

    //+   include IMEISV <-- SECURITY MODE COMMAND

    //+   Check: Does the UE transmit a SECURITY MODE COMPLETE message and

    //+   does it establish the initial security configuration? -->

    //+   SECURITY MODE COMPLETE [1,P]

    //@siclog "Step 5 - 6" siclog@

    v_NasCountUL := fl_EUTRA_NAS_ActivateSecurity_IMEISV(eutra_CellA, v_SecurityParams);

    //@siclog "Steps 6Aa1-8Dc1 siclog@"

    // Steps 9a1-16c1 of the generic procedure for UE registration specified in TS 36.508 subclause 4.5.2.3 are performed.

    f_EUTRA_InitialRegistration_Step9_16c1 (eutra_CellA, v_NasInd, v_NasCountUL); // @sic R5-160739 sic@

    //+   The SS Transmits an IDENTITY REQUEST message [Security

    //+   protected] <- IDENTITY REQUEST

    //@siclog "Step 9" siclog@

    SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

    //+   Check: Does the UE transmit an IDENTIY RESPONSE message

    //+   [Security Protected]? -> IDENTITY RESPONSE [1,P]

    //@siclog "Step 10" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(

                                                      tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 10 resp. 20");

    f_EUTRA_Security_Set(v_SecurityParams);
  } // function fl_TC_9_1_3_1_Body_Steps1_10




Change 2
	Function Name
	fl_TC_19_1_3_1_Body_Steps1_10()

	Reason for change
	Currently the security parameters updated during test case execution are not beintg saved. This can cause the test case to expect an incorrect KSI value in a SERVICE REQUEST received for IMS deregistration, when the UE is powered off at steps 19 and/or 30-33.  

	Summary of change
	Write updated security paramters to global store following steps 13-15

	Source of change
	NAS_SecurityMode.ttcn

	MCC160
	


Before:
	  function fl_TC_9_1_3_1_Body() runs on EUTRA_PTC

  {

    // ==========================================================================

    // initialize constant test case data structures

    // ==========================================================================

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var integer i;

//    var ProcedureTransactionIdentifier v_EpsTi;

//    var B8_Type v_EsmCauseValue;

//    var template (omit) GPRS_Timer3 v_T3396 := cs_GprsTimer3(omit, tsc_GprsTimerUnit_deact, '11111'B);

    // if the default was a zero ciphering algorithm force a non-zero ciphering algorithm

    if (v_SecurityParams.NAS_Ciphering.Algorithm == '000'B) {

      v_SecurityParams.NAS_Ciphering.Algorithm := '001'B;  // @sic R5-130650 sic@

      f_EUTRA_Security_Set(v_SecurityParams);

    }

    //@siclog "Steps 1-10" siclog@

    fl_TC_9_1_3_1_Body_Steps1_10();

    //To get updated SecurityParams

    v_SecurityParams := f_EUTRA_Security_Get(); // @sic R5s130358 sic@

    //+   The SS transmits an AUTHENTICATION REQUEST message to initiate

    //+   the EPS authentication and AKA procedure for new key set

    //+   generation. <-- AUTHENTICATION REQUEST

    //+   The UE transmits an AUTHENTICATION RESPONSE message and

    //+   establishes mutual authentication. --> AUTHENTICATION RESPONSE

    //@siclog "Step 11 - 12" siclog@

    v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA, tsc_SRB2,

                                                   v_SecurityParams,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity));

    //+   SS resets UL and DL NAS Count to zero

    //+  (specific msg. content)

    //+   The SS transmits a SECURITY MODE COMMAND message to activate

    //+   NAS security. It is integrity protected and includes request to

    //+   include IMEISV <-- SECURITY MODE COMMAND

    //+  (specific msg. content)

    //+   The UE transmits a NAS SECURITY MODE COMPLETE message and

    //+   establishes the initial security configuration. --> SECURITY

    //+   MODE COMPLETE [2,P]

    //@siclog "Step 13 - 15" siclog@

    v_NasCountUL := fl_EUTRA_NAS_ActivateSecurity_IMEISV(eutra_CellA, v_SecurityParams, true, tsc_SRB2);

    //@sic R5s090210 sic@

    // To be integrity protected with new configuration and sent on SRB2

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 15");

    //+ Exception : Steps 16 and 17 are executed 100 times to check UE is

    //+ applying security correctly

    for (i := 0; i < 100; i := i + 1) {

      //+   The SS transmits an IDENTITY REQUEST message [Security

      //+   protected] <- IDENTITY REQUEST

      //@siclog "Step 16" siclog@

      SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                   cs_TimingInfo_Now,

                                   cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                  cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

      //+   Check: Does the UE transmit an IDENTIY RESPONSE message

      //+   [Security Protected]? -> IDENTITY RESPONSE [2,P]

      //@siclog "Step 17" siclog@

      SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                      cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                        cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

      f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 17");

    }


After:
	    function fl_TC_9_1_3_1_Body() runs on EUTRA_PTC

  {

    // ==========================================================================

    // initialize constant test case data structures

    // ==========================================================================

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var integer i;

//    var ProcedureTransactionIdentifier v_EpsTi;

//    var B8_Type v_EsmCauseValue;

//    var template (omit) GPRS_Timer3 v_T3396 := cs_GprsTimer3(omit, tsc_GprsTimerUnit_deact, '11111'B);

    // if the default was a zero ciphering algorithm force a non-zero ciphering algorithm

    if (v_SecurityParams.NAS_Ciphering.Algorithm == '000'B) {

      v_SecurityParams.NAS_Ciphering.Algorithm := '001'B;  // @sic R5-130650 sic@

      f_EUTRA_Security_Set(v_SecurityParams);

    }

    //@siclog "Steps 1-10" siclog@

    fl_TC_9_1_3_1_Body_Steps1_10();

    //To get updated SecurityParams

    v_SecurityParams := f_EUTRA_Security_Get(); // @sic R5s130358 sic@

    //+   The SS transmits an AUTHENTICATION REQUEST message to initiate

    //+   the EPS authentication and AKA procedure for new key set

    //+   generation. <-- AUTHENTICATION REQUEST

    //+   The UE transmits an AUTHENTICATION RESPONSE message and

    //+   establishes mutual authentication. --> AUTHENTICATION RESPONSE

    //@siclog "Step 11 - 12" siclog@

    v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA, tsc_SRB2,

                                                   v_SecurityParams,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity));

    //+   SS resets UL and DL NAS Count to zero

    //+  (specific msg. content)

    //+   The SS transmits a SECURITY MODE COMMAND message to activate

    //+   NAS security. It is integrity protected and includes request to

    //+   include IMEISV <-- SECURITY MODE COMMAND

    //+  (specific msg. content)

    //+   The UE transmits a NAS SECURITY MODE COMPLETE message and

    //+   establishes the initial security configuration. --> SECURITY

    //+   MODE COMPLETE [2,P]

    //@siclog "Step 13 - 15" siclog@

    v_NasCountUL := fl_EUTRA_NAS_ActivateSecurity_IMEISV(eutra_CellA, v_SecurityParams, true, tsc_SRB2);

    //@sic R5s090210 sic@

    // To be integrity protected with new configuration and sent on SRB2

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 15");

    f_EUTRA_Security_Set(v_SecurityParams);
    //+ Exception : Steps 16 and 17 are executed 100 times to check UE is

    //+ applying security correctly

    for (i := 0; i < 100; i := i + 1) {

      //+   The SS transmits an IDENTITY REQUEST message [Security

      //+   protected] <- IDENTITY REQUEST

      //@siclog "Step 16" siclog@

      SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                   cs_TimingInfo_Now,

                                   cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                  cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

      //+   Check: Does the UE transmit an IDENTIY RESPONSE message

      //+   [Security Protected]? -> IDENTITY RESPONSE [2,P]

      //@siclog "Step 17" siclog@

      SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                      cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                        cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

      f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 17");

    }


