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	Reason for change:
	At step 6, after the T3418 expired, the test case expect the UE to start T3410, and only try to attach on cell 8 after T3410 expired.

However, as per the Conformance requirements reference of TS 24.301, clause 5.4.2.7 

f)
Network failing the authentication check:


If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 36.331 [22]). The UE shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN.

After the T3418 expired, the UE will release RRC connection and treat the cell as barred, and follow the Abnormal cases handling as per 34.301 cl. 5.5.1.2.6, b)-> stop T3410 -> e), or go directly to a). in either cases, the waiting on T3410 no longer apply here, and the UE will try to attach Cell B at step 7 once see it.
a)
Access barred because of access class barring or NAS signalling connection establishment rejected by the network

If access is barred for "signalling" (see 3GPP TS 36.331 [22]), the attach procedure shall not be started. The UE stays in the current serving cell and applies the normal cell reselection process. The attach procedure is started as soon as possible, i.e. when access for "signalling" is granted on the current cell or when the UE moves to a cell where access for "signalling" is granted.

b)
Lower layer failure or release of the NAS signalling connection before the ATTACH ACCEPT or ATTACH REJECT message is received


The attach procedure shall be aborted, and the UE shall proceed as described below.
…
e)
Change of cell into a new tracking area


If a cell change into a new tracking area occurs before the attach procedure is completed, the attach procedure shall be aborted and re-initiated immediately. If a tracking area border is crossed when the ATTACH ACCEPT message has been received but before an ATTACH COMPLETE message is sent, the attach procedure shall be re-initiated. If a GUTI was allocated during the attach procedure, this GUTI shall be used in the attach procedure.

…
For the cases b, c, and d the UE shall proceed as follows:

-
Timer T3410 shall be stopped if still running. The attach attempt counter shall be incremented, unless it was already set to 5.



	
	

	Summary of change:
	Removed the T3410 waiting between step 6/7

	
	

	Consequences if not approved:
	A conformant UE may fail the test case
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9.1.2.6
Abnormal cases / Network failing the authentication check
9.1.2.6.1
Test Purpose (TP)

(1)

with { UE in EMM-REGISTERED state / EMM-CONNECTED mode}

ensure that {

  when { UE receives an AUTHENTICATION REQUEST message but UE deems that the network failed the authentication check }

    then { UE locally release the RRC connection and treat the active cell as barred }

            }
9.1.2.6.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.4.2.7.

[TS 24.301, clause 5.4.2.7]

It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the UE) if any of the following occur:

-
after sending the AUTHENTICATION FAILURE message with the EMM cause #20 "MAC failure" the timer T3418 expires;
…


When it has been deemed by the UE that the source of the authentication challenge is not genuine (i.e. authentication not accepted by the UE), the UE shall proceed as described in item f.

…

f)
Network failing the authentication check:


If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 36.331 [22]). The UE shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN.

9.1.2.6.3
Test description

9.1.2.6.3.1
Pre-test conditions

System Simulator:

-
Cell A and Cell B are configured according to table 6.3.2.2-1 in TS 36.508 [18]
UE:

none.

Preamble:

-
the UE is in state Switched OFF (state 1) according to clause [18].

9.1.2.6.3.2
Test procedure sequence

Table 9.1.2.6.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell".

- Cell B as a " Suitable neighbour intra-frequency cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	SS transmits an AUTHENTICATION REQUEST message which contains an invalid MAC code
	<--
	AUTHENTICATION REQUEST
	-
	-

	5
	UE responds with an AUTHENTICATION FAILURE message, with reject cause "MAC failure".
	-->
	AUTHENTICATION FAILURE
	-
	-

	6
	SS responds nothing and waits for the expiration of T3418.
	
	
	
	

	6A
	TheSS configures:

- Cell B as the "Serving cell".

- Cell A as a " Suitable neighbour intra-frequency cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message?
	-->
	ATTACH REQUEST
	1
	P

	8-19
	The attach procedure is completed by executing steps 5 to 16 of the UE registration procedure in TS 36.508 sub clause 4.5.2.3.
	-
	-
	-
	-

	-
	At the end of this test procedure sequence, the UE is in end state E-UTRA connected (E2) according to TS 36.508.
	-
	-
	-
	-


9.1.2.6.3.3
Specific message contents

Table 9.1.2.6.3.3-1: AUTHENTICATION REQUEST (step 3, Table 9.1.2.6.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-7

	Information Element
	Value/remark
	Comment
	Condition

	Authentication parameter AUTN
	Invalid MAC
	SS shall calculate the correct MAC value as specified in TS 33.401 and use any different value, e.g. correct_MAC+5.
	


Table 9.1.2.6.3.3-2: AUTHENTICATION FAILURE (step 5, Table 9.1.2.6.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-5

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0001 0100'B
	MAC failure
	

	Authentication failure parameter
	Not present
	
	


Table 9.1.2.6.3.3-3: SystemInformationBlockType1(Cell A, Preamble and all steps)
	Derivation Path: 36.508 Table 4.4.3.2-3

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1 ::= SEQUENCE {
	
	
	

	  cellAccessRelatedInfo SEQUENCE {
	
	
	

	    cellBarred
	notBarred
	
	

	    intraFreqReselection
	allowed
	
	

	  }
	
	
	

	}
	
	
	


