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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The goal of WebRTC IMS Client access to IMS is to significantly expand the pool of clients able to access IMS. This document contains the study on security issues following the potential modifications of the IMS architecture and stage 2 procedures as required by the support of WebRTC IMS Client access to IMS.

For this purpose this document will address:

· WebRTC IMS Client authentication mechanisms, including the re-use of existing IMS authentication mechanisms from WebRTC IMS Clients

· Required enhancements to IMS media plane security

· Control plane security related aspects 
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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3GPP TS 22.228: "Service requirements for the Internet Protocol (IP) multimedia core network subsystem (IMS); Stage 1".
[3]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[4]
3GPP TR 23.701: "Study on the Support of WebRTC IMS Client access to IMS".
[5]
3GPP TS 33.203: "3G security; Access security for IP-based services".
[6]
3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
[7]
W3C Web Real-Time Communications Working Group,
http://www.w3.org/2011/04/webrtc-charter.html
[8]
IETF Real-Time Communication in WEB-browsers Working Group,
http://tools.ietf.org/wg/rtcweb/
[9]
IETF RFC 5763: " Framework for Establishing a Secure Real-time Transport Protocol (SRTP) Security Context Using Datagram Transport Layer Security (DTLS)".

[10]
draft-ietf-rtcweb-security: "Security Considerations for WebRTC".

3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Web Real-Time Communications (WebRTC): A set of browser extensions enabling web applications to define real-time services.

WebRTC IMS Client (WIC): A WebRTC-capable browser running a JavaScript application that allows a user to access IMS services.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Cx
Reference Point between a CSCF and an HSS.

Gm
Reference Point between a UE and a P‑CSCF or between an IP-PBX and a P‑CSCF.

Iq
Reference Point between the IMS Application Level Gateway (ALG) (IMS-ALG) and the IMS Access Gateway (IMS-AGW) 

Mb
Reference Point between a UE and IP network services used for user data transport.

Mw
Reference Point between a CSCF and another CSCF.

W1
Reference Point between a WIC and WWSF.

W2
Reference Point between a WIC and eP-CSCF.

W3
Reference Point between a WIC and eIMS-AGW.

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

DTLS-SRTP
Datagram Transport Layer Security SRTP

eP-CSCF
P-CSCF enhanced for WebRTC
eIMS-AGW
IMS-AGW enhanced for WebRTC
ICE
Interactive Connectivity Establishment

NAT
Network Address Translation

P-CSCF
Proxy CSCF

RTP
Real-time Transport Protocol

S-CSCF
Serving CSCF

SDP
Session Description Protocol

SIP
Session Initiation Protocol

SRTP
Secure RTP

WebRTC
Web Real-Time Communication

WIC
WebRTC IMS Client
WWSF
WebRTC Web Server Function
4
Overview

4.1
WebRTC

4.1.1
Overview
Web Real-Time Communication (WebRTC) is specified by the W3C WebRTC WG [7] in collaboration with the IETF RTCWeb WG [8]. Although it is still work in progress, the technology has already been implemented in many different browsers. As W3C specifies the API and IETF the protocols, the IETF specifications are likely to be more relevant for the WebRTC IMS Client access to IMS work.

4.1.2
WebRTC Control plane

The WebRTC control plane is sent over HTTP/WebSocket and is controlled by the web application. While HTTP is a request-response protocol, WebSocket provides a full-duplex communication channel over TCP. The actual protocol is application-defined with a few requirements:

· SDP must be used with the following security requirements (see [10]):

· DTLS-SRTP must be used.

· ICE must be used.

This gives considerable flexibility, and as JavaScript is Turing complete, a WebRTC application can implement any signalling protocol, e.g. SIP and transport it over WebSocket.

4.1.3
WebRTC User plane

The WebRTC user plane consists of media channels for audio and video and data channels for peer-to-peer communication of arbitrary data. The user plane is controlled by the browser and therefore much more standardized. Some security relevant requirements (see [10]):

· All channels must use STUN/TURN/ICE.

· Media channels must use SRTP and DTLS-SRTP

· Data channels must use DTLS

An overview of the WebRTC protocol layers for the user plane can be seen in Figure 4.1.3-1.
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Figure 4.1.3-1: WebRTC user plane protocol layers 

4.2
WebRTC IMS Client access to IMS

4.2.1
Overview

A WIC (WebRTC IMS Client) is a WebRTC-capable browser running a web application that allows a user to access IMS services. The web application (written in HTML/CSS/JavaScript) is offered by the IMS operator or by a third party. The support of WebRTC IMS Client access to IMS significantly expands the pool of clients able to access IMS.

The WebRTC client authenticates to the IMS via the WebRTC control plane function, using either traditional IMS credentials e.g., SIP Digest username/password, or some form of web credentials e.g., OAuth access token. In the latter case, the WebRTC control plane function will verify the web credentials and then authenticate to the IMS core on behalf of the user.

4.2.2
Architecture

Figure 4.2.2-1 shows the the architecture for WebRTC IMS Client access to IMS as described in TR 23.701 [4]. The WWSF (WebRTC web server function) is the first web server contacted by the user (generally by clicking on a link or entering a URL into the browser). The P-CSCF enhanced for WebRTC (eP-CSCF) is the endpoint for the signalling connection.
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Figure 4.2.2-1: Architecture of WebRTC IMS Client access to IMS


5
Assumptions and Security requirements

5.1
Assumptions

Editor’s Note: If needed, this clause will define the underlying assumptions of the work.

5.1
Security requirements

Requirements for Support of WebRTC IMS Client access to IMS are specified by SA1 in 3GPP TS 22.228 [2]. Additional potential architectural requirements identified by SA2 are stated in 3GPP TR 23.701 [5].

Additional potential security requirements identified by SA3 are as follows:

Editor’s Note: This clause will define potential security requirements.

6
Solutions

6.1
Authentication
Editor’s Note: This clause is split into two sub-clauses to reflect the use cases mentioned in SA1 TS 22.228 [2]
“The authentication of the subscriber can be performed via the WebRTC IMS Client or by a WebRTC server on behalf of a user.”

Editor’s Note: TR 23.701 describes a third authentication/registration solution in which the eP-CSCF acts as an IP-PBX in static mode of operation. Whether SA3 should study this solution as well depends on the outcome of the SA2 discussions. From a security  perspective this solution appears similar to the solution described in 6.1.2.
Editor’s Note: SA3 must validate the registration scenarios and provide additional details related to security aspects of the architecture. In particular, SA3 should verify for all scenarios the security properties of at least the following aspects: the use of TLS, WSS and CORS at the relevant reference points; the use of IMS digest, TNA, and/or potentially other IMS authentication mechanisms; how to provide IMS digest authentication and registration information to the WIC; the required trust relationships between functional entities for the scenarios; and whether there are any constraints on network locations of the functional entities of the architecture in the scenarios.
6.1.1
Authentication of WebRTC IMS Client re-using existing IMS authentication mechanisms
Editor’s Note: It is assumed that the WebRTC IMS Client has access to IMS credentials and uses these to authenticate to the IMS.

In this scenario it is assumed that the user has a subscription with an individual IMPU and uses an IMS authentication mechanism (e.g., IMS digest) to authenticate with IMS. The eP-CSCF is assumed to relay the authentication information so that the message flows are unchanged.

Editor’s Note: The use of IMS AKA from a browser is ffs.

6.1.1.1
Use of SIP Digest credentials

In this scenario it is assumed that the WebRTC IMS Client implements the SIP Digest algorithm and sends the authentication information to the eP-CSCF. The use of SIP Digest in IMS is specified in Annex N of TS 33.203 [5].
Editor’s Note: How SIP Digest credentials are made available to the WebRTC IMS client (for example via the WWSF) and its security implications are FFS.

Figure 6.1.1.1-1 shows the registration flow. In this figure SIP over secure WebSocket is used between the WebRTC IMS Client and the eP-CSCF. Other protocols (e.g. HTTP RESTful or JSON over WebSocket) can also be used as long as it is able to relay the  digest challenge, challenge-response, and auth-info values.

NOTE:
The use of SIP Digest breaks the 3GPP security requirement mandating IMS AKA to connect to IMS when using 3GPP Access network See 3GPP TS 33.203.
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Figure 6.1.1.1-1: WebRTC client authentication using "SIP Digest"
NOTE:
The eP-CSCF can verify that the web-page establishing the signalling connection comes from a trusted domain by inspecting the value of Origin header. This header is inserted by the browser in the WebSocket handshake and in every HTTP request (requires the use of CORS, http://www.w3.org/TR/cors/).  
6.1.2
Authentication of WebRTC IMS Client using web credentials
Editor’s Note: It is assumed that the user does not have access to IMS credentials and that the eP-CSCF authenticates to the IMS on behalf of the user. The user may use some other form of credentials to authenticate to the eP-CSCF.

In this scenario it is assumed that the user has a subscription with an individual IMPU but uses a web identity and authentication scheme to authenticate with the eP-CSCF. The eP-CSCF verifies the authentication information and determines the user's IMPI/IMPU. This step can be done either by the eP-CSCF itself or indirectly via some other node. Once the authentication is done the eP-CSCF performs the IMS registration on behalf of the user.

6.1.2.1
Use of Trusted Node Authentication (TNA)

The scenario is a perfect fit for the Trusted Node Authentication (TNA) specified for IMS in Annex U of TS 33.203 [5]. While TNA was specified mainly for interworking with the CS access domain, the technology is access and protocol independent. The only requirements are that the trusted node (i.e. eP-CSCF) can authenticate the user that the trusted node can provide interworking between the IMS domain and the other domain if necessary, and as the name applies, that the operator trusts the node and the authentication provided by the node.

The signalling flow for when the Trusted Node performs registration on behalf of the WebRTC IMS Client is shown in Figure 4. In this figure SIP over secure WebSocket is used between the WebRTC IMS Client and the eP-CSCF. Other protocols (e.g. HTTP RESTful or JSON over WebSocket) can also be used. The signalling between the Trusted Node and the rest of the IMS core is unchanged from the signalling flow in Annex U of TS 33.203 [5].

Note that the format and validation of the authentication information passed from the WebRTC IMS Client to the eP-CSCF are considered out of scope. The authentication information can, for example, be in the form of an HTTP session cookie, a username/password input by the user, or an assertion (e.g. OAuth token) generated by an authorization server or the WWSF. The user's IMPI/IMPU can either be extracted from the authentication information or retrieved via a database lookup or through a third party.
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Figure 6.1.2.1-1: Trusted Node performs registraton on behalf of the WebRTC client

Editor’s Note: The details of step 2 in the above figure is ffs.

NOTE:
The eP-CSCF can verify that the web-page establishing the signalling connection comes from a trusted domain by inspecting the value of Origin header. This header is inserted by the browser in the WebSocket handshake and in every HTTP request (requires the use of CORS, http://www.w3.org/TR/cors/).  
6.2
Enhancements to IMS media plane security
Editor’s Note: This clause contains the needed Enhancements to IMS media plane security to support WebRTC IMS Clients, i.e. support of DTLS-SRTP.

6.2.1
Use of DTLS-SRTP for SRTP key management
6.2.1.1
Introduction

According to [10], all RTP traffic generated or received by a WebRTC client must be protected with SRTP, using DTLS-SRTP as the key management protocol. This means that if a WebRTC IMS Client is supposed to be able to communicate with existing IMS endpoints (e.g. IMS UE or PSTN GW), DTLS-SRTP and SRTP must be terminated at an intermediate node.

This clause describes the additional procedures and interface extensions required to support end-to-access-edge (e2ae) security for RTP using DTLS-SRTP and SRTP.
Editor’s Note: The solution for e2ae security outlined in this clause only applies to network centric approach for WebRTC access to IMS. Whether SA3 should study the device centric approach as well (where transcoding and encryption/decryption is handled in the UE) depends on the outcome of the SA2 discussions.
6.2.1.2
e2ae security for RTP using DTLS-SRTP
E2ae protection of RTP using DTLS-SRTP is similar to e2ae protection of MSRP using TLS and the session establishment procedures are therefore largely the same. In both cases certificate fingerprints need to be exchanged over SDP and the media has to be anchored in IMS by inserting a gateway on the media path. Similarly as for e2ae protection using SDES and TLS, the signalling path between the WebRTC IMS Client and the eP-CSCF needs to be secured.
Figure 6.2.1.2-1 shows the originating procedure for e2ae protection of RTP using DTLS-SRTP. The terminating procedure is similar and is not shown here. 
Editor’s note: It’s ffs whether DTLS-SRTP can be used for other types of IMS clients than WebRTC IMS Clients.

It should be noted that no assumption is made on the interface between the WebRTC IMS client and the WebRTC control plane function except that it is SDP based, secured  and that DTLS-SRTP is supported. The indication "e2ae-security requested by UE" is either explicitly included in the offer or deduced from the fact that the IMS Client is a WebRTC IMS Client.
Support for e2ae security for RTP using DTLS-SRTP needs to be indicated during registration. Since this must be done independently from the indication of support for e2ae security for RTP using SDES, new indication values need to be defined, e.g.  "e2ae- security for RTP using DTLS supported by the UE" and "e2ae-security for RTP using DTLS-SRTP supported by the network". If the remote side has indicated support for both SDES and DTLS-SRTP during registration, then both alternatives may be included in an outgoing offer (i.e. both a=crypto and a=fingerprint lines). The remote side can then select the option it prefers. Similar to above, the indications are either explicitly included in the registration request/response or deduced from the fact that the IMS client is a WebRTC IMS Client. 

Editor’s note: Detailed description of the DTLS profile is ffs.
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Figure 6.2.1.2-1: E2ae protection of RTP based on DTLS-SRTP 
6.3
Other security aspects

Editor’s Note: If needed, this clause contains study of other security aspects such as privacy, NAT/firewall traversal, control plane security aspects, , etc.
7
Assessment of solutions
Editor’s Note: If needed, this clause will contain assessments of the various solutions.
8
Conclusions and recommendations
Editor’s Note: This clause will capture agreed conclusions and recommendations.
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