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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document is a study on the remote update of 3GPP long term secret keys held in a SIM / USIM.  

It:
-
Identifies which Long Term Keys should be updatable within this proposed feature.

-
Identifies the 3GPP/non 3GPP elements that would be affected by the update of these keys.

-
Identifies the Key Issues relating to the updating of long term keys.

-
Identifies potential requirements for the updating of long term keys.

-
Identifies the applicability of Long Term Key Updating to GSM, UMTS, LTE and 5G and how the requirements may change across these technologies. 

-
Identifies solutions for the updating of long term keys.

-
Evaluates solutions for the updating of long term keys.

-
Concludes on the best solutions(s) for the updating of long term keys.

-
Makes recommendations for further work.

This study will consider existing and new solutions that can be used for the update of 3GPP Long Term Keys.

The management of subscriptions is out of scope for this document.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Background 
The current mobile security architectures – GSM / GPRS, UMTS and LTE – rely almost entirely on the secrecy of the long term secret key (called K in GSM / GPRS, or K in UMTS/LTE – we will call it K here) that is stored in a USIM / SIM.   Knowledge of the USIM OTA update keys may allow an attacker to modify/ read aspects of the USIM remotely.
The fundamental security assumption is that the attacker does not know K or the USIM OTA keys.  But if this security assumption fails, the loss of security is catastrophic.  

Long Term Keys might massively or individually leak to an attacker or attackers for a number of reasons, e.g.:

a)
a security compromise at the factory (SIM vendor or subscription manager) where K is generated.

b)
a security compromise of the communication channel over which Ki is transported from SIM vendor or subscription manager to network operator.

c)
a compromise of the mobile operators’ equipment or software.

d)
an insider attack on the key store at a network operator or SIM vendor.

e)
a local attack (e.g. side channel) on the SIM card in the supply chain.

f)
a local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer.

g)
by accident due to misconfiguration in the mobile operator network.

Operators and vendors should of course try to prevent any of (a) – (g) from happening.  But the risks could be significantly reduced by the definition of a mechanism to recover from a compromise of the long term keys, or to replace long term keys potentially exposed to many of the threats listed above by new keys exposed to fewer of those threats.

Currently, there is no standardized mechanism within 3GPP that enables the secure and expedited update of the 3GPP specified long term keys in both the USIM and HLR/HSS either in bulk or for an individual subscriber.  

This means that currently, if long term keys are exposed (through accidental exposure or other compromise), the only existing method of recovering from the compromise and re-establishing the same level of security is replacement/re-issuance of the USIM/UICC(s) (or USIM profile in eUICC(s)) and updating the HLR/HSS key(s) and/or OTA keys.  The same is true even when there is no concrete evidence that the keys have been exposed, but we simply wish to reduce the likelihood that they have been.
5
Identification of updatable long term keys

Editor's Note: This section details the keys that are considered as long term keys that may be updated.
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USIM related key stores and key transport processes
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Editor's Note: This section identifies the places and processes that involve USIM related long term keys
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