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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

GSMA has been investigating a new VoLTE roaming architecture option, "S8 Home Routed (S8HR)".

S8HR is an architecture for IMS voice roaming whereby the PGW, PCRF, P-CSCF, ATCF and ATGW are located in the HPLMN also when the UE is roaming in a VPLMN. One of the main implications is that S8HR roaming architecture is not using Local Breakout anymore and therefore the IMS APN is resolved to point to a PGW in the HPLMN (rather than in the VPLMN). 
GSMA Product and Services Management Committee (PSMC) has informed 3GPP that they endorsed S8HR architecture as a candidate for VoLTE roaming subject to the related issues (inclusive of Lawful Interception, Emergency Call, SRVCC, and others) being resolved by 3GPP. 

The S8HR architecture limits existing Lawful Interception solutions  based on 3GPP standards in the VPLMN in detecting, retrieving and reporting to Law Enforcement Agencies targeted roaming IMS communication  when obligated to do so by a intercept request (e.g., lawful authorization or warrant). 

1
Scope

This Technical Report studies and identifies the changes to the LI architecture, function and protocols for inbound roamers in the VPLMN when S8HR is employed which is equivalent to the LI service level for Local Breakout (LBO) in the VPLMN for VoLTE services.  Covered by this Technical Report includes:

· Potential enhancements to the LI service architecture to accommodate the S8HR roaming architecture in the VPLMN to meet all the current LI regulatory requirements applicable to voice and other IMS service roaming are considered and compared.

· Considerations on maximizing re-use of existing 3GPP defined capabilities such as PCC is considered.

· Exploration of the changes that may be needed to TS 33.107 [3] and TS 33.108 [4].
Finally, this Technical Report provides recommendations for proceeding with implementing the selected approach.
This study item takes into account GSMA related activities.
Editor’s Note: Might need to add text in regards to localized HPLMN services (in the Visited Country) under GATS subject to feedback from other groups.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 24.229: "IP Multimedia Call Control based on SIP and SDP; Stage 3".
[3]
3GPP TR 33.107: "Lawful interception architecture and functions"

[4] 
3GPP TS 33.108: "Handover interface for Lawful Interception (LI)"

[5]
3GPP TR 23.749:  "Study on S8 Home Routing Architecture for VoLTE"

[6]
World Trade Organization S/L/20, "Fourth Protocol to the General Agreement on Trade in Services", 30 April 1996
[7]
WTO Annex 1B, "General Agreement on Trade in Services"
[8]
3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security"
[9]
3GPP TS 23.203: "Policy and charging control architecture".
[10]
3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".
3
Definitions, symbols and abbreviations
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] 3GPP TR 23.749 [5] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 23.749 [5]. ], which takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1]
3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1], 3GPP TR 23.749 [5] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 23.749 [5] , which takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1]..

BBIFF
Bearer Binding Intercept and Forwarding Function

GATS
General Agreement on Trade in Services

LMISF
LI Mirror IMS State Function

LPCF
LI Policy Control Function

S8HR
S8 Home Routing

WTO
World Trade Organization

4
Assumptions, architecture requirements and protocol requirements
Editor's Note: The issue of proper GPT-U tunnel selection needs to be described.  E.g. APN, FQDN for GTP-U far end point, etc.

Editor's Note: The issue of Ut interception in the VPLMN may need to be included (only if it is already covered in LBO)

Editor's Note:  The issue of extracting specific RTP media flows out of a GTP-U tunnel needs to be described – tunnel de-multiplexing.

Editor's Note: There needs to be an issue added describing content (codec) reporting.

Editor's Note: There needs to be an issue added on mid-call triggering (e.g. retaining call state of all roaming calls) – do we need an issue about retaining registration state of all S8HR subscribers as well?

Editor's Note: There needs to be text added illustrating some operator policy options available for detection of unwanted encryption and unsupported media.  There may also need some examination of the applicable TFT rules and whether there are any TFT rule gaps.

Editor's Note: There needs to be a description of detecting and reporting the media plane encryption level (e.g. only only integrity protection).

Editor's Note: There needs to be some text explaining BBIFF impact on S-GW when integrated into the S-GW.
4.1
Assumptions
The following assumptions are used within this study:

1.
LI capabilities adhering to TS 33.108 [4] are already present in the PLMN.
4.2
Architecture and architecture requirements
4.2.1
Architecture

4.2.1.1
Architecture reference model
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Figure 4.2.1.1.1: S8HR with BBIFF target GTP tunnel extraction

4.2.1.2
Reference points

Xia:
Reference point between BBIFF or S-GW and LMISF for the delivery of IMS signalling (Gm extracted from S8 GTP tunnel) messages extracted from IMS signalling GTP tunnels (S8) for roaming users where S8HR is utilized.

Xib:
Provides the transfer of GTP tunnel LI extraction rules from the LPCF to the BBIFF or S-GW. Provides indications from BBIFF or S-GW of GTP tunnel setup or disconnect meeting LI extraction rules.

Xic:
Reference point for informing the LPCF by the LMISF of activation and deactivation of LI for targets operating through S8HR.

4.2.1.3
Network elements

4.2.1.3.1
LMISF

LMISF functions include:

-
Receive and process IMS signalling (Gm extracted from the S8 GTP tunnel) over the Xia reference point

-
Tracking all IMS registrations, re-registrations and de-registrations of all roaming users operating through S8HR

-
Establish and maintain mapping between LEA requested target identity and the GTP tunnel identities available in the BBIFF or S-GW.

-
Provide IMS capabilities (IRI) equivalent to those defined in 33.107[3] & 33.108 [4]

-
Inform the LPCF of activation and deactivation of LI on targets roaming through S8HR.

-
Generation of Communications records for the purpose of Data Retention.

4.2.1.3.2
LPCF

LPCF functions include:

-
Receive from the LMISF indications of activation and deactivation of LI on targets roaming through S8HR.

-
Directing the BBIFF or S-GW to start or stop extracting and delivering IMS media in identified GTP tunnels to the DF3.

4.2.1.3.3
BBIFF

BBIFF functions include:

-
Executing the policy rules established by the LPCF against S8HR traffic.

-
Deliver IMS signalling (Gm extracted from the S8 GTP tunnel) over the Xia reference point

-
Direct the S-GW to deliver IMS media (content) extracted from the S8 GTP tunnel over X3 to DF3.
4.3
Protocol and protocol requirements
Editor's Note:
This section provides the protocols for the reference points defined in the architecture for LI when S8HR is deployed and derives key protocol requirements.

5
Key issues
5.1
Key issue #1 – IMEI targeted LI
5.1.1
Description

National regulations may require identifying the target of LI by IMEI. This requirement also exists for non IMS related interception, such as packet data.

IMEI based interception shall be provided.

5.1.2
Architectural requirements 
LMISF shall be aware of identities used in IMS communications.
5.1.3
Stage 3 requirements 
No specific stage 3 requirement is expected.
5.1.4
Solution approaches
5,1,4,1
General

Two different approaches are proposed, i.e. detection of target IMEI in the LMISF and detection of target IMEI in the S-GW/BBIFF.
5.1.4.2
Detection of Target IMEI in LMISF

The BBIFF provides LMISF with bearers carrying IMS signalling over Xia reference point.

LMISF receives over X1 interface the request to activate interception for a target IMEI.

LMISF retrieves the IMEI used for the VoLTE call from the IMS signalling retrieved from the bearers received over Xi1a reference point.

In case of matching between the IMEI provided as target and the IMEI retrieved for the VoLTE call, the LMISF provides the SIP messages for the VoLTE call being intercepted to the DF2 over X2 interface.

In addition, the LMISF provides the information over Xic interface to the LPCF.

The LPCF then indicates the BBIFF to start interception of media (content) for the call. The BBIFF extracts the media stream packets for the given bearer and provides it to the DF3 over X3 interface. 

If LMISF receives the request to stop interception for a target IMEI, the LMISF provides the information over Xic interface to the LPCF.

The LPCF then indicates the BBIFF to stop interception of media (content) for the call. The BBIFF stops extracting the media for the given bearer.

5.1.4.3
Detection of IMEI at S-GW/BBIFF

The BBIFF can be integrated with the intercept function already defined in SGW. Xib is used by BBIFF to inform LPCF of presence of a target. LPCF then configures BBIFF to deliver traffic to DF3.

LMISF receives over X1 interface the request to activate interception for a target IMEI.

In case of IMEI targeted LI, S-GW and thus BBIFF can be made aware of the targeting in the same way as for packet data based interception in the roaming case. The BBIFF then informs the LPCF of presence of a target bearer in that S-GW. LPCF then configures BBIFF to deliver the contents of the correct bearer to DF3.

In addition, BBIFF informs LMISF over Xia that the bearer is related to an IMEI which is target for interception in the S-GW (packet data interception). In case of matching between the IMEI provided as target over X1 and the IMEI received from the BBIFF, the LMISF provides the SIP messages for the VoLTE call being intercepted to the DF2 over X2 interface.

Editor’s Note: This approach needs further study to address possible scenario limitations. 

Editor’s Note: Further text may be needed to address correlation between IRI and CC.
5.2
Key issue #2 –Tel-URI or SIP-URI targeted LI
5.2.1
Description

Tel-URI and SIP-URI based interception shall be provided.
5.2.2
Architectural requirements 
LMISF shall be aware of identities used in IMS communications.
5.2.3
Stage 3 requirements 
No specific stage 3 requirement is expected.
5.2.4
Solution approaches
The BBIFF provides LMISF with bearers carrying IMS signalling over Xia reference point.

LMISF receives over X1 interface the request to activate interception for a target Tel-URI/SIP-URI.

LMISF retrieves the Tel-URI/SIP-URI used for the VoLTE call from the IMS signalling retrieved from the bearers received over Xi1a reference point.

In case of matching between the Tel-URI/SIP-URI provided as target and the Tel-URI/SIP-URI retrieved for the VoLTE call, the LMISF provides the SIP messages for the VoLTE call being intercepted to the DF2 over X2 interface.

In addition, the LMISF provides the information over Xic interface to the LPCF.

The LPCF then indicates the BBIFF to start interception of media (content) for the call. The BBIFF extracts the media stream packets for the given bearer and provides it to the DF3 over X3 interface. 

If LMISF receives the request to stop interception for a target Tel-URI/SIP-URI, the LMISF provides the information over Xic interface to the LPCF.

The LPCF then indicates the BBIFF to stop interception of media (content) for the call. The BBIFF stops extracting the media for the given bearer. 

5.3
Key issue #3 – LI targeted S8 GTP selection criteria
5.3.1
Description

In order to extract the target’s VoLTE signalling and media traffic for a lawful interception by the Visited PLMN, the Visited PLMN needs to be aware of which GTP tunnels actually carry IMS traffic. Signalling and media is carried over separate GTP tunnels. Furthermore, the VPLMN needs to be aware of which GTP tunnels carry traffic associated to the targeted IMS ID.
5.3.2
Architectural requirements 
Editor's Note:
"B-number" targeting is FFS.
1)
S8HR VoLTE GTP tunnels shall be identifiable in the visited network.

2)
The visited network shall store information to map IMS identities to GTP tunnels.

5.3.3
Stage 3 requirements 
1)
S8HR VoLTE GTP tunnels shall be detectable by their APN name and by their QCI.
5.3.4
Solution approaches
1)
S8HR VoLTE bearers is always be established to a dedicated APN only used for VoLTE traffic. Signalling bearers' GTP tunnels and voice traffic GTP bearers shall be distinguished by their QCI settings, which are detailed in TR 23.749 [5].
2)
LMISF shall receive all IMS signalling carried over signalling bearer GTP-U tunnels. In addition, the LMISF shall maintain and track all IMS registrations, de-registrations and re-registrations.  Furthermore, the LMISF shall be informed of all IMS GTP-U tunnel tear downs, and shall keep a mapping of IMS identities to GTP-U tunnel ID. The LMISF shall trigger LI on applicable IMS Sessions when LI is activated for a target based on an IMS identity.
5.4
Key Issue #4 – Obtaining network provided location
5.4.1
Description

It shall be possible to include network provided location in IRI.
5.4.2
Architectural requirements 
Network provided location shall be provided to the LEMF correlated to other reported IRI related to the target. 
5.4.3
Stage 3 requirements 
No stage 3 requirements5.4.4
Solution approaches
5.4.4.1
MME provided location

To make network provided location available at the LMISF, the MME shall include user location information in Modify Bearer Request messages sent to SGW for all roaming-in users. 

The BBIFF shall forward this information to LMISF.

For all roaming in users, MME includes user location information in Modify Bearer Request messages. This ensures intra-PLMN undetectability.

BBIFF in SGW extracts this network provided location information and communicates it to LMISF. Thus LMISF is able to provide this information to DF2 when required.

 5.5
Key issue #5 – Intra-access handover or anchor change impact
5.5.1
Description

There are two types of intra-access handovers that may impact LI:

1)
SGW relocation: SGW relocation may happen any time the visited network deems necessary. It is necessary to ensure that the LI system is able to follow SGW relocations for targeted IMS sessions and for IMS registrations.

2) MME relocation: MME relocation may happen any time the visited network deems necessary. It is necessary to ensure that the LI system is able to follow MME relocations for targeted IMS sessions and for IMS registrations.
5.5.2
Architectural requirements 
Editor's Note:
Capture agreements on architectural requirements for solving the key issue. This clause may be omitted if deemed unnecessary.

5.5.3
Stage 3 requirements 
Editor's Note:
Capture agreements on Stage 3 requirements for solving the key issue. This clause may be omitted if deemed unnecessary.

5.5.4
Solution approaches
Editor's Note:
Describe approaches possible to solve the key issue described.

5.6
Key issue #6 – Detecting targeted signalling unknown or unrecognized by the VPLMN
5.6.1
Description

Non-standard compliant signalling involving inbound roaming users should be detected and visited network operator policies needs to be enforced. Possible policies include, but are not limited to: tearing down the bearer, passing the signalling unparsed to LEA, or ignoring it.

For LI targeted communication, SIP extensions adhering to SIP specification RFC3261, but not understood by the visited network operator can be passed to LEAs transparently. 

Subclause 5.10 deals with SIP information elements used for negotiating encryption. 

5.6.2
Architectural requirements 
All IMS signalling traffic related to inbound roaming users is passed to LMISF. 
5.6.3
Stage 3 requirements 
No stage 3 requirements
5.6.4
Solution approaches
In case of signalling, where the LMISF is unable to establish and maintain registration and call state for a SIP session, or in case of non-SIP messages, LMISF informs LPCF, so that LPCF can set policies to be enforced by BBIFF.
5.7
Key issue #7 – Maintaining intra-PLMN and inter-PLMN LI undetectability
5.7.1
Description

Detection of LI activity shall only be made available to authorised users in their own network.

PLMN’s shall not be able to detect LI related activity in any other PLMN.

5.7.2
Architectural requirements 
Any activity necessary for LI operations but outside the LI domain shall treat all users equally.
5.7.3
Stage 3 requirements 
No stage 3 requirements
5.7.4
Solution approaches
Editor's Note:
Describe approaches possible to solve the key issue described.

5.8
Key issue #8 – Detecting implicit IMS registrations
5.8.1
Description

Several identities may be registered with one registration event by implicit registrations.
5.8.2
Architectural requirements 
All public identities registered for a UE shall be available at the LMIRSF.
5.8.3
Stage 3 requirements 
According to 24.229 [2], subclause 5.4.1.2.2.F, the registered distinct public user identity and its associated set of implicitly registered public user identities is sent to UE from S-CSCF in the "200 (OK)" message. Thus, this information is available in the LMISF
5.8.4
Solution approaches
The LMISF shall track both IMS registration requests as well as the registration responses, in order to be able to make sure all implicitly registered IMS user identities are tracked.

5.9
Key issue #9 – Retained data
5.9.1
Description

Regulatory requirements in the country of the VPLMN may require that the VPLMN operator to retain data.  

Retained Data means that the VPLMN operator needs to have the capability to record data that is related to the communication traffic (e.g, location/date/time/duration information, calling and called party identities, etc) via  VPLMN network nodes.

The visited network may be required to store communications metadata for all users. 

NOTE:
This is not in scope for 33.107 /108

5.9.2
Architectural requirements 
All SIP signalling shall be available at the LMISF.
5.9.3
Stage 3 requirements 
No stage 3 requirements
5.9.4
Solution approaches
All SIP signalling is forwarded from BBIFF to LMISF, which then has all relevant data and can produce the retained data records.

Editor's note: how to correlate IMS level and LTE access level events is FFS.

5.10
Key issue #10 – Prevention of unwanted use of confidentiality mechanisms
5.10.1
Description

For VoLTE S8HR Roaming use cases, and to comply with some National Obligations, the signalling and media flows of roamer-in must be unencrypted to allow Lawful Interception and Retained Data operations take place in an effective manner. To enforce this, a means under control of the VPLMN must be defined to prevent the Roamer-In to use confidentiality mechanisms (signalling and media) which would result in a VPLMN being out of legal compliance.

5.10.2
Architectural requirements 
LMISF shall be aware of all traffic on IMS signalling bearers related to inbound roamers. BBIFF (function to be implemented in S-GW) needs to be to able enforce possible operator's policies, such as tearing down of bearers, when instructed by LPCF using new Xib interface 
5.10.3
Stage 3 requirements 
IMS signalling needs to remain limited to SIP.
5.10.4
Solution approaches
LMISF receives a copy of all traffic the IMS signalling bearers belonging to all inbound roamer. If the LMISF detects non-SIP traffic on the signalling bearer, this may be due to encryption of the SIP signalling traffic. LMISF informs LPCF, which then acts according to VPLMN policy, which is enforced by BBIFF. 

LMISF is also aware of SIP IEs used for setting up media plane security, i.e. SDP offer, cf. TS33.328[xx]. If the LMISF detects such IEs, LMISF informs LPCF, which then acts according to VPLMN policy, which is enforced by BBIFF

.
5.11
Key issue #11 – Non-local number
5.11.1
Description

Non Local Number interception feature is the ability for a network (e.g. a VPLMN using S8HR VoLTE Roaming Architecture) to enable interception for a call from a number (or to a number) when the subscriber being intercepted is not served by the mentioned network. The network serves a subscriber or a roamer-in (which possibly is not a target) that is involved in a call to (or from) the Non Local Number target. The LI solution for S8HR for VoLTE must have the capacity to implement Non Local Number Interception.

Performing interception for Non Local Numbers may not be an issue when the CC Intercept Trigger function is implemented in a node element that analyses all SIP messages (CSCF functions).

In the context of S8HR Home Routing Architecture for VoLTE, any LI solutions relying on the CC Intercept Trigger function which is not SIP aware, a specific solution must be defined to allow Non Local Number Interception.

NOTE:
A number is IM Public User Identity (IMPU) or any equivalent routable identity based on E164 such as Tel URI or SIP URI.

Editor's Note:
Describe the key Issue (i.e. problem statement), including technical constraints and interpretations.

Editor's Note: This description needs to be aligned with the CR 154 to 33.106 in S3i160074 on non-local identities

5.11.2
Architectural requirements 
Editor's Note:
Capture agreements on architectural requirements for solving the key issue. This clause may be omitted if deemed unnecessary.

5.11.3
Stage 3 requirements 
Editor's Note:
Capture agreements on Stage 3 requirements for solving the key issue. This clause may be omitted if deemed unnecessary.

5.11.4
Solution approaches
Editor's Note:
Describe approaches possible to solve the key issue described.

5.12
Keyi #12 – Non-3GPP codec or 3GPP codec in a non-3GPP mode in CC

5.12.1
Description

Volte/VoIP IMS UE can use different types of codec that are non 3GPP codec.  LEAs will have to be prepared in advance to handle in real time codec used by their roamer in S8HRas those used by direct customers of the VPLMNs. 

a) S8HR roaming will introduce three situations where a user could use in its country a codec (or a codec mode) that could be non 3GPP standard codec or in a non 3GPP standardized mode of a 3GPP standard codec:Already used by VPLMN users in a visited country. LEMF should be able to decode as S8HR introduces a situation where LEAs of visited country has already be prepared to process in real time the intercepted CC as it is the same case than any national usage;

b) Not already used by VPLMN users in a visited country, HPLMN should provide directly to the VPLMN specifications in order to let the VPLMN provide assistance to the LEAs and let the LEMF process any intercepted call in real time. If no specifications have been provided by the HPLMN, national regulation may impose VPLMN to terminate any call attempts that haven’t been specified in the S8HR roaming agreement;

c) Not already used by VPLMN users in a visited country, but national regulation impose specific delivery of intercepted calls only based on national standard or 3GPP specifications, HPLMN should provide directly to the VPLMN specifications in order to let transcode any intercepted calls in order to respect national delivery requirements. If no specifications have been provided by the HPLMN, national regulation may impose VPLMN to terminate any call attempts that haven’t been specified in the S8HR roaming agreement.
5.12.2
Architecture requirements

Editor's Note:
Capture agreements on Stage 3 requirements for solving the key issue. This clause may be omitted if deemed unnecessary.
5.12.3
Solution approaches

Editor's Note:
Describe approaches possible to solve the key issue described.

6
Solutions
6.1
Solution #1 - Data forwarding from HPLMN

6.1.1
Description

This solution addresses key issue #9.

Editor's Note: This needs more details on what aspects of key issue 9 this addresses and the gaps of key issue 9 that are not addressed.

The following steps are performed for every call if required by the roaming agreement between VPLMN and HPLMN:

· The P-CSCF in the home network extracts data to be retained from SIP signalling related to the call establishment (e.g. Called and Calling Party, and type of communication (e.g. voice call, video call, messaging session)).

· The P-CSCF provides these data to the PCRF via the Rx interface (see 3GPP TS 23.203 [9]), for instance within a new transparent container, as part of the service information related to the call being established.

· The PCRF forwards these data to the P-GW via the Gx interface, or to the BBERF via the Gxx interface (see 3GPP TS 23.203), for instance within the same transparent container, as part of the policy and charging information related to the call being established. (Both PCRF and P-GW or BBERF are home network nodes.)

· The P-GW forwards the data, for instance within the same transparent container, in GTP (see 3GPP TS 29.274 [10]) via the S8 interface to the S-GW in the VPLMN as part of the signalling to establish a bearer for the call being established. Alternatively, the BBERF forwards the data, for instance within the same transparent container, via PMIP to the S-GW.

· The S-GW/BBIFF stores this data, i.e. provides data retention capabilities. The S-GW/BBIFF can also add further data related to the radio bearer, for instance the location of mobile communication equipment, to the data to be retained. Alternatively, the S-GW/BBIFF forwards this data to the LMISF that stores it for retention purposes.

This is further detailed in the call flow in figure 6.1.1.1 below.
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Figure 6.1.1.1. Call Flow for data forwarding from the HPLMN
1.
The P-CSCF receives a SIP INVITE request. (For a mobile originated call, the INVITE is received from the served UE. For a mobile terminated call, the INVITE is received from the remote peer.) Within the INVITE request, the called party is designated via the Request URI, for a mobile terminating call the calling party is designated via the P-Asserted-Identity header field, and the SDP offer contains information about the desired media that can be used to derive the type of the communication. For a mobile originating call, the P-CSCF has knowledge about the identity of the served UE acting as caller and inserts the P-Asserted-Identity.

2.
The P-CSCF extracts information about the media for the service information, information about the calling and called parties and the type of the communication (e.g. voice call) and records the time.

3.
The P-CSCF forwards the SIP INVITE request.

4.
The P-CSCF receives a SIP message containing the SDP answer.

5.
The P-CSCF extracts further service information from the SDP answer.

6.
The P-CSCF sends a Diameter AA-Request containing the extracted service information to the PCRF. The P-CSCF also adds the calling and called party and the type of the communication. The P-CSCF uses a transparent container to encapsulate this added information.

7.
The P-CSCF forwards the SIP message containing the SDP answer.

8.
Upon reception of message 6, the PCRF derives PCC rules from the service information and sends them in a Diameter RA-Request to the P-GW. The PCRF also adds the transparent container to the RAR. The transparent container is added to a PCC rule derived from the service information to achieve that the P-GW will add this information to the bearer corresponding to the PCC rule in step 9.

9.
The P-GW inspects the PCC rule and decides that a dedicated bearer is required for the media. It sends a GTP "Create Bearer Request" message to set up the bearer. The P-GW may also find that a suitable bearer towards the served UE already exists, but will then need to modify the bearer to provide information towards the served UE where to send media and will then send a GTP "Modify Bearer Request" message (not depicted). The P-GW also adds the transparent container to the GTP message.

10.
The S-GW/BBIFF receives the GTP message. The S-GW/BBIFF extracts the contained calling and called party and the type of the communication from the received transparent container. The S-GW/BBIFF records the time when it receives the GTP message. The S-GW stores this information and possibly adds additional information about the location (e.g. cell ID) and the type and/or identity of the mobile equipment that the S-GW can obtain from other nodes in the radio access network. The S-GW/BBIFF can alternatively forward this information to the LMISF for a storage.

11.
When the call is being terminated, the P-CSCF will receive a SIP "BYE" message.

12.
The P-CSCF sends a Diameter ST-Request to the PCRF.

13.
The P-CSCF forwards the SIP BYE.

14.
Upon reception of message 12, the PCRF derives PCC rule(s) to be removed from the service information and sends a request to remove those PCC rule(s) in a Diameter RA-Request to the P-GW.

15.
The P-GW inspects the PCC rule(s) to be removed and decides that the dedicated bearer for the media needs to be terminated. It sends a GTP "Delete Bearer Request" message to terminate that bearer. The P-GW may also decide to retain that bearer towards the served UE for other media, but will then need to modify the bearer to provide information towards the served UE where to send media and will then send a GTP "Modify Bearer Request" message (not depicted).

16.
The S-GW receives the GTP message. The S-GW/BBIFF records the time when it received the GTP message and calculates the duration of the call by comparing the time with the time stored in step 10. The S-GW/BBIFF stores this information. The S-GW/BBIFF can alternatively forward this information to the LMISF for a storage.

6.1.2
Impacts on Existing Nodes, Interfaces and Functionality

· The P-CSCF in the home network extracts data to be retained from SIP signalling related to the call establishment (e.g. Called and Calling party, and type of communication (e.g. voice call, video call, messaging session) .and provides these data to the PCRF via the Rx interface (see 3GPP TS 23.203 [9]), for instance within a new transparent container, as part of the service information related to the call being established.

· The PCRF forwards these data to the P-GW via the Gx interface, or to the BBERF via the Gxx interface (see 3GPP TS 23.203),

· The P-GW forwards the data, for instance within the same transparent container, in GTP (see 3GPP TS 29.274 [10]) via the S8 interface to the S-GW in the VPLMN as part of the signalling to establish a bearer for the call being established. Alternatively, the BBERF forwards the data, for instance within the same transparent container, via PMIP to the S-GW.

· The S-GW/BBIFF stores this data, i.e. provides data retention capabilities. The S-GW/BBIFF can also add further data related to the radio bearer, for instance the location of mobile communication equipment, to the data to be retained. Alternatively, the S-GW/BBIFF forwards this data to the LMISF that stores it for retention purposes.

6.1.3
Solution Evaluation

Editor's Note: Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause. As protocol extensions to protocols outside SA3-LI´s remit are impacted, SA2 needs to be involved in evaluating this solution.
6.2
Solution #2 Title
6.2.1
Description

Editor's Note:
Describe the solutions. First sentence should list the key issues that this solution applies to. Sub-clause(s) may be added to capture details, procedural flow etc. 

6.2.2
Impacts on existing nodes, interfaces and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW, P-CSCF etc.).

6.2.3
Solution evaluation
Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
7
Overall evaluation
Editor’s Note: This clause will provide evaluation of different solutions for each key issue.
8
Conclusions

Editor's Note:
This clause is intended to list conclusions that have been agreed during the course of the study.
Annex A:
GATS BTS potential impact on LI for S8HR

A.1
Introduction
This Annex provides information related to any national regulations that require S8HR type services to be licensed under local regulation according to their provisions under GATS for Basic Telecommunication Services [6]
A.2
Background
The World Trade Organization is an international body dealing with the rules of trade between nations. Between 1994 and 1997 WTO members negotiated terms for Basic Telecommunications Services. This resulted in an "Annex on Telecommunication" under the General Agreement on Trade in Services Annex 1B (GATS) [7]. 

Many of the signatory nations now have licensing procedures in place to allow foreign carriers to offer Basic Telecommunication Services.  The key distinction between roaming arrangements, and GATS Basic Telecommunication Service, is where control and routing of the telecommunications service takes place. Once licensed as a foreign carrier, it is regulated in that country, and usually it will be obligated to meet applicable local national laws. This may include providing Lawful Interception facilities in that country. Further this localized Lawful Interception facilities usually needs to be operated or controlled by a local entity such as subsidiary or partner.

Annex B:
Lawful Interception scenarios with S8HR

B.1 Originating calls

In this illustration, S8HR approach is used as the roaming architecture for VoLTE. No IMS network nodes in VPLMN are involved in the handling of calls originated by the roaming subscriber.  The call is terminated at another IMS network.  

In the illustration both visited CSP and Home CSP are served with intercept orders on that subscriber. In other words, the roaming subscriber is a target in the VPLMN and in the HPLMN under two independent intercept orders.
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Figure B.1.1: S8HR approach for Roaming, interception in VPLMN and HPLMN
In the HPLMN, the S-CSCF or AS provides the IRI interception. The P-CSCF may optionally provide the IRI interception. The IP-CAN (GGSN/PDN-GW) or IMS-AGW provides the CC interception. Which of the two nodes provides the CC interception is dependent on the deployment scenario. In either case, the P-CSCF sends the CC intercept trigger to the node that performs the CC interception.

The current 3GPP LI specifications define that the IRI interception is done at S-CSCF and optionally at the P-CSCF. The CC interception is done at the GGSN or PDN-GW or IMS-AGW or TrGW or the IM-MGW or the MRF depending on the deployment and the call scenario. However, none of the nodes mentioned here are involved in the VPLMN for the handling of the call originated by the target. Therefore, new LI functionalities will have to be defined to address this case, for which the confidentiality mechanisms (signalling and media) must not be used. The figure B.1.1 shows that the IRI and CC interception is done in part of the IP-CAN that belongs to the VPLMN, but how exactly it is done requires some analysis.   

 NOTE:
With S8HR approach, at the originating end, all calls follow the same signalling and media path.

B.2 Terminating calls

In this illustration, S8HR approach is used as the roaming architecture for VoLTE. No IMS network nodes in VPLMN are involved in the handling of calls terminated to the roaming subscriber.  As in the previous case the call is originated from another IMS network.  

In the illustration, both visited CSP and Home CSP are served with intercept orders on that subscriber. In other words, the roaming subscriber is a target in the VPLMN and in the HPLMN under two independent intercept orders.  
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Figure B.2.1: S8HR approach for Roaming, interception in VPLMN and HPLMN
In the HPLMN, the S-CSCF or AS provides the IRI interception. The P-CSCF may optionally provide the IRI interception. The IP-CAN (GGSN/PDN-GW) or IMS-AGW provides the CC interception. Which of the two provide the interception is dependent on the deployment scenario. In either case, the P-CSCF sends the CC intercept trigger to the node that performs the CC interception. 

The current 3GPP LI specifications define that the IRI interception is done at S-CSCF and optionally at the P-CSCF in the HPLMN. The CC interception is done at the GGSN or PDN-GW or IMS-AGW or TrGW or the IM-MGW or the MRF depending on the deployment and the call scenario. However, none of the nodes mentioned here are involved in the VPLMN for the handling of the call terminated to the target. Therefore, new LI functionalities will have to be defined to address this case, for which confidentiality mechanisms (signalling and media) must not be used. The figure B.2.1 shows that the IRI and CC interception is done in the part of the IP-CAN that belongs to the VPLMN, but how exactly it is done requires some analysis.   

NOTE: 
With S8HR approach, at the terminating end, all calls follow the same signalling and media path.
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