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Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

MME Application: The running processes (typically more than one) executing the software package for the MME functions and OAM functions of the MME network product model. 
Editor's note: Whether OAM functions are defined as part of MME Application is for further study.
system group account: a predefined system account in the network product, usually with special privileges, which has a predefined user id and hence cannot be tied to a single user (individual) in a normal operating environment. One example is the 'root' account.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

CC
Common Criteria
COTS
Commercial Off-The-Shelf
FASMO
Frequent and Serious Misoperation
FOSS
Free and Open Source Software
GSMA
GSM Association
HW
HardWare

MME NP
MME Network Product

MME NPC
MME Network Product Class

MME
Mobility Management Entity

NDPP
Network Device Protection Profile
NESAG
Network Equipment Security Assurance Group
OAM
Operations, Administration and Maintenance

SCAS
Security Assurance Specification

SECAM
Security Assurance Methodology
SFR
Security Functional Requirement
4
MME Network Product Class description and scope of MME SCAS
4.1
Introduction

The present Security Assurance Specification (SCAS) applies to the MME Network Product Class, it is hence also termed 'MME SCAS'. 

This clause defines the terms 'MME Network Product' (MME NP) and 'MME Network Product Class' (MME NPC). MME stands for 'Mobility Management Entity', cf. 3GPP TR 21.905 [1]. 

Applicability of the MME SCAS to products: Assume a telecom equipment vendor wants to sell a product to an operator, and the latter is interested in following the SECAM methodology, then, before evaluation according to SECAM in a testing laboratory can start, it first needs to be determined which SCASs written by 3GPP apply to the given product. 

The following definitions apply:

-
The MME SCAS applies to a given product whenever the product is an MME NP.

-
A product is an MME NP if and only if the product implements the minimum set of functions listed in clause 4.2 (a short list of MME functions from TS 23.401 Release 8 [4]). 

-
The MME NPC is the set of all MME NPs.

Need for an MME network product model: This minimum set of functions listed in clause 4.2 is exclusively meant as a membership criterion for the MME NPC. It is not meant to restrict the functionality of an MME NP, or the scope of the MME SCAS, in any way. On the contrary, it is clear that MME NPs will contain many more functions than those from the minimum set listed in clause 4.2, and the MME SCAS will contain requirements relating to functions not contained in this minimum set. Some of these functions, beyond the minimum set, can be found from various 3GPP specifications, but by far not all these functions. This implies that there is a need to describe the functions that cannot be found from 3GPP specifications in some other way before the MME SCAS can be written so that the MME SCAS can make reference to this description. This description is the MME model, cf. clause 4.3. 

EXAMPLE 1: 
3GPP specifications do not describe a local management interface, but the MME SCAS will have to take it into account, so a local management interface needs to be part of an MME NP model.

EXAMPLE 2: 
The MME SCAS may state e.g.: "Authentication events on the local management interface shall be logged." This implies the presence of a logging function. The logging function is not part of the defining minimum set of functions from clause 4.2. If a product implements this minimum set, but no logging function, then this just means that the product is an MME NP, but will fail the evaluation against the MME SCAS. 
Editor's note: These examples may need revisiting when the work on the MME SCAS has progressed more.

Based on the MME network product model, clause 4.4 then proceeds to state what parts of the MME network product model are in the scope of the MME SCAS, and in which way. The MME network product model is further used in clauses 5 and 6 in various ways, e.g. the critical assets can point to parts of the MME network product model, threats and requirements can refer to interfaces shown in the MME model, etc.
4.2 
Minimum set of functions defining the MME network product class

According to TR 33.916 [5], a network product class is a class of products that all implement a common set of 3GPP-defined functionalities. Therefore, in order to define the MME network product class it is necessary to define the common set of 3GPP-defined functionalities that is constitutive for an MME. 
For the purposes of the present document, this common set is defined to be the list of functions contained in clause 4.4.2 of 3GPP TS 23.401, Release 8 [4]. 
NOTE: 
The reason why the definition of the common set of functions refers to a particular Release 8 version of TS 23.401 [4], contrary to what is customary in 3GPP when referencing other 3GPP specifications, is that a Security Assurance Specification is to avoid having a moving target when defining a network product class. Nevertheless, the set of functions in clause 4.4.2 of 3GPP TS 23.401, Release 8 is expected to be stable, as only FASMO corrections are allowed to Release 8. Furthermore, this set is believed to be minimal, i.e. implemented by all MME network products, which may not be true for the corresponding set of functions from later releases of TS 23.401 [3]. For the description of these functions compliance with TS 23.401 Release 8 [4] later version is allowed as, obviously, an MME network product should still remain a member of the MME class when it implements a FASMO correction to Release 8.

4.3 
MME network product model

4.3.1 
MME network product model overview

Figure 4.3-1 depicts the components of an MME network product model at a high level. 
These components are further described in the following subclauses. 
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Figure 4.3-1: MME model

Editor's note: If the list of interfaces in clause 4.3.6 is extended then the figure needs to be adapted.
4.3.2 
MME functions defined by 3GPP

An MME network product will, in many cases, implement MME functions from various releases of TS 23.401 [3] and other pertinent 3GPP specifications, in addition to those from the minimal set of functions in clause 4.1. Vendors are, to a large extent, free to select the features implemented in their MME network products. E.g. an MME network product could lack support for relay nodes, as introduced in Release 10, but implement all other features defined up to and including Release 10. 
4.3.3 
MME functions not defined by 3GPP 

An MME network product will also contain functionality not or not fully covered in 3GPP specifications. 

Examples include, but are not limited to, local or remote management functions. 

Editor's note: It is FFS which functionality not or not fully covered in 3GPP specifications needs to be described in which level of detail.
4.3.4 
Operating System (OS)
Editor's note: TBD

4.3.5 
Hardware

The present document assumes that the MME network product is implemented on dedicated hardware. Aspects of virtualization and cloud are not taken into account in the present version. 

NOTE: 
Aspects of virtualization and cloud are FFS in future releases of the SCAS. They deserve separate study for finding out how to define the boundaries between the MME network product class and the hosting environment (e.g. shared HW and Virtual Machine) and which security assumptions to make on this environment. 
4.3.6 
Interfaces

There are two types of logical interfaces defined for the MME network product:

-
remote logical interfaces and 
-
local logical interfaces. 

A remote logical interface is an interface which can be used to access the MME network product functionality from a remote location, i.e., from a location outside of the site the MME network product is located in. 
The entire protocol stack that can be accessed remotely is considered to be part of the remote logical interface. 
A local logical interface is an interface that can be accessed only via physical access to the MME network product. That is, the access requires physical access to the MME network product site. 
The entire protocol stack and the physical parts of the interface can be accessed this way. 

This means that for both, local and remote logical interfaces, the MME NP model does not only cover the application layer protocol, for which an MME function terminates the interface (e.g. S1-MME), but also the protocols (e.g. SCTP, IP, Ethernet, USB) in the protocol stack below the application layer protocol. 

Local access: 
The access from Console interface, from local Console network, from LMT (Local Maintenance Terminal interface) or from MME local hardware interface. 
Remote access:
The access which is not Local access. This includes access from the EMS (Element Management System) network, and access that originates or passes through the internet.
There are some major differences between local and remote interfaces from security perspective:

-
Attaching to a local interface may cause execution of complex internal procedures in the TOE, like loading USB device drivers, enumeration of attached devices, mounting file systems etc.

-
Local OAM interfaces may have reduced security properties, when compared to remote interfaces. 
Local interfaces could allow privileged access or allow password override after certain events (reboot, button pressed).
-
Local OAM interfaces could offer additional services to ease attachment of management terminals, e.g. by hosting a DHCP server and a file server to download client software. Additional services may have additional vulnerabilities.

An MME network product hosts the following interfaces:

Remote logical interfaces:

-
S1-MME

-
S3

-
S6a

-
S10

-
S11

-
Remote OAM interface

-
EMS (Element Management System) interface
Local logical interfaces:

-
OAM console

-
LMT (Local Maintenance Terminal) interface

-
MME local hardware interface
NOTE: 
There is some overlap between the present clause 4.3.5 and clauses 4.3.1 and 4.3.2 in as far as an MME function (e.g. S1-MME) is part of the termination point for a logical interface. 

Editor's note: This subclause is to include information about interfaces of the MME network product class. 
Title and content of this subclause are FFS. It is FFS whether the list of interfaces is complete.
Editor's note: It is FFS how the assets, as opposed to the critical assets in clause 5.2, should be reflected here. 

4.4 
Scope of the MME SCAS 

Editor's note: The definition of the scope of the MME SCAS may require several rounds of iteration, depending on the findings from the discussions on critical assets, attacker model, threats, and environmental assumptions.

4.4.1 
Introduction

The present subclause refers to the MME network product model in clause 4.3.

4.4.2 
Scope regarding MME functions defined by 3GPP

The set of MME functions actually implemented in an MME network product is to be described in the SCAS instantiation. But the MME SCAS needs to explicitly address all MME functions that, if present in an MME network product, need to be evaluated and hence covered by requirements in the MME SCAS. Furthermore, it is to be avoided that a particular version of an SCAS becomes a moving target. This leads to the following requirement: 

The present SCAS shall cover the security problems and security requirements for all MME functions described in the versions of 3GPP specifications approved at 3GPP SA#xy.

Editor's note: It is FFS whether it would be sufficient to mention the release of the specifications. 
If it is decided to mention the SA plenary meeting number then the meeting 3GPP SA#xy remains to be selected. It is to be chosen reasonably close to the 3GPP SA meeting approving the present SCAS so as to still allow for proper consideration in the present SCAS of recent changes in MME functions incorporated in other specifications.
4.4.3 
Scope regarding MME functions not defined by 3GPP

The following functions are in scope of the MME SCAS: 

Remote management functions

Local management functions

4.4.4 
Scope regarding Operating System (OS)
The MME SCAS does not attempt a full evaluation of the correct internal functioning of the OS. However, interfaces (I.e. the restriction on open ports and unnecessary services running in the system) and modifications (e.g. verification of the correct applied patch level, hardening, etc.) of the OS are in scope.

4.4.5 
Scope regarding Hardware

Editor's Note: text TBA
4.4.6 
Scope regarding Interfaces

The interfaces listed in clause 4.3.5 are all in scope of the MME SCAS.
5
Security problem definition 

Editor's note: Details on the expected content of this clause are described in TR 33.805 [8], clause 5.2.2.4.2.2. They are used here to further refine the structure of this clause. 

5.1
Introduction 
Void
5.2
Critical assets 

Editor's note: As specified by TR 33.805 [8], clause 5.2.2.4.2.2, this subclause lists all critical assets. Each asset shall be given a unique identifier for later reference from the threats. 
The critical assets of MME to be protected are:
-
User account data and credentials (e.g. passwords);
-
Log data;

Editor note: it is FFS if all of the log data is critical asset.
-
Configuration data, e.g. MME's IP address, ports, VPN ID, Management Objects (e.g. user group, command group) etc.

Editor note: it is FFS whether only security relevant part of the configuration data is critical asset
-
Operating System (OS), I.e. the files that make up the OS and its processes (code and data);
-
MME Application;

Editor note: it is FFS what other applications are critical asset.
-
Mobility Management data: e.g. subscriber's identities (e.g. IMSI), subscriber keys (I.e. KNASenc, KNASint, NH), authentication parameters, address of serving eNB, APN name, data related to mobility management like UE status, UE's IP address, etc., session management like PDN type, QoS and so on, or node selection and routing selection, e.g. IP address of UE related S/P-GW, selected routing connection based on UE's identity, etc. 
-
Sufficient processing capacity: that processing powers are not consumed close to limits;
-
Hardware, e.g. mainframe, board, power supply unit etc.
-
The interfaces of MME to be protected and which are within SECAM scope: for example
-
Console interface, for local access: local interface on MME

-
OAM interface, for remote access: interface between MME and OAM system
NOTE 1: 
The detailed interfaces of the MME class is described in clause 4, Network Product Class Description of the present document.
-
MME Software: binary code or executable code 

NOTE 2: 
MME files may be any file owned by a user (root user as well as non root uses), including User account data and credentials, Log data, configuration data, OS files, MME application, Mobility Management data or MME Software.
5.3
Analysis

5.3.1
Inside attacker capabilities

The term inside attacker is often used to describe an attacker with some form of privileged access to the target. 
The term is not sufficiently clear on its own, and needs to be elaborated in the context of the MME to be useful in the SCAS.

In a most generic sense of the word, an inside attacker can target the MME in many ways, e.g., by:

-
access and modify configuration data;
-
access and modify subscriber data;
-
access subscriber traffic data and location data;
-
access node statistics;
-
modify software, firmware and Operating Systems (Oss);
-
make physical modifications to boxes, connections and can add hardware (e.g. splitters) on cables;
-
replace the MME with any function of the attacker's choice;
-
Delete/View/Modify logs;
-
Control (shutdown) applications and processes on the Network Element (NE);
-
Read/Modify security credentials.
Which of these capabilities the attacker is in possession of, may depend on its current user-access role. 
If there is a role based access control in place, the attacker's capabilities may also depend on how easy it is for the attacker to change its user-access role.
Depending on which capabilities an inside attacker has, different countermeasures are more or less effective. Therefore, the attacker model, threats and countermeasures should not be based on the umbrella term "inside attacker", but rather on which particular capabilities the attacker has, which assets the attacker target and which interfaces the attacker uses to get to these assets.
5.3.2
Types of attacks by insiders

A system may or may not permit anonymous user access, i.e. without strong user identification. Logging measures may or may not be in place, and the inside attacker may or may not be knowledgeable on what system logging measures are active. Irrespective of user identification strength, and of logging measures (actual and perceived), it is clear that it is not always possible to directly prevent an inside attacker who chooses to attack regardless of detection mechanisms and regardless of own risk-taking and consequences. A powerfully inside attacker (or team of insider attackers) may also know of all countermeasures, and may be able to circumvent the countermeasures without risk to themselves. 
Not all inside attackers have all the capabilities listed above. For example, one operations OAM engineer may be able to modify the configuration data, but may not be able to modify the software. An administrator of the hardware may, conversely, be able to upgrade the Operating System (OS) on the node, but may not be able to modify the configuration data (without being detected). Attack threshold will depend on if the attacker can act anonymously or not.
When the capabilities of the inside attacker are sufficiently specified, it is possible to add counter measures, e.g. for protection (e.g. access control on the interfaces used for the attack), and for detection (e.g. logging user id and configuration changes).

The insider attacks against the MME may be classified as follows:

-
Attacks during manufacturing process
These are not part of the SCAS, but part of NESAG's work in GSMA.

-
Attacks on connections to and from the MME
These can be further categorized into attacks that are possible to perform using an operator-external interfaces and attacks on operator-internal interfaces. An operator-external interface to the MME is in this respect an interface that can be used by parties outside of the operator community, e.g. attacks via the NAS protocol. Operator-internal interfaces are interfaces that are accessible to personnel in the operator community. An example of an operator-interface could be the S10 reference point between two MMEs. 
An attacker may request the security context for a particular UE and, since it is part of the protocol description, the MME that gets the request responds. This would provide a potential internal attacker with access to security sensitive data. All these interfaces that are part of 3GPP specifications are out of scope for the attacker model used for the SCAS, since they are assumed to be covered by the relevant protocol specifications. However, the SCAS may still add requirements on that the protocol implementation used on these interfaces should be fuzzed. 

-
Attacks by authorized and authenticated personnel via remote and local OAM can only be handled by personnel management at the operator or companies contracted by the operator to run the network operations. However, as an aid in deterring and detecting insider attacks the MME can provide logging information of user id and of events where, e.g. configuration has been changed.
Prevention of attacks, where an insider modifies or accesses assets that the attacker is authorized and authenticated to modify or to access, are left out of scope of SCAS. Access control and logging mechanisms can be supported to help detecting these types of attacks by the operator. Such measures also act as attack deterrents. 
However, if logs can be modified, as permitted by the capabilities of the role(s) that are accessible to the attacker, then even this countermeasure renders less effective.
5.3.3
External attackers

External attackers are considered to be those that have no privileged access to the target. 
That is, an attacker that only has access to the MME via the external interfaces identified in the MME model. 
Note that the line between an external and internal attacker is not clear cut. One type of external attacker is a user which can only access the MME via the terminal, I.e. using the NAS protocol. Another type of external attacker is someone with access to an interconnect network, and via this network can access the MME via, e.g. the S10 interface. The latter may be considered as being a semi-insider.
Attacks, threats and countermeasures are not described in terms of an attacker being an insider or an external attacker, but rather in terms of the capabilities of the attacker, there is no need to further distinguish between insider and external attackers.

5.3.4
Attacker strength

A sufficiently powerful attacker may bribe and blackmail people on the inside. In that way the attacker can create a team of inside attackers with the necessary combination of capabilities to perform the attack desired. 
As seen from above, it is not possible to completely protect against this type of attacker. 
Another indirect countermeasure (besides, for example, proper authentication and authorization in combination with logging) for such attack types can include personnel management, which however is not within the scope of MME SCAS. 

Editor's note: SA3 need to discuss how powerful attackers the MME SCAS shall aim to consider and what residual risks shall remain.
5.3.5
MME network product attacker model definition

5.3.5.1
Introduction

NOTE: 
This clause contains the definition of the attacker model, written in such a way that it can directly be lifted over to the final MME NP SCAS. The analysis parts in the other subclauses of clause 5.3 can be left in the present document to provide a rationale. 
This note does not need to be carried over to the subsequent SCAS TS/specification work.
      Editor's Note: Threats' relation to attacker model needs FFS.
The attacker used in the MME SCAS is characterized by the capabilities it possesses and with which power the attacker can exert these capabilities. This implies that it is not necessary to make a distinction between an insider or outsider attacker. For example, an attacker with access to the local logical OAM interface is able to attempt to access the OAM function. Another example is an attacker that has the capability to access the local OAM interface, and also has the capability to obtain login credentials to the OAM function. Both these attackers can be considered insider attackers, but they have very different powers. By modelling the attacker based on the capabilities it possesses, it is clear what the attacker is expected to be able to accomplish. Only distinguishing attackers based on them being insiders or outsiders is too coarse grained to express the threats.
The attacker model is by its nature an abstract model. It does hence not include capabilities related to specific interfaces or specific assets. Instead, the attacker model describes abstract capabilities which can be used to model the concrete cases necessary.
5.3.5.2
Attacker capabilities

Remote access: It is assumed that the only way an attacker can have remote access to the critical assets of the MME network product is via the remote interfaces defined by the MME network product model. The attacker cannot create any additional remote interfaces at any time before, during, or after deployment.
Local access: It is assumed that the only way an attacker can have local access to the critical assets of the MME network product is via the local interfaces defined by the MME network product model. The attacker cannot create any additional local interfaces at any time before, during, or after deployment.

NOTE: 
Tampering with the MME network product during the development or deployment process is assumed to be covered by the NESAG work [X].

Access to credentials: Preventive measures against attacks where the attacker has legitimate access to login credentials are out of scope for SCAS, but measures to detect or deter such attacks are in scope. 
If, however, the credentials are well-known defaults, fixed, or generated without using random or secret values (e.g. just by hashing the product serial number) that may be e.g. listed in product documentation, or documentation of parts of the product (like used open-source components) then it is assumed that the attacker has access to them, and preventive measures against these attacks are in scope for SCAS.
5.3.5.3
Attacker strength

The attacker strength defines the assumptions made about the power, duration etc. with which the attacker can enforce its capabilities.
Computational power: The attacker is assumed to not being able to brute force a 112-bit search space in an offline effort. According to the recommendations from ECRYPT, NIST etc. collected at www.keylength.com (accessed 2014-03-16), this provides a suitable choice until year 2030.

Eavesdropping, modification and injection of data on links: It is assumed that the attacker cannot break well established security protocols, such as TLS or IPsec. It is in particular assumed that the attacker cannot eavesdrop, modify or inject data on links where NDS/IP is applied. This assumption does not rule out that the attacker can exploit vulnerabilities in implementations of established security protocols, or implementation faults like incorrect certificate validation, or misconfiguration like allowing a weak encryption algorithm.
Remote access time window: The attacker is assumed to have unlimited time to access the MME network product via remote interfaces.
Editor's note: it is FFS whether unlimited time is too generous to the attacker.
Local access time window: The attacker is assumed to have limited time to access the MME network product via local interfaces. For example, the attacker is assumed to be detected, e.g. by security personnel or other working staff before being able to physically open up the MME NP and extracting sensitive data from the circuit boards. This does not prevent that security functional requirements are added to fulfil security policies, e.g. that an alarm goes off if the MME NP is tampered with.
NOTE: 
The assumption of "limited time" needs further interpretation, which is done on a case-by-case basis in the context of threats and requirements.
5.4
Threats

Editor's note: TR 33.805 [8], clause 5.2.2.4.2.2 also requires considerations on the attacker model. They are to be included in this subclause as it may make sense to consider the attacker model together with the threat. How to further structure this subclause will be decided when more information on modelling attackers and threats is available.
Editor note: It is FFS whether the classification as below is suitable. It needs to be cross-checked with other classifications used in the present document.
5.4.1 
Threats relating to 3GPP-defined interfaces

The threats relating to 3GPP-defined MME interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. There is no need to repeat this work for the purposes of the present SCAS, and these threats and risks are therefore not considered here separately. 
NOTE: 
Not all threats and risks covered by security mechanisms in existing 3GPP security specifications may have been adequately documented in a 3GPP TS or TR. 
They may have also been addressed in contributions to 3GPP Working Group meetings. 
A good source for these threats and risks is 3GPP TR 33.821 [6]. 
Note, however, the disclaimer in clause 1 Scope of the present document ????. 
Note also that threats that relate to actions local to the MME and/or do not affect interoperability may also not have been addressed by existing 3GPP work. 

When threats relating to 3GPP-defined MME interfaces are found that are not sufficiently covered in existing 3GPP security specifications, they need to be addressed in the present SCAS. Generic threats, e.g. threats relating to protocol robustness, that also apply to 3GPP-defined interfaces are covered in clause 5.4.2.

5.4.2 
Other Threats 

5.4.2.1
T1 Threat from the Internal attacks 

-
Threat Name: Unauthorised access by internal user

-
Threat Reference: to be done later 

-
Threat Category: DoS, Unauthorized access, Disclousure of information.

-
Threat Description: A malicious employee or his/her co-worker misuses the network access and management authorization to attack MME.

-
Threatened Asset: all critical assets of MME as listed in 5.2, including hardware assets.
-
Threat Relevance: Mitigate.
Editor's Note: it is detailed threat.

Editor's Note: This threat can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.
5.4.2.2 
T2 Security threats on MME software package integrity
-
Threat Name: MME software package integrity
-
Threat reference: to be done later
1)
Threat Category: Tampering with MME Software

2)
Threatened Asset: Software, MME data and traffic such as network management data, interface configuration data, mobility management data, sensitive information, application software, hardware.
3)
Threat Description: Security threats exist from software package publication to install/upgrade. The attacker may tamper the software package by injecting virus code or Trojan horse, etc. After the software package installation or upgrade process, the malicious code can be executed on MME, which may result in attacks in the LTE network, including information leakage and unauthorized use of network resources.

4)
Threat relevance:mitigate
NOTE: 
This is a detailed threat and maps the security objective: SOFTWARE INTEGRITY.
5.4.2.3
T3 Disclosure of sensitive information in the storage
-
Threat Name: Disclosure of sensitive information in the storage-
Threat Reference: to be done later 

-
Threat Category: Disclosure of Information.

-
Threat Description: MME stores some sensitive information (i.e. communication keys (i.e KNASenc, KNASint, KeNB), administrator password). An attacker (insiders or equipment maintainer from the vendor) can use the access authorization to access the sensitive information. The attacker also can access user's sensitive information in clear text via OAM. The attacker can launch further attacks if the sensitive information has been accessed by the attacker. For example, the attacker can use user's keys to tamper or fake signalling. The attacker can also use user's identity and serving eNB's address to locate and track user.
-
Threatened Asset: all critical data stored in the MME as listed in 5.2.

-
Threat Relevance: Mitigate

Editor's Note: it is detailed threat.
Editor's Note: This threat can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING, STRONG DATA ENCRYPTION.

5.4.2.4
T4 Threats from the compromised UE or misbehaving UE
-
Threat Name: Threat of DoS from compromised UE or misbehaving UE
-
Threat Reference: to be done later 

-
Threat Category: DoS.
-
Threat Description: MME can be denial-of-service attacked by a compromised or misbehaving UE. For example, the attacker can control a huge number of compromised or misbehaving UEs to request access to one MME at the same time; these UE to continually send attach request and detach request to the MME. The processing resource on the MME can be exhausted at express speed and the MME becomes unable to process other, valid NAS signalling requests

-
Threatened Asset: MME processing capacity.

-
Threat Relevance: Mitigate

Editor's Note: it is detailed threat

Editor's Note: It is FFS the security objectives which the threat is mapped on.
5.4.2.5 
T5 Security threats on MME management and maintenance interfaces
-
Threat name: Unauthorised access on MME management and maintenance interfaces

-
Threat Reference: to be done later
-
Threat Category: to be done later

-
Threatened Asset: all assets in MME are impacted
-
Threat Description: 

An attacker may gain unauthorized access through one of the management or maintenance interfaces to access MME, thereby an attacker may, for example:
-
 gain control of the MME and potentially the control of the system, resulting potentially in compromize of sensitive user data, system data, and management data.
-
 gain access to also other Network Elements (NEs) such as HSS, S-GW and eNB (through S6a, S11 and S1 interfaces respectively), e.g. to further compromise the telecommunication system. The result can be devastating. 
-
disrupt and disable normal system operations. 
Attackers may use test/debug ports to compromise MME.
NOTE: 
This is a detailed threat and maps to the security objective SECURE MME ADMINISTRATION.
Editor's Note: Threats need to be mapped back to which assets are under threat.

Editor's Note: Threats' relation to attacker model is FFS.

5.4.2.6 
T6 Security threats on MME user account and password management
-
Threat name: Security threats on MME user account and password management
-
Threat Reference: to be done later 
-
Threat Category: Unauthorized access
-
Threat Description: 

One default user password may be provided on MME and may not be modified in time. The attacker can get this password for low clearance level user, even high clearance level user from document or other approach. With the default password, the attacker can access MME, modify configuration and interference the LTE network.

User password may have low level strength, with not enough character numbers, or composed of simple characters. The attacker can get such kind of passwords with fewer attempts by brute force.

The attacker may get a user password, and not be detected by a legal user. In the situation, security threats can be eliminated by modifying passwords. For convenience, the user may perform modification with historical password, known by the attacker, which would bring a security threat.

This means that user password storage is important. The storage should use encryption techniques to avoid information leaking.
The attacker may use brute force to get passwords, which is simply a matter of time.
-
Threatened Asset: User account data and credentials 
-
Threat relevance: mitigate
NOTE: 
This is a detailed threat and maps the security objective: SECURE STORAGE.
5.4.2.7 
T7 Privacy threats of User identities
-  Threat Name: Privacy Threats of User identities

-  Threat Reference: to be done later
-
Threat Category: Information Disclosure
-
Threatened Asset: Mobility Management data (e.g. UE identities)
-
Threat Description: Data containing identities of mobile network subscribers are critical for user privacy. Leakage of these user's identities can lead to loss of privacy, e.g. tracing of a user. Protection of user's identities is also a requirement from regulators. 
-  Threat relevance: Mitigate
Note: 
It is detailed threat and can be mapped to the security objectives: PRIVACY. 
5.4.2.8
T8 Tampering
-
Threat Name: Tampering
-
Threat Reference: to be done later
-
Threat Category: Tampering
-
Threat Description: Tampering involves the malicious modification of data by an attacker (e.g. data such as configuration files, user profiles, installed system packages,/software and so on..). 
-
Threatened Asset: all critical data in the MME as listed in 5.2 except hardware asset
-
Threat Relevance: Mitigate
Editor's Note: This threat represent a category and it should not be placed in the same footing with others. 
5.4.2.9
T9 Denial of Service
-
Threat Name: Denial of Service


-
Threat Reference: to be done later 

-
Threat Category: DoS 

-
Threat Description: An insider or external attacker can make the MME unavailable using different types of attacks (e.g. exploitation of known vulnerabilities, insider attacks, etc.).Threatened Asset: all critical asset in the MME as listed in 5.2 including hardware asset.

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset

-
Threat Relevance: Mitigate

Editor's Note: This should be called by one threat represent a threat category, and it should not be placed in the same footing with others.

Editor's Note: Which security objectives this threat is mapped to is ffs. 
5.4.2.10
T10 Elevation of privilege
-
Threat Name: Elevation of privilege
-
Threat Reference: to be done later 

-
Threat Category: Elevation of privileges 

-
Threat Description: an unprivileged user gains privileged access and thereby can compromise or destroy the MME. This threat includes those situations in which an attacker has penetrated all system defenses and become part of the trusted system itself.

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate.

Editor's Note: This should be called by one threat represent a threat category, and it should not be placed in the same footing with others.

Editor's Note: Which security objectives this threat is mapped to is ffs.

5.4.2.11
T11 Malware
Threat Name : Malware


Threat Reference: to be done later 

-
Threat Category: Malware 

-
Threat Description: A malware can perform malicious acts and cause disruption to the operating system or to the applications/services available on the MME. 

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.
-
Threat Relevance: Mitigate
Editor's Note: This should be called by one threat represent a threat category, and it should not be placed in the same footing with others.

Editor's Note: Which security objectives this threat is mapped to is ffs
5.4.2.12
T12 Footprinting

-
Threat Name : Footprinting

-
Threat Reference: to be done later 

-
Threat Category: Footprinting
-
Threat Description: MME footprinting can be used by attackers to glean valuable system-level information which can be used to carry on more significant attacks. The type of information potentially revealed by footprinting includes account details, operating system and other software versions, server names etc..

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate
Editor's Note: This should be called by one threat represent a threat category, and it should not be placed in the same footing with others.

Editor's Note: Which security objectives this threat is mapped to is HARDENING.

5.4.2.13
T13 Over-privileged processes/services
-
Threat Name : 
Over-privileged processes/services
-
Threat Reference: to be done later 

-
Threat Category: Elevation of Privileges

-
Threat Description: MME processes/services run with higher privileges as needed
-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.
-
Threat Relevance: Mitigate.
Editor's Note: This is a detailed threat.
Editor's Note: The security objective which this threat is mapped on is HARDENING.
5.4.2.14
T14 Use of weak cryptographic algorithms
-
Threat Name : Use of weak cryptographic algorithms

-
Threat Reference: to be done later 



-
Threat Category: Weak cryptographic algorithms
-
Threat Description: Usage of weak cryptographic algorithms for stored or transmitted sensitive information/data can expose them to unauthorized access and tampering.
-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate.

Editor's Note: This should be called by one threat represent a threat category, and it should not be placed in the same footing with others.
5.4.2.15
T15 Poor key generation
-
Threat Name: Poor key generation
-
Threat Reference: to be done later 

-
Threat Category: Weak Cryptographic algorithms
-
Threat Description:a poor key generation may help an attacker to discover the key and then read or modify the encrypted data. Attackers can discover a key, for example, if :
-
It was generated in a non-random fashion (e.g. insecure random generator).
-
It was generated starting from a passphrase containing a low entropy.
-
The generated key length is too short so the time to retrieve the key by means of dictionary attacks is short.
-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate.

Editor's Note: This is a detailed threat.
Editor's Note: The security objective which this threat is mapped on is FFS.
5.4.2.16
T16 Poor key management

-
Threat Name: Poor key managment
-
Threat Reference: to be done later 
-
Threat Category: Weak Cryptographic algorithms
-
Threat Description: a poor key management may help an attacker to discover the key and then read or modify the encrypted data. Attackers can discover the keys if, for example:
-
A weak key management protocols are used;
-
The keys are stored in an unencrypted file accessible by everyone;
-
The keys are not renewed/updated regularly;
-
The keys which are text strings can be found by looking for all strings in the system;
-
The keys can be found in memory image of running processes;
-
RAM does not loose contents immediately after power-down;
-
RAM can be investigated for keys;
-
The keys are not safely destroyed after their use.
-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.
-
Threat Relevance: Mitigate 

Editor's Note: This is a detailed threat.

Editor's Note The security objective which this threat is mapped on is FFS.
5.4.2.17
T17 Default insecure MME configuration 

-
Threat Name: Default insecure MME configuration
-
Threat Reference: to be done later 

-
Threat Category: Weak Configurations
-
Threat Description: An attacker can exploit an insecure default MME configuration and be able to perform several types of attacks. For example the MME can be configured such that NULL integrity is only used for unauthenticated emergency calls.

-
Threatened Asset: MME configuration data and mobility management data.

-
Threat Relevance: Mitigate

Editor's Note: This is a detailed threat.
Editor's Note: The security objective which this threat is mapped on is FFS.
5.4.2.18
T18 Crashing MME via a protocol or application implementation flaw
-
Threat Name : Crashing MME via a protocol or application implementation flaw
-
Threat Reference: to be done later 

-
Threat Category: DoS 

-
Threat Description: A flaw in the implementation of one of the protocols supported by an MME may be exploited by an attacker to crash the MME. 
-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.
-
Threat Relevance: Mitigate 

Editor's Note: This is a detailed threat.
Editor's Note The security objective which this threat is mapped on is FFS.

5.4.2.19
Threat from root owned files being altered by other users
-
Threat name: threat from root owned files being altered by other users
-
Threat Reference: to be done later
-
Threat Category: tampering with data
-
Threat Description: If files owned by root can be changed by other system users they might severely alter the secure intended operation of the system.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate

NOTE: 
This is a detail-levelled threat. It can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.
5.4.2.20
Threat from root accidentally executing a planted executable due to bad search path

-
Threat name: threat from root accidentally executing a planted executable due to bad search path
-
Threat Reference: to be done later
-
Threat Category: elevation of privilege
-
Threat Description: It is dangerous if root by mistake executes programs in the current directory as this could lead to accidentally executing malicious files placed by attackers into a directory where they have sufficient write permissions. The same applies for other directories where users other than root have write access.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets 
-
Threat relevance: Mitigate

NOTE: 
This is a detail-levelled threat. It can be mapped to the security objective: HARDENING.
5.4.2.21
Threat from unknown code to be executed by mistake.
-
Threat name: threat from unknown code to be executed by mistake.
-
Threat Reference: to be done later
-
Threat Category: elevation of privilege
-
Threat Description: It is dangerous if there are root owned files that have write permissions for other system users. This means that unknown code can be executed by mistake.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets 
-
Threat relevance: Mitigate

NOTE: 
This is a detail-level threat. It can be mapped to the security objective: HARDENING.
5.4.2.22
Threat from root able to log on from the network
-
Threat name: threat from root able to log on from the network
-
Threat Reference: to be done later
-
Threat Category: Unauthorized access
-
Threat Description: An attacker fraudulently logs on to the system via the network, e.g. via a brute-force attack. An attacker could directly log on to the MME as root via the network.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate
NOTE: 
This is a detail-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.
5.4.2.23
Threat from a user's files being altered by other users
-
Threat name: threat from users' files being altered by other users
-
Threat Reference: to be done later
-
Threat Category: tampering 
-
Threat Description: If files owned by a user can be changed by other system users they might severely alter the intended secure operation of the system. 
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate

NOTE: 
This is a detail-levelled threat. It can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.
5.4.2.24
Threat from misuse of files with privilege escalation
-
Threat name: threat from use of files with privilege escalation
-
Threat Reference: to be done later
-
Threat Category: elevation of privilege
-
Threat Description: If files can be run with higher privileges that what the user normally has, i.e. with temporarily elevated rights, it can be dangerous to system.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate

NOTE: 
This is a detail-levelled threat. It can be mapped to the security objective: HARDENING.
5.4.2.25
Threat from misuse of too liberal file permissions

-
Threat name: threat from use of files with too liberal permissions
-
Threat Reference: to be done later

-
Threat Category: elevation of privilege, DoS, tampering
-
Threat Description: If file permissions are set more liberal than necessary they can be dangerous to system.

-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets

-
Threat relevance: Mitigate
NOTE: 
This is a detail-levelled threat. It can be mapped to the security objective: HARDENING.
5.4.2.26
Unauthorised access via the MME console interface 
-
Threat Name: Unauthorised access via the MME console interface
-
Threat Reference: to be done later
-
Threat Category: unauthorised access
-
Threatened Asset: configuration data, user account data and credentials, OS, application, mobility management data, processing capacity
-
Threat Description: An attacker can gain unauthorised access to MME sy stem files/data/information via the console interface (i.e. via a physical connection to the console interface). The unauthorized access can be obtained by: 
-
brute forcing credentials i.e. the attacker doesn't know in advance the right credentials. 
-
by using credentials that easily discovered or derived (ref: access credentials in section 5.3.5.2)
-
Threat relevance: yes
Note: 
This is a detailed threat, and it is a new threat which is not included in the existing threats. And also it can be mapped to the security objective: SECURE MME ADMINISTRATION, system monitoring, logging. 

5.4.2.27
Unauthorised access to the MME via insecure network services by the ports 
-
Threat name: Unauthorised access to the MME via insecure network services by the ports 
-
Threat Reference: to be done later
-
Threat Category: Unauthorised access
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The attacker can scan for insecure network services by the ports. The vulnerabilities of these network services can then be used by the attacker to gain unauthorised access. 
-
Threat relevance: Mitigate
Note:
It is detailed threat and can be mapped to the security objectives: SECUREMME ADMINISTRATION, HARDENING.
5.4.2.28
Denial of service attack to the MME via insecure network services by the ports 
-
Threat name: Denial of service attack to the MME via insecure network services by the ports 
-
Threat Reference: to be done later
-
Threat Category: Denial of service 
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The attacker can scan for insecure network services by the ports . The vulnerabilities of these services can then be used by the attacker to make the MME unavailable (DoS). 
-
Threat relevance: Mitigate 
Note:
It is detailed threat and can be mapped to the security objectives HARDENIGN.
5.4.2.29
Disclosure of information of the MME via insecure network services by the ports
-
Threat name: Disclosure of information of the MME via insecure network services by the ports 
-
Threat Reference: to be done later
-
Threat Category: Disclosure of information 
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The attacker can scan for insecure network services by ports . The vulnerabilities of these services can then be used by the attacker to gain access to sensitive data and disclose this data. 
-
Threat relevance: Mitigate
Note:
It is detailed threat and can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.
5.4.2.30
Unauthorised access to the MME via unnecessary network services by the ports 
-
Threat name: Unauthorised access to the MME via unnecessary network services by the ports
-
Threat Reference: to be done later
-
Threat Category: Unauthorised access

-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets

-
Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to gain unauthorised access. The term unnecessary used in this threat refers to three cases:
-
Network services not strictly related to MME operation (e.g. Splunk Service)

-
Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Threat relevance: Mitigate
Note:
It is detailed threat and can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.
5.4.2.31
Denial of service attack to the MME via unnecessary network services by the ports
-
Threat name: Denial of service attack to the MME via unnecessary network services by the ports
-
Threat Reference: to be done later
-
Threat Category: Denial of Service (DoS)
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to perform DoS. The term unnecessary used in this threat refers to three cases:
-
Network service not strictly related to MME operation (e.g. Splunk Service)
-
Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or Xinetd services).
-
Threat relevance: Mitigate
Note:
It is detailed threat and can be mapped to the security objectives: HARDENING.

5.4.2.32
Disclosure of information of the MME via unnecessary network services by the ports
-
Threat name: Disclosure of information of the MME via unnecessary network services by the ports
-
Threat Reference: to be done later
-
Threat Category: Disclosure of information 
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to disclose sensitive information/data. The term unnecessary used in this threat refers to two cases:
-
Network service not strictly related to MME operation (e.g. Splunk Service)
-
Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)
-
Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or Xinetd services).
-
Threat relevance: Mitigate
Note:
It is detailed threat and can be mapped to the security objectives: SECUREMME ADMINISTRATION, HARDENING.
5.4.2.33
T33 Threat on booting from external device

-
Threat name: booting from external device
-
Threat Reference: Tx
-
Threat Category: other threats 
-
Threatened Asset: hardware, operating system
-
Threat Description: If MME allows operating system to be booted not only from internal memory but also for another source (e.g., USB flash drive, memory card), MME may be attacked by the attackers who subvert the bootloader (e.g. through USB, card slots, etc.). This will bring risk to MME that the base functionality within MME being broken. 
-
Threat relevance: yes
5.4.2.34
T34 Security Threats of Logs tampering

-
Threat Name: Threats of Logs tampering

-
Threat Reference: to be done later 
-
Threat Category: Repudiation,Tampering

-
Threatened Asset: Log data in MME
-
Threat Description: When operational activities are recorded by MME, these operation records are called system logs. There are other logs, e.g. operation log, security log. If the attacker modifies the configuration of MME, and remove or modifies the logs, the information of the attacker's activities cannot be found. For example, the attacker sets someone to privileged access by modifing the QoS, and removes or modifies the logs of the "set" operation, the carrier cannot identify the attacker and prevent the attacks.
-
Threat relevance: Mitigate

NOTE: 
This is a detailed threat and maps to the security objective: SYSTEM MONITORING.
5.4.2.35
T35 Security Threats of Logs access

-
Threat Name: Threats of Logs access

-
Threat Reference: to be done later 

-
Threat Category: Information disclosure, unauthorized access

-
Threatened Asset: Log data in MME

-
Threat Description: When operational activities are recorded by MME, these operation records are called system logs. There are other logs, e.g. operation log, security log. These logs can contain sensitive information/data (e.g. user data, CDR, keys and so on) which can be used by an attacker to carry on attacks towards the MME or to violate the user privacy.

-
Threat relevance: Mitigate

NOTE: 
This is a detailed threat and maps to the security objective: SYSTEM MONITORING.

5.4.2.36
T36 Threats on O&M privilege management requirements on MME Management and Maintenance
-
Threat Name: Threats on O&M privilege management requirements on MME Management and Maintenance
-
Threat reference: to be done later

-
Threat Category: Tampering with MME Configuration Data
-
Threatened Asset: MME configuration data
-
Threat Description: Inside attackers with access to the OAM network could access data that they are not authorized to access (e.g. changing the MME configuration data access rights, changing or collecting end-user communication records, etc.) if there is no authentication and authorization implemented. This could lead to various severe effects including Denial of Service – depending on the type of configuration changed
-
Threat relevance: mitigate
Note:
This is a detailed threat and maps to the security objective SECURE MME ADMINISTRATION.
5.4.2.37 
T37 Security Threats of features and functions related to personal privacy

-
Threat Name: Threats of features and functions related to personal privacy
-   Threat Reference: to be done later 
-
Threat Category: Tampering 
-
Threatened Asset: personal privacy related features, function and applications, e.g. LCS
-
Threat Description: There are features and functions in MME related to personal privacy, e.g. LCS. If the operator chooses not to deploy these features and function, while they are part of a single version of software in the system, there is the risk that the attacker can load the functions without authorization (e.g. license from vendor). For example, the attacker may enable a feature such as LCS and get the location information of a user or to track the user or even perform malicious actions against the user. 
-  Threat relevance: mitigate
NOTE: 
This is a detailed threat and maps the security objectives SECURE MME ADMINISTRATION and PRIVACY.
5.4.2.38
Threat from repudiation due to system group account usage 
-
Threat Name: Repudiation due to system group account usage
-
Threat Reference: to be done later
-
Threat Category: Repudiation
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: A system user, including a possible attacker, can maliciously or erroneously access and modify data in the MME system, without no or lesser possibility of the actions later being traceable to his/her user identity.
-
Threat relevance: Mitigate
NOTE: 
This is a high-level threat. It has a relation to other threats: ‘T1 Threat from the internal attacks', ‘T8 Tampering', ‘T10 Elevation of privilege', It can be mapped to the security objectives: SECURE MME ADMINISTRATION, SYSTEM MONITORING.
5.4.2.39
Threat of eavesdropping on MME management and maintenance interface data 
-
Threat Name: eavesdropping on MME management and maintenance interface data
-
Threat Reference: to be done later
-
Threat Category: Information Disclosure, Weak Cryptographic Algorithms
-
Threatened Asset: all critical assets of MME as listed in 5.2, 
-
Threat Description: The attacker listens in or eavesdrops on management /maintenance traffic on the MME management/maintenance interfaces. This may be possible if the MME utilises weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol has been implemented incorrectly on the MME. A consequence of this threat being realised is that data/information on the management/maintenance interface can be disclosed.
-
Threat relevance: Mitigate
NOTE: 
This is a high-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION.
5.4.2.40
Threat of man-in-the-middle attack on MME management and maintenance interface 
-
Threat Name: MITM attack on MME management and maintenance interface 
-
Threat Reference: to be done later
-
Threat Category: Unauthorised Access
-
Threatened Asset: all critical assets of MME as listed in 5.2, 
-
Threat Description: The attacker conducts a man in the middle (MITM) attack on the management /maintenance interfaces. This may be possible if the MME utilises weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol has been implemented incorrectly on the MME. A consequence of this threat being realised is that an attacker can modify commands, transactions or data on the management/maintenance interface thus leading to unauthorised access to the MME.
-
Threat relevance: Mitigate
NOTE: 
This is a high-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION.
5.4.2.41
Threat of modification of information in transit on MME management and maintenance interface 
-
Threat Name: Modification of information in transit on MME management and maintenance interface 
-
Threat Reference: to be done later
-
Threat Category: Tampering 
-
Threatened Asset: all critical assets of MME as listed in 5.2, 
-
Threat Description: The attacker gains access to the management /maintenance interfaces and modifies the data stream to/from the MME. This may be possible if the MME utilises weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol has been implemented incorrectly on the MME. A consequence of this threat being realised is that an attacker may inhibit the control of the MME, change OAM data such as performance and fault management data thus leading to erroneous information being transferred to management entities. 
-
Threat relevance: Mitigate
NOTE: 
This is a high-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION.
5.4.2.42
TX IP Spoofing threat
-
Threat Name: IP Spoofing attack
-
Threat Reference: to be done later 

-
Threat Category: IP-LEVEL ATTACKS.


Editor's Note: threat category should be later consolidated

-
Threat Description: IP spoofing is a method adopted by attackers to send forged source address in their attack traffic. All the interfaces from and to the MME and which are IP based are exposed to such a threat.

-
Threatened Asset: MME.

-
Threat Relevance: Mitigate
5.4.2.43
TX Access-control threat due to complex administration and human error 
-
Threat Name: Access-control threat due to complex administration and human error
-
Threat Reference: to be done later
-
Threat Category: Unauthorized access
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The risk of user accounts being forgotten during change or deletion, or other slips in their handlings caused by maintenance workload. This could more easily give a user wrong system rights, or unintentionally continued access to a system. The threat is especially relevant when numerous, independent account databases, instead of a single centralized one, need to be managed and maintained.
-
Threat relevance: Mitigate
NOTE: 
This is a high-level threat. It has a relation to other threats: ‘T1 Threat from the internal attacks', ‘T5 Security threats on MME management and maintenance interfaces', ‘T6 Security threats on MME user account and password management', ‘T10 Elevation of privilege'. It can be mapped to the security objectives: SECURE STORAGE, SECURE MME ADMINISTRATION.
5.4.2.44 
T44 Security threat caused by lack of MME traffic isolation
-
Threat name: Security threats caused by lack of MME traffic isolation
-
Threat Reference: to be done later 
-
Threat Category: TBD
-
Threat Description: 

The attack from signalling traffic can impact the management traffic and vice versa when these traffics are not isolated. For example, an attacker wants to obtain important information related to signalling, he can intercept and capture signalling traffic on MME's interface. The important information related management may also be intercepted and captured if the management traffics and signalling traffics are not isolated in the same interface. So the security threats for signalling traffic can impact management traffic and result in unauthorized access on MME. In the same way, an attacker who attacks MME's management traffics can obtain important information related signalling and result in tampering and privacy leakage of signalling. 
-
Threatened Asset: all critical data stored in the MME as listed in 5.2

-
Threat relevance: mitigate

NOTE: 
This is a detailed threat and maps the security objective: TBD.
5.5
Security objectives

Editor's note: As specified by TR 33.805 [8], clause 5.2.2.4.2.2, this subclause lists all security objectives derived from the threats. Each objective shall be given a unique identifier for later reference from the requirements and shall point to the threats it addresses. 
5.5.1 
Objectives relating to 3GPP-defined interfaces

The security objectives relating to 3GPP-defined interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. 
Such objectives are therefore not considered here separately as there is no need to repeat this work. 

When threats relating to 3GPP-defined MME interfaces are found that are not sufficiently covered in existing 3GPP security specifications, they need to be addressed in the present SCAS. Generic objectives (e.g. objectives relating to protocol robustness) that also apply to 3GPP-defined interfaces are covered in clause 5.4.2.

5.5.2 
Other objectives
Editor's Note: The initial list of objectives suggested here is meant as a starting point that may be updated as the study of threats is evolving. Here, in the description part of an objective only key words or short texts are given. These may be later replaced with more elaborate prose text as appropriate. This more elaborate prose text could then also state in some detail wherein exactly the interdependence with other objectives lies. The ordering of the objectives is also FFS. 
Editor's Note: It is FFS whether this grouping of objectives is suitable. 

Editor's Note: The "Threat References" refer to clauses in the latest version of TR 33.806, v0.2.1 (in S3-140616). They have to be updated according to the agreements during SA3#75 and the following meetings. 
Editor's Note: It is FFS whether listing the interdependencies among objectives would be useful.
5.5.2.1 
PROTECTED COMMUNICATIONS

Security Objective Name: PROTECTED COMMUNICATIONS
Security Objective Reference: TBA
Security Objective Description: This objective applies to all interfaces according to the MME network product model. It requires the communication on these interfaces to be protected from impersonation, eavesdropping and unauthorized modification of data. 
Threat References: threats in clauses 5.4.1, 5.4.2.5. 

5.5.2.2 
SECURE STORAGE

Security Objective Name: SECURE STORAGE
Security Objective Reference: TBA
Security Objective Description: Sensitive information to be stored securely includes admin passwords, transient subscriber keys, subscriber data such as user identities. The form of protection needs to take into account the nature of the stored data: permanent data such as admin passwords shall not be stored in clear text, while transient data shall be protected in such a way that they cannot be read out over local or remote interfaces. 
Threat References: threats in clauses 5.4.2.3, 5.4.2.6, 5.4.2.7. 
5.5.2.3 
SECURE MME ADMINISTRATION

Security Objective Name: SECURE MME ADMINISTRATION
Security Objective Reference: TBA
Security Objective Description: Protection of local and remote management interfaces; authentication and access control for administrators, consistent security policy for access to data and code, including user account and credential management, access privileges depending on user role, restrictions on remote log-in. 
Threat References: threats in clauses 5.4.2.4, 5.4.2.5, 5.4.2.6. 
5.5.2.4 
SOFTWARE INTEGRITY

Security Objective Name: SOFTWARE INTEGRITY
Security Objective Reference: TBA
Security Objective Description: verifiable SW installation and updates, execution only by authorized personnel, detection of unauthorized SW, correct handling of failed SW integrity checks, secure boot with restrictions on booting from external devices, controlled feature enabling. 
Threat References: threats in clause 5.4.2.2. 
5.5.2.5 
SYSTEM MONITORING

Security Objective Name: SYSTEM MONITORING
Security Objective Reference: TBA
Security Objective Description: audit, logging, rights for accessing logs, prevention of tampering with logs, secure management of logs. 
Threat References: threats in clause 5.4.2.4.  
5.5.2.6 
PRIVACY

Security Objective Name: PRIVACY
Security Objective Reference: TBA
Security Objective Description: access to privacy-sensitive data (e.g. user identities), code, is restricted to authorized personnel. 
Threat References: threats in clause 5.4.2.7. 

5.5.2.7 
PROTECTION FROM RESOURCE EXHAUSTION

Security Objective Name: PROTECTION FROM RESOURCE EXHAUSTION
Security Objective Reference: TBA
Security Objective Description: overload control on NAS signalling. 
Threat References: threats in clause 5.4.2.1. 

5.5.2.8 
HARDENING

Security Objective Name: HARDENING
Security Objective Reference: TBA
Security Objective Description: Reduce the attack surface, disable ports not needed (e.g. test ports), ensure that security functions of the network product cannot be bypassed. 
Threat References: threats in clauses xxx of 33.806 (none so far). 
5.5.2.9 
PROTECTION FROM BASIC VULNERABILITIES

Security Objective Name: PROTECTION FROM BASIC VULNERABILITIES
Security Objective Reference: TBA
Security Objective Description: Ensure that known basic vulnerabilities cannot be exploited against the network product and discovered vulnerabilities are remediated. The preferred means of ensuring this is defining appropriate rules for tests conducted by running automated (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces, e.g. for fuzz testing or port scanning. 
Threat References: threats in clauses xxx of 33.806 (none so far). 

5.5.2.10
SO-X 
- 
Security Objective name: booting only from intended memory devices
- 
Security Objective Reference: SO-X
- 
Security Objective Description: Booting capability should be restricted to memory devices intended for this purpose.
- 
Threat Reference: Tx
6
Security Functional Requirements (SFRs)
Editor's note: Details on the expected content of this clause are described in TR 33.805 [8], clause 5.2.2.4.2.3.

Editor's note: Security requirements according to TR 33.805 [8], clause 5.2.2.4.2.3 also include hardening requirements and assumptions on the environment. It is proposed to consider them in separate main clauses for purely editorial reasons, namely in order to reduce the number of hierarchy levels for the subclause numbering.

Editor's note: Clause 6 is proposed to be structured further by grouping non-3GPP Security Functional Requirements according to themes. This grouping is FFS. Examples of such groupings are provided by [CC] or, in a simpler form, but based on CC, by [NDPP]. 3GPP-related Security Functional Requirements are proposed to be contained in a subclause of their own as they are not expected to be listed in detail, but addressed by wholesale reference to the relevant 3GPP specifications. 
Editor's note: It needs to be explained in this clause how security compliance testing is addressed.

Editor's note: it needs a clean up on the overlap/gaps of the requirements in this section and also it is ffs which requirement could be specific and which could be applied more generally.
6.1
Introduction
Void
6.2
SFRs deriving from 3GPP specifications

NOTE: 
The term 'Security Requirements' is used in the present SCAS in a different, and more comprehensive, way from the EPS security architecture specification (3GPP TS 33.401 [2]). 
Clause 5 of TS 33.401 contains high-level security features and requirements, while 
later clauses of TS 33.401 contain detailed security mechanisms that are required to be implemented by a compliant EPS system. The present SCAS considers both, the high-level security features and requirements and the detailed security mechanisms, to be 'Security Functional Requirements'.
For the purpose of the Security Assurance Specification (SCAS) for the MME product class, three categories of requirements (cf. also TR 33.916 [5], clause 5) can be distinguished: 

1)
SFRs related to protocols and behaviour necessary for secure interoperability between nodes from different vendors that require a certain positive behaviour of a 3GPP function. 

This category of requirements is already covered by the interoperability and conformance testing performed independently of SCAS already today. So, nothing remains to be done in the present SCAS for this category.

NOTE: 
The presence of some 3GPP-defined security functions in an MME network product may be conditional on whether certain security assumptions on the environment are fulfilled. 
For example, the use of NDS/IP to protect the interfaces of the MME is described in clause 11 of TS 33.401 [2] and clearly falls in the present category 1) of Security Functional Requirements.
But the functions terminating NDS/IP in the MME network product itself are only required if the security assumption on the operational environment that there is a Security Gateway terminating NDS/IP at the perimeter of the MME site does not hold.
Editor's note: It is FFS whether to include a reference to documentation for this interoperability and conformance testing.

2)
SFRs related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require that a 3GPP function does not perform a certain action. 

This category of requirements may not be covered by the interoperability and conformance testing performed independently of SCAS already today. In this case, the present document develops test cases for these requirements unless available from other sources.

Editor's note: Security requirements of the second category need to be identified, and test cases need to be defined. If they are available from other sources a reference is to be included. 

3)
SFRs not related to protocols and behaviour necessary for secure interoperability between nodes from different vendors, but rather deal with security features which shall be supported by the network products and consequently strictly related to their implementation. 

This category of requirements is within the scope of the present SCAS.

Editor's note: Determine whether there are security requirements of the third category for the MME network product class. If so, test cases need to be defined. If they are available from other sources a reference is to be included. 
6.x
<Class x of SFRs>
Editor's note: The description of Security Functional Requirements shall follow the template given here, cf. TR 33.805 [8], clause 5.2.2.4.2.3.3:

-
Requirement Name: each security requirement is assigned a unique name. The name preferably indicates the topics covered by the requirement.

-
Requirement Reference: a unique identifier. The precise convention for the structure of the reference is FFS. 

-
Requirement Description: a detailed description of the security requirement.

-
Threat References: the unique identifiers assigned to the threats the requirement intends to meet.

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

6.3 
R1 security requirement for T1: Internal attacks prevention 
-
Requirement Name: internal attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
R1-1: Each User shall be strongly authenticated and uniquely identifiable.
2)
R1-2: The log and audit function shall be supported and be turned on to record the operations on MME.
Editor note: it is FFS whether we need to list what actions should be logged and this may be in another document later.
3)
R1-3: The logs to be maintained shall include security logs and should include operation logs.

4)
R1-4: The operation authorization of MME users should be defined.
5) 
R1-5: The parameters captured in the logs should include at least user name, start time, stop time, access type, event level, result, etc. 
-
Threat Reference: T1
-
Test Case: 
1)
Whether it is possible for two different, separated individuals to easily get access to the same user account, at:

a)
OS level

b)
MME Application level

2)
Check if MME supports the log function, that the log function has been turned on, and that the following actions are logged (at OS level and at MME Application level):

a)
login and logout；User id and time stamp
b)
interface: MME interface type based on which the system queries the security logs 
c)
event level: severity based on which the system queries the security logs (e.g. CRITICAL, MAJOR, MINOR) as defined by the operators and/or vendors for the logs

d) 
results: result type (e.g. SUCCESS, FAILURE) based on which the system queries the security logs 
3)
Whether it is possible for MME users to get undefined/unauthorized operation permission.
6.4 
R2 security requirement for T2: Sensitive information storage security 
NOTE: 
This requirement is covered by B.3.3.2.
-
Requirement Name: Sensitive information security
-
Requirement Reference: to be done later
-
Requirement Description: 

1)
R2-1: The sensitive information read access rights shall be restricted.
2)
R2-2: The sensitive information shall not be revealed as clear text.
Editor's note: it is FFS on how to merge this with password protection. 
3)
R2-3: The keys shall be stored securely. 
-
Security Objective references: SECURE STORAGE

-
Threat Reference: T2
-
Test Case: 
1)
Review the documentation provided by the vendor describing how to store the sensitive information.
2)
Check if the sensitive information can be read as clear text.
Editor's note: is this a good test as even the weakest cipher will prevent an attacker from reading the information as clear text? 
3) 
Check if the sensitive information storage area is accessible.

Editor's note: how does the tester find this area? Would it really be a good idea to list in the documentation where in the system sensitive information is stored? 
6.5 
R3 security requirement for T3: Resource exhaustion attacks prevention 
-
Requirement Name: Resource exhaustion attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
R3-1: Method for prevention of signalling congestion method shall be supported by MME
2)
R3-2: The network, e.g. the MME, needs functionality to detect the signalling or misbehaving UE.
-
Threat Reference: T3
-
Test Case: 
1)
Check if MME has supported the NAS signalling congestion prevention.

2)
Check if the network can provide the method to detect the signalling or misbehaving UE. 
Editor's Note: some overload control of MME has been defined in 23.401, yet it needs FFS to see if it cater for this requirements of SAS. 
Note: 
The requirement R3-1 "Method for prevention of signalling congestion method shall be supported by MME" has been covered in the FRU_RSA in CC in a general way. 
Editor's Note: it is FFS whether the requirements are needed to be mapped CC if CC has.
6.6

Security requirements on MME console interface
-
Requirement Name: Security requirement on MME console interface.


-
Requirement reference: to be done later. 
-
Requirement Description: 
1)
R-1: MME accepts only strong password (i.e. passwords shall consist of uppercase, lowercase, numeric and special characters. The number of characters in the password shall be 8 or greater) to authenticate the access to MME console interface.
2)
R-2: MME supports Role Based Access Control (RBAC) to authorize the operation for configuration data and software via MME console interface.
3)
R-3: MME shall be able to generate log for the console interface to record all of the security relevant user activities on MME, i.e. the accessing user name, the time of login and logout and all of the security relevant user operations.
Editor's note: it is ffs whether or not we need to make only one requirement or several alternative requirements here to satisfy the security objectives.
-
Threat References: Unauthorised access via the MME console interface; other threats: security threats on MME's console interface
-
Test Case: 

1)
Check if the authentication method (strong password authentication) has been used.

2)
Check if the authorization method (RABC) for tampering configuration data and software has been used.
3)
Check if the access to console interface on MME has been recorded by log and if the recorded contents are include all of the security relevant user activities on MME. 
6.7 
Security requirements on MME Management and Maintenance interfaces

NOTE: 
RX-1 of this requirement is covered by B.3.3.2.
-
Requirement Name: MME Management and Maintenance interfaces 
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network. 
2) RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.
Editor's Note: Physically removing test/debug ports is not practical. RX-2 should be reworked.
3)
RX-3: The MME shall support mutual authentication between MME and specific management entities

Editor's Note: These management entities need to be further defined.
4)
RX-4: The secure communication mechanisms between the MME and it management entities shall use industry standard protocols and industry accepted algorithms and key lengths for encryption and data integrity.

-
Security Objective references: SECURE MME ADMINISTRATION
-
Threat References: Threat of eavesdropping on MME management and maintenance interface data, Threat of man-in-the-middle attack on MME management and maintenance interface, Threat of modification of information in transit on MME management and maintenance interface
-
Test Case: 
1) Test Case 1 for RX-1:

-
Pre-conditions: The MME is powered on and the tester is able to capture traffic on MME management and maintenance interface and the tester can trigger communication between MME and OAM network. The tester has the ability to read the language of the traffic data.
-
Steps taken to perform the test: 

-
The tester starts capturing traffic on MME management and maintenance interface.
-
The tester triggers communication between MME and OAM network.
-
The tester injects the traffic data. 
-
The tester checks the captured traffic data.
-
Expected results:

The tester cannot get information through the raw traffic data or modify the raw traffic data.
3) Test case for RX-3:

-
Pre-conditions: The MME is powered on, and has legal credential. The tester can trigger authentication between MME and specific management entities. Entity A has legal credential and entity B has illegal credential.
-
Steps taken to perform the test:

-
The tester check authentication mechanism configuration on MME, set one of options which shall support mutual authentication.

-
The tester triggers communication between MME and entity A.

-
Then, the tester triggers communication between MME and entity B.
-
Expected results:

-
Communication between MME and entity A established successfully.

-
Communication between MME and entity B cannot be established.

-
If illegal credential on MME, Communication cannot established either.
NOTE: 
This is a detailed requirement.
6.8 
Security requirements on MME user account and password management
NOTE: 
R 7-2 d) of this requirement is covered by B.3.3.2 
-
Requirement name: Security requirements on MME user account and password management 
-
Requirement reference: to be done later
-
Requirement Description: 
1)
R 7-1: Consistent security policy should be adopted for user account and password management on MME. Consistent security policy includes password management policy, user account freeze policy and rejecting repeat login policy.
2)
R 7-2: Password management policy:
a)
Password modification shall be performed by force after initial login.
b)
Password strength shall be configurable. 
Passwords shall consist of uppercase, lowercase, numeric and special characters. 
The number of characters in the passwords shall be configurable. 

c)
Password shall be modified based on password management policy. 
Historical passwords shall not be allowed up to a certain number. 
The number of disallowed historical passwords shall be configurable.
d)
Password storage shall support one-way hash algorithm with salt value.
e)
The password shall not be displayed in such a way that it could be seen and misused by a casual local observer. 
3)
R 7-3: User account lock-out policy:
a)
The maximum number of user account login attempts should be configurable.
b)
There shall be a delay in allowing a user attempt to login again when login attempt numbers exceeds the maximum number. This delay should be configurable.

4)
R7-4: 
The system shall enforce password expiry.
-
Security Objective references: SECURE STORAGE.
-
Test case: 
1) Test case 1 for R7-2 a):

a)
Pre-conditions: The MME is powered on and the tester has privileges to create new user account.
b)
Steps taken to perform the test:

a)
The tester performs login action on MME.
b)
The tester creates a new user account A, which should change the password at the initial login.
c)
The tester performs logout action, and then performs login action with user account A.
d)
The tester gets prompt that user shall change password at initial login, otherwise the login action will be terminated.
c)
Expected results:

a)
If password change is canceled / failed, the tester cannot login.

b)
If password change is successes, the test can login.
2) Test case 2 for R7-2 b):

d)
Pre-conditions: The MME is powered on and the tester has privileges to modify password management policy.
e)
Steps taken to perform the test:

a) 
The tester uses user account A logins, and modifies password management policy on MME.

b) 
The user account A can modify configuration for password strength, including password consistent and character numbers.

c) 
The tester logins as user account B.
d)
The tester uses user account B changes current user account password according to policy.

e)
The tester uses user account B changes current user account password to not match password policy.
f)
Expected results:

a)
If the tester modify password comply with password management policy, the modification will successes.

b)
If the tester modify password not comply with password management policy, the modification will fail.
3) Test case 3 for R7-2 c):

g)
Pre-conditions: The MME is powered on and the tester has privileges to modify password management policy.
h)
Steps taken to perform the test:

a)
The tester logins with original user account password A on MME.
b)
The tester modifies the number of disallowed historical passwords to N.
c)
The tester modifies user account password with different passwords for N-1 times.
d)
The tester modifies user account password with A.
i)
Expected results:

The tester fails in modifying password with A at N, and gets prompt that historical password shall not be used.
4) Test case 4 for R7-2 e):

j)
Pre-conditions: The MME is powered on and the tester has privileges to input password and the screen can display the input.
k)
Steps taken to perform the test:

· The tester inputs the user account and password on MME.
l)
Expected results:

The password shall not be displayed in such a way that it could be seen and misused by a casual local observer e.g. each character is permanently masked or only momentarily displayed.
5) Test case 5 for R7-3 a) & b):

m)
Pre-conditions: The MME is powered on and the tester has privileges to modify account lock-out policy.
n)
Steps taken to perform the test:

a)
The tester logs in MME.
b)
The tester modified user account lock-out policy with attempt numbers to N and delay time to T.
c)
The tester logs out.
d)
The tester performs login action with wrong password for N times.

o)
Expected results:

a)
After the tester attempts N times with wrong password, the user account will be lock out, and can be attempted after T delay time.
b)
After T delay time, the tester can login with proper password.
6) Test case 6 for R7-3 c):

p)
Pre-conditions: The MME is powered on and the tester has privilege to config user account password expiry time.
q)
Steps taken to perform the test:

The tester logs in MME.

The tester modifies the user account password expiry time to T.

After expiry time T, the tester logs in MME, and shall be forced to modify password.
r)
Expected results:

a)
The tester can login after modify password successfully.

b)
The tester cannot login if fail to modify password.
6.9 
Rx Requirements of user identities
NOTE: 
RX-1 of this requirement is covered by B.3.3.2.
-
Requirement name: Protection of User Identities 
-
Requirement reference: Mobility Management Data
-
Requirement Description: 
1)
RX-1: The user identities stored in MME include IMSI, IMEI, MSISDN, IP address of UE. 
These user identities shall be protected when they are stored, transferred and processed in the MME.
2)
RX-2: When mobility Management data containing user identities are for operating/maintenance analysis, the included user identities shall be anonymized to the vendor maintenance personnel.

Editor's Note: RX-2 may need further clarification as there are cases where the knowledge of a specific user identity is needed, e.g. in tests following a user complaint that they are not getting service. How to differentiate analysis with anonymised data from such other tests?
-
Security Objective references: PRIVACY.
-
Test case: 
1) Test case 1 for RX-2:

· Pre-conditions: The MME is powered on and user operations are on-going. The tester has privileges to gather data contain anonymized user identities like trace data with user identities anonymized.
· Steps taken to perform the test:

-
The tester logs in MME.
-
The tester starts gathering data, and check user identities parts.
· Expected results:

The user identities parts in gathered data are anonymized and the tester cannot get the original user identity. To the same user identities, anonymized results shall not be same in different trace data.
Note: 
These are detailed requirements. 
6.10
OAM privilege management requirements on MME Management and Maintenance

-
Requirement name: OAM privilege management requirements on MME Management and Maintenance

-
Requirement reference: to be done later

-
Requirement Description: 

1)
RX-1: A role-based access control system uses a centrally managed set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, I.e. the specific operation command or command group (e.g. View, Modify, Execute).
-
Threat References:
-
Test Case: 
-
Pre-conditions: The MME is powered on and the tester has privileges to create and grant roles to new user in RBAC system.
-
Steps taken to perform the test:

a)
The tester logs in MME use admin account.
b)
The tester creates user A, grants System Admin role to A.
c)
The tester creates user B, grants Fault Management role to B.
d)
The tester performs login action with user A, does operations that System Admin can do like modify user account password, view system log file, execute NE management.
e)
The tester performs login action with user B, does operations about Fault Management..
f)
The tester performs login action with user B, and tries to perform operations that only admin role can perform..
-
Expected results:

a)
In RBAC system, user A and B have granted different privileges.

b)
User A has System Admin's privileges and can perform operations that System Admin can do.
c)
User B has Fault Management privileges and can perform operations about Fault Management.
d)
User B has no System Admin's privileges and cannot perform operations that System Admin can do.
6.11
Security requirement for booting only from intended memory devices 
-
Requirement name: secure boot
-
Requirement reference: to be done later
-
Requirement Description: 

1)
RX-1: MME can boot only from the memory devices intended for this purpose.
-
Threat References: other threat: threat on booting from external device
-
Test Case: 
1)
check if MME can boot only from the internal memory;

6.12
Rx Requirements of Logs Protection and Management

-
Requirement name: Logs Protection and Management
-
Requirement reference: to be done later
-
Requirement Description:
1)
Rx-x Secure uploading of log files to a central location or system external for MME log functions should be supported. 
2)
Ry-y The log file shall only be accessible by privileged users.

-
Security Objective references: SYSTEM MONITORING
-
Test case: 
1) Test case 1 for Rx-x:
    Editor's Note: It is FFS how test case 1 should be.
2) Test case 2 for Ry-y:

a)
Pre-conditions: The MME is powered on. The central location or system is powered on. And user account A has privilege to access log files, user account B has no privilege to access log files on MME. And user account C has privilege to access log files, user account D has no privilege to access log files on central location or system.

b)
Steps taken to perform the test:

-
The tester uses account A logs in MME and tries to access log files.

-
The tester uses account B logs in MME and tries to access log files.
-
The tester uses account C logs in central location or system to access log files.

-
The tester uses account D logs in central location or system to access log files.
c)
Expected results:

-
Using account A, the tester can access log files.

-
Using account B, the tester fails to access log files.
-
Using account C, the tester can access log files.
-
Using account D, the tester fails to access log files.
NOTE: 
This is a detailed requirement.
6.13
Security requirements on MME software package integrity 
-
Requirement name: MME Software integrity validation
-
Requirement reference: to be done later
-
Requirement Description: 
1)
Software package integrity shall be validated in installation/upgrade stage.
2)
MME shall support software package integrity validation via cryptographic means, e.g. digital signature.
3)
Tampered software shall not be executed if integrity check fails.
4)
There need a security mechanism to guarantee only authorized individuals can initiate and deploy a software update/the software update is originated from verified sources.
-
Security Objective references: SOFTWARE INTEGRITY
-
Test case:
1) Test case 2: This test case fulfils requirement 1, partially requirement 2 for software integrity validation and requirement 3. 
a)
Pre-conditions: The MME is powered on and the tester has privilege to install/upgrade MME with software package. And one legal software package A is available, one illegal software package B which is tamper with from the legal one is available.
b)
Steps taken to perform the test:

-
The tester logs in MME.

-
The tester uses software package B to perform install/upgrade.

-
The tester uses software package A to perform install/upgrade.
c)
Expected results:

-
The installation/upgrade operation is failed when using software package B.

-
The installation/upgrade operation is successful when using software package A.
Editor's Note: It is FFS test case of requirement 4 and validation of cryptographic means in requirement 2.
6.14
Rx Requirements of personal privacy related features and functions

-
Requirement name: Requirements of personal privacy related features and functions
-
Requirement reference: to be done later
-
Requirement Description:
  Editor's note: It is FFS for requirements of personal privacy related features and functions. 
-   Security Objective references: SECURE MME ADMINISTRATION and PRIVACY.
-
Test case: To be done later.
6.15 
Security requirements on MME traffic separation
-
Requirement Name: MME traffic separation of O&M traffic with control plane traffic 
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall support physical or logical separation of O&M and control plane traffic. See RFC 3871 [9] for further information. 
-
Security Objective references: SECURE MME ADMINISTRATION
-
Threat References: Threat of eavesdropping on MME management and maintenance interface data, Threat of man-in-the-middle attack on MME management and maintenance interface, Threat of modification of information in transit on MME management and maintenance interface, Security threats caused by lack of MME traffic isolation
-
Test Case: 
Alternative 1: Test case for logical separation
a)
Pre-conditions: The MME is powered on. And :
1)
MME is located in a network and connected with one router.
2)
The tester has known that VLAN1 is transferred management traffic and VLAN2 is transferred signalling traffic on MME.
b)
Steps taken to perform the test:
1)
The tester uses a tool to capture package on the router's port. The captured package id is set VLAN1 in the tool.
2)
The tester uses a tool to capture package on the router's port. The captured package id is set VLAN2 in the tool.
c)
Expected results:
1)
When the captured package id is set VLAN1 in the tool, the tester captures only management package and does not capture signaling package.
2)
When the captured package id is set VLAN2 in the tool, the tester captures only signaling package and does not capture management package.
Alternative 2: Test case for physical separation
a)
Pre-conditions: The MME is powered on. And :
1)
MME is located in a network and connected with two routers (i.e. router1 and router2).
2)
The tester has known that management traffics are transferred to router1 and signalling traffics are transferred to router2.
b)
Steps taken to perform the test:
1)
The tester uses a tool to capture package on the router1's port.
2)
The tester uses a tool to capture package on the router2's port.
c)
Expected results:
a)
The tester captures only management package on the router1's port and does not capture signaling package.
b)
The tester captures only signaling package on the router1's port and does not capture management package.
NOTE: 
This is a detailed requirement.
6.16 
Security requirements on Packet filtering
-
Requirement Name: Packet filtering of incoming and outgoing packets on any MME interface. See RFC 3871 [9] for further information.
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall provide a means to filter IP packets on any interface implementing IP. The MME shall provide a mechanism to allow specified action to be taken when a filter rule matches.
2) RX-2: The filtering mechanism shall support filtering based on the value(s) of any portion of the protocol header.
3) RX-3: It shall be possible to filter both incoming and outgoing traffic on any IP interface.
Editor's note: ffs if outgoing traffic shall be filtered

4) RX-4: It shall be possible to log all filter actions. The logging capability shall be able to capture at least the following data: permit/reject/drop status, source and destination ports, source and destination IP address, which network element forwarded the packet (interface, MAC address or other layer 2 information that identifies the previous hop source of the packet), and time-stamp to millisecond accuracy.

Editor's note: ffs if this requirement may have heavy performance impact on the MME
-
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING
-
Threat References: T9 Denial of Service
-
Test Case: 
1) Test Case:

-
Pre-conditions: The MME is powered on and have packet filtering enabled. Two other hosts on the network needed for testing
-
Steps taken to perform the test: 

-
The tester configures MME to only allow ICMP traffic from host 1.
-
The tester initiates ping traffic from host 1

-
The tester initiate2 ping traffic from host 2
-
Expected results:

Only host 1 will get ping answers.
2) Test Case :

-
Pre-conditions: The MME is powered on and have packet filtering enabled. The MME shall have 2 different physical Ethernet ports connected to a network with a second host connected
-
Steps taken to perform the test: 

-
The tester configures MME Ethernet port one with IP-address 1, and Ethernet port two with IP-address 2.

-
The tester configured packet filtering so only traffic is allowed from IP-address 2
-
The tester initiates ping traffic to IP-address 1 from second host

-
The tester initiates ping traffic to IP-address 2 from second host

-
Expected results:

Ping answers are only sent from IP-address 1.
3) Test Case :

-
Pre-conditions: Test case one and 2 have been executed
-
Steps taken to perform the test: 

-
The tester reads the log including log entries from packet filtering.

-
Expected results:

The log shall include log entries from test case 1, where ping from host 2 shall have been logged. The log shall include log entries for test case 2, where ping traffic coming to Ethernet 2 shall have been logged.

7
Security Requirements related to Hardening 

Editor's note: An example is given in TR 33.805 [8], clause 5.2.2.4.2.3.

Editor's note: The description of Security Requirements related to Hardening shall follow the template given here, cf. TR 33.805 [8], clause 5.2.2.4.2.3.3:

7.0
Description of security requirements

-
Requirement Name: each security requirement is assigned a unique name. The name preferably indicates the topics covered by the requirement.
-
Requirement Reference: a unique identifier. The precise convention for the structure of the reference is FFS. 
-
Requirement Description: a detailed description of the security requirement.
-
Threat References: the unique identifiers assigned to the threats the requirement intends to meet.
-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.
7.1
Root level access settings 
Editor's note: This subsection contains requirements and test cases that assume a Unix/Linux
 type of OS. It is for further study if this assumption needs to be highlighted better in this TR, and if there is a need for variants for also other OS types. It is also for further study whether these types of requirements, with test cases, shall be replaced by an external source.

-
Requirement Name: root level access settings
-
Requirement reference: to be done later 
-
Requirement Description: 
RX-1: The umask for root is highly restricted.
RX-2: The "." does not exist in the search path for root. 
RX-3: There are no root-owned files that have write permissions for other system users.
RX-4: Root is only allowed to log on via console, not by the network.
-
Threat References: RX-1 refers to "threat from root owned files being altered by other users", RX-2 refers to "threat from root accidentally executing a planted executable due to bad search path", RX-3 refers to "threat from unknown code to be executed by mistake". RX-4 refers to "threat from root able to log on from the network"
-
Test Cases:
-
Check the umask setting for root, and that it is at least set to 027. (Referring to RX-1)
-
Check, as root, 'echo $PATH'; checking that "." Does not exist in search path. (Referring to RX-2)
-
Check that no root-owned files have write permissions for normal users. (Referring to RX-3)
-
This can be checked by the command: 'find / -user root –a –type f –a \( -perm -2 \) –exec ls –la {} \;'
-
Check that root is unable to log on by network, only via console. (Referring to RX-4)
NOTE: 
RX-1 is a high-level requirement. RX-2 – RX-4 are detail-levelled requirements. RX-1 – RX-4 can be mapped to the security objectives: SOFTWARE INTEGRITY, SECURE MME ADMINISTRATION, HARDENING.

7.2
File system rights 
Editor's note: This subsection contains requirements and test cases that assume a Unix/Linux type of OS. It is for further study if this assumption needs to be highlighted better in this TR, and if there is a need for variants for also other OS types. It is also for further study whether these types of requirements, with test cases, shall be replaced by an external source.
-
Requirement Name: file ownership and privileges
-
Requirement reference: to be done later 
-
Requirement Description: 
-
RX-1: Sticky bit is set on all directories where all users have write permissions.

-
RX-2: The number of SUID- and SGID set files are minimized and have not write permissions for 
any user beside the owner.
-
Threat References: "threat from users' files being altered by other users", "threat from misuse of files with privilege escalation", "threat from misuse of files with too liberal file permissions".
-
Test Cases:
-
Check which directories exist that are writable to "world":
-
find / -type d –perm -2 –exec ls –ldg {} \;
-
Check that sticky bit is set on the directories that are writable to "world".
-
Check that SUID- and SGID set files are very few and that their SUID or SGID setting is motivated (typically only the 'su' and 'passwd' files). Search and collect commands:
-
SUID: find / -perm -4000 –type f –exec ls {} \; > suid_files.txt

-
SGID: find / -perm -2000 –type f –exec ls {} \; > sgid_files.txt

Editor's note: It should be evaluated whether "very few" and "number of SUID and SGID set files are restricted to a minimum" is a sufficient objective description, or if a real number has to be specified.
-
Check that SUID and SGID files do not have write permissions for any user beside the owner:

-
SUID:  ls –la 'cat suid_files.txt'
-
SGID:  ls –la 'cat sgid_files.txt'
-
Requirement evidences: Documentation showing that the above test cases have been performed.
NOTE:
These are detail-leveled requirements. They can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.

7.3
No unnecessary or insecure ports/ services 
-
Requirement Name: removing unnecessary or insecure ports/ services
-
Requirement reference: to be done later 
-
Requirement Description: 

-
R1: MME shall only have ports opened and run services that are needed for MME operation

-
The open ports and running services shall be checked using BVT tools as described in clause 9 on BVT.

-
Threat References: 
Editor's Note: reference to a threat from clause 5.4 tba here. 
-
Test Case:
-
Run appropriate BVT tools, as described in clause 9.

NOTE: 
This requirement can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.
7.4
Services-Interfaces Binding

-
Requirement Name: Service-Interface Binding.

-
Requirement reference: to be done later
-
Requirement Description: 


The running services and their binding to interfaces shall be checked using BVT tools as described in clause 9 on BVT.
-
Threat References: 
Editor's Note: reference to a threat from clause 5.4 tba here. 
-
Test Case:

Run appropriate BVT tools, as described in clause 9.

NOTE:
This requirement can be mapped to the security objectives: SECURE MME ADMINISTRATION,HARDENING.
7.5
IP-Source address spoofing mitigation
-
Requirement Name: IP-source address spoofing mitigation
-
Requirement Reference: TBD 

-
Requirement Description: 
Rx-1: protection mechanism against IP-source address spoofing attacks shall be enabled. For instance if LINUX is the running O.S. then enable the spoofing prevention built-in function by setting rp_filter to 1.

Editor's Note: it shall be clarified whether all the interfaces should comply with this requirement or whether only particular interface should be impacted. 
-
Threat References: the unique identifiers assigned to the threats the requirement intends to meet.

-
Test Case: 
Test case for Rx-1: 

If LINUX is not the running O.S. then an alternative test case shall be written by the tester.

Test overview:

This test verifies if the spoofing prevention function is enabled, and performs its enabling if disabled
Precondition(s):

-
User has sufficient administrative rights to activate spoofing prevention function
Postcondition(s):

-
The spoofing prevention mechanism is enabled
Procedure and expected result

	Step
	Direction
	Action
	Expected result

	1
	User → MME
	open command line terminal (clt)
	clt open

	2
	User → clt
	cat /proc/sys/net/ipv4/conf/call/rp_filter
	1


7.6
Requirement topic 
Editor's Note: this seems like a functional requirement and should not be subsumed under hardening. 
-
Requirement Name: User location leakage/tracking over S1-MME interface
-
Requirement Reference: TBD 

-
Requirement Description: The following requirements address the risks to privacy violation which may occur if the temporary and permanent subscription identifications aren't properly used.
RX-1: It shall be possible to monitor performance counters to ensure that the Network Operator understands the usage of temporary and permanent (IMSI) identities
Editor's Note: RX-1needs re-formulation before being considered in Annex B. Why would an operator want to merely monitor the system? Perhaps the intention is to say that the MME shall be configurable such that it can be flexibly adapted to an operator's policy regarding the frequency of TMSI re-allocation ? 
-
Threat References: T7

-
Test Case:

Test case for RX-1


Editor's note: FFS

Expected Result for RX-1


Editor's note: FFS

8
Security assumptions on the operational environment

Editor's note: Assumptions on the environment complement the security requirements on the TOE. This clause could e.g. state that an MME is assumed to be operated in a physically secured environment. Note that to perform a threat analysis, one has to start with the assumptions made on the target of the analysis and what the target expects from its environment. Therefore, some of the assumptions will not be a result of a threat analysis, but rather be the basis for the threat analysis. An example of an assumption preceding the threat analysis to be performed in the context of the present TR is that NDS/IP is applied to IP based control plane signalling because the corresponding threat analysis has already been performed during 3GPP work on TS 33.401. Cf. also clause 5.4.1 of the present document which states: "The threats relating to 3GPP-defined MME interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. There is no need to repeat this work for the purposes of the present SCAS, and these threats and risks are therefore not considered here separately."
Editor's note: The description of Security Requirements related to assumptions shall follow the template given here, cf. TR 33.805 [8], clause 5.2.2.4.2.3.3:

-
Assumption Name: each security assumption on the operational environment is assigned a unique name. 

-
Assumption Reference: a unique identifier. The precise convention for the structure of the reference is FFS. 

-
Assumption Description: a detailed description of the assumption.

-
Threat References: the unique identifiers assigned to the threats the assumption intends to meet, or a reference to a requirement in another 3GPP specification that shows that the assumption can be made.
-
Test Case and Requirement Evidences: are not applicable, therefore they need not be present in the description of individual assumptions in the present clause. 

-
Assumption Name: NDS/IP terminating in a Security Gateway (SEG). 

-
Assumption Reference: TBD. 

-
Assumption Description: The security for LTE was designed so that NDS/IP is required to be in place. According to TS 33.401 [2] the termination point of NDS/IP is either the MME itself or an SEG in front of the MME. The present assumption addresses the case of terminating NDS/IP in an SEG as specified in 
TS 33.401 [2]. The present assumption needs to be made unless the MME network product itself terminates NDS/IP, in which case there are corresponding requirements in clause 6.2 taking care of it. 

 -
Threat References: Not applicable, Clause 11 of TS 33.401 already specifies that IP based control plane signalling shall be protected according to NDS/IP as specified in TS 33.210 [7].
NOTE: 
TS 33.401 [2] does not address protection of the remote management interface of the MME. 
This is therefore addressed separately in the present SCAS, cf. clause 6.x.

9
Basic Vulnerability Testing (BVT) requirements

9.1 
General

Basic Vulnerability Testing activities consist of requirements for running automated Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces of a Network Product. These activities cover at least three aspects: Port Scanning, Vulnerability Scanner by the use of Vulnerability scanners and robustness/fuzz testing. For each of these aspects, test requirements and test results are described in the present clause. 
NOTE: 
The individual tools used for Basic Vulnerability Testing are selected by the evaluator. The SECAM accreditation body will ensure during accreditation of the evaluator's laboratory that the testers are able to utilize adequate tools.

9.2 
Port Scanning

9.2.1
Purpose

It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system.
9.2.2
Prerequisites

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

a)
all interfaces providing IP-based protocols,;

b)
the available transport layer protocols on these interfaces;
c)
their open ports and associated services per transport layer protocol;
d)
and a free-form description of their purposes.
Editor's Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.

Editor's Note: how to establish a list of insecure services is ffs.
9.2.3
Requirements on Tools and Other Testing Means 

The used port scanning tool shall be capable to detect open ports on the relevant transport layer protocols.

It might not be possible for certain transport layer protocols (like UDP) to unambiguously detect whether a port is open or not by means of external port scanning. Also in some circumstances it might not be efficient to do external port scanning, e.g. if there are security measures to limit the rate a system can be probed. In those cases the accredited evaluator's test laboratory shall determine another means suitable to verify which ports are open.

9.2.4
Test Requirements
The accredited evaluator's test lab is required to execute the following steps:
-
Verification of the compliance to the prerequisites

-
Verification that the list of available network services is available in the documentation of the Network Product 

-
Validation that all entries in the list of services are meaningful and reasonably necessary for the operation of the MME

-
Identification of the open ports by means of capable port scanning tools or other suitable testing means

-
Verification that the list of identified open ports matches the list of available network services in the documentation of the Network Product. 

9.2.5
Test Result

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output containing all the technically relevant information about test results is evidence and shall be part of the testing documentation.

All discrepancies between the list of identified open ports and the list of available network services in the documentation shall be highlighted in the testing documentation.

9.3 
Vulnerability Scanning

9.3.1
Purpose

The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces. 

9.3.2
Prerequisites 

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

a)
all interfaces providing IP-based protocols;

b)
the available transport layer protocols on these interfaces;
c)
their open ports and associated services;
d)
and a free-form description of their purposes.

NOTE: This list is to be validated as part of the BVT port scanning activity.

Editor's Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.

Editor's Note: how to establish a list of insecure services is ffs.

9.3.3
Requirements on Tools and Other Testing Means 

The used vulnerability scanning tool shall be capable to detect known vulnerabilities on common services. The used vulnerability information shall be reasonably recent at the time of testing.

9.3.4
Test Requirements
The accredited evaluator's test lab is required to execute the following steps
a)
Execution of the suitable vulnerability scanning tool against all interfaces providing IP-based protocols of the Network Product

b)
Evaluation of the results based on their severity.

Editor's Note: It is ffs whether this severity rating is to be established by 3GPP or rather as part of the accreditation process of the evaluator's test lab. An example could be CVSS.
9.3.5
Test Result

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.

The discovered vulnerabilities (including source, example CVE ID), together with a rating of their severity, shall be highlighted in the testing documentation.

NOTE: This testing documentation is input to the vulnerability mitigation process (that may include patching). This is part of the product lifecycle management process developed by GSMA NESAG. 

9.4 
Robustness and fuzz testing
9.4.1
Purpose

It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input.
9.4.2
Prerequisites
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

a)
all interfaces providing IP-based protocols,;

b)
the available transport layer protocols on these interfaces;
c)
their open ports and associated services;
d)
and a free-form description of their purposes.

NOTE: This list is to be validated as part of the BVT port scanning activity.

Editor's Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.

Editor's Note: how to establish a list of insecure services is ffs.
9.4.3
Requirements on Tools and Other Testing Means 

The used vulnerability scanning tools shall utilize state-of-the-art technology to identify input which causes the Network Product to behave in an unspecified, undocumented, or unexpected manner.

Fuzz testing tools are a highly sophisticated technology and adaptation to the individual protocols in question is needed to be effective. Therefore, there is a lack of available effective fuzz testing tools available especially for protocols proprietary to the Telco industry. Taking into account note 4 of TR 33.916's clause 7.2.4, test labs shall acquire fuzz testing tools for those protocols where commercially feasible.

It needs to be taken into account fuzz testing tools might show drastic differences in terms of effectiveness. The accredited test lab is expected to have sufficient expertise to recognize the level of effectivity of the available tools.

9.4.4
Test Requirements
The accredited evaluator's test lab is required to execute the following steps:
a)
Execution of available effective fuzzing tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time reasonable long enough to be effective.

b)
Evaluation of the results.
9.4.5
Test Result

A list of all of the protocol of the network product reachable externally on an IP-based interface, together with an indication whether an effective available fuzz testing tool has been used against them shall be part of the testing documentation. If no tool could be acquired for a protocol, a free form statement should explain why not.

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.

Any input causing unspecified, undocumented, or unexpected behaviour, and a description of this behaviour shall be highlighted in the testing documentation.

NOTE: 
Clause 4.4.6 lists the interfaces that are in scope of the MME SCAS. 
This list includes 3GPP-defined interfaces. While the security requirements addressing the 3GPP functionality that is part of these interfaces are handled in clause 6, the requirements related to BVT, e.g. requirements related to fuzz testing of protocols in the protocol stack defining the interface, are handled in the present clause. 

Annex A:
Re-structured threats

A.1 
Introduction

Editor's note: more tba. Some text explaining the structure and how to use it in relation to the threats in the main body is needed. It is clear that there is a lot of overlap among existing threats in the main body of the TR; these overlaps need to be addressed before moving text to Annex A. 

Editor's note: A problem is that some threats will fall in several categories. Then the threat should be split into components, if possible. If that's not possible a main category needs to be determined, and the other pertinent categories need to be mentioned in the threat template.
Editor's note: Whether we can have any further substructuring within a category, e.g. an ordering by affected assets, or whether we will have just numerical ordering, is ffs. 

Editor's note: One can see from the below that some threats from clause 5.4.2 appear under several categories. This may be an indication that these threats should be split into components. This is ffs. 

Threat analysis is an important step in the SCAS metohodology in order to justify a proposed requirement and ensuring that no relevant requirements have been forgotten. 

In particular, to ensure this latter point, the threat analysis needs to be free of gaps and overlapping, and it needs to be ensured that all relevant threats are covered by a requirement.
To resolve the overlapping, it is suggested to first look at the action used to exploit the threat is considered. For example if passwords are stored locally in the MME (e.g. in a database or filesystem) in an insecure way (e.g. clear text, unsalted hashes), an attacker can retrieve these passwords (e.g.can retrieve the file containing them and can retrieved them by means of brute forcing if an unsalted hashes is used) and later use them. So the threat related to this scenario is Information Disclosure. 
To achieve this goal, the identified threats shall be grouped into the seven categories, one covering threats relating to 3GPP-defined interfaces and the other six ones corresponding to the categories proposed by STRIDE [http://msdn.microsoft.com/en-us/library/ee823878(v=cs.20).aspx] and reported below:
Spoofing identity. An example of identity spoofing is illegally accessing and then using another user's authentication information, such as username and password.

Tampering with data. Data tampering involves the malicious modification of data. Examples include unauthorized changes made to persistent data, such as that held in a database, and the alteration of data as it flows between two computers over an open network, such as the Internet.

Repudiation. Repudiation threats are associated with users who deny performing an action without other parties having any way to prove otherwise—for example, a user performs an illegal operation in a system that lacks the ability to trace the prohibited operations. Non-repudiation refers to the ability of a system to counter repudiation threats. For example, a user who purchases an item might have to sign for the item upon receipt. The vendor can then use the signed receipt as evidence that the user did receive the package. 

Information disclosure. Information disclosure threats involve the exposure of information to individuals who are not supposed to have access to it—for example, the ability of users to read a file that they were not granted access to, or the ability of an intruder to read data in transit between two computers.

Denial of service. Denial of service (DoS) attacks deny service to valid users—for example, by making a Web server temporarily unavailable or unusable. You need to protect against certain types of DoS threats simply to improve system availability and reliability.

Elevation of privilege. In this type of threat, an unprivileged user gains privileged access and thereby has sufficient access to compromise or destroy the entire system. Elevation of privilege threats include those situations in which an attacker has effectively penetrated all system defenses and become part of the trusted system itself, a dangerous situation indeed.

All the reported threats shall follow the following template:

•
Threat Name: i.e. The name of the threat 

•
Threat Reference: T.x.y (for x= threat category and y = threat in this category)


Threat Category: i.e. of the six STRIDE caterogies

•
Threat Description: i.e. description of how the threat can be exploited and eventually the impacts/consequences of its exploitation

•
Threatened Asset: e.g. which asset is affected by the threat

•
Attacker : i.e. the attacker type INSIDER USERS | EXTERNAL USER | COMPROMISED DEVICES/UEs

•
Target: i.e. interface or component in a Network Product Model 

•
Threat Relevance: i.e. Mitigate | Accept | Transfer

A.2
Threats relating to 3GPP-defined interfaces 

Editor's note: The following threats from clause 5.4 are related to this category: 5.4.1.
A.3
Spoofing identity
Editor's note: The following threats from clause 5.4 are related to this category: 

5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface
A.3.1
Default Accounts

· Threat name: Default Accounts
· Threat Reference: to be done later 
· Threat Category: Spoofing Identity
· Threat Description: A default account with a default password or just a user account with a default password may be provided on MME and this password may not be modified in time. An attacker can get this password, for example,for low clearance level user, even high clearance level user from document or r by bruteforcing. With the default password an attacker can access to the MME, via console (e.g. via direct connection to the MME via serial and/or usb ports) or via network interfaces (e.g. management and maintainance), and modify, for example, the configuration and/or interference the normal network operation.
· Threatened Asset: User account data and credentials 
Attacker: Insider User | External User

Target: MME Interfaces (i.e. console (e.g. serial and/or usb ports) and network interfaces)
· Threat relevance: Mitigate

A.3.2
Weak Password Policies

a)
Threat name: Weak Password Policies

b)
Threat Reference: to be done later 

c)
Threat Category: Spoofing Identity

d)
Threat Description: Weak password policies (e.g. short password length, blank passwords, password age, historical passwords and password dictionary) can make a password cracking very simple (e.g. in a short time the password can be guessed by brute forcing). With these passwords an attacker can access to the MME, via console (e.g. via direct connection to the MME via serial and/or usb ports) or via network interfaces (e.g. management and maintainance), and modify, for example, the configuration and/or interference the normal network operation.

e)
Threatened Asset: User account data and credentials 

f)
Attacker: Insider User | External User

g)
Target: MME Interfaces (i.e. console (e.g. serial and/or usb ports) and network interfaces)
h)
Threat relevance: Mitigate

A.3.3
Password peek
a)
Threat name: Password peek
b)
Threat Reference: to be done later 

c)
Threat Category: Spoofing Identity

d)
Threat Description: When password in plain text has been displayed on screen, it can be seen easily by another local observer besides operator. With these passwords an attacker can access to the MME, via console (e.g. via direct connection to the MME via serial and/or usb ports) or via network interfaces (e.g. management and maintainance), and modify, for example, the configuration and/or interference the normal network operation.

e)
Threatened Asset: User account data and credentials 

f)
Attacker: Insider User

g)
Target: MME User Interface
h)
Threat relevance: Mitigate

A.3.4
Direct Root Access

-
Threat name: Direct Root Access
-
Threat Reference: to be done later
-
Threat Category: Spoofing Identity
· Threat Description: An attacker fraudulently access directly to the root account via the network/remote connection, for example by brute forcing attack.
· Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
· -
Attacker: Insider User | External User
Target: MME Interfaces (i.e. console and network interfaces)
-
Threat relevance: Mitigate

A.3.5
IP Spoofing 

-
Threat Name: IP Spoofing
-
Threat Reference: to be done later 

-
Threat Category: Spoofing Identity.
-
Threat Description: IP spoofing is used to gain unauthorized access to a computer. An attacker forwards packets to a computer with a source address indicating that the packet is coming from a trusted port or system.

-
Threatened Asset: MME.
Attacker: External User
Target: MME
-
Threat Relevance: Mitigate
A.3.6
Malware
-
Threat Name: Malware
-
Threat Reference: to be done later

-
Threat Category: Spoofing Identity

-
Threat Description: A malware can act as a legitimate user and perform malicious activities.

-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets

Attacker: External User
Target: MME
-
Threat relevance: Mitigate

A.4
Tampering 

Editor's note: The following threats from clause 5.4 are related to this category: 

5.4.2.25
Threat from misuse of too liberal file permissions
5.4.2.36
T36 Threats on O&M privilege management requirements on MME Management and Maintenance
5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface
A.4.1
Software Tampering
-
Threat Name: Software Tampering
-
Threat Reference: to be done later 

-
Threat Category: Tampering
-
Threat Description: Software packages can be tampered/altered during their installion/upgrade on the MME. An attacker, for example, can inject malicious code, altering their legitimate behaviour. After their installation or upgrade process, the malicious code can be executed to conduct several attacks (e.g. DoS, Information Stealing, Frauds and so on).
-
Threatened Asset: all critical assets of MME as listed in 5.2, including hardware assets.

-
Attacker: Internal User | External User

Target:MME software packages
-
Threat Relevance: Mitigate.

A.4.2
Ownership File Misuse
-
Threat Name: Ownership File Misuse 
-
Threat Reference: to be done later 

-
Threat Category: Tampering

-
Threat Description: If files owned by an user (root user as well as not root users) can be altered improperly and illegitimately by an user different than the owner, then an attacker can conduct several types of attacks (e.g. DoS, Information Stealig, and so on)
-
Threatened Asset: MME files.
-
Attacker: Internal User | External User

Target:MME 
-
Threat Relevance: Mitigate.

A.4.3
External Device Boot
Threat name: External Device Boot

Threat Reference: to be done later

Threat Category: Tampering
Threat Description: If MME operating system can be booted not only from internal memory but also for another source (e.g., USB flash drive, memory card), the MME bootloader may maliciously tampered by an attacker. This does not necessarily mean that booting from external memories constitutes a threat. 
Threatened Asset: hardware, operating system
Attacker: Internal
Threat relevance: Mitigate

Target: MME
A.4.4
Log Tampering
Threat name: Log Tampering

Threat Reference: to be done later

Threat Category: Tampering, Repudiation
Threat Description: if MME doesn't securely store log files, an attacker, for example can inject, delete or otherwise tamper with the contents of the logs typically for the purposes of masking other malicious behavior. 
Threatened Asset: Log file
Attacker: Internal user | external user
Threat relevance: Mitigate

Target: MME
A.4.5
OAM Traffic Tampering

Threat name: OAM Traffic Tampering

Threat Reference: to be done later

Threat Category: Tampering
Threat Description: Usage of weak cryptographic algorithms for transmitted sensitive information/data over OAM interface can expose them to be maliciously tampered. For example an attacker can gain access to the management /maintenance interfaces and can modify the data stream to/from the MME. 
Threatened Asset: sensitive data transferred over OAM
Attacker: Internal user | external user
Threat relevance: Mitigate

Target: MME
A.4.6
File Write Permissions Abuse
Threat name: File/Directory Write Permissions Misuse

Threat Reference: to be done later

Threat Category: Tampering 

Threat Description: File write permissions which are far too liberal are potentially vulnerable and can be abused by an attacker to cause a DoS. For example file passwords permissions with write permissions too liberal can be altered by an unauthorized user which can change the administration password, causing the impossibility for the administrator to log on the MME.

Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets

Attacker: Internal | External

Threat relevance: Mitigate
Target: all critical assets of ME as listed in 5.2, except hardware assets
A.4.7
Malware

-
Threat Name: Malware

-
Threat Reference: to be done later 



-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.
-
Threat Description: A malware installed on MME can tamper data (e.g. configuration data) on the MME and cause a DoS or information disclosure etc.
-
Threat Relevance: Mitigate.
A.5
Repudiation
Editor's note: The following threats from clause 5.4 are related to this category: 

5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface
A.5.1
Lack of User Activity Trace

-
Threat Name: Lack of User Activity Trace
-
Threat Reference: to be done later
-
Threat Category: Repudiation
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: A system user, including a possible attacker, can maliciously or erroneously access and modify data in the MME system, without no or lesser possibility of the actions later being traceable to his/her user identity. One scenario of anonymity is when the user is logged on to a system group account. 
-
Attacker: Internal User | External User

Threat Relevance: Mitigate
A.6
Information disclosure
A.6.1
Poor key generation
-
Threat Name: Poor key generation

-
Threat Reference: to be done later 

-
Threat Category: Information Disclosure
-
Threat Description: A poor key generation may help an attacker to discover and disclosure the key and then read or modify the encrypted data. Attackers can discover a key, for example, if :

-
It was generated in a non-random fashion (e.g. insecure random generator).

-
It was generated starting from a passphrase containing a low entropy.

-
The generated key length is too short so the time to retrieve the key by means of dictionary attacks is short.

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.
-
Attacker: Internal User | External User
Target:MME Interfaces (i.e. console (e.g. serial and/or usb ports) and network interfaces)
-
Threat Relevance: Mitigate.

A.6.2
Poor key management
-
Threat Name: Poor key managment

-
Threat Reference: to be done later 

-
Threat Category: Information Disclosure
-
Threat Description: A poor key management may help an attacker to discover the key and then read or modify the encrypted data. Attackers can discover the keys if, for example:
-
A weak key management protocols are used;
-
The keys are stored in an unencrypted file accessible by everyone;
-
The keys are not renewed/updated regularly;
-
The keys which are text strings can be found by looking for all strings in the system;
-
The keys can be found in memory image of running processes;
-
RAM does not loose contents immediately after power-down;
-
RAM can be investigated for keys;
-
The keys are not safely destroyed after their use.
-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.
-
Attacker: Internal User | External User

-
Threat Relevance: Mitigate 

A.6.3
Weak cryptographic algorithms
-
Threat Name : Use of weak cryptographic algorithms

-
Threat Reference: to be done later 



-
Threat Category: Information Disclosure
-
Threat Description: Usage of weak cryptographic algorithms for stored or transmitted sensitive information/data can expose them to be disclosed and eventually tampered.

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.

-
Attacker: Internal User | External User
-
Threat Relevance: Mitigate.

A.6.4
Insecure Data Storage

a)
Threat name: Insecure Data Storage

b)
Threat Reference: to be done later 

c)
Threat Category: Information Disclosure
d)
Threat Description: MME stores locally sensitive data (e.g. communication keys (i.e KNASenc, KNASint, KeNB), passwords). An attacker can retrieve these data if they have been stored in an insecure way (e.g. clear text, unsalted hashes). 
e)
Attacker: Insider User | External User

f)
Threatened Asset: Any sensitive data stored locally to the MME 

g)
Threat relevance: Mitigate
A.6.5
System Fingerprinting
-
Threat Name : System Footprinting

-
Threat Reference: to be done later 

-
Threat Category: Information Disclosure

-
Threat Description: The MME could potentially disclouse information about account details, operating system version and/or other software versions, server names and so on. That can be used by an attacker to perform other attacks.

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.

· Attacker: External User
-
Threat Relevance: Mitigate
A.6.6
Malware

-
Threat Name : Malware

-
Threat Reference: to be done later 



-
Threat Category: Information Disclosure
-
Threat Description: A malware installed on MME can access to all the sensitive data stored locally to the MME (e.g. accounts, keys, user data) .

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.

-
Attacker: External User
-
Threat Relevance: Mitigate.

A.6.7
Personal Identification Information Violation
-
Threat Name: Personal Identification Information Violation
-
Threat Reference: to be done later

-
Threat Category: Information Disclosure
-
Threatened Asset: Mobility Management data (e.g. user identities)
-
Threat Description: Data containing identities of mobile network subscribers are critical for user privacy. Leakage of these user's identities can lead to loss of privacy, e.g. tracing of a user. Protection of user's identities is also a requirement from regulators. 
-
Attacker: Internal | External
-
Threat relevance: Mitigate
A.6.8
Insecure Default Configuration
-
Threat Name: Insecure Default Configuration
-
Threat Reference: to be done later

-
Threat Category: Information Disclosure
-
Threatened Asset: MME configuration data and mobility management data.
-
Threat Description: An attacker could exploit an insecure default MME configuration and access to sensitive information/data available on the MME. 
-
For example a default MME can use NULL integrity not only for unauthenticated emergency calls. This can comprise the integrity of RRC signalling and make possible Man in the Middle attacks in the AS domain and intercept, for example, the user communications.
-
Attacker: External

-
Threat relevance: Mitigate
A.6.9
File/Directory Read Permissions Misuse
-
Threat name: File/Directory Read Permissions Misuse
-
Threat Reference: to be done later

-
Threat Category: Information Disclosure, elevation of privilege, DoS, tampering
-
Threat Description: File and directory read permissions which are far too liberal can allow access to the contained data by illegitimate users (e.g. password files with too liberal file permissions can be accessed by unauthorized users).

-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Attacker: Internal | External

-
Threat relevance: Mitigate
A.6.10
Insecure Network Services
-
Threat name: Insecure Network Services
-
Threat Reference: to be done later

-
Threat Category: Information Disclosure
-
Threat Description: The MME can expose insecure/vulnerable services/open ports which can be exploited by an attacker to gain sensitive information/data. For example the MME can be configured to return sensitive information using telnet on a custom port without any authentication mechanism has been configured.
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Attacker: Internal | External

-
Threat relevance: Mitigate
A.6.11
Unnecessary Services
-
Threat name: Unnecessary Services
-
Threat Reference: to be done later

-
Threat Category: Information Disclosure
-
Threat Description: The MME can expose unnecessary services which can be exploited (even if not vulnerable) by an attacker to gain sensitive information/data.
 The term unnecessary used in this threat refers to three cases: 
-
Network service not strictly related to MME operation (e.g. Splunk Service)
-
Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)
-
Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or Xinetd services).
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Attacker: Internal | External

-
Threat relevance: Mitigate
A.6.12
Log Disclosure
-
Threat name: Log Disclosure
-
Threat Reference: to be done later

-
Threat Category: Information Disclosure
-
Threat Description: When operational activities are recorded by MME, these operation records are called system logs. There are other logs, e.g. operation log, security log. These logs can contain sensitive information/data (e.g. system data, user data, CDR, or also debugging information) which can be accessed by an attacker to gather information about the system and to perform other attacks towards users or the system itself.
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Attacker: Internal | External

-
Threat relevance: Mitigate
A.6.13
Unnecessary Applications
-
Threat name: Unnecessary Applications
-
Threat Reference: to be done later

-
Threat Category: Information Disclosure
-
Threat Description: There are applications (i.e. features and functionalities) in the MME which can be related to personal privacy (e.g. LCS application). Even if an operator does not deploy these features and functionalities, they can be available in the system because part of a software distribution. Consequenlty there might be the risk that an attacker enables these applications without the authorization (e.g. despite of what is included in the license issued by the vendor). For example, the attacker may enable a feature such as LCS and get the location information of a user.
-
Threatened Asset: personal privacy related features, function and applications, e.g. LCS
-
Attacker: Internal | External

-
Threat relevance: Mitigate
A.6.14
Eavesdropping
-
Threat name: Eavesdropping

-
Threat Reference: to be done later

-
Threat Category: Information Disclosure

-
Threat Description: An attacker can eavesdrop network traffic, for example, on the management/maintenance interfaces. This may be possible if weak cryptographic protocols or non-industry standard cryptographic algorithms asre used or if the communication protocols are been implemented incorrectly. Eavesropping can be perfomed, for example, by means of MITM attacks, Arp Poisoning, ICMP Redirect and so on.
-
Threatened Asset: all critical assets of MME as listed in 5.2

-
Attacker: Internal | External

-
Threat relevance: Mitigate
A.6.15
Security threat caused by lack of MME traffic isolation
-
Threat name: Security threat caused by lack of MME traffic isolation 
-
Threat Reference: to be done later
-
Threat Category: Information disclosure
-
Threatened Asset: all critical data transferedvia the MME as listed in 5.2 
-
Threat Description: The attack towards signalling traffic can also impact the management traffic and vice versa when these traffics are not isolated. For example, an attacker wants to obtain important information related to signalling, he can intercept and capture signalling traffic on MME's interface. The important information related management may also be intercepted and captured if the management traffics and signalling traffics are not isolated and uses the same physical interface. So the security threats for signalling traffic can impact management traffic and result in unauthorized access on MME. In the same way, an attacker who attacks MME's management traffics can obtain important information related signalling and result in tampering and privacy leakage of signalling. 
-
Threat Relevance: Mitigate

A.7
Denial of service
Editor's note: The following threats from clause 5.4 are related to this category: 

5.4.2.11
T11 Malware
5.4.2.25
Threat from misuse of too liberal file permissions
5.4.2.31
Denial of service attack to the MME via unnecessary network services by the ports
5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface
A.7.1
Compromised/Misbehaving User Equipments
-
Threat Name: Compromised/Misbehaving User Equipments
-
Threat Reference: to be done later 

-
Threat Category: DoS
-
Threat Description: A large number of compromised or misbehaving user equipments (UE) can cause a fault on the MME with a consequent denial of service.

For example, an attacker can control a huge number of UEs and can send a lot of contemporary attach/detach requests to the MME without following the normal protocol flow. The resources on the MME (e.g. processing resources or radio resources) can be exhausted and the MME becomes unable to process other, valid NAS signalling requests.
-
Threatened Asset: MME resources (e.g. system processing capacity (e.g. CPU, memory), network links, radio links and so on).

-
Attacker: External User

Target:MME resources
-
Threat Relevance: Mitigate.

A.7.2
Implementation Flaw
-
Threat Name: Implementation Flaw
-
Threat Reference: to be done later 

-
Threat Category: DoS

-
Threat Description: An attacker can exploit an implementation flaw in one of the protocols supported by an MME or in one application available on the MME and cause a DoS.

-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Attacker: Internal User | External User

Target:MME 
-
Threat Relevance: Mitigate.

A.7.3
Insecure Network Services
-
Threat name: Insecure Network Services

-
Threat Reference: to be done later

-
Threat Category: DoS

-
Threat Description: The MME can expose insecure/vulnerable services/open ports which can be exploited by an attacker to crash the MME.
-
Threatened Asset: MME services

-
Attacker: Internal | External

-
Threat relevance: Mitigate

-
Target: MME
A.7.4
Human Error

-
Threat name: Human Error
-
Threat Reference: to be done later 
-
Threat Category: Denial of service
-
Threat Description: The general threat of human error in operation and maintenance. This can include network-, network element-, and firewall configuration-settings. It can also include the risk of user accounts being forgotten during change or deletion, or other slips in their handlings. Causes can be maintenance workload, fatigue, inexperience, etc, and may arise irrespective of applied policy. This threat, for network operation, is hard to categorize within the STRIDE approach, but with Denial of service being one important threat category. 

-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets  
-
Attacker: Insider User

-
Target: all critical assets of ME as listed in 5.2, except hardware assets   
Threat relevance: Accept
A.8
Elevation of privilege
Editor's note: The following threats from clause 5.4 are related to this category:

5.4.2.10
T10 Elevation of privilege
5.4.2.11
T11 Malware

A.8.1
Misuse by authorized users 

-
Threat Name: misuse by authorized users

-
Threat Reference: to be done later 

-
Threat Category: Elevation of Privilege

-
Threat Description: A malicious employee or his/her co-worker misuses the network access and management authorization to attempts to upgrade his/her account to, for example, administrative privileges or to gain access to password files within the system.

-
Threatened Asset: The network access and management authorization. 
-
Attacker: Internal User 

Target: All critical assets of MME as listed in 5.2, including hardware assets.
-
Threat Relevance: Mitigate.

A.8.2
Over-Privileged Processes/Services

-
Threat Name: Over-Privileged Processes/Services

-
Threat Reference: to be done later 

-
Threat Category: Elevation of Privilege

-
Threat Description: MME processes/services running with extra privileges than needed, (i.e. root or Administrator) can allow an attacker to obtain elevated privileges as well. An attacker can for example try to leverage a bug in the running program and execute arbitrary code with elevated privileges.

. 
Threatened Asset: Over-Privileged Processes/Services 

-
Attacker: Internal User | External User

Target: All critical assets of MME as listed in 5.2, including hardware assets.
-
Threat Relevance: Mitigate.

A.8.3
Folder Write Permission Abuse 
-
Threat Name: Folder Write Permission Abuse

-
Threat Reference: to be done later 

-
Threat Category: Elevation of Privilege
-
Threat Description: weaknesses in folder permissions can lead to elevation of privilege. A root user by mistake can accidentally executing malicious files placed into a directory by attackers which have sufficient write permissions. The same applies for other directories where users other than root have write permission. Any account that has folder permission on a directory has equivalent access to the executable file within that directory. These permissions allow a non-administrator to replace directories containing executable files with new directories containing new executable files or simply to delete directories and the executable files they contain.
-
Threatened Asset: System folders with weak write permission.

-
Attacker: Internal User | External User

Target:MME 
-
Threat Relevance: Mitigate.

A.8.4
Root-Owned File Write Permission Abuse

-
Threat Name: Root-Owned File Write Permission Abuse

-
Threat Reference: to be done later 

-
Threat Category: Elevation of Privilege
-
Threat Description. Failure to protect root-owned executables files from write access by non-administrators exposes them to the possibility of being compromised. For example, this means that non-administrator users can replace or alter the file's contents and that unknown or malicious injected code can then be executed inadvertently by root.

-
Threatened Asset: Root-Owned Files with weak write permission

-
Attacker: Internal User | External User

Target: critical assets of MME as listed in 5.2, except hardware assets
-
Threat Relevance: Mitigate.

A 8.5
High-Privileged Files

-
Threat name: High-privileged files
-
Threat Reference: to be done later
-
Threat Category: Elevation of Privilege, DoS, tampering
-
Threat Description: If files can be run with higher privileges that what the owner normally has, i.e. with temporarily elevated rights, it can be dangerous to system.
-
Threatened Asset: High privileged files
-
Attacker: Internal User |External user
Target: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Relevance: Mitigate.

A 8.6
Insecure Network Services

-
Threat name: Insecure Network Services 
-
Threat Reference: to be done later

-
Threat Category: Elevation of Privilege
-
Threat Description: The MME can expose insecure/vulnerable services/open ports which can be exploited by an attacker to gain unauthorized access, for example using telnet on a custom port without any authentication mechanism configured.

-
Threatened Asset: Insecure network services/ports
-
Attacker: Internal User |External user
Target:MME 
-
Threat Relevance: Mitigate

A.8.7
Elevation of Privilege via Unnecessary Network Services 
-
Threat name: Unnecessary Network Services 
-
Threat Reference: to be done later
-
Threat category: Elevation of Privilege
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets

-
Threat Description: The MME can expose unnecessary services/open ports which can be exploited by an attacker to gain unauthorized access thus leading to elevation of privilege. The term unnecessary used in this threat refers to two cases:
-
Network services not strictly related to MME operation (e.g. Splunk Service)
-
Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Threat Relevance: Mitigate
Annex B:
Re-structured requirements

B.1
Introduction

Editor's note: more tba, some text explaining the structure and how to use it in relation to the requirements in the main body is needed. It is clear that there is a lot of overlap among existing requirements in the main body of the TR and with DT requirements, look e.g. at B.3.3.4 Authentication and authorization; these overlaps need to be addressed before moving text to Annex B. 
B.2
Objectives

Editor's note: Objectives could be used to give a concise overview of the requirements. This subclause can remain empty until the requirements in the present Annex are stable.
B.3
Security Functional Requirements (SFRs)
B.3.1
Introduction
Editor's note: tba
B.3.2
SFRs deriving from 3GPP specifications
In the present clause we describe the approach taken towards SFRs deriving from 3GPP specifications and the corresponding test cases. The selected SFRs and the test cases for them can be found in Annex D.

It is assumed for the purpose of the present SCAS that an MME conforms to all mandatory security-related provisions pertaining to an MME in 

-
3GPP TS 33.401 "EPS security architecture"
-
other 3GPP specifications that make reference to TS 33.401 or are referred to from TS 33.401. 

3GPP has decided to develop test specifications for the UE in the TSs of the 34-series under the responsibility of Working Group RAN5. 3GPP saw, however, no need to develop test specifications for network elements. For network elements, 3GPP rather trusts that tests are run under the responsibility of the vendors.

Security procedures pertaining to an MME are typically embedded in mobility management procedures and are hence assumed to be tested together with them. Examples include: 

-
AKA authentication is embedded in an Attach procedure or a TAU procedure; 

-
Security Mode Control is embedded in an Attach procedure or a TAU procedure;

-
The derivation of a mapped security context is embedded in inter-RAT mobility procedures. 

It is the purpose of the present SCAS to identify security requirements from the EPS security architecture that require special attention in testing as they may 

(a) lead to vulnerabilities when not satisfied;

(b) not be captured through ordinary testing activity for mobility management procedures;

(c) address security-relevant failure cases and exceptions or ‘negative' requirements of the kind: "The MME shall not…"
It is not an intention of the present SCAS to provide an exhaustive set of test cases that would be sufficient to demonstrate conformance of all security procedures with the above-mentioned specifications.

B.3.3
Technical Baseline 
B.3.3.1
Introduction
B.3.3.2
Protecting data and information
Editor's note: The inclusion of 6.9 RX-2, 7.6, 3.01-8 is ffs.  

B.3.3.2.1
Protecting data and information – general

The present clause B.3.3.2.1 contains requirements that apply to both, only data and information in storage and in transfer. The following clauses B.3.3.2.2 and B.3.3.2.3 provide more detailed requirements that apply only to data and information in storage and data and information in transfer respectively. 
Requirement Name: Protecting data and information – General

Requirement Reference: to be done later

Requirement Description:

 Adequate security measures for transmission and storage shall be implemented of data with a need for protection that are classified as internal, confidential or strictly confidential. The chosen measure depends on the classification for the data and other factors such as the type of network used during transmission, the storage location for data, etc. Furthermore, it shall be guaranteed that confidential and strictly confidential data will not be unprotected during temporary storage (e.g. in web cache, temporary folders).
Data with a need for protection include data that may be used for authentication or may help to identify the user, such as user names, passwords, PINs, cryptographic keys, IMSIs, IMEIs, MSISDNs, or IP addresses of the UE. Files of a system that are needed for the functionality shall also be protected against manipulation.
This data shall be protected against unauthorized viewing and manipulation. This implies that read access rights shall be restricted and data shall not be revealed as clear text. 
The user identities that are part of the mobility management data (e.g for use in operational or maintenance analysis purposes) shall be anonymized for access by the vendor maintenance personnel unless the vendor maintenance personnel has explicit authorization from the operator to view the true user identity.
Security Objective references: tba.
Test case: Review the documentation provided by the vendor describing how sensitive information is stored and transferred.

Editor's note: more tba to test cases. In particular, the dependency of test cases in B.3.3.2.1, B.3.3.2.2 and B.3.3.2.3 needs to be considered. 
B.3.3.2.2
Protecting data and information in storage

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:

The following rules apply for: 

-
Client systems: encryption or obfuscation of authentication data, no persistent storage, limitation of access rights.

-
Server systems: hashing of authentication data with PBKDF (Password-based Key Derivation Function) like scrypt or bcrypt or when this is not possible hashes with salt.

Editor's note: The required level of detail is ffs. 
-
Stored files: An example is the use of checksum or cryptographic methods to validate if e.g. firmware images, patches, drivers or kernel modules are free of manipulations.

Security Objective references: tba.
B.3.3.2.3
Protecting data and information in transfer

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:

-
Usage of cryptographically protected network protocols. In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured. 

-
The transmission of data, including between the MME and management entities, with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.

Editor's note: The required level of detail is ffs. 
Editor's note: It is FFS how to take into account 3.01-7, 4th paragraph.

Security Objective references: tba.
B.3.3.3
Protecting availability and integrity
Editor's note: relates to clause 6.5, 6.11, 6.13 and Req.s 3.01-9 through 3.01-11 from DT's catalogue. 
B.3.3.3.1
Resource exhaustion attacks prevention 
Editor's note: the use of the terms "Resource exhaustion", "overload" and "congestion" needs to be rewiewed. It is FFS if the title should also include detection.  

Editor's note: The text "or misbehaving UE" needs further clarifications and will require an associated test case.
-
Requirement Name: Resource exhaustion attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
The system shall provide security measures to deal with overload situations which may occur as a result of a denial of service attack or during periods of increased traffic. In particular, partial or complete impairment of system availability shall be avoided. Potential protective measures include:

• Restricting of available RAM per application

• Restricting of maximum sessions for a Web application

• Defining the maximum size of a dataset

• Restricting CPU resources per process

• Prioritizing processes

• Limiting of amount or size of transactions of an user or from an IP address in a specific time range

2)
A method for prevention of signalling congestion method shall be supported by MME
3)
The network, e.g. the MME, shall support functionality to detect signalling congestion or a misbehaving UE.
-
Threat Reference: T3
Editor's Note: some overload control of MME has been defined in 23.401, yet it needs FFS to see if it cater for this requirements of SAS. 
Editor's note: it is FFS as to what additional test cases are required for these requirements.

B.3.3.3.2
Boot from intended memory devices only 
-
Requirement name: Boot from intended memory devices only
-
Requirement reference: to be done later
-
Requirement Description: 

1) The MME can boot only from the memory devices intended for this purpose.
-
Threat References: other threat: threat on booting from external device
B.3.3.3.3
System handling during overload situations

Requirement Name: System handling during overload situations
Requirement Reference: TBA

Requirement Description: The system shall act in a predictable way if an overload situation cannot be prevented. A system shall be built in this way that it can react on a overload situation in a controlled way. However it is possible that a situation happens where the security measures are no longer sufficient.

In such case it shall be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security func­ tions and thus loss of system protection.

Editor's note: The required level of detail is ffs. 
Threat References: TBA
Security Objective references: tba.
Test case:TBA
B3.3.3.4
System robustness against unexpected input.
Requirement Name: System robustness against unexpected input.
Requirement Reference: TBA

Requirement Description: During transmission of data to a system it is necessary to validate input to the MME before processing. This includes all data which is sent to the system. Examples of this are user input, values in arrays and content in protocols. The following typical implementation error shall be avoided:
• No validation on the lengths of transferred data

• Incorrect assumptions about data formats

• No validation that received data complies with the specification

• Insufficient handling of protocol errors in received data

• Insufficient restriction on recursion when parsing complex data formats

• White listing or escaping for inputs outside the values margin

Editor's note: The required level of detail is ffs. 
Threat References: TBA
Security Objective references: tba.
Test case:TBA
B.3.3.3.5
MME software package integrity 
-
Requirement name: MME Software integrity validation
-
Requirement reference: to be done later
-
Requirement Description: 
1)
Software package integrity shall be validated in the installation/upgrade stage.
2)
MME shall support software package integrity validation via cryptographic means, e.g. digital signature.
3)
Tampered software shall not be executed if integrity check fails.
4)
A security mechanism is required to guarantee that only authorized individuals can initiate and deploy a software update and that the software update is originated from verified sources.
 Threat References: TBA
-
Security Objective references: SOFTWARE INTEGRITY
B.3.3.4
Authentication and authorization
B.3.3.4.1
Authentication policy
B.3.3.4.1.1
System functions shall not be used or accessed without successful authentication and authorization.
Requirement Name: System functions shall not be used or accessed without successful authentication and authorization.
Requirement Reference: to be done later
Requirement Description:

The usage of a system functions or access of data classified as internal, confidential or strictly confidential shall only be possible via unambiguous user identification and successful authentication on basis of the user name and at least one authentication attribute. An exception to this are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. 

Examples for functions which require prior authentication are network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating systems and applications. The following examples are possibilities that could be used for authentication.

1)
Query user name and password

2)
Use of cryptographic keys and certificates (e.g. as Smartcard)

This requirement shall also be applied to accounts that are only used for communication between systems.

Threat References: TBA
Security Objective references: tba.
Test case:TBA
B.3.3.4.1.2
Accounts shall be used that allow unambiguous identification of the user.
Requirement name: Accounts shall be used that allow unambiguous identification of the user.
Requirement Reference: to be done later
Requirement Description: Users shall be identified unambiguously by the system. This can typically be achieved by using a unique account per user. Named group accounts, i.e. the use of one account for several persons, shall not be used. An exception to this requirement is machine accounts. These will be used for authentication and authorization from system to each other or for applications on a system and can't be assigned to a single person. Such accounts shall be assigned on a per system or per application basis. To ensure that this account cannot be misused a number of measures may be considered: 

-
Configuring a password that fulfils the security requirements and is known to as few persons/administrators as possible.

-
Configuring the account such that only local use is possible and an interactive login isn't possible.

-
For authentication of the specific account specify the use of public and private key or certificates.

-
Limiting the access over the network to legitimate systems. Additional solution shall be checked on their usability per individual case.

Threat References: TBA
Security Objective references: tba.
Test case:TBA
B.3.3.4.2
Authentication attributes
B.3.3.4.2.1
Accounts shall be protected by at least one authentication attribute.
Requirement Name: Accounts shall be protected by at least one authentication attribute.
Requirement Reference: to be done later
Requirement Description: The various user and machine accounts on a system shall be protected from misuse. To this end, an authentication attribute is typically used, which, when combined with the user name, enables unambiguous authentication and identification of the authorized user.
Authentication attributes include:

-
Cryptographic keys

-
Token

-
Passwords

This means that authentication based on a parameter that can be spoofed (e.g. phone numbers, public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot be faked or spoofed by an attacker. Several of the above options can be combined (dual-factor authentication) to achieve a higher level of security. Whether or not this is suitable and necessary depends on the protection needs of the individual system and its data and shall be evaluated for individual cases.

Threat References: TBA
Security Objective references: tba.
Test case:TBA
B.3.3.4.2.2
Predefined accounts shall be deleted or disabled.

Requirement Name: Predefined accounts shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: All predefined or default accounts shall be deleted or disabled. Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known passwords. These standard users shall be deleted or disabled. Should this measure not be possible the accounts shall be locked for remote login. In any case disabled or locked accounts shall be configured with a complex password (12 character and more, use of upper/lower case, numbers and special characters). This is necessary to prevent unauthorised use of such an account in case of misconfiguration.

Exceptions to this requirement to delete or disable accounts are accounts that are used only internally on the system in­ volved and that are required for one or more applications on the system to function. Also for these accounts remote ac­ cess or local login shall be forbidden to prevent abusive use by users of the system.
Threat References: TBA
Security Objective references: TBA.
Test case: TBA
B.3.3.4.2.3
Predefined or default authentication attributes shall be deleted or disabled.

Requirement Name: Predefined or default authentication attributes shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: Predefined or default authentication attributes shall be deleted or disabled.

Normally, authentication attributes such as password or cryptographic keys will be preconfigured from producer, vendor or developer of a system. Such authentication attributes shall be changed by automatically forcing a user to change it on 1st time login to the system or the vendor provides instructions on how to manually change it.
Threat References: TBA
Security Objective references: TBA.
Test case: TBA
B.3.3.4.3
Password policy

B.3.3.4.3.1
Password structure

Requirement Name: tba

Requirement Reference: tba

Requirement Description:

If a password is used as an authentication attribute, it shall have at least 8 characters and contain three of the following categories: upper case, lower case, numerical and special characters.

A system shall only accept passwords that comply with the following complexity criteria:

1)
Minimum length of 8 characters.

2)
Comprising at least three of the following categories: upper/lower case letters, numbers and special characters. 

When a password is assigned, the system shall ensure that the password meets these requirements. If a central system will be used for user authentication this function can be forwarded or delegated to this system.
The number of characters in the passwords shall be configurable.

Editor's note: it is ffs whether a minimum length of 8 characters is still sufficient. It is ffs whether the number of categories in the second bullet above can be reduced to two. 

Security Objective references: tba.
Test case: tba
B.3.3.4.3.2
Password changes

Requirement Name: tba

Requirement Reference: tba

Requirement Description:

If a password is used as an authentication attribute, then the system shall offer a function that enables a user to change his password at any time. When an external centralized system for user authentication will be used it is possible to redirect or implement this function on this system. 

Password change shall be enforced after initial login.

The system shall enforce password change based on password management policy. In particular, the system shall enforce password expiry.

Previously used passwords shall not be allowed up to a certain number. 
The number of disallowed previously used passwords shall be configurable.

Security Objective references: tba.
Test case: tba
B.3.3.4.3.3
Protection against attacks

Requirement Name: tba

Requirement Reference: tba

Requirement Description:

If a password is used as an authentication attribute, a protection against brute force and dictionary attacks that hinder password guessing shall be implemented.

Brute force and dictionary attacks aim to use automated guessing to ascertain passwords for user and machine accounts. Various measures or a combination of these measures can be taken to prevent this.

The most commonly used protection measures are: 
1)
Increasing the delay (e.g. doubling wait times at each attempt) for each renewed password input following an incorrect entry ("tar pit").

2)
Blocking an account following a specified number of incorrect attempts (typically 5). However has to take in account that this solution needs a process for unlocking and an attacker can force this to deactivate accounts and make them unusable.

3)
Using CAPTCHA to prevent automated attempts (often used for Web applications).

In order to achieve higher security, it is often meaningful to combine two or more of the measures named here. This shall be evaluated in individual cases and implemented accordingly. 

Security Objective references: tba.
Test case: tba
B.3.3.4.3.4
Hiding password display

Requirement Name: tba

Requirement Reference: tba

Requirement Description:

The password shall not be displayed in such a way that it could be seen and misused by a casual local observer. Typically, the individual characters of the password are replaced by a character such as "*". Under certain circumstances it may be permissible for an individual character to be displayed briefly during input. Such a function is used, for ex ample, on smartphones to make input easier. However, the entire password is never output to the display in plaintext.

Security Objective references: tba.
Test case: tba
B.3.3.4.4
Specific Authentication use cases
B.3.3.4.4.1 MME Management and Maintenance interfaces 
Requirement Name: MME Management and Maintenance interfaces 
Requirement Reference: to be done later
Requirement Description: The MME shall support mutual authentication between MME and specific management entities
Editor's Note: These management entities need to be further defined.
Threat References: TBA
Security Objective references: SECURE MME ADMINISTRATION.
Test case:TBA
B.3.3.4.5
User account lock-out policy
Requirement Name: tba

Requirement Reference: tba

Requirement Description:

-
The maximum number of failed user account login attempts should be configurable.
-
There shall be a delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number. This delay should be configurable.

Editor's note: default values for maximum number of failed user account login attempts and delay is ffs.

Security Objective references: tba.
Test case: tba
B.3.3.4.6
Authorization and access control
B.3.3.4.6.1
Authorization policy

Requirement Name: tba

Requirement Reference: tba

Requirement Description:

The authorizations for accounts and applications shall be reduced to the minimum required for the tasks they have to perform.

Authorizations to a system shall be restricted to a level in which a user can only access data and use functions that he needs in the course of his work. Suitable authorizations shall also be assigned for access to files that are components of the operating system or of applications or that are generated by the same (e.g. configuration and logging files).

Alongside access to data, execution of applications and components shall also take place with rights that are as low as possible. Applications should not be executed with administrator or system rights.

Security Objective references: tba.
Test case: tba
B.3.3.4.6.2
Role-based access control 

Requirement Name: tba

Requirement Reference: tba

Requirement Description:

The MME shall support Role Based Access Control (RBAC). A role-based access control system uses a set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, i.e. the specific operation command or command group (e.g. View, Modify, Execute).

The MME supports RBAC, in particular, for OAM privilege management for MME Management and Maintenance, including authorization of the operation for configuration data and software via the MME console interface. 
Security Objective references: tba.
Test case: tba
B.3.3.5
Protecting sessions
B.3.3.5.1 
Protecting sessions – logout function

Requirement Name: Protecting sessions – logout function
Requirement Reference: to be done later

Requirement Description: The system shall have a function that allows a signed in user to logout at any time.

Security Objective references: tba.
Editors Note: Test cases details have not been added yet.

B.3.3.5.2 
Protecting sessions – Inactivity timeout
Requirement Name: Protecting sessions – inactivity timeout

Requirement Reference: to be done later

Requirement Description: An OAM user session shall be terminated automatically after a specified period of inactivity. It shall be possible to configure an inactivity time-out period for each user. The selected period depends on use and if applicable the physical environment. This means for example that a time-out for an application in an unsecure environment should be shorter (less than one minute) than the time out for an application used by operational staff for monitoring tasks used in a protected area (60 minutes and longer).
Security Objective references: tba.
Editors Note: Test cases details have not been added yet.

B.3.3.6
Logging
B.3.3.6.1
Security event logging

Requirement Name: Security event logging
Requirement Reference: TBA

Requirement Description: Security relevant events shall be logged with a precise timestamp and a unique system reference. Security events shall be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the incident occurred. For each security event, the log entry shall include user name, timestamp, performed action and result.
RFC 3871 [9] section 2.11.10 specifies the minimum set of security events. Each vendor shall document what security events that the product logs so it can be verified by testing.
Typical event that reasonably should be logged in many cases are:

	Event
	Event data to be logged

	Incorrect login attempts
	• Account,

• No. of failed attempts

• Source (IP address) of remote access

	System access with accounts with administrator rights
	• Account,

• Access timestamp,

• Length of session,

• Source (IP address) of remote access

	Account administration
	• Administrator account,

• Administered account,

• Activity performed (configure, delete, enable and

disable)

	Change of group membership for accounts
	• Administrator account,

• Administered account,

• Activity performed (group added or removed)

	Critical rise in system values such as disk space, CPU load over a longer period 
	• Value exceeded,

• Value reached

(Here suitable threshold values shall be defined depending on the individual system.)


Threat References: TBA
Security Objective references: tba.
Test case:TBA

B.3.3.6.2
Log transfer to centralized storage

Requirement Name: Log transfer to centralized storage
Requirement Reference: TBA

Requirement Description: 
a)
The System shall support forward of security event logging data to an external system. Standard protocols like Syslog shall be preferred.
b)
Secure uploading of log files to a central location or system external for MME log functions should be supported.
Threat References: TBA
Security Objective references: tba.
Test case:TBA

B.3.3.6.3
Protection of security event log files

Requirement Name: Protection of security event log files
Requirement Reference: TBA

Requirement Description: The security event log shall be access controlled (file access rights) so only privilege users have access to the log files.

Threat References: TBA
Security Objective references: tba.
Test case:TBA

B.3.4
Operating Systems
B.3.4.1
Availability and Integrity
Editor's note: relates to clause 7.5 and Req.s 3.37-9 through 3.37-12 in DT's catalogue. 
B.3.4.1.1
Handling of growing content

Requirement Name: Growing (dynamic) content shall not influence system functions.
Requirement Reference: TBA 

Requirement Description: 
Growing or dynamic content (e.g. log files, uploads) shall not influence system functions. A file system that reaches its maximum capacity shall not stop a system from operating properly. Therefore, countermeasures shall be taken such as usage of dedicated filesystems, separated from main system functions, or quotas, or at least a file system monitoring to ensure that this scenario is avoided.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.3.4.1.2
Handling of ICMP

Requirement Name: Processing of ICMPv4 and ICMPv6 packets
Requirement Reference: TBA 

Requirement Description: 
Processing of ICMPv4 and ICMPv6 packets which are not required for operation shall be disabled on the TOE. There are different types of ICMP4 and ICMPv6 that are not used in most networks, but represent a risk. The TOE shall not reply to, send, or process unused ICMP types by default. The following ICMP types are permitted and may be used:

•
Destination Unreachable [Type 3 (v4), Type 1 (v6)]

•
Parameter Problem [Type 12 (v4), Type 4 (v6)]

•
Packet Too Big [Type 2 (only v6)]

•
Neighbor Solicitation [Type 135 (only v6)]

•
Neighbor Advertisement [Type 136 (only v6)]

The TOE shall not reply to, send, or process the following ICMP types by default, but it shall support operator options to enable these types (e.g. for debugging):

•
Echo Request [Type 8 (v4), Type 128 (v6)]

•
Echo Reply [Type 0 (v4), Type 129 (v6) ]

•
Time Exceeded [Type 11 (v4), Type 3 (v6)]

It is possible that other types will be necessary. This should be checked in each individual case. The TOE shall not respond to or process, under any circumstances, the following types: ICMPv4 "Timestamp Reply (14)," "Netmask Reply (18)," "Information Reply (16)" and "Redirect (5)" and ICMPv6 "Router Solicitation" (133), "Router Advertisement" (134) und "Redirect" (137).

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.3.4.1.3
Handling of IP options and extensions

Requirement Name: IP packets with unnecessary options or extension headers shall not be processed.
Requirement Reference: TBA 

Requirement Description: 
IP packets with unnecessary options or extension headers shall not be processed. IP options and extension headers (e.g., source routing) are only required in exceptional cases. So, all packets with enabled IP options or extension headers shall be filtered.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.3.4.2
Authentication and Authorization
B.3.4.2.1
Authenticated Privilege Escalation only

Requirement Name: There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication..
Requirement Reference: TBA 

Requirement Description: 
There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication. Implementation example: Disable insecure privilege escalation methods so that users are required to (re-)login directly into the account with the required permissions.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.3.5
UNIX

Editor's note: It was questioned whether this level of requirements should be contained here at all, ffs. 
B.3.5.1
General

 NOTE:
The term ‘UNIX' is throughout this document meant to include all major UNIX-like derivatives, including Linux.

B.3.5.2
System account identification
Requirement Name: System account identification
Requirement Reference: to be done later
Requirement Description: Each system account in UNIX must have a unique UID.
Threat References: tba
Security Objective references: tba.
Test case: tba
B.3.6
Web Servers
. 

B.3.6.1
HTTPS
. 
Requirement Name: HTTPS
Requirement Reference: to be done later
Requirement Description: The communication between Web client and Web server shall be protected using TLS. The TLS profile defined in Annex E of TS 33.310 [10] shall be followed with the following modifications:

-
TLS 1.2 as specified in RFC 5246 shall be supported and should be used.

-
Support of TLS 1.1 is not required.
-
Support for cipher suites with NULL encryption is not required. 
-
A cipher suite with non-NULL encryption should be used. 
-
Fallback to TLS 1.0 is not allowed. 

Threat References: tba
Security Objective references: tba.
Test case: Annex D "Traffic protection mechanisms on OAM interface" in clause D.3.6.1.
B.3.6.2
Logging

B.3.6.2.1
Webserver logging
Requirement Name: Webserver logging
Requirement Reference: TBA

Requirement Description: Access to the webserver shall be logged. The web server log shall contain the following information:

-
Access timestamp

-
Source (IP address)

-
Account (if known)

-
URL

-
Status code of web server response
Threat References: TBA
Security Objective references: tba.
Test case:TBA

B.3.6.3
User sessions

Requirement Name: User sessions
Requirement Reference: TBA

Requirement Description: 
To protect user sessions the MME shall support the following session ID and session cookie requirements:
1)
The session ID shall uniquely identify the user and distinguish the session from all other active sessions.
2)
The session ID shall have randomly generated (conform to FIPS 140-2 to avoid entropy problems) or cryptographically hashed values (e.g using SHA-2). 

3)
The session ID shall not contain sensitive information in clear text (e.g. account number, social security, etc).
4)
The session ID shall not persist for excessively long periods of time.
5)
Session ID's shall be regenerated for each new session (e.g. each time a user logs in).

6)
The session ID shall not be reused or renewed in subsequent sessions.

7)
Where session cookies are used the attribute ‘HttpOnly' shall be set to true.

8)
Where session cookies are used the ‘domain' attribute shall be set to ensure that the cookie can only be sent to the specified domain.

9)
Where session cookies are used the ‘path' attribute shall be set to ensure that the cookie can only be sent to the specified directory or sub-directory.

10)
The MME shall not accept session identifiers from GET/POST variables.

11)
The MME shall be configured to only accept server generate session ID's.

In the addition the MME shall have a mechanism in place to ensure that web application inputs are not vulnerable to command injection or cross-site scripting attacks. The MME shall validate, filter, escape, and encode user-controllable input before it is placed in output that is used as a web page that is served to other users.
Threat References: TBA
Security Objective references: tba.
Test case:TBA
B.3.7 
Network Devices

B.3.7.1 
Protection of Data and Information
Please refer to clause B.3.3.2.3 for requirements on protection of data and information.

B.3.7.2 
Protecting availability and integrity
B.3.7.2.1
Packet filtering
Requirement Name: Packet filtering 

Requirement Reference: to be done later
Requirement Description:

MME shall provide a mechanism to filter incoming IP packets on any IP interface (see RFC 3871 [9] for further information).

In particular the MME shall provide a mechanism:

1)
To filter incoming IP packets on any IP interface at Network Layer .and Transport Layer of the stack ISO/OSI

2)
To allow specified actions to be taken when a filter rule matches. In particular at least the following actions should be supported:

-
Discard/Drop: the matching message is discarded, no subsequent rules are applied and no answer is sent back

-
Accept: the matching message is accepted

-
Account: the matching message is accounted for i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
3)
To enable/disable for each rule the logging for Dropped packets, i.e. details on messages matching the rule for troubleshooting.
4)
To filter on the basis of the value(s) of any portion of the protocol header
5)
To reset the accounting

6)
The MME shall provide a mechanism to disable/enable each defined rule.
Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBA

B.3.7.2.2
Interface robustness requirements
Requirement Name: Manipulated packets that are sent to an address of the network device must
 not lead to an impairment of availability
Requirement Reference: to be done later
Requirement Description:

A network device shall 
be not affected in its availability or robustness by incoming packets, from other network element, that are manipulated or differing the norm. This means that appropriate packets must be detected as invalid and be discarded. The process shall not be affecting the performance of the network device. This robustness must be just as effective for a great mass of invalid pack ets as for individual or a small number of packets.

Examples of such packets are:

-
Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN flooding attack);
-
Packets with the same IP sender address and IP recipient address (Land attack);
-
Mass-produced ICMP packets with the broadcast address of a network as target address (Smurf attack);
-
Fragmented IP packets with overlapping offset fields (Teardrop attack);
-
ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 packets (Ping-of-death attack);
-
Uncorrelated reply packets (i.e. packets which cannot be correlated to any request). 

Sometimes the relevant behaviour of the network device must be configured. In other cases, the behaviour of the network device may only be verified by the relevant tests.

Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBA
B.3.7.2.3
GTP-C Filtering
Requirement Name: GTP-C Filtering
Requirement Reference: to be done later
Requirement Description:
The following capability is conditionally required:

-
For each message of a GTP-C-based protocol, it shall be possible to check whether the sender of this message is authorised to send a message pertaining to this protocol.
NOTE 1: The check could be performed e.g. against a whitelist or blacklist of permitted message type / sender identity combinations.
-
At least the following actions should be supported when the check is satisfied:
-
Discard: the matching message is discarded
-
Accept: the matching message is accepted
-
Account: the matching message is accounted for, i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 
-
The MME supports the capability described above and this is stated in the product documentation.
-
The MME product documentation states that the capability is not supported and that the MME needs to be deployed together with a separate entity which provides the capability described above. 
NOTE 2: Such a separate entity could e.g. be a GTP Firewall. 

NOTE 3: Test cases for this separate entity are not provided in the present document, but are believed to be similar to them. 
Threat References: tba
Security Objective references: tba.
Test case: TBD

B.3.7.3 
Logging

B.3.7.3.1
Network device security event logging
Requirement Name: Network device security event logging
Requirement Reference: TBA

Requirement Description: Security-relevant events shall be logged with a precise time stamp and a unique system reference. Network devices shall log the occurrence of security-relevant events. So that these events can be evaluated and classified, they shall be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the event occurred.
The following security-relevant events shall be logged by a network device:
	Event
	Event data to be logged

	Failed login attempts
	• Account,

• No. of failed attempts,

• Source (IP address) of remote access

	Changes to configuration
	• Change made,

• User

	Reboot/shutdown/crash
	• Action performed (reboot, shutdown, etc.),

• User (for intentional actions)

	Change to the status of interfaces (e.g., shutdown)
	• Interface name and type,

• Status (shutdown, missing link, etc.)

	Critical rise in system values of memory or CPU load over a longer period
	• Value exceeded,
• Value reached
(Here suitable threshold values shall be defined depending on the individual system.)


Threat References: TBA
Security Objective references: tba.
Test case: TBA

B.4 
Security Requirements related to Hardening
B.4.1 
Introduction
Editor's note: tba
B.4.2 
Technical Baseline 
Editor's note: relates to clause 6.7/RX-2, 7.3, 7.4, 7.5 and Req.s 3.01-1 through 3.01-5 from DT's catalogue. 
B.4.2.1
No unnecessary or insecure services / protocols

Requirement Name: No unnecessary or insecure services / protocols
Requirement Reference: TBA 

Requirement Description: 
MME shall only run protocol handlers and services that are needed for MME operation, and that have no known security vulnerabilities.

Note: Full documentation of required protocols and services of the TOE and their purpose needs to be provided by the vendor as prerequisite for the test case.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

Editor's Note: It needs to be tested in addition that a correct configuration of protocols and services survives a system reboot.

B.4.2.2
Restricted reachability of services

Requirement Name: The TOE shall restrict the reachability of services
Requirement Reference: TBA 

Requirement Description: 
The TOE shall restrict the reachability of services so that they can only be reached on interfaces where their usage is required. On interfaces were services are active, the reachability should be limited to legitimate communication peers. This limitation shall be realized on the system itself (without measures (e.g. firewall) at network side) according to B.3.7.2.1..
Example: Administrative services (e.g., SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic. 
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.4.2.3
No unused software

Requirement Name: Unused software shall not be installed or shall be uninstalled.
Requirement Reference: TBA 

Requirement Description: 
Unused software components or parts of software which are not needed for operation or functionality of the system shall not be installed or shall be deleted after installation. This includes also parts of a software, which will be installed as examples but typically not be used (e.g. default web pages, example databases, test data).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.4.2.4
No unused functions

Requirement Name: Unused functions of the TOE's software and hardware shall be deactivated.
Requirement Reference: TBA 

Requirement Description: 
During installation of software and hardware often functions will be activated that are not required for operation or function of the system. If unused functions of software cannot be deleted or deinstalled individually as required in clause B.4.2.3 of the present document, such functions shall be deactivated in the configuration of the system permanently. Also hardware functions which are not required for operation or function of the system (e.g. unused interfaces) shall be permanently deactivated. Permanently means that they shall not be reactivated again after system reboot.

Example: a debugging function in software which can be used for troubleshooting shall not be activated during normal operation of the TOE.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.4.2.5
No unsupported components

Requirement Name: The TOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer.
Requirement Reference: TBA 

Requirement Description: 
The TOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer, such as components that have reached end-of-life or end-of-support. Excluded are components that have a special support contract. This contract shall guarantee the correction of vulnerabilities over components' lifetime.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.3
Operating Systems
B.4.3.1
IP-Source address spoofing mitigation
Requirement Name: IP-Source address spoofing mitigation
Requirement Reference: TBA 

Requirement Description: 
Systems shall not process IP packets if their source address is not reachable via the incoming interface. Implementation example: Use of "Reverse Path Filter" (RPF) provides this function.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.4.3.2
Minimised kernel network functions

Requirement Name: Minimised kernel network functions.
Requirement Reference: TBA 

Requirement Description: 
Kernel based network functions not needed for the operation of the network element shall be deactivated. 
 In particular the following ones shall be disabled by default:

-
IP Packet Forwarding between different MME's interfaces (to prevent that an attack can route malicious packets through the network element in connected networks as recommended by [11], [12], [13]) e.g. by setting net.ipv4.conf.all.forwarding=0 in the linux sysctl.conf file;

-
Proxy ARP (to prevent resource exhaustion attack and man-in-the-middle attacks as recommended by [11], [12], [13]) e.g. by setting net.ipv4.conf.all.proxy_arp = 0 in the linux sysctl.conf file;
-
Directed broadcast (to prevent Smurf, Denial of Service attack and others like it as recommended by [11], [12], [13], [15]) e.g. by setting net.inet.ip.directed-broadcast=0
-
IPv4 Multicast handling. In particular all packets with IP source or destination address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) shall be discarded by default and multicast route caching and forwarding shall be disabled to prevent smurf and fraggle attacks. It shall be available a configuration option to enable the IPv4 multicast handling if required.

-
Gratuitous ARP messages (to prevent ARP Cache Poisoning attacks [14]). In particular, if not necessary, the MME shall not send Unsolicited ARP by default and any incoming Gratuitous ARP requests shall be discarded by default.

Editor's Note: Clarifications about when Gratuitos ARP messages are needed have to be provided
-
Answering routine for broadcast ICMP packets. In particular all ICMP ECHO and TIMESTAMP requests sent to MME via broadcast/multicast shall not be answered by default, for example by setting in the linux sysctl.conf file net.ipv4.icmp_echo_ignore_broadcasts = 1, as recommended by [11], [12], [13]).

Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TC_IP_FWD_DISABLING, TC_PROXY_ARP_DISABLING, TC_DIRECTED_BROD_DISABLING, TC_ IP_MULTICAST_HANDLING, TC_GRATUITOUS_ARP_DISABLING, TC_BROADCAST_ICMP_HANDLING
B.4.3.3
Automatic launch of removable media

Requirement Name: Automatic launch of removable media 
Requirement Reference: TBA 

Requirement Description: 
The operating system shall not automatically launch applications on removable media such as CD-, DVD-, USB-Sticks or USB-Storage drives. If the operating system supports an automatic launch, it shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.4.3.4 
SYN Flood Prevention 
Requirement Name: Syn Flood Prevention
Requirement Reference: to be done later
Requirement Description:

The MME shall support a mechanism to prevent Syn Flood attacks (e.g. implement the TCP Syn Cookie technique in the TCP stack by setting net.ipv4.tcp_syncookies = 1 in the linux sysctl.conf file). This feature shall be enabled by default.

Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TC_SYN_FLOOD_PREVENTION
B.4.4
UNIX
Editor's note: It was questioned whether this level of requirements should be contained here at all, ffs. 
Editor's note: relates to clause 7.1, 7.2, 7.5 and Req.s 3.21-1, 3, 4, 5, 7, 8, 9,11,13 from DT's catalogue. 
B.3.5.1
General

 NOTE:
The term ‘UNIX' is throughout this document meant to include all major UNIX-like derivatives, including Linux.
B.4.5
Web Servers

B.4.5.1
No system privileges for web server

Requirement Name: All web server processes shall not run with system privileges.
Requirement Reference: TBA 

Requirement Description: 

All web server processes shall not run with system privileges. If a process is started by a user with system privileges, execution shall be transferred to a different user without system privileges after the start.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.2
No unused HTTP methods

Requirement Name: HTTP methods that are not required shall be deactivated.
Requirement Reference: TBA 

Requirement Description: 

HTTP methods that are not required shall be deactivated. Standard requests to web servers only use GET and POST. If other methods are required, they shall not introduce security leaks such as TRACK or TRACE).
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.3
No unused add-ons

Requirement Name: Any add-ons and components that are not required shall be deactivated.
Requirement Reference: TBA 

Requirement Description: All optional add-ons and components of the web server shall be deactivated if they are not required. In particular, CGI, Server Side Includes (SSI) and WebDAV shall be deactivated if they are not required.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.4
No compiler, interpreter, or shell via CGI

Requirement Name: If CGI (Common Gateway Interface) is used, the CGI directory shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Requirement Reference: TBA 

Requirement Description: : If CGI (Common Gateway Interface) is used, the CGI directory shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.5
No CGI uploads

Requirement Name: If CGI is used, the CGI directory shall not be used for uploads.
Requirement Reference: TBA 

Requirement Description: If CGI is used, the CGI directory shall not be used for uploads.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.6
No execution of system commands

Requirement Name: If Server Side Includes (SSI) are active, the execution of system commands shall be deactivated.
Requirement Reference: TBA 

Requirement Description: If Server Side Includes (SSI) are active, the execution of system commands shall be deactivated.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.7
Access rights for web server configuration

Requirement Name: Access rights for web server configuration files shall only be granted to the owner of the web server process or a user with system privileges.
Requirement Reference: TBA 

Requirement Description: Access rights for web server configuration files shall only be granted to the owner of the web server process or a user with system privileges. Implementation example: Delete "read" and "write" access rights for "others." Only grant "write" access to the user who configures the web server..
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.8
No default content

Requirement Name: Default content shall be removed.
Requirement Reference: TBA 

Requirement Description: Default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server shall be removed.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.9
No directory listings

Requirement Name: Directory listings (indexing) shall be deactivated.
Requirement Reference: TBA 

Requirement Description: Directory listings (indexing) shall be deactivated.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.10
Web server information in HTTP headers

Requirement Name: Information about the web server in HTTP headers shall be minimized.
Requirement Reference: TBA 

Requirement Description: The HTTP header shall not include information on the version of the web server and the modules/add-ons used.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.11
Web server information in error pages 

Requirement Name: Web server information in error pages shall be deleted. Default error pages of the web server shall be replaced by error pages defined by the TOE vendor.
Requirement Reference: TBA 

Requirement Description: User-defined error pages shall not include version information about the web server and the modules/addons used. Error messages shall not include internal information such as internal server names, error codes, etc.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.12
Minimised file type mappings

Requirement Name: File type or script mappings that are not required shall be deleted
Requirement Reference: TBA 

Requirement Description: File type or script mappings that are not required shall be deleted, e.g., php, phtml, js, sh, csh, bin, exe, pl, vbe, vbs.

Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.5.13
Restricted file access

Requirement Name: The web server shall only deliver files which are meant to be delivered.
Requirement Reference: TBA 

Requirement Description: Restrictive access rights shall be assigned to all files which are directly or indirectly (e.g., via links or in virtual directories) in the web server's document directory. In particular, the web server shall not be able to access files which are not meant to be delivered.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.6
Network Devices
Editor's note: relates to clause 7.3, 7.4, 7.5 and Req.s 3.42-1,3,4,5,6 from DT's catalogue. 
B.4.6.1
Traffic separation

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:

The MME shall support physical or logical separation of O&M and control plane traffic. See RFC 3871 [9] for further information.
Threat References: Threat of eavesdropping on MME management and maintenance interface data, Threat of man-in-the-middle attack on MME management and maintenance interface, Threat of modification of information in transit on MME management and maintenance interface, Security threats caused by lack of MME traffic isolation
Security Objective references: tba.
Test case: tba
B.5
Basic Vulnerability Testing (BVT) requirements
B.5.1
Introduction
Basic Vulnerability Testing activities consist of requirements for running automated Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces of a Network Product. These activities cover at least three aspects: Port Scanning, Vulnerability Scanner by the use of Vulnerability scanners and robustness/fuzz testing. For each of these aspects, test requirements and test results are described in the present clause. 

NOTE: 
The individual tools used for Basic Vulnerability Testing are selected by the evaluator. The SECAM accreditation body will ensure during accreditation of the evaluator's laboratory that the testers are able to utilize adequate tools.

B.5.2
Port Scanning

Requirement Reference: to be done later
Requirement Description: It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system
Threat References: Denial of Service, Information Disclosure

Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case: TC_BVT_PORT_SCANNING
B.5.3
Vulnerability Scanning
Requirement Name: Vulnerability Scanning
Requirement Reference: to be done later
Requirement Description: The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.

Vulnerability scanning tools may also report false positives and they shall be investigated and documented in the test report.

Editor's note; the scope for Vulnerability Scanning (i.e. application only or both application and Operating System) shall be clarified.

Threat References: Denial of Service, Information Disclosure, Tampering

Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case: TC_BVT_VULNERABILITY_SCANNING
B.5.4
Robustness and fuzz testing
Requirement Name: Vulnerability Scanning
Requirement Reference: to be done later
Requirement Description: It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input
Threat References: Denial of Service, Information Disclosure, Tampering

Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case: TC_BVT_ROBUSTNESS AND FUZZ TESTING
Annex C: 
Deutsche Telekom Security Requirements for MME
C.1.
Introduction
This informative annex lists a selection of security requirements defined by Deutsche Telekom AG that are deemed relevant for the MME SCAS. The full set of requirements is published at http://www.telekom.com/security. Original requirement numbers from the source have been kept so that they can be used as reference.
C.2.
Technical Baseline Security Requirements (3.01)

C.2.1.
Introduction

The techincal baseline is a generic set of security requirements that have to be fulfilled by all systems and system components.
C.2.2.
System hardening

 
 Req 3.01-1      Unused services and protocols must be deactivated.

After installation of systems and software products, there are typically local or remote reachable services and protocols active, which are not necessarily needed for operation and functionality of the system. These include also services and protocols which may not be used in operator networks because of known security vulnerabilities, which can be used to violate confidentiality, availability or integrity of the system. Such services and protocols must be completely disabled on the system. Additionally it is important that a deactivation survives a system reboot.

This kind of system hardening must be done before the system is reachable from the network. Otherwise an attacker has the possibility to attack and maybe compromise the unsecured system.

Motivation: Services and protocols that are not required for system operation increase the potential attack surface and thus the risk of the system being compromised. This risk is further increased by the fact that a security inspection and an appropriate optimisation of the configuration for unused services and protocols will not be done.

For this requirement the following threats are relevant:

1)
Unauthorized access to the system

2)
Unauthorized access or tapping of data

3)
Unauthorized use of services or resources

4)
Disruption of availability

5)
Attacks motivated and facilitated by information disclosure or visible security weaknesses


 Req 3.01-2      The reachability of services must be restricted.

Typically services that are enabled in the basic configuration are accessible over all interfaces of the system and can be reached from systems in connected networks. This availability is often not needed or meaningful for system func­ tioning. For this reason, services should only be enabled on interfaces where their usage is required. On interfaces were services are active, the reachability must be limited to legitimate communication peers. This limitation must be realized on the system itself (without measures (e.g. firewall) at network side).

Motivation: Disabling services on interfaces which do not require system accessibility or by limiting the reachability can greatly reduce the potential vulnerabilities offered to an attacker. For example, access to a system via SSH from the Internet is not necessary. If this service could be accessed from the interface connected to the Internet, this would greatly increase the risk of attacks on the service.

For this requirement the following threats are relevant:

1)
Unauthorized access to the system

2)
Unauthorized use of services or resources

3)
Disruption of availability

4)
Attacks motivated and facilitated by information disclosure or visible security weaknesses


 Req 3.01-3      Unused software must not be installed or must be uninstalled.

During installation of a system often software components will be installed or parts of software will be activated which are not needed for the operation or functionality of the system. This includes also parts of a software, which will be in­ stalled as examples but typically not be used (e.g. default web pages, example databases, test data). Such compon­ ents should not be installed or must be deleted after installation.

Motivation: Vulnerabilities in software of a system offer an attack window for attackers to infiltrate the system. Unin­ stalling components that are not required can therefore reduce the possibility of a successful compromise of the system.

For this requirement the following threats are relevant:

1)
Unauthorized access to the system

2)
Disruption of availability


 Req 3.01-4      Unused functions of the operated software and hardware must be deactivated.

During installation of software and hardware often functions will be activated that are not necessarily needed for oper­ ation or function of the system. Functions of software are currently inherent part which could not be deleted or dein­ stalled individually. Such functions must be deactivated in the configuration of the system permanently.

Beside the functions of the software also hardware functions are active which are not necessary for a system. Functions like unused interfaces must permanently deactivated. Permanent means that they must not be reactivated again after system reboot.

Motivation: The hardware or software of a system often contains functions which are not used and so will be a risk for system security. Such functions give an attacker the possibility to manipulate the system. Furthermore it is possible to get unauthorized access other areas or data of the system. An example is a debugging function in software which can be used for troubleshooting but must not be activated during normal operation. Or a hardware interface that will not be used and so is unsecured an allows possibly unauthorized access to the system.

For this requirement the following threats are relevant:

1)
Unauthorized access to the system

2)
Unauthorized access or tapping of data

3)
Unauthorized modification of data

4)
Disruption of availability

C.2.3.
System update


 Req 3.01-5      Software and hardware components that are no longer supported by vendor, producer or developer must not be used.

Only those operating system, middleware and application software and hardware components may be used on a sys­ tem which are supported by the vendor, the producer, the developer or other contractual partner of the operator. Components that have reached end-of-life or end-of-support must not be used. Excluded are components that have a special support contract. This contract must guarantee the correction of vulnerabilities over components life­ time.

Motivation: Hardware and software components that have reached end of life or end of support represent a risk for a system. This means that a vendor does not supply remedial updates or patches for a component should errors or vul­ nerabilities occur. This means that vulnerabilities cannot be fixed when they occur and could be exploited to com­ promise the system or to impair its availability.

For this requirement the following threats are relevant:

1)
Unauthorized access to the system

2)
Unauthorized access or tapping of data

3)
Unauthorized modification of data

4)
Disruption of availability


 Req 3.01-6      Known vulnerabilities in software and hardware of the system must be fixed or protected.

Prior to installation of a software or hardware component, users must check whether any vulnerability has been dis­ covered and published for the version they are installing. Any component that has a vulnerability must not be installed or used. Excepted from this rule are components for which the vendor has already provided a measure to remedy the vulnerability, e.g. a patch, update or workaround. In this case, the additional measure must be implemented on the system. Furthermore it is a ongoing process during the complete life cycle of the system to fix upcoming vulnerabilities promptly. 

Motivation: Publication of vulnerabilities increases the risk of successful exploitation by an attacker, especially since the published information usually includes details on how to exploit the vulnerability and tools that make exploitation possible. One example of this is when Web servers are compromised due to not patched vulnerabilities.

For this requirement the following threats are relevant:

1)
Unauthorized access to the system

2)
Unauthorized access or tapping of data

3)
Unauthorized modification of data

4)
Disruption of availability

C.2.4.
Protecting data and information

 Req 3.01-7      Data with need of protection must be secured against unauthorized viewing and manipulation during transmission and storage.

NOTE: This requirement is covered by B.3.3.2
Adequate security measures for transmission and storage must be implemented of data with a need for protection that are classified as internal, confidential or strictly confidential. The chosen measure depends on the classification for the data and other factors such as the type of network used during transmission, the storage location for data, etc. Furthermore, it must be guaranteed that confidential and strictly confidential data will not be unprotected during temporary storage (e.g. in web cache, temporary folders).

All authentication data such as user names, passwords, PINs, etc. must be protected against unauthorized viewing and manipulation. This applies equally to permanent storage and transmission. Typical measures taken to protect au­ thentication data or combinations of these are:

For storage:

1)
Client systems: encryption or obfuscation of authentication data, no persistent storage, limitation of access rights.

2)
Server systems: hashing of authentication data with PBKDF like scrypt or bcrypt or when this is not possible hashes with salt.

For transmission:

1)
Usage of cryptographically protected network protocols.

2)
Challenge response method (Disadvantage of this solution is that passwords needed in clear-text on server. If this solution is feasible depends on the individual threat scenario)

Files of a system that are needed for the functionality must also be protected against manipulation. This is necessary because system's integrity can be damaged when the system access this kind of files. An example is the use of check­ sum or cryptographic methods to validate if e.g. firmware images, patches, drivers or kernel modules are free of ma­ nipulations.

For transmission of data with a need of protection it is necessary to use network protocols with insufficient security measures. Examples for these insecure protocols that should not be longer used are: SSLv3, SSHv1, FTP, Telnet, SN­ MPv1 and 2c. In case of these protocols a newer version without vulnerabilities or a secure alternative must be used.

Motivation: If data with a need of protection will not be secured an attacker could record or manipulate the data during transmission over a network. An example is the recording of user names and passwords during system administration with the telnet clear-text protocol. Storing data on a system without adequate protection may mean that unauthorized users can copy or modify it. One example is when passwords can be read out when they stored in an inadequate se­ cured way (e.g. usage of unsecure hashing algorithms like MD5 or SHA-1) or even without encryption on a system or manipulation of firmware to affected the system integrity.

For this requirement the following threats are relevant:

1)
Unauthorized access or tapping of data

2)
Unauthorized modification of data


 Req 3.01-8      Information with need of protection must not be contained in files, outputs or messages that are accessible by unauthorized users.

Editor's Note: There is a need for further clarification before this requirement can be included in Annex B. It should be clarified e.g. how an unauthorised user could get access to comments in downloadable files. Furthermore, error messages in well-designed protocols would not reveal any sensitive information anyhow, but the use of such protocols is required in B.3.3.3 already. Perhaps the need for this requirement becomes clearer once the test cases have been written. So, it is proposed to revisit this requirement once the test cases are available.
Information with need of protection must not be accessible in files, outputs or messages of the system by unauthorized users. This includes information relating to the operating system, used middleware or applications such as vendor, product name, product identifier, installed software versions, installed service packs, patches, hot fixes and serial num­ bers. Examples for system messages which must be free of sensitive data are:

1)
Comments in downloadable files

2)
Error and system messages

3)
Stack traces

4)
Network protocols

5)
Login windows and dialogs

Furthermore, details of implementation and information relating, e.g., to backend software/systems, function calls, SQL instructions or structure of database, must not be contained in error messages.

Excluded from this are displays and outputs that can be viewed and retrieved by authorized users who are logged in. In addition, an internal transfer of system internal information for error analysis is allowed in an adequate dimension. In this case the continuative regulations or guidelines (e.g. of data privacy) must be noticed.

Motivation: The information named above can be used by an attacker to prepare specific attacks on a system. In this way an attacker could, for example, use the precise software version to identify vulnerabilities in the product and, in a second step, exploit them.

For this requirement the following threats are relevant:

1) Unauthorized access or tapping of data

2) Attacks motivated and facilitated by information disclosure or visible security weaknesses

C.2.5.
Protecting availability and integrity


 Req 3.01-9      The system must be robust against overload situations.

A system must provide security measures to deal with overload situations. In particular, partial or complete impairment of system availability must be avoided. Potential protective measures include:

1)
Restricting of available RAM per application

2)
Restricting of maximum sessions for a Web application

3)
Defining the maximum size of a dataset

4)
Restricting CPU resources per process

5)
Prioritizing processes

6)
Limiting of amount or size of transactions of an user or from an IP address in a specific time range

Motivation: An attacker can effect systems availability through targeted exploitation of vulnerabilities in resources ad-
ministration. An attacker can, for example, send bulk queries to a Web server and, by doing so, compromise its avail­
ability if the maximum number of permissible Web sessions is not restricted.
For this requirement the following threats are relevant:

1)
Disruption of availability


 Req 3.01-10     If an overload situation cannot be prevented, the system must act in a predictable way.

A system must be built in this way that it can react on a overload situation in a controlled way. However it is possible that a situation happens where the security measures are not longer sufficient.

In such case it must be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security func­ tions and thus loss of system protection.

Motivation: With denial-of-service attacks can an attacker try to overload a system to effect its availability or integrity. Unpredictable acting of the system is then a risk for functionality and data and possibly also for other systems.

For this requirement the following threats are relevant:

1)
Disruption of availability


 Req 3.01-11     The system must be robust against unexpected input.

During transmission of data to a system it is necessary to validate this before processing. This includes all data which are send to the system. Examples for this are user input, values in arrays and content in protocols. The following typical implementation mistakes must not be done:

1)
No validation on the lengths of transferred data

2)
Incorrect assumptions about data formats

3)
No validation that received data complies with the specification

4)
Insufficient handling of protocol errors in received data

5)
Insufficient restriction on recursion when parsing complex data formats

6)
White listing or escaping for inputs outside the values margin

Motivation: An attacker can try to put a system in an unsecure state through targeted manipulation of transmitted data. The object of such an attack is to compromise the usability, availability or integrity of individual services or of the entire system. For instance a unclean memory handling can lead to a buffer overflow that allows an attacker to execute arbit­ rary code on the effected system.

For this requirement the following threats are relevant:

1)
Unauthorized access to the system

2)
Unauthorized use of services or resources

3)
Disruption of availability

C.2.6.
Authentication and authorization


 Req 3.01-12     System functions with a need of protection must not be used or accessed without successful authentication and authorization.
The usage of a system functions or access of data classified as internal, confidential or strictly confidential must only be possible unambiguous user identification and successful authentication on basis of the user name and at least one authentication attribute. Excepted from this are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. Examples for functions which require a prior authentication are network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating systems and applications. The following examples are possibilities that could be used for authentication.

1)
Query user name and password

2)
Use of cryptographic keys and certificates (e.g. as Smartcard)

This requirement must also be applied to accounts that are only used for communication between systems.

Motivation: The authentication is necessary to doubtless identify a user because the allocated authorization, and there­

fore the access on data and services of the system depends on that.
For this requirement the following threats are relevant:

1)
Unauthorized access to the system

2)
Unauthorized use of services or resources

3)
Denial of executed activities


 Req 3.01-13     Accounts must be used that allow unambiguous identification of the user.

Users must be identified unambiguously by the system. This can typically be reached by using a unique account per user. So named group accounts, i.e. the use of one account for several persons, must not be used. On exception of this requirement are so named machine accounts. These will be used for authentication and authorization from sys­ tem to each other or for applications on a system and can't be assigned to a single person. Such accounts must be as­ signed on a per system or per application basis. In this connection, it has to be guaranteed that this account can't be misused. Possibilities to protect these accounts are:

-
Configuring of a Password that fulfils the security requirements and is known by less than possible circle of administrators.

-
Configuring the account that only a local use is possible and a interactive login isn't possible.

-
Use of a technique for authentication of the specific account with public and private key or certificates.

-
Limiting the access over the network for legitimised systems. Additional solution must be checked on their usability per individual case.

Motivation: Unambiguous user identification is a prerequisite for assigning a user the rights that he requires to perform his tasks on the system. This is the only way to adequately control access to system data and services and to prevent misuse. Furthermore, it makes it possible to log activities and actions on a system and to assign them to individual users.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized use of services or resources

-
Denial of executed activities


 Req 3.01-14     Accounts must be protected against unauthorized use by at least one authentication attribute.

The various user and machine accounts on a system must be protected from misuse. To this end, an authentication at­ tribute is typically used, which, when combined with the user name, enables unambiguous authentication and identi­ fication of the authorized user.

Authentication attributes include:

-
Cryptographic keys

-
Token

-
Passwords

-
PINs

This means that authentication based on a parameter that can be spoofed (e.g. phone numbers, public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot be faked or spoofed by an attacker. Sever­ al of the above options can be combined (dual-factor authentication) to achieve a higher level of security. Whether or not this is suitable and necessary depends on the protection needs of the individual system and its data and must be evaluated for individual cases.

Motivation: Accounts that are not protected with a secret authentication attribute can be used by an attacker to gain unauthorized access to a system and the data and applications stored on it.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized use of services or resources

-
Denial of executed activities


 Req 3.01-15     Accounts with extensive rights must be protected with two authentication attributes.

Accounts, for example used for administration, maintenance and troubleshooting, have extensive rights. Therefore a single protection (e.g. a password), as for normal user accounts with less rights, is not suitable. To get a higher protec­ tion level it is necessary to use more than one authentication attribute. For this a combination of an attribute that the user knows and an attribute that the user owns will be used often. This kind of authentication will be named as 2-factor authentication. Examples for 2-factor authentication are:

-
Smartcard with PIN
-
Private key with Passphrase

-
Token with Password
Motivation: Accounts with extensive rights as used for system administration have a higher risk for system's security. An attacker can get extensive rights by compromising such an account to get access to wide parts of the system and stored data.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized use of services or resources

-
Denial of executed activities


 Req 3.01-16     Predefined accounts must be deleted or disabled.

Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known pass­ words. These standard users must be deleted or disabled. Should this measure not be possible the accounts must be locked for remote login. In any case disabled or locked accounts must configured with a complex password (12 char­ acter and more, use of upper/lower case, numbers and special characters). This is necessary to prevent unauthorised use of such a account in case of misconfiguration.

Exceptions to this requirement to delete or disable accounts are accounts that are used only internal on the system in­ volved and that are required for one or more applications on the system to function. Also for this accounts remote ac­ cess or local login must be forbidden to prevent a abusive use by users of the system.

Motivation: Standard users are typically generally known and can be used by an attacker for targeted brute force and dictionary attacks. Standard user accounts represent a special risk if they do not use a password or only use a stand­ ard password that is generally known. Such standard user accounts can easily be exploited by an attacker in order to gain access to the system involved without being authorized to do so.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized use of services or resources

-
Denial of executed activities


 Req 3.01-17     Predefined authentication attributes must be deleted or disabled.

Normally, authentication attributes such as password or cryptographic keys will be preconfigured from producer, vendor or developer of a system. Such authentication attributes must be changed an own attribute not known by other parties.

Motivation: Authentication attributes like password or cryptographic keys preconfigured from third parties are not trustable. Such authentication attributes can be used to compromise systems or their data.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized use of services or resources

-
Denial of executed activities

 Req 3.01-18
The authorizations for accounts and applications must be reduced to the minimum required for the tasks they have to perform. 

Authorizations to a system must be restricted to a level in which a user can only access data and use functions that he needs in the course of his work. Suitable authorizations must also be assigned for access to files that are components of the operating system or of applications or that are generated by the same (e.g. configuration and logging files).

Alongside access to data, execution of applications and components must also take place with rights that are as low as possible. Applications should not be executed with administrator or system rights.

Motivation: If the rights granted to a user on a system are too broad, it could be possible for him to access data and ap­ plications which he is not permitted to view or use. This would give him the opportunity to disclose or modify confiden­ tial data and to manipulate system files. Applications with rights that are too broad can be used by a user to extend his own authorizations and thus to gain access to files and system components to which he would not have had access with his authorizations under normal circumstances.

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources


 Req 3.01-19     The system must be connected to a central system for user administration.

Accounts and their rights will be administrated on central identity management systems of the operator network. For provisioning of these authorization information must the system provide a central inter­ face (e.g. LDAPs for authorization, Kerberos for authentication, locking information for certificates) or decentralized mechanisms (e.g. public-key authentication) . A central solution for identity management must be preferred.

In areas where a central identity management system is not available a central system such as LDAP, TACACS+ or Ra­

dius server for the administration of accounts and their authentication and authorization must be used.
Motivation: Central administration of identity of accounts and their rights means that they only have to be maintained once instead of separately on each system. From the aspect of security, the advantage is that an account and its rights only known on a single central side. This information can be transmitted from a central side to systems (provisioning), central administrated (reconciliation) and central deleted (deprovisioning). This reduces the risk of accounts being for­ gotten during changing or deletion since they are configured on multiple systems. This could give a user wrong sys­ tem rights or continued access to a system.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

C.2.7.
Protecting sessions


 Req 3.01-20     Sessions must be protected against highjacking.

A function must be implemented for all user sessions to prevent other users assuming or pursuing control of the sessions of an authorized user. Such protection can be achieved by implementing the following measures or a combina­ tion of these measures:

-
Using an appropriate cryptographic algorithm

-
On network level: Use of TCP protocol (with sequence number) and filter lists.

-
On transport level: SSL/TLS

-
On application level: Negotiation of a random, secret value between sender and recipient (e.g. session ID, sequence number, time stamp)
Motivation: An attacker who gains knowledge about a session which is not protected against assumption of control can continue to participate in such a session and thus gain unauthorized access to the system involved. One example is an attacker who records the session cookie for a Web application during non-encrypted communication. The attack­ er can then view and take control of the session of the original user.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

-
Denial of executed activities


 Req 3.01-21     It must be possible that users can logoff their session.

The system must have a function that allows a signed in user to logout at any time.

Motivation: A user of a system must have the possibility to protect a session and therefore its data against unauthor­ ized access. Therefor a logout function must be available that can be used to end a session. This prevents that the cur­ rent session will stay open and can be reactivated and used by an unauthorized person.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

-
Denial of executed activities



 Req 3.01-22     Session must be terminated after an adjusted period of inactivity for the purpose of use.

It is necessary that a session will be terminated automatically after a specified time of inactivity. For this reason a time­ out must be set for sessions. The selected period depends on use and if applicable the physical environment. This means for example that a time-out for an application in an unsecure environment must be shorter (less minutes) than the time out for an application used of operational staff for monitoring tasks used in an protected area (60 minutes and longer).

Motivation: In case of an open or unused session exists the possibility that an unauthorized user can high-jack and use

this session to get access to the effected system and its data. Furthermore open session will allocate system resources.
For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

-
Denial of executed activities

C.2.8.
Authentication parameter password

 Req 3.01-23
If a password is used as an authentication attribute, it must have at least 8 characters and contain three of the following categories: upper cases, lower case, numbers and special characters.

A system may only accept passwords that comply with the following complexity criteria:

-
Minimum length of 8 characters.

-
Comprising at least three of the following categories: upper/lower case letters, numbers and special characters

When a password is assigned, the system must ensure that the password meets these requirements. If a central system will be used for user authentication this function can be forwarded or delegated to this system.
Motivation: Passwords with the above complexity offer high robustness against attacks coupled with acceptable user friendliness. Passwords with this level of complexity have proved their efficiency in practice. Trivial passwords that are too short are susceptible to brute force and dictionary attacks and are therefore easy for attackers to determine. Once a password has been ascertained it can be used by an attacker for unauthorized access to the system and the data on it.
For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized use of services or resources

-
Denial of executed activities

 Req 3.01-24
If a password is used as an authentication attribute, users must be able to independently change the password anytime.

The system must offer a function that enables a user to change his password at any time. When an external centralized system for user authentication will be used it is possible to redirect or implement this function on this system.

Motivation: The fact that a user can change his authentication attribute himself at any time enables him to change it promptly if he suspects that it could have been accessed by a third party.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized use of services or resources

-
Denial of executed activities

 Req 3.01-25
If a password is used as an authentication attribute, a protection against brute force and dictionary attacks that hinder password guessing must be implemented.

Brute force and dictionary attacks aim to use automated guessing to ascertain passwords for user and machine ac­
counts. Various measures or a combination of this measures can be taken to prevent this.
The most commonly used protection measures are:

-
Increasing the delay (e.g. doubling wait times at each attempt) for each renewed password input following an incorrect entry ("tar pit").

-
Blocking an account following a specified number of incorrect attempts (typically 5). However has to take in account that this solution needs a process for unlocking and an attacker can force this to deactivate accounts and make them unusable.

-
Using CAPTCHA to prevent automated attempts (often used for Web applications).

In order to achieve higher security, it is often meaningful to combine two or more of the measures named here. This must be evaluated in individual cases and implemented accordingly.

Motivation: Implementation of one or more of the above measures can prevent successful execution of brute force and dictionary attacks to ascertain passwords.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized use of services or resources

-
Denial of executed activities

 Req 3.01-26
If a password is used as an authentication attribute, they must be hidden when displayed on screen.

When a user enters a password or the password is otherwise displayed on screen, it must be made unreadable. Typic­ ally, the individual characters of the password are replaced by a character such as "*". Under certain circumstances it may be permissible for an individual character to be displayed briefly during input. Such a function is used, for ex­ ample, on Smartphone's to make input easier. However, the entire password is never output to the display in plaintext.

Motivation: To prevent another person reading a password by chance or intentionally on screen during input, the pass­

word must be rendered unreadable during input or display.
For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized use of services or resources

-
Denial of executed activities

C.2.9.
Logging

 Req 3.01-27
Security relevant events must be logged with a precise timestamp and a unique system reference. 

Systems must log the occurrence of security-relevant incidents. So that these events can be evaluated and classified,
they must be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the incident occurred. Furthermore, legal and data privacy regulations (e.g. time of storage of logging data) must be proved and followed. The following table lists events that are relevant to security and the corresponding data that typ­ ically has to be logged by a system. Exceptions are systems for which no or only restricted logging applies. Examples of such systems are customer devices such as Smartphone's or IADs/Homegateways (e.g. Speedport).

Logging must be done considering the currently valid legal, wage and company regulations. This regulations state among others that logging of events can be done only earmarked. Logging of events for doing a work control of em­ ployees is not allowed.

Typical event that reasonable should be logged in many cases are:

	Event
	Event data to be logged

	Incorrect login attempts
	• Account,

• No. of failed attempts
• Source (IP address) of remote access

	System access with accounts with administrator rights
	• Account,

• Access timestamp,

• Length of session,

• Source (IP address) of remote access

	Account administration
	• Administrator account,
• Administered account,
• Activity performed (configure, delete, enable and

disable)

	Change of group membership for accounts
	• Administrator account,
• Administered account,
• Activity performed (group added or removed)

	Critical rise in system values such as disk space, CPU load over a longer period 
	• Value exceeded,
• Value reached
(Here suitable threshold values must be defined depending on the individual system.)


Logging of additional security-relevant events may be meaningful. This must be verified in individual cases and implemented accordingly where required.
Motivation: Logging security-relevant events is a basic requirement for detecting ongoing attacks as well as attacks that have already occurred. This is the only way in which suitable measures can be taken to maintain or restore system security. Furthermore, the logging data is used as evidence so that legal steps can be taken against attackers.

For this requirement the following threats are relevant:

-
Denial of executed activities

-
Attacks can go unnoticed


 Req 3.01-28     Security relevant logging data must be send to an external system direct after their creation.

Logging data must be forwarded to an external system in appropriate logging files as well as being stored locally. Standard protocols like Syslog, SNMPv3 must be preferred.

Motivation: If logging data is only stored locally it can be manipulated by an attacker who succeeds in compromising the system in order to conceal his attack and any manipulation he has performed on the system. This is the reason why the forwarding must be done immediately after the event occurred.

For this requirement the following threats are relevant:

-
Denial of executed activities

-
Attacks can go unnoticed

C.3
Operating Systems (3.37)

C.3.1
Introduction

These requirements may be applicable if the MME is not using a monolithic software but is built using distinguishable software components on top of an operating system.

C.3.2
System Hardening


 Req 3.37-3      Services for administration must be bind to exact one interface.

The administrative services (e.g., SSH, HTTPS, RDP) must be bind to exact one interface. Hence the separation of management traffic from user traffic, this is the IP address in the management network. If the system - or parts of it - is managed by more than one interface, the management services have to be bind to the lowest possible number.

Motivation: This ensures that it can be clearly foreseen under which address these management services are reach­ able. In addition, a unique address is important for implementing filters and firewall rules and for checking the authen­ ticity of keys and certificates when using cryptographic procedures to secure management traffic.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Attacks can go unnoticed

-
Attacks motivated and facilitated by information disclosure or visible security weaknesses

Req 3.37-4
Network based access used for operating system administration must have integrity, be encrypted and securely authenticated.

Access is only permitted by using secure protocols (e.g., SSHv2, HTTPS, SNMPv3). The administrator must ensure that any network connection between his workstation or a management system and the operating system to be admin­ istrated is securely authenticated, encrypted and protected against tampering.

Motivation: If the administrator transmits changes to the configuration settings via unencrypted or unsecure connec­ tions, there is a risk that unauthorized parties exploit vulnerabilities. Information could be gained (configuration set­ tings, access IDs, etc.) to exploit additional security vulnerabilities.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Denial of executed activities

 Req 3.37-6
Kernel based network functions not needed for the operation as a server must be deactivated. Routing functions are not needed on a server; consequently the routing function must be disabled. Additionally the answering routine for broadcast ICMP packages must be disabled. Usually this and other network features are already configured correctly out-of-the-box.

Motivation: The routing functions enable misuse scenarios, meaning that an attack can route malicious packets through the server to connected networks.

For this requirement the following threats are relevant:

-
Disruption of availability

-
Attacks can go unnoticed


 Req 3.37-7      The automatic launch of applications on removable media must be deactivated.

Removable media such as CD-, DVD-, USB-Sticks or USB-Storage drives shall not automatically start any applications they contain.

Motivation: Automatic application launch could inadvertently launch malware.

For this requirement the following threats are relevant:

-
Attacks can go unnoticed

C.3.3
System Update

Note:
 Original section contained only requirements inherited from the baseline security 3.01 that were deemed relevant for the MME SCAS.
C.3.4
Protection of Data and Information

C.3.5
Availability and Integrity

 Req 3.37-9
Growing (dynamic) content must not influence system functions. Growing log data and uploads must not influence system functions.

Motivation: A filled up filesystem could stop the system from operations.

Implementation example: Usage of dedicated filesystems, separated from main system functions, or quotas, or at least a file system monitoring.

For this requirement the following threats are relevant:

-
Disruption of availability


 Req 3.37-10     Systems must not process IP packets which source address is not reachable via the incoming interface.

It is necessary to ensure there are no unneeded default routes which is typically the case for internal systems.

Motivation: In such a case the IP packet comes from an untrusted source (spoofed address) or a routing error exists in the network. In both cases the packet has to be dropped.

Implementation example: Use of "Reverse Path Filter" (RPF) which provides this feature.

For this requirement the following threats are relevant:

-
Disruption of availability


 Req 3.37-11     The processing of ICMPv4 and ICMPv6 packets which are not required for operation must be disabled.

There are different types of ICMP4 and ICMPv6 that are not used in most networks, but represent a risk. These types must be disabled or filtered and not be answered, send or processed. The following ICMP types are permitted and may be used:

-
Echo Request [Type 8 (v4), Type 128 (v6)]

-
Echo Reply [Type 0 (v4), Type 129 (v6) ]

-
Destination Unreachable [Type 3 (v4), Type 1 (v6)]

-
Time Exceeded [Type 11 (v4), Type 3 (v6)]

-
Parameter Problem [Type 12 (v4), Type 4 (v6)]

-
Packet Too Big [Type 2 (only v6)]

-
Neighbor Solicitation [Type 135 (only v6)]

-
Neighbor Advertisement [Type 136 (only v6)]

It is possible that other types will be necessary. This should be checked in each individual case. The ICMPv4 types "Timestamp Reply (14)," "Netmask Reply (18)," "Information Reply (16)" and "Redirect (5)" and ICMPv6 types "Router Solicitation" (133), "Router Advertisement" (134) und "Redirect" (137) must not be responded to or processed under any circumstances.

Motivation: ICMPv4 and v6 packets can be used by an attacker to request specific information which can be helpful for planning further attacks. In addition, it may be possible to influence the availability of systems.

For this requirement the following threats are relevant:

-
Disruption of availability

-
Attacks motivated and facilitated by information disclosure or visible security weaknesses


 Req 3.37-12     IP packets with unnecessary options or extension headers must not be processed.

IP options and extension headers (e.g., source routing) are only required in exceptional cases. So, all packets with en­
abled IP options or extension headers must be filtered.
Motivation: Packets with IP options require extended processing. An attacker can exploit this in order to carry out deni­

al-of-service attacks against an affected device.
For this requirement the following threats are relevant:

-
Disruption of availability

C.3.6
Authentication and Authorization

 Req 3.37-14
There must not be a privilege escalation method which allow gaining administrator/root privileges from an user account without anew authentication with two authentication attributes.

Privilege escalation methodes include always the risk that more permissions are gained than needed. The number of exploits in such mechanisms shows the complexity and vulnerability of this solutions which therefore cannot be trus­ ted.

Motivation: If an attacker compromises an account which has permission to a privilege escalation, it may be possible that the attacker get access to wide parts of the system and stored data.

Implementation example: (Re-)Login directly into the account with the needed permissions.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Denial of executed activities

C.3.7
Authentication Parameter Password

Note:
 Original section contained only requirements inherited from the baseline security 3.01 that were deemed relevant for the MME SCAS.
C.3.8
Logging

Note: 
Original section contained only requirements inherited from the baseline security 3.01 that were deemed relevant for the MME SCAS.
C.4
Unix Requirements (3.21)

C.4.1
Introduction

These requirements may be applicable in addition to the general operating system requirements when the MME or some of it its components use Unix- or Linux-like operating systems.

C.4.2
System hardening


 Req 3.21-1      Functions not needed for the operation of a server system must be deactivated.

A server must not perform routing functions; consequently the routing function must be disabled. Additionally the an­ swering routine for broadcast ICMP packages must be disabled. Usually this is already configured correctly out-of-the­ box.

Motivation: The routing functions enable misuse scenarios, meaning that an attack can route malicious packets through the server in connected networks.

Implementation example: (Linux)

Set /proc/sys/net/ipv4/ip_forward respectively /proc/sys/net/ipv6/conf/all/forward to „0". Set /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts to 1.

For this requirement the following threats are relevant:

-
Unauthorized use of services or resources

-
Disruption of availability


 Req 3.21-3      If available, the function for "rp_filter" (reverse path filter) or the corresponding function of the utilized distribution must be enabled. Likewise, "strict destination multihoming" must be enabled.

Motivation: "rp_filter" filters out incoming packets containing a source address for which the interface over which the packets arrive has no return route. "Strict destination multihoming" (configurable in Linux in the proc file system under "arp_ignore" and "arp_announce") prevents packets being routed to any address other than that configured at the in­ coming interface. These two functions shall be taken into special account on all systems with more than one network interface.

Implementation example: Administrators configure rp_filter in Linux by using the switch /proc/sys/net/ipv4/conf/all/ rp_filter. This switchcan be set, depending on the distribution, in a system-wide configuration file. The switch for arp_announce andarp_ignore is located under /proc/sys/net/ipv4/conf/all/.

For this requirement the following threats are relevant:

-
Disruption of availability

-
Attacks can go unnoticed


 Req 3.21-4      Support for Trusted Hosts must be disabled.

Motivation: Trusted host relationships make it possible to use or provide access to various system resources without adequate authentication. Trusted hosts relationships therefore present major attack surface.

Implementation example: The shall be not .rhosts file in the filesystem.

For this requirement the following threats are relevant:

-
Unauthorized use of services or resources

-
Disruption of availability

-
Attacks can go unnoticed


 Req 3.21-5      Protection from buffer overflows must be enabled.

Some Unix systems offer protection from buffer overflows within the operating system, which is usually enabled by default on most Unix systems. The administrator shall enable this operating system function or leave it enabled.
Motivation: Buffer overflows are major attack vectors and shall be intercepted at the earliest possible point, i.e., at operating system level.
Implementation example: Solaris: Set the following lines in the /etc/system file

set noexec_user_stack=1

Linux: Set the following lines in the file /etc/sysctl.conf

kernel.exec-shield = 1 kernel.randomize_va_space = 1

For this requirement the following threats are relevant:

-
Unauthorized use of services or resources

-
Disruption of availability

-
Attacks can go unnoticed

 Req 3.21-7
Passwords that are stored on the system must be stored in such a way that unauthorized persons cannot access them.

Passwords must be stored only as hashes (bcrypt, scrypt), never in clear text. Files containing password hashes must be protected against unauthorized access.

Motivation: Passwords are in need of protection that only account owners or authorized persons may know and change. This measure is designed to ensure that unauthorized persons cannot gain knowledge of these passwords or have the chance to change them.

Implementation example: For system passwords, the file /etc/shadow shall be used in Linux. For other operating systems, the respective equivalent file shall be used, which is only readable for the root and only contains the hashes of the systempasswords.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Denial of executed activities

-
Attacks can go unnoticed


 Req 3.21-8      The path variable of all accounts must not contain the current directory ".".

System commands have to be started based on a relative or absolute path or can be found in the current PATH variable.
Motivation: Malicious / unwanted code may be executed based on the fact, that the user is e. g. in /temp directory con­

taining malicious codes.
Implementation example: Check: Enter „echo $PATH" and check the output of the command.

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

-
Attacks motivated and facilitated by information disclosure or visible security weaknesses

 Req 3.21-9
Configuration files read by processes with root permissions, executable files executed with root permissions (e.g. via cron, "init"-scripts etc.) and directories containing these files must be protected in such a way, that only root users can change these files.

Executable files in system directories must be generally only writeable for root users. Especially this is valid for system directories such as /bin, /sbin, /usr , /root, /etc, /lib, /var. For subdirectories it may be necessary to make them ac­ cessible for other users / groups.

Motivation: A file with general write permissions can be misused / changed in such a way, that a root user executes code from an attacker, which leads to a privilege escalation.

Implementation example: All relevant files must be changed with „chmod go-w" .

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

-
Denial of executed activities


 Req 3.21-11     All processes must be started with the minimal necessary permissions.

No application, except for cron, syslog and some kernel processes, are allowed to run with UID 0.

Motivation: This requirement is necessary to block (un)intended manipulations of the system. Additionally the possibility of a privilege escalation can be reduced.
For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized use of services or resources


 Req 3.21-13     The mount points for external data storage media which can be mounted by users without root permissions must be assigned the options "nodev" and "nosuid".
In Linux systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the "user" option.

Motivation: The aim is to effectively prevent an unauthorized extension of privileges for users, who can mount external data storage mediums. This option prevents users from misusing an external data storage medium with alternative "dev" files and adapted permissions or executable files, which enable an extension of privileges, set by the SUID bit.
For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

C.4.3
System Update

Note: 
Original section contained only requirements inherited from the baseline security 3.01 or OS security 3.37 that were deemed relevant for the MME SCAS.
C.4.4
Protection of Data and Information

Note:
 Original section contained only requirements inherited from the baseline security 3.01 or OS security 3.37 that were deemed relevant for the MME SCAS.
C.4.5
Availability and Integrity

Note: 
Original section contained only requirements inherited from the baseline security 3.01 or OS security 3.37 that were deemed relevant for the MME SCAS.
C.4.6
Authentication and Authorization


 Req 3.21-16     Each system account must have a unique UID.

Motivation: If accounts other than the root account bear UID 0, this often indicates that a successful attack has been carried out on a UNIX system. In order to prevent misunderstandings, maintain system clarity and take account the re­ quirement, which specifies that functional accounts instead of user-specific accounts shall be used for certain admin­ istrative tasks, it is necessary that one Unix account only may have UID 0

For this requirement the following threats are relevant:

• Denial of executed activities

C.4.7
Authentication Parameter Password

Note:
 Original section contained only requirements inherited from the baseline security 3.01 or OS security 3.37 that were deemed relevant for the MME SCAS.
C.4.8
Logging

Note:
Original section contained only requirements inherited from the baseline security 3.01 or OS security 3.37 that were deemed relevant for the MME SCAS.
C.5
Web Servers (3.03)

C.5.1
Introduction

These requirements may be applicable for the MME if it offers a Web server, e.g. for an OAM interface.

C.5.2
Requirements on web server software

Note: 
Original section contained only requirements inherited from the baseline security 3.01 that were deemed relevant for the MME SCAS.
C.5.3
Installation requirements


 Req 3.03-3      All web server processes must not run with system privileges.

If a process is started by a user with system privileges, execution must be transferred to a different user without system privileges after the start.

Motivation: If the web server process runs with administrative privileges, an attacker who obtains control over this process may control the entire system.
For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

C.5.4
Configuration requirements


 Req 3.03-4      HTTP methods that are not required must be deactivated.

Standard requests to web servers only use GET and POST. If other methods are required, they must be processed securely.
Motivation: HTTP TRACE could be misused by an attacker. This method allows for debugging and trace analysis of connections between the client and the web server. The Microsoft IIS web server uses the TRACK alias for this meth­ od. Other HTTP methods could also be used to obtain information about the server, or they could be directly misused by an attacker.

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Attacks motivated and facilitated by information disclosure or visible security weaknesses


 Req 3.03-5      Any add-ons and components that are not required must be deactivated.

All optional add-ons and components of the web server must be deactivated if they are not required. In particular,

-
CGI

-
Server Side Includes (SSI)
-
WebDAV

must be
 deactivated if they are not required.

Motivation: Each add-on, component or function can have security vulnerabilities.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

 Req 3.03-7
If CGI is used, the CGI directory must not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).

Motivation: Using CGI, the web server communicates with runtime environments which could be misused to execute malicious software.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

-
Disruption of availability

-
Attacks can go unnoticed


 Req 3.03-8      If CGI is used, the CGI directory must not be used for uploads.

Motivation: Using CGI, the web server communicates with runtime environments which could be misused to execute malicious software.

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Attacks can go unnoticed


 Req 3.03-9      If Server Side Includes (SSI) are active, the execution of system commands must be deactivated.

Motivation: The Server Side Includes (SSI) technology, which is implemented in most web server products as an additionally loadable module, can potentially be used by attackers. The "exec" function of SSI, in particular, could be used to execute system commands, which represents a risk.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

-
Disruption of availability

-
Attacks can go unnoticed


 Req 3.03-12     Access rights for web server configuration files must only be granted to the owner of the web server processs or a user with system privileges.

Motivation: Configuration files may only be written by the owner of the web server process or a user with system priv­ ileges. Otherwise it would be possible for unauthorized users to change the configuration of the web server or to ob­ tain configuration information which could be used for an attack.

Implementation example: Delete "read" and "write" access rights for "others." Only grant "write" access to the user who configures the web server.

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

-
Disruption of availability


 Req 3.03-13     Default content must be removed.

Default content (examples, help files, documentation, aliases) that is provided with the standard installation must be removed.

Motivation: By using examples, information could be obtained about the installed software (version). Examples can include security vulnerabilities.
For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Attacks motivated and facilitated by information disclosure or visible security weaknesses


 Req 3.03-15     Directory listings (indexing) must be deactivated.

Motivation: Directory listings provide information on files and directory structure which could be misused.

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Attacks motivated and facilitated by information disclosure or visible security weaknesses


 Req 3.03-16     Information about the web server in HTTP headers must be minimized.

The HTTP header must not include information on the version of the web server and the modules/add-ons used.

Motivation: Any information about the web server could allow conclusions to be drawn about security vulnerabilities.

For this requirement the following threats are relevant:

-
Attacks motivated and facilitated by information disclosure or visible security weaknesses

 Req 3.03-17
Web server information in error pages must be deleted. Default error pages must be replaced by user-defined error pages.


User-defined error pages must not include version information about the web server and the modules/addons used. Error messages must not include internal information such as internal server names, error codes, etc.

Motivation: Any information about the web server could allow conclusions to be drawn about security vulnerabilities.

Implementation example: Create own error pages without information about the web server product and version.

For this requirement the following threats are relevant:

-
Attacks motivated and facilitated by information disclosure or visible security weaknesses


 Req 3.03-18     File type / script mappings that are not required must be deleted.

File type or script mappings that are not required must be deleted, e.g., php, phtml, js, sh, csh, bin, exe, pl, vbe, vbs.

Motivation: Script mappings define how scripts and programs are executed on the server. These mappings could provide a runtime environment for files which were placed by an attacker. This file execution must be blocked.

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Unauthorized use of services or resources

-
Attacks can go unnoticed


 Req 3.03-20     The web server may only deliver files which are meant to be delivered.

Restrictive access rights must be assigned to all files which are directly or indirectly (e.g., via links or in virtual director­ ies) in the web server's document directory. In particular, the web server must not be able to access files which are not meant to be delivered.

Motivation: If additional files or directories are integrated via links or virtual directories into the document directory of the web server, in particular, it is possible that a user can access files via the web server which he should not be al­ lowed to view. This must be prevented through careful configuration.

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

C.5.5
HTTPS requirements


 Req 3.03-21     For encryption with HTTPS the TLS protocol must be used.

SSL must be considered outdated and thus may not be activated or must be deactivated, respectively.

Motivation: Particularly SSLv2 has a number of weaknesses that make it impossible to use from a security point of view. TLS is the further development of SSL. It is already established for years so there is no need for further use of SSL.

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data


 Req 3.03-22     The web server must be configured in such a way that the use of the latest version of the TLS protocol is enabled.

In particular, the web server must be configured for the use of TLS 1.2.

Motivation: The latest version of the protocol offers the best possible protection and contains fixes to known vulnerabilities in previous versions of the protocol.
For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

 Req 3.03-24
The TLS configuration must provide that the cipher suite considered most secure is being chosen with highest priority.

A cipher suite contains the definition of four algoritthms. These are used for key exchange, authentication, encryption and as a hash function. General guidelines for the prioritization are

-
For the key exchange the Diffie-Hellman method must be preferred because it offers perfect forward secrecy. Cipher suites using the Diffie-Hellman method usually may be identified by the strings DHE or ECDHE. ECDHE has higher priority than DHE.

-
For encryption the Advanced Encryption Standard (AES) or Camellia with a key length as big as possible has to be used

-
As a hash function SHA-2 has to be used. This function usually may be identified by the string SHA followed by a number (256, 384 or 512). Warning: if the string SHA is not followed by a number this identifies the SHA-1 function which is significantly less secure.

Motivation: When a TLS connection is being established a cipher suite is selected based on the cipher suites available both on client and on server side. In order to ensure a high compatibility to all kinds of client systems the web server must not only allow for the cipher suites considered most secure. To make sure that nevertheless for each client the best possible cipher suite is selected and thus the connection is best protected the configuration must contain an ac­ cording prioritization.

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

C.5.6
Logging

 Req 3.03-25
Access to the webserver must be logged. The web server log must contain the following information:

-
Access timestamp

-
Source (IP address)

-
Account (if known)

-
URL

-
Status code of web server response

Logging must be done considering the currently valid legal, wage and company regulations. This regulations state among others that logging of events can be done only earmarked. Logging of events for doing a work control of em­ ployees is not allowed.

Motivation: For the analysis of security incidents it is very important to have basic information on how the attack has been carried out. Since a webserver represents an external interface certain information about an attack is only avail­ able on the webserver, even if the attack is aimed at a downstream system. Thus logging on a web server is mandat­ ory.

For this requirement the following threats are relevant:

-
Denial of executed activities

-
Attacks can go unnoticed

C.6
Network Devices (3.42)

C.6.1
Introduction

These requirements may be applicable when the MME has one or more integrated network devices like switches or routers. They may also be applicable to an MME product as a whole in case the product is based on a monolithic software without a distinguishable operating system.
C.6.2
System hardening


 Req 3.42-1      Any services and protocols that are not secure and not used must be disabled.

Many network devices offer services which may not be used in operator networks on account of known security vulnerabilities such as non-encrypted transmission or inadequate authentication, etc. These services must be completely disabled. The services not to be used are:

-
FTP

-
TFTP

-
Telnet

-
rlogin, RCP, RSH

-
HTTP

-
SNMPv1 and v2

-
SSHv1

-
TCP/UDP Small Servers (Echo, Chargen, Discard und Daytime)

-
Finger

-
BOOTP server

-
Discovery protocols (CDP, LLDP)

-
IP Identification Service (Identd)

-
PAD

-
MOP

As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service may not be answered directly on this port but must be diverted to a port on which the encrypted HTTPS protocol is used.

Discovery protocols such as the Cisco Discovery Protocol (CDP) or the Link Layer Discovery Protocol (LLDP) must be completely disabled. These protocols may be used in well-founded, exceptional cases. However, it must be ensured that the protocols are only active on internal links. Discovery protocols must be disabled on interfaces to customers or devices.

Should additional services be available on a network devices, a check should be carried out in each case to establish whether the services are necessary for the operation of the network devices. Otherwise these services shall be dis­ abled.

Motivation: The protocols named display various security vulnerabilities. A large proportion of the protocol messages is transmitted in plain text, for example. An attacker who is able to record such communication is then able to obtain confidential data such as user names and passwords. Another vulnerability inherent in the aforementioned services is the susceptibility to denial-of-service attacks (DoS). These can be used by attackers to compromise network device availability.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized access or tapping of data

-
Unauthorized use of services or resources

-
Disruption of availability

-
Attacks motivated and facilitated by information disclosure or visible security weaknesses


 Req 3.42-3      Management traffic must be separated from signalling and commercial traffic.

Data traffic for the management of a network device must be physically or logically separated from any other traffic. Physical separation is, for example, a separate dedicated interface via which the network device is connected to a sep­ arate management network. Logical separation can be achieved via VPNs or VLANs. In this case, traffic is transmitted within the same physical network as other traffic but is logically separate. Thus direct access to the management of the network device from the production network i.e., possible access by customers, is therefore prevented.

Motivation: The management services and traffic are an attractive target for attackers. By recording management traffic, an attacker may obtain important information which can be used to prepare and carry out attacks. Direct ac­ cessibility of the management services by customers or from within the Internet increases the risk of a successful at­ tack against a network device. Since system administration with high-level access rights normally takes place via such services, an attacker might compromise the entire network device via this and, in doing so, gain unauthorized access to the network device and any networks connected to it.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Disruption of availability


 Req 3.42-4      The accessibility of management services must be restricted to legitimate systems.

Access can be restricted, for example, through filters, access lists or a local firewall. The restriction must be as strict as posible.This means to host or network adresses to achive that the managment services can only be reached from legit­ imated systems.

Motivation: Management services enable access to network devices in order to perform operational tasks. In the event of a successful attack, an attacker may gain access to confidential information or even to the entire system. By restrict­ ing the accessibility to legitimate systems, the group of potential attackers can be reduced, and thus also the likeliness of a successful attack.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Disruption of availability


 Req 3.42-5      Management services must be permanently connected to an address.

The management services (e.g., SSH, HTTPS or SNMP) that are active on a network device must be permanently con­ nected to an address of the network device. Hence the required separation of management traffic from control and user traffic is the appropriate adress from the management address range. This ensures that the relevant traffic always comes from a fixed sender address and on the other side the management servicve can be reached under the same address at any time.

Motivation: Without the implementation of this measure, it cannot be clearly foreseen with which sender address pack­ ets of the management services of the network device are sent out or on which address management services are reachable. This causes a number of disadvantages. Thus recognition of attacks in logging and monitoring and the analysis of the data arising therefrom is made much more difficult. In addition, a permanent sender address is import­ ant for implementing filters and firewall rules and for checking the authenticity of keys and certificates when using cryptographic procedures to secure management services and traffic.

For this requirement the following threats are relevant:

-
Denial of executed activities

-
Attacks can go unnoticed


 Req 3.42-6      Unused interfaces must be disabled.

Unused interfaces of a network device shall be disabled. It must be assured that interfaces remain inactive after a reboot.
Motivation: Unused interfaces are usually not taken into account in the configuration process of a network device. As a result, these interfaces are operated with the manufacturer's default configuration. This may enable an attacker who has direct physical access to such a network device to gain unauthorized access to the system or to networks connec­ ted to it.

For this requirement the following threats are relevant:

-
Unauthorized access to the system

-
Unauthorized access or tapping of data

-
Disruption of availability

C.6.3
System update

Note:
Original section contained only requirements inherited from the baseline security 3.01 that were deemed relevant for the MME SCAS.
C.6.4
Protecting data and information


 Req 3.42-7      Encrypted protocols must be used for management.

Access to management services may only take place by means of secure protocols (e.g., SSHv2, HTTPS or SNMPv3). This is necessary because when accessing management services of a network device, data requiring protection such as user names, passwords or configuration data is transmitted. In addition, the use of encrypted protocols is also ne­ cessary for the transmission of new operating system versions and for updates and patches, etc.

Motivation: When plain text protocols such as Telnet, HTTP, FTP, TFTP or SNMP (version 1 and 2) are used for the management of network devices, an attacker record and manipulate data or posibbly highjack the current session. In his next step, he can then use the information gained for attacks on the network device.

For this requirement the following threats are relevant:

-
Unauthorized access or tapping of data

-
Unauthorized modification of data

-
Attacks motivated and facilitated by information disclosure or visible security weaknesses

C.6.5
Protecting availability and integrity


 Req 3.42-15     Manipulated packets, that are sent to an address of the network device, must not lead to an impairment of availability.
A network device shall be not effected in its availability or robustness by packets that are manipulated or differing the norm. This means that appropriate packets must be detected as invalid and be discarded. The process shall not be affect the performance of the network device. This robustness must be just as effective for a great mass of invalid pack­ ets as for individual or a small number of packets.

Examples of such packets are:

-
Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN flooding attack)

-
Packets with the same IP sender address and IP recipient address (Land attack)

-
Mass-produced ICMP packets with the broadcast address of a network as target address (Smurf attack)

-
Fragmented IP packets with overlapping offset fields (Teardrop attack)

-
ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 packets (Ping-of-death attack)

Sometimes the relevant behaviour of the network device must be configured. In other cases, the behaviour of the net­
work device may only be verified by the relevant tests.
Motivation: An attacker can use tampered packets to perform so-called denial-of-service attacks, in order to impair the availability of the network device as a whole or in part. Sometimes it only requires individual packets, or a few of them, to make a vulnerable network device crash.

For this requirement the following threats are relevant:

-
Disruption of availability

C.6.6
Authentication and authorization

Note: 
Original section contained only requirements inherited from the baseline security 3.01 that were deemed relevant for the MME SCAS.
C.6.7
Protecting sessions

Note: 
Original section contained only requirements inherited from the baseline security 3.01 that were deemed relevant for the MME SCAS.
C.6.8
Authentication parameter password

Note: 
Original section contained only requirements inherited from the baseline security 3.01 that were deemed relevant for the MME SCAS.
C.6.9
Logging

 Req 3.42-17
Security-relevant events must be logged with a precise time stamp and a unique system reference. Network devices must log the occurrence of security-relevant events. So that these events can be evaluated and classified, they must be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the event occurred.

When logging, the applicable statutory, collective agreement and operating provisions must be taken into account; these include the statement that the logging of events may only take place for the intended purpose. Logging events in order to exploit these for the control of employees' work is not permitted.

The following security-relevant events must be logged by a network device:

	Event
	Event data to be logged

	Failed login attempts
	• Account,

• No. of failed attempts,

• Source (IP address) of remote access

	Changes to configuration
	• Change made,

• User

	Reboot/shutdown/crash
	• Action performed (reboot, shutdown, etc.),

• User (for intentional actions)

	Change to the status of interfaces (e.g., shutdown)
	• Interface name and type,

• Status (shutdown, missing link, etc.)

	Critical rise in system values of memory or CPU load over a longer period
	• Value exceeded,
• Value reached
(Here suitable threshold values must be defined depending on the individual system.)


Suitable thresholds must be defined depending on the system type and hardware used. Logging of additional secur­ ity-relevant events may be appropriate. This is to be verified in individual cases and implemented accordingly where required.

Motivation: Logging security-relevant events is a basic requirement for detecting ongoing attacks as well as attacks that have already occurred. This is the only way in which suitable measures can be taken to maintain or restore system security. Furthermore, the logging data is used as evidence so that legal action can be taken against attackers.

For this requirement the following threats are relevant:

•
Denial of executed activities

•
Attacks can go unnoticed

Annex D:
Requirements Test Cases
D
.3.3.3.1.1
Signalling overload detection mechanismsTest Name: TC_RES_EXH_ATTACK_1
Requirements: 

 Requirements Reference- Resource exhaustion attacks prevention

Purpose:

Verify that the system provides functionalities to detect signalling overload 
Procedure and execution steps:

Pre-Conditions:

1)
The manufacturer shall have supplied information regarding the supported mechanism to detect a signalling overload 
2)
The manufacturer shall supply the information about the throughput (traffic volume and messages per second) that the MME is able to handle before becoming congested

3)
The MME shall be powered on.

4)
A network traffic generator able to send an amount of signalling messages exceeding the throughput from bullet 2.

a)
Network interactions following the standard specifications 
b)
Non standard network interactions (e.g. a huge amount of Attach Requests and PDN Connectivity Requests from the same IMSI without waiting for a response), simulating a misbehaving UE or roaming partner 

Execution Steps

1)
Configure the network traffic generator to generate and send to the MME a huge amount of standard signaling messages. This amount shall be greater than the overload detection threshold value declared by the vendor.

2)
Verify that the MME is able to detect the overload.

3)
Restart the MME4)

5)
Configure the network traffic generator to generate and send to the MME a huge amount of non standard network interactions. . This amount shall be greater than the value declared by the vendor.6)

6)
Verify that the MME is able to detect the overload traffic. .
Expected Results:

The evidence declared by the vendor that demonstrates that the MME is detecting the overload (e.g. an alert, an graph. .

Expected format of evidence:
NA
D.3.3.3.1.2
Signaling overload prevention mechanismsTest Name: TC_RES_EXH_ATTACK_2
Requirements: 

 Requirements Reference- Resource exhaustion attacks prevention

Purpose:

Verify that the system provides mechanism to prevent signalling overload.
Procedure and execution steps:

Pre-Conditions:

1)
The manufacturer shall have supplied information regarding the supported mechanism to handlesignaling overload

2)
The manufacture shall supply the information about the overload threshold value (traffic volume and messages per second) that the MME is able to handle and the measures adopted to avoid (e.g. keep existing sessions, reject new sessions).

3)
A network traffic generator able to send an amount of signalling messages exceeding the throughput from bullet 2 

a)
Network interactions following the standard specifications 
b)
Non standard network interactions (e.g. a huge amount of Attach Requests and PDN Connectivity Requests from the same IMSI without waiting for a response), simulating a misbehaving UE or roaming partner 

Execution Steps

1)
Configure the network traffic generator to generate and send to the MME a huge amount of standard signaling messages. This amount shall be greater than the overload threshold value declared by the vendor.
2)
Verify that the MME is able to handle the overload in the way predicted by the vendor
3)
Restart the MME
4)
Configure the network traffic generator to generate and send to the MME a huge amount of non standard network interactions.. This amount shall be greater than the overload threshold declared by the vendor.

5)
Verify that the MME is able to handle the overload in the way predicted by the vendor.
D.3.3.2.3.1
Traffic protection mechanisms on OAM interface
Test Name: TC_PROTECT_DATA_INFO_TRANSFER_1
Requirements: 

 Requirements Reference - Protecting data and information in transfer

Purpose:

Verify the mechanisms implemented to protect data and information in transfer to and from the MME OAM interface. In particular for testing a connection protected with the security protocol implemented by the vendor (e.g. SSHv2 or HTTPS is used and the test shall verify that the traffic is correctly encrypted and cannot be tampered with.

Procedure and execution steps:

Pre-Conditions:

The MME shall be configured for secure OAM communications according to vendor documentation.

Client implementing the security protocol (e.g. SSH client supporting SSHv2) as OAM peer shall be available.

Execution Steps 

a)
Turn on a network analyzer (e.g. tcpdump, wireshark) on MME OAM interface 

b)
Configure the client to use cryptographic algorithms considered strong by the industry for message authentication, and verbose logging.
c)
Start a protected communication between MME and OAM network

d)
Analyze the client logs and the traffic in transit and verify that the generated traffic is properly protected , and that insecure options are not accepted by the MME (e.g. SSHv1).

Expected Results:

The traffic is properly protected , and insecure options are not accepted by the MME.
Expected format of evidence:
Save the logs and the communication flow in a .pcap file.
D.3.3.3.2
Boot from Intended memory
Test Name: TC_BOOT_INT_MEM_1
Requirements: 

 Requirements Reference- Boot from intended memory devices only 
Purpose:

Verify that the system can boot exclusively from the intented memory (e.g. not from external memory like USB key).
Procedure and execution steps:

Pre-Conditions:

1)
The manufacture shall supply information regarding the BIOS access mechanism supported by the MME

2)
The manufacture shall supply information about the memory devicies from which the MME can boot.
Execution Steps

1)
The tester shall access the MME BIOS.

2)
The tester shall verify that the MME BOOT is configured only with the memory devicies declared by the vendor.
3)
The tester shall verify that there is no possibility to change the BOOT order of the MME without proper authentication.
Expected Results:

The MME cannot boot from a memory not configured in its BIOS, and BIOS acces is only possible with authentication.

Expected format of evidence: NA
D.3.3.3.5
Software package integrityTest Name: TC_SW_PKG_INTEGRITY_1

Requirements: 

 Requirements Reference- MME software package integrity

Purpose:

Verify that:

1)
MME validates the software package integrity during the installation/upgrade stage.

2)
The software package integrity validation is performed via cryptographic mechanisms, e.g. digital signature. In particular verify that the system supplies utilities (e.g. gpg, openssl, sha256) to check the integrity of the files

Editor's Note: This test case fulfils bullet 1 of the requirement, partially bullet 2 and bullet 3 for software integrity validation. Bullet 4 is not covered.

Procedure and execution steps:

Pre-Conditions:

-
The manufacturer shall supply information regarding package integrity checks, and where the key(s) to verify package integrity is stored on the MME.
-
The tester has privileges to install/upgrade a software package on the MME . 

-
One legal software package named A and one illegal/tampered version of A (named B) shall be available.

-
The MME shall support utilities to verify the file integrity (e.g gpg, openssl, sha256).

Execution Steps

1)
The tester logs into MME.

2)
The tester checks permissions required to access the package integrity key(s) via tools (e.g. for managing a certificate store) and file system.

3)
The tester uses software package B to perform installation/upgrade.

4)
The tester uses software package A to perform installation/upgrade.

Expected Results:

-
Package integrity key(s) can not be tampered with. In case they can be tampered with, system administrator permissions are required. 

-
The installation/upgrade operation fails when using software package B.

-
The installation/upgrade operation is successful when using software package A.
Expected format of evidence:
Snapshots containg the result of the installation of package A and B.
D.3.3.2.2.1 
Strong approved cryptographic algorithms

Test Name: TC_STR_CRYPTO_ALGO_1
Requirements: 

 Requirements Reference- Protecting data and information in storage

Purpose:

Verify that MME protects the storage of permanently stored sensitive data via cryptographic algorithms and that these ones have been correctly selected and implemented

NOTE: 
the MME contains non-permanent sensitive data stored in its volatile memory, e.g. mobility management data, user identities or temporary keys. This data is typically protected through restricting access to it; it is not required to protect it by cryptographic means. 
Procedure and execution steps:

Pre-Conditions:

-
The vendor shall detail how sensitive information are stored.

-
The vendor shall detail the list of cryptographic algorithm supported by the MME

-
The vendor shall detail how random number are generated (e.g. the used number generator)

-
The vendor shall detail the cryptographic utilities supported by the MME to verify, for example, the file integrity (e.g. openssl, sha256 command line utilities).

Execution Steps

Check, from documentation supplied by the vendor, that:

-
Only NIST approved algorithms are used (such as AES, RSA public key cryptography and SHA-256 or better for hashing) instead of proprietary encryption algorithms. 

-
Non-standard cryptographic implementations/libraries have not been used 

-
Weak algorithms, such as MD5, DES, SHA1 are not used. In particular:

-
MD5 shall not be used in any crypto algorithm (i.e. digital signature, HMAC)

-
SHA-1 shall not be used for digital signature. As "NIST Special Publication 800-57 Recommendation for Key Management – Part 1: General (Revision 3)" states, SHA-1 has been demonstrated to provide less than 80 bits of security for digital signatures and the use of SHA-1 is not recommended for the generation of digital signatures in new systems.

-
DES shall not be used for encryption.

-
NIST approved modes are used. For example CBC, CTR are modes of operation to provide confidentiality for AES, Triple DES, and CAST5.

-
Algorithms have been choosen in appropriate way (e.g. encryption is not used instead of hashing) 
-
All random numbers are generated in a cryptographically strong fashion, especially those used for cryptographic parameters (keys, IV's, MAC tags), random file names, random GUIDs, and random strings. For instance:
-
Verify that poor random number generators are not used such as c: rand(), Java: java.util.Random().

-
Verify that a seed is used with the random number generator 

-
Verify that the seed contains enough entropy.   

-
Verify that hashing of authentication data is implemented using a PBKDF (Password-based Key Derivation Function) like scrypt or bcrypt or when this is not possible hashes with salt.
Expected Results:

Only robust and published algorithms are used and they are implemented correctly.

Expected format of evidence:
NA 
D.3.3.2.2.2
Encryption key storage
Test Name: TC_KEY_STORAGE_ENCR_1
Requirements: 

 Requirements Reference- Protecting data and information in storage

Purpose:

Verify that the encryption keys permanently stored in the MME (e.g. key used for IPSEC tunnels, Package integrity key) are adequately protected and can be replaced in case a key is compromised
Procedure and execution steps:

Pre-Conditions:

-
The vendor shall detail how cryptographic keys are stored in the MME (e.g. which crypto algorithm is used, if the key storage is password-protected) 

-
The vendor shall detail the concrete procedures to handle a key compromise

-
The vendor shall detail if a key lifecycle is implemented and in this case shall detail how manage keys through the lifecycle

-
The vendor shall detail the rules used to configure the passwords protecting the keys.

-
The MME shall be turned on

-
The tester shall have the privileges to manage the MME key storage.

Execution Steps:
-
Verify that the cryptographic keys are protected as much as is possible with file system permissions. They should be read only and only the application or users directly accessing them should have these rights. The tester should access to the MME with an user not privileged user and shall access to a key file unsuccefully. In case they can be tampered with, system administrator permissions are required. 

-
Verify that, if a password is used to protect keys, the password strength is sufficient for the strength of the keys it is protecting. In particular, the tester shall define a password not matching the rules declared by the vendor.

-
The tester shall try to renew a key and then try to reuse the old key. 

Editor's Note:More tests can be added

Expected Results:

Encryption keys are securely stored and can be replaced.

Expected format of evidence:
NA

D.3.3.2.3.1
Traffic protection mechanisms on OAM interface

Test Name: TC_PROTECT_DATA_INFO_TRANSFER_1
Requirements: 

 Requirements Reference - Protecting data and information in transfer (cf. B.3.3.2.3 for the general case), (cf. B.3.6.1 for HTTPS)
Purpose:

Verify the mechanisms implemented to protect data and information in transfer to and from the MME OAM interface. In particular for testing a connection protected with the security protocol implemented by the vendor (e.g. SSHv2 or HTTPS) is used and the test shall verify that the traffic is correctly encrypted and cannot be tampered with.

Procedure and execution steps:
Pre-Conditions:

The MME shall be configured for secure OAM communications according to vendor documentation.

Client implementing the security protocol (e.g. SSH client supporting SSHv2 or HTTPS client) as OAM peer shall be available.

Execution Steps 

1)
Turn on a network analyzer (e.g. tcpdump, wireshark) on MME OAM interface 

2)
Configure the client to use cryptographic algorithms considered strong by the industry for message authentication, and verbose logging. For HTTPS, the cryptographic algorithms that are considered strong follow from the requirement on HTTPS (cf. B.3.6.1).
3)
Start a protected communication between MME and OAM network
4)
Analyze the client logs and the traffic in transit and verify that the generated traffic is properly protected, and that insecure options are not accepted by the MME (e.g. SSHv1 or SSL). For HTTPS, proper protection of the traffic is defined by the requirements on HTTPS (cf. B.3.6.1). The tester shall take these requirements one by one and check that they are satisfied. 
Expected Results:

The traffic is properly protected , and insecure options are not accepted by the MME.
Expected format of evidence:
Save the logs and the communication flow in a .pcap file.
D.3.7.2
Packet Filtering

Test Name: TC_PACKET_FILTERING

Requirements: Requirements Reference- B.3.7.2.1
Packet filtering

Purpose:

Verify that the system provides functionality for incoming packet filtering 

Procedure and execution steps:

Pre-Conditions:

•
The MME is powered on and have packet filtering enabled.

•
The MME shall have 2 different logical or physical Ethernet ports and each port is connected to a host

Execution Steps

1.
The tester configures MME to only allow ICMP traffic from host 1.

2.
The tester initiates ping traffic from host 1

3.
The tester initiates ping traffic from host 2

Expected Results:

The host 1 will get ping answer back, but not host 2.

Expected format of evidence:

NA
D.3.2
Test cases for SFRs deriving from 3GPP specifications

D.3.2.1
Introduction

The approach taken towards SFRs deriving from 3GPP specifications and the corresponding test cases is described in Annex B.3.2. The selected SFRs and the test cases for them can be found in the present clause.

The test cases are structured according to the main security procedures specified in TS 33.401 "EPS security architecture". 
D.3.2.2 
Authentication and key agreement procedure

D.3.2.2.1 
Access with 2G SIM forbidden

Test Name: 

2G SIM access forbidden
Requirements:
"Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted." as specified in TS 33.401, clause 6.1.1.

Purpose:

Verify that access to EPS with a 2G SIM is not possible. 

Pre-Conditions:
Test environment with HSS. HSS may be simulated. 
Execution Steps

Include 2G authentication vector in authentication data response from HSS.

Expected Results:

MME rejects UE authentication when receiving 2G authentication vector from HSS.
NOTE: 
When both MME and HSS function correctly 2G authentication vector are never included in authentication data response from HSS to MME. 
D.3.2.2.2 
Re-synchronization

Test Name: 

Inclusion of RAND, AUTS
Requirements:
"In the case of a synchronisation failure, the MME shall also include RAND and AUTS." as specified in TS 33.401, clause 6.1.2.

Purpose:

Verify that Re-synchronization procedure works correctly. 

Pre-Conditions:
Test environment with UE and HSS. UE and HSS may be simulated. 
Execution Steps

The MME receives an AUTHENTICATION FAILURE message, with the EMM cause #21 "synch failure" and a re-synchronization token AUTS.

Expected Results:

The MME includes the stored RAND and the received AUTS in the authentication data request to the HSS.

NOTE: 
when RAND and AUTS are not included the HSS will simply send a fresh authentication vector, and, when a stale challenge was sent, the authentication procedure will be successful just the same. But a re-synchronisation of sequence numbers in the HSS with those in the USIM will never happen. (This can be considered a security-relevant failure case as, without a properly working re-synchronisation procedure, a subscriber may be shut out from the system permanently.)
D.3.2.2.3
Integrity check of Attach message

Test Name: 

Integrity check of Attach message

Requirements:
"If the user cannot be identified or the integrity check fails, then the MMEo shall send a response indicating that the user identity cannot be retrieved." as specified in TS 33.401, clause 6.1.4.

Purpose:

Verify that secure user identification by means of integrity check of Attach request works correctly. 

Pre-Conditions:
Test environment with new and old MME. New MME may be simulated. 
Execution Steps

The old MME receives an Identification Request message from the new MME with incorrect integrity protection.

Expected Results:

The old MME sends a response indicating that the user identity cannot be retrieved.

D.3.2.2.4
Not forwarding EPS authentication data to SGSN

Test Name: 

Not forwarding EPS authentication data to SGSN

Requirements:
"EPS authentication data shall not be forwarded from an MME towards an SGSN." as specified in TS 33.401, clause 6.1.4.

Purpose:

Verify that EPS authentication data remains in the EPC. 

Pre-Conditions:
Test environment with MME and SGSN. SGSN may be simulated. 
Execution Steps

The MME receives an Identification Request message from the SGSN.

Expected Results:

The response to the SGSN does not include EPS authentication data.

D.3.2.2.5
Not forwarding unused EPS authentication data between different security domains

Test Name: 

Not forwarding unused EPS authentication between different security domains
Requirements:
"Unused EPS authentication vectors, or non-current EPS security contexts, shall not be distributed between MMEs belonging to different serving domains (PLMNs)." as specified in TS 33.401, clause 6.1.5.

Purpose:

Verify that unused EPS authentication data remains in the same serving domain. 

Pre-Conditions:
Test environment with old and new MME in different serving domains. New MME may be simulated. 
Execution Steps

The old MME receives an Identification Request message from the new MME.

Expected Results:

The response to the new MME does not include unused EPS authentication data.

D.3.2.3
Security mode command procedure 

D.3.2.3.1
Bidding down prevention

Test Name: 

Bidding down prevention

Requirements:
"The SECURITY MODE COMMAND shall include the replayed security capabilities of the UE." as specified in TS 33.401, clause 7.2.

Purpose:

Verify that bidding down by eliminating certain UE capabilities on the interface from UE to MME is not possible. 

Pre-Conditions:
Test environment with UE. UE may be simulated. 
Execution Steps

Attach request message includes security capabilities of the UE.

Expected Results:

MME includes the same security capabilities of the UE in the SECURITY MODE COMMAND message.
D.3.2.3.2
NAS integrity algorithm selection and use

Test Name: 

NAS integrity algorithm selection
Requirements:
"The MME shall protect the SECURITY MODE COMMAND message with the integrity algorithm, which has the highest priority according to the ordered lists." as specified in TS 33.401, 7.2.4.3.1."


NOTE: 
The text in TS 33.401, 7.2.4.3.1 is somewhat incomplete. It should properly read: "…which has the highest priority according to the ordered lists and is contained in the UE EPS security capabilities."
Purpose:

Verify that NAS integrity protection algorithm is selected and applied correctly. 

Pre-Conditions:
Test environment with UE. UE may be simulated. 
Execution Steps

The MME sends the SECURITY MODE COMMAND message. The UE replies with the SECURITY MODE COMPLETE message.
Expected Results:

The MME selects the integrity algorithm which has the highest priority according to the ordered lists and is contained in the UE EPS security capabilities.The MME checks the message authentication code on the SECURITY MODE COMPLETE message.
D.3.2.3.3
NAS NULL integrity protection

Test Name: NAS NULL integrity protection

Requirements:
"EIA0 shall only be used for unauthenticated emergency calls." as specified in TS 33.401, 5.1.4.1."


Purpose:

Verify that NAS NULL integrity protection algorithm is used correctly. 

Pre-Conditions:
Test environment with UE. UE may be simulated. 
Execution Steps

The MME sends the SECURITY MODE COMMAND message after successful UE authentication.

Expected Results:

The selected integrity algorithm is different from EIA0.
D.3.2.3.4
NAS confidentiality protection

Test Name: 

NAS confidentiality protection

Requirements:
"The UE…sends the NAS security mode complete message to MME ciphered and integrity protected." as specified in TS 33.401, 7.2.4.3.1."
Purpose:

Verify that NAS confidentiality protection algorithm is applied correctly. 

Pre-Conditions:
Test environment with UE. UE may be simulated. 
Execution Steps

The MME receives the SECURITY MODE COMPLETE message without confidentiality protection.

Expected Results:

If a confidentiality algorithm different from EEA0 was selected the MME rejects the message.
D.3.2.4
Security in intra-RAT mobility

D.3.2.4.1
Bidding down prevention in X2-handovers

Test Name: 

Bidding down prevention in X2-handovers

Requirements:
"The MME shall verify that the UE EPS security capabilities received from the eNB are the same as the UE EPS security capabilities that the MME has stored." as specified in TS 33.401, 7.2.4.2.2."
Purpose:

Verify that bidding down is prevented in X2-handovers. 

Pre-Conditions:
Test environment with (target) eNB. eNB may be simulated. 
Execution Steps

The MME receives the path-switch message with the UE EPS security capabilities.

Expected Results:

The MME verifies that the received UE EPS security capabilities are identical to the ones stored in the MME. 
D.3.2.4.2
NAS integrity protection algorithm selection in MME change

Test Name: 

NAS integrity protection algorithm selection in MME change

Requirements:
"In case there is change of MMEs and algorithms to be used for NAS, the target MME shall initiate a NAS security mode command procedure and include the chosen algorithms and the UE security capabilities (to detect modification of the UE security capabilities by an attacker) in the message to the UE (see clause 7.2.4.4). The MME shall select the NAS algorithms which have the highest priority according to the ordered lists (see 7.2.4.3.1)." as specified in TS 33.401, 7.2.4.3.2."
Purpose:

Verify that NAS integrity protection algorithm is selected correctly. 

Pre-Conditions:
Test environment with source and target MME. Source MME may be simulated. 
Execution Steps

The target MME receives the UE EPS security capabilities and the NAS algorithms used by the source MME from the source MME over the S10 interface. The target MME selects the NAS algorithms which have the highest priority according to the ordered lists. The lists are assumed such that the algorithms selected by the target MME are different from the ones received from the source MME.
Expected Results:

The target MME initiates a NAS security mode command procedure and include the chosen algorithms and the UE security capabilities. 
D.3.2.5
Security in inter-RAT mobility

D.3.2.5.1
No access with 2G SIM via idle mode mobility

Test Name: Idle mode mobility into E-UTRAN forbidden for GSM subscribers

Requirements:
 "In case the MM context in the Context Response/SGSN Context Response indicates GSM security mode, the MME shall abort the procedure." as specified in TS 33.401, clause 9.1.2.

Purpose:

Verify that 2G subscribers cannot obtain service in EPS via idle mode mobility. 

Pre-Conditions:
Test environment with source SGSN and target MME. Source SGSN may be simulated. 
Execution Steps

The target MME receives the MM context in the Context Response/SGSN Context Response indicating GSM security mode.

Expected Results:

The MME aborts the procedure. 
D.3.2.5.2
No access with 2G SIM via handover

Test Name: Handover into E-UTRAN forbidden for GSM subscribers

Requirements:
"In case the MM context in the Forward relocation request message indicates GSM security mode (i.e., it contains a Kc), the MME shall abort the non-emergency call procedure." as specified in TS 33.401, clause 9.2.2.

Purpose:

Verify that GSM subscribers cannot obtain service in EPS via handovers. 

Pre-Conditions:
Test environment with source SGSN and target MME. Source SGSN may be simulated. 
Execution Steps

The target MME receives the MM context in the Context Response/SGSN Context Response indicating GSM security mode.

Expected Results:

The MME aborts the procedure. 
D.3.2.5.3
No access with 2G SIM via SRVCC

Test Name: SRVCC into E-UTRAN forbidden for GSM subscribers

Requirements:
 "If the MME receives a GPRS Kc' from the source MSC server enhanced for SRVCC in the CS to PS HO request, the MME shall reject the request." as specified in TS 33.401, clause 14.3.1.

Purpose:

Verify that GSM subscribers cannot obtain service in EPS via SRVCC into E-UTRAN. 

Pre-Conditions:
Test environment with source MSC server and target MME. Source MSC server may be simulated. 
Execution Steps

The target MME receives the GPRS Kc' and the CKSN'PS in the CS to PS handover request.

Expected Results:

The MME rejects the request. 
D.3.2.6 
Security Aspects of IMS Emergency Session Handling

NOTE: 
The use of NULL integrity is addressed in section D.3.2.3.3.

D.3.2.6.1 
Release of non-emergency bearers

Test Name: Release of non-emergency bearers when authentication fails
Requirements:
 "The MME or UE shall always release any established non-emergency bearers, when the authentication fails in the UE or in the MME." as specified in TS 33.401, clause 15.1.

Purpose:

Ensure that the MME enforces that only emergency bearers can be used without successful authentication. 

Pre-Conditions:
Test environment with MME and UE. UE may be simulated. The serving network policy allows unauthenticated IMS Emergency Sessions. 
Execution Steps

Non-emergency bearers have been established between the UE and the network. Then the UE sends a request for EPS emergency bearer services, then the MME initiates an authentication, which fails. The UE does not release any established non-emergency bearers.
Expected Results:

The MME releases any established non-emergency bearers while the set up of the emergency bearer is allowed to continue. 
D.5
BVT test cases

D.5.2
Port scanning

Test Name: TC_BVT_PORT_SCANNING
Requirements: Requirements Reference- B.5.2
Port Scanning
Purpose:

To ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system

Procedure and execution steps:

Pre-Conditions:

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

1.
all interfaces providing IP-based protocols,;

2.
the available transport layer protocols on these interfaces;

3.
their open ports and associated services per transport layer protocol;

4.
and a free-form description of their purposes.

Editor's Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.

Editor's Note: how to establish a list of insecure services is ffs.

The used port scanning tool shall be capable to detect open ports on the relevant transport layer protocols.

NOTE: 
It might not be possible for certain transport layer protocols (like UDP) to unambiguously detect whether a port is open or not by means of external port scanning. Also in some circumstances it might not be efficient to do external port scanning, e.g. if there are security measures to limit the rate a system can be probed. In those cases the accredited evaluator's test laboratory shall determine another means suitable to verify which ports are open.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Verification of the compliance to the prerequisites

a.
Verification that the list of available network services is available in the documentation of the Network Product 

b.
Validation that all entries in the list of services are meaningful and reasonably necessary for the operation of the MME Network Product class

2.
Identification of the open ports by means of capable port scanning tools or other suitable testing means

3.
Verification that the list of identified open ports matches the list of available network services in the documentation of the Network Product. 

Expected Results:

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output containing all the technically relevant information about test results is evidence and shall be part of the testing documentation.

All discrepancies between the list of identified open ports and the list of available network services in the documentation shall be highlighted in the testing documentation.

Expected format of evidence:

NA
D.5.3
Vulnerability Scanning

Test Name: TC_BVT_VULNERABILITY_SCANNING

Requirements: Requirements Reference- B.5.3
Vulnerability Scanning

Purpose:

The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.

Procedure and execution steps:

Pre-Conditions:

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

•
all interfaces providing IP-based protocols,;

•
the available transport layer protocols on these interfaces;

•
their open ports and associated services;

•
and a free-form description of their purposes.

NOTE: This list is to be validated as part of the BVT port scanning activity.

Editor's Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.

Editor's Note: how to establish a list of insecure services is ffs.

The used vulnerability scanning tool shall be capable to detect known vulnerabilities on common services. The used vulnerability information shall be reasonably recent at the time of testing.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps

1.
Execution of the suitable vulnerability scanning tool against all interfaces providing IP-based protocols of the Network Product

2.
Evaluation of the results based on their severity.

Editor's Note: It is ffs whether this severity rating is to be established by 3GPP or rather as part of the accreditation process of the evaluator's test lab. An example could be CVSS.

Expected Results:

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.

The discovered vulnerabilities (including source, example CVE ID), together with a rating of their severity, shall be highlighted in the testing documentation.

NOTE: This testing documentation is input to the vulnerability mitigation process (that may include patching). This is part of the product lifecycle management process developed by GSMA SECAG.

Expected format of evidence:

NA
D.5.4
Robustness and fuzzing testing

Test Name: TC_BVT_ROBUSTNESS AND FUZZ TESTING

Requirements: Requirements Reference- B.5.4
Robustness and fuzz testing

Purpose:

It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input.

Procedure and execution steps:

Pre-Conditions:

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

•
all interfaces providing IP-based protocols,;

•
the available transport layer protocols on these interfaces;

•
their open ports and associated services;

•
and a free-form description of their purposes.

NOTE: 
This list is to be validated as part of the BVT port scanning activity.

Editor's Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.

Editor's Note: how to establish a list of insecure services is ffs.

The used robustness and fuzzing tools shall utilize state-of-the-art technology to identify input which causes the Network Product to behave in an unspecified, undocumented, or unexpected manner.

Fuzz testing tools are a highly sophisticated technology and adaptation to the individual protocols in question is needed to be effective. Therefore, there is a lack of available effective fuzz testing tools available especially for protocols proprietary to the Telco industry. Taking into account note 4 of TR 33.916's clause 7.2.4, test labs shall acquire fuzz testing tools for those protocols where commercially feasible.

It needs to be taken into account fuzz testing tools might show drastic differences in terms of effectiveness. The accredited test lab is expected to have sufficient expertise to recognize the level of effectivity of the available tools.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps

1.
Execution of available effective fuzzing tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time reasonable long enough to be effective.

2.
Evaluation of the results

Expected Results:

A list of all of the protocol of the network product reachable externally on an IP-based interface, together with an indication whether an effective available fuzz testing tool has been used against them shall be part of the testing documentation. If no tool could be acquired for a protocol, a free form statement should explain why not.

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.

Any input causing unspecified, undocumented, or unexpected behaviour, and a description of this behaviour shall be highlighted in the testing documentation.

NOTE: 
Clause 4.4.6 lists the interfaces that are in scope of the MME SCAS. 

This list includes 3GPP-defined interfaces. While the security requirements addressing the 3GPP functionality that is part of these interfaces are handled in annex B, the requirements related to BVT, e.g. requirements related to fuzz testing of protocols in the protocol stack defining the interface, are handled in the present clause. 

Expected format of evidence:

NA

D.3.5.1
Unique system account identification
Test Name: Unique system account identification
Requirements: Requirements Reference - System account identification (cf. B.3.5.1)
Purpose: Verify that UNIX UIDs are assigned uniquely.
Pre-Conditions: UNIX is used on the MME. 
Execution Steps

1)
Create several UNIX accounts.

2)
Check UIDs of created accounts and of existing system accounts and, in particular, the root account.
Expected Results: The UIDs are all different and, in particular, only the root account has UID = 0.
D.4.3
Operating Systems
D.4.3.2.1
IP Forwarding Disabling
Test Name: TC_IP_FWD_DISABLING
Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.
Purpose:
Verify that the IP Packet Forwarding is disabled by default on the MME. In particular this test case verifies that a packet received by a MME network interface but directed to a host on a different network is not routed by the MME
Procedure and execution steps:

Pre-Conditions:
-
The MME is powered on.
-
The MME shall have at least 2 different physical or logical Ethernet interface IF1 and IF2.
-
Host 1 is connected to IF1 on subnet A and Host 2 is connected to IF2 on subnet B.

-
Network traffic analyser on the MME (e.g. TCPDUMP)

Execution Steps
1)
If the feature is available in a configuration file, the tester shall verify that it is disabled by default accessing to this file.

2)
The tester runs the network traffic analyser on the MME

3)
The tester sends a packet from Host 1 on subnet A to Host 2 on subnet B configuring the MME as default gateway.
4)
The tester verifies that the packet is correctly received by the MME (because logged by the network traffic analyser) but it is not routed to Host 2
Expected Results:
The packet is not routed by the MME and Host 2 cannot receive it.
Expected format of evidence:
Pcap trace of the received packet

D.4.3.2.2
Proxy ARP Disabling
Test Name: TC_PROXY_ARP_DISABLING

Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.

Purpose:

Verify that the Proxy ARP feature is disabled by default on the MME. In particular this test case verifies that the MME does not answer to ARP requests intended for another host. 
Procedure and execution steps:

Pre-Conditions:

-
The MME is powered on.
-
The MME shall have at least 2 different physical or logical Ethernet interface IF1 and IF2.

-
A Host 1 is connected to IF1 on subnet A (for example 172.16.10.0/16) 

-
A Host 2 is connected to IF2 on subnet B (for example 172.16.20.0/24).

-
Network traffic analyser on the MME (e.g. TCPDUMP)

Execution Steps

1)
If the feature is available in a configuration file, the tester shall verify that it is disabled by default accessing to this file.

2)
The tester runs the network traffic analyser on the MME

3)
The tester on Host 1 broadcasts an ARP request on Subnet A to discover the MAC of Host 2 on subnet B. Since the ARP request is a broadcast, it reaches all the nodes in the Subnet A, which include the IF1 interface of the MME, but it does not reach Host 2.
4)
The tester verifies that the MME correctly receives this packet but that it does not send n ARP reply to Host 1 with its own MAC address.
Expected Results:

No Arp Reply shall be received by Host 1.

Expected format of evidence:

Pcap trace, snapshot of ARP Cache of Host 1

D.4.3.2.3
Directed broadcast Disabling

Test Name: TC_DIRECTED_BROAD_DISABLING
Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.
Purpose:
Verify that the Directed broadcast is disabled by default on the MME. In particular this test case verifies that
 a packet received by a MME whose destination address is a valid broadcast address is dropped.

Procedure and execution steps:

Pre-Conditions:
-
The MME is powered on.
-
The MME shall have at least 2 different physical or logical Ethernet interface IF1 and IF2.

-
Host 1 is connected to IF1 on Subnet A and Host 2 is connected to IF2 on Subnet B.

-
Network traffic analyser on the MME (e.g. TCPDUMP)

Execution Steps
1)
If the feature is available in a configuration file, the tester shall verify that it is disabled by default accesing to this file.

2)
The tester activate the network traffic analyser on the MME

3)
The tester sends from Host 1an IP packet whose IP destination address is a valid broadcast address belonging to the subnet B.

4)
The tester verifies that the Host 2 on Subnet B doesn't receive the packet because it will be dropped by the MME, rather than being broadcasted.
Expected Results:
The packet is not broadcasted by the MME and Host 2 cannot receive it.
Expected format of evidence:
Pcap trace showing that packet from host 1only incomes to the MME.
D.4.3.2.4
IP Multicast handling.
Test Name:TC_ IP_MULTICAST_HANDLING
Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.

Purpose:

Verify that IP Multicast is disabled by default on the MME. In particular this test case verifies that packets with IP source or destination address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) are not handled by the MME.
Procedure and execution steps:

Pre-Conditions:

-
The MME is powered on.
Execution Steps

1)
If the feature is available in a configuration file, the tester shall verify that it is disabled by default accesing to this file.

2)
The tester activates the network traffic analyser on the MME

3)
The tester verifies that any MME interface is running Multicast (e.g. typing command ip maddr or ifconfig on any Unix based platform)

Expected Results:

Any interface is running multicast protocols
Expected format of evidence:

Screenshot containing command output.
D.4.3.2.5
Gratuitous ARP Disabling

Editors' Note: it is FFS if this test case need to be modified if the corresponding requirement in B.4.3.2 is modified. 

Test Name: TC_GRATUITOUS_ARP_DISABLING

Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.

Purpose:

Verify that the Gratuitous ARP feature is disabled by default on the MME. In particular this test case verifies that the MME cannot send gratuitous ARP request and that MME discards incoming Gratuitous ARP request. 
Procedure and execution steps:

Pre-Conditions:

-
The MME is powered on.

-
Network traffic analyser on the MME (e.g. TCPDUMP)
-
A Host 1 is connected to MME

-
MME ARP Cache already contains an entry for Host 1
Execution Steps

1)
If the feature is available in a configuration file, the tester shall verify that it is disabled by default accessing to this file.

2)
The tester runs the network traffic analyser on the MME.
3)
The tester sends from Host 1 a Gratuitous ARP request, i.e. an ARP request where the source and destination IP are both set to an IP address different from the one already cached in the MME ARP Cache for Host 1 and the destination MAC is the broadcast address ff:ff:ff:ff:ff:ff.
4)
The tester verifies that the MME correctly receives this packet but discards it and that the ARP Cache is not updated.
5)
The tester sends a Gratuitous ARP request i.e. an ARP reply where the source and destination IP are both set to an IP address different from the one already cached in the MME ARP Cache for Host 1 and the destination MAC is the broadcast address ff:ff:ff:ff:ff:ff.
6)
The tester verifies that the MME correctly receives this packet but discards it and that the ARP Cache is not updated.
Expected Results:

MME ARP Cache is not updated.

Expected format of evidence:

Snapshot of the MME ARP Cache

D.4.3.2.6
Broadcast ICMP handling.
Test Name: TC_BROADCAST_ICMP_HANDLING
Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.

Purpose:

Verify that responses to ICMP broadcast packets are disabled by default on the MME. In particular this test case verifies that all ICMP ECHO and TIMESTAMP requests sent to MME via broadcast/multicast are not be answered.

Procedure and execution steps:

Pre-Conditions:

-
The MME is powered on.

-
The MME shall have at least a physical or logical Ethernet interface IF1.

-
At least a host is connected to IF1, that is Host 1.

-
Network traffic analyser on the MME (e.g. TCPDUMP)

Execution Steps

1)
If the feature is available in a configuration file, the tester shall verify that it is disabled by default accessing to this file.

2)
The tester activates the network traffic analyser on the MME

3)
The tester sends from Host 1 an ICMP ECHO message to ping a broadcast address (such as 255.255.255.255, or 192.168.1.255 on a 192.168.1.0/24 subnet)

4)
The tester verifies that MME doesn't respond to the ping.

5)
The tester sends from host 1 an ICMP timestamp request (ICMP type 13) to a broadcast address (such as 255.255.255.255, or 192.168.1.255 on a 192.168.1.0/24 subnet)

6)
The tester verifies that MME doesn't respond to the timestamp request.

Expected Results:

The MME doesn't respond to any ICMP packet with a broadcast address.
Expected format of evidence:

Pcap trace showing that the ICMP ECHO/ ICMP timestamp packets are received by the MME but no answer are generated by the MME
D.4.3.4
SYN Flood Prevention 
Test Name: TC_SYN_FLOOD_PREVENTION
Requirements: Requirements Reference- B.4.3.X. Syn Flood Prevention.

Purpose:

Verify that the MME supports a Syn Flood Prevention technique. 
Procedure and execution steps:

Pre-Conditions:

-
The MME is powered on.
-
The MME is listening on a TCP port on interface IF1.
-
Network traffic analyser on the MME (e.g. TCPDUMP)
-
A Host 1 is connected to IF1 and it is equipped with a tool able to reproduce a Syn Flood attack (e.g. nmap or hping)

Execution Steps

1)
The tester configures the tool on Host 1 to send a huge amount of TCP Syn packets against the MME (e.g. hping3 -i <waiting time between each packet> -S -p <TCP port> -c <Number of packets> <MME IP>)
2)
The tester runs the network traffic analyser on the MME.
3)
The tester verifies that the MME correctly receives this packet but discards them without any fault (i.e. the MME is still up and running normally, its services are still available and reachable, the memory is not exhausted, there is no crash).
Expected Results:
The MME does not become inoperative.
Expected format of evidence:

NA

Annex E:
Requirements from other sources
E.1
TeliaSonera catalogue (extracts)
E.1.1
UNIX hardening requirements

 ‘UNIX' refer here to any UNIX- or Linux-component used by the MME. ‘Requirement Description' is here divided into sub-requirements U1, U2, etc, under which a brief motivation is also given. Associated sub-test cases in Annex E.1.2 are correspondingly labelled as TU1, TU2, etc. 

NOTE: 
All sub-requirements listed below may not always be relevant for all UNIX/Linux-components in all MME implementations. For example, depending on how root vs other system accounts are used. 

Requirement Name: UNIX/Linux hardening

Requirement Reference: tba

Requirement Description:

U1. The umask for root is highly restricted. 

Because initial file permissions on files created by root should be safe.

U2. The "." does not exist in the search path for root.

To avoid that root by mistake executes unknown programs in the current directory.

U3. None of root's initiation files executes files owned by anyone else except root.

Unknown code could be executed by mistake.

U4. There are no root owned files that have write permissions for other system users.

Unknown code could be executed by mistake.

U5. Core files are only readable for root.

The crash files (named core) could contain sensitive information.

U6. There are no remote-shell or .netrc files in all users home directories, especially root's.
The .rhosts is only used if rshd or rexecd is started, .netrc contains login data for ftp, but these files should not exist for security reasons.

U7. Crontab and at shall have correct user access and file permissions. 
Only authorized user shall be able to run ‘cron' or ‘at' jobs. Unknown code could be executed by mistake if not proper file permissions.
U8. The configuration file of the inet daemon is owned and only writeable by root.

Unknown code could be executed by mistake.

U9. The "Services file" is owned and only writeable by root.

Unknown code could be executed by mistake.

U10. Sticky bit is set on all directories where everyone has write permissions.
Files in the directory can only be renamed or removed by the owner of the file, the owner of the directory or root if sticky bit is set on a directory. If it is not, all users can remove each others' files.

U11. The number of SUID- and SGID-set files are minimized and have not write permissions for 
anyone else but the owner.
Because these files run as higher level of privileges they are a common way to use for attackers. Modification of these types of files can lead to execution of unknown code with privileges.

U12. Protect the bad user log-file (btmp) from users.

If someone happens to write their password in the user id field, it could be stored in the lastb file. Therefore this file should not be readable by users.

U13. Restictive directory rights shall be used on users‘ home directory.

To secure sensitive infomation from other users on the system

U14. The password file is shadowed and hard hashes shall be used.
Only the root user should have access to this information.

U15. Root should have an own home directory.
Root's own files should not be in the root (/) of the file system.

U16. Root is only allowed to log on via console, not by the network.
The superuser account should be used with care. Also it is better to use a personal account to login and the do su or use sudo to get root privileges because of the traceability.

Security Objective references: tba.
Test cases: See Annex E.1.2.
.

.
E.1.2
UNIX hardening test cases

Test Name: UNIX hardening
Requirements: Requirements Reference- UNIX hardening
Purpose:

Verify that the UNIX/Linux when used in any MME component is sufficiently secured. The tests should verify that the sub-requirements as listed in E.1.1 are adhered to. Due to the use of several sub-requirements, the test outcome can be complete pass, partial pass, or fail.
Procedure and execution steps:

Pre-Conditions:

-
The MME is powered on
-
The MME is loaded with its operating system(s) and applications, and ready for operational use

-
UNIX/Linux command shell for OS-level access is available

Execution Steps

Sub-requirements U1, U2, etc, as listed in E.4.4, are here associated with sub-test cases and using corresponding labels TU1, TU2, etc:
-
TU1. Check the umask setting for root, and that it is at least set to 027. 

Make sure that the command umask 027 is executed when root is logged in. Mode 027 is the default rights of -rw-|r--|--- . This should be in the appropriate file depending of which shell that is used (shell-script start files): 
/etc/profile
/etc/csh.cshrc
/etc/csh.login
~/.profile
~/.login
~/.cshrc
~/.xinitrc
~/.tcshrc
~/.bashrc
~/.bash-profile
-
TU2. Check that "." does not exist in search path for root.

Check manually as root: echo $PATH 
Check all the shell-script start files mentioned in item TU1.
-
TU3. Check that none of root's initiation files executes file owned by anyone else except root.
Check all the shell-script start files mentioned in item TU1 and also the file: /etc/csh.logout .
-
TU4. Check that there are no root-owned files have write permissions for other system users.

Check status by issuing the command: find / -user root -a -type f -a \( -perm -2 \) -exec ls -la {} \;
[To change permissions, use chmod o-w <filename> and chmod g-w <filename>: find / -user root -a -type f -a \( -perm -2 \) -exec chmod g-w,o-w {} \; ]
-
TU5. Check that core files are not readable for groups or others.
Find possible core files and their permissions by issuing the command: find / -user root -name core -type f
Check that core file readability is only for root. (Note: in maintenance, when applicable, this should be done regularly with scheduled cronjob.)
-
TU6. Check that there are no remote-shell or .netrc files in all users' home directories, especially root's.
Check all home directories for occurrence of .netrc or .rhosts. Even after host.equiv in /etc directory. 
Issue the command: find / -name .netrc -o -name .rhosts -o -name hosts.equiv
and check (existance) of the files returned. 

-
TU7. Check that crontab and at has correct user access and file permissions.
Use the files: /etc/cron.allow and /etc/cron.deny for controlling which users that can create crontab jobs.
Use the files: /etc/at.allow and /etc/at.deny for controlling which users that can create at jobs.
Check that no files referenced from cron that have write permissions for anyone else but the owner.
Check the same for the file: /etc/crontab 
Check the same for files in these directories in /etc/: cron.daily/ cron.hourly/ cron.weekly/ cron.montly/ . 
-
TU8. Check that the configuration file of the inet daemon is owned by root with permissions 644.
This should be done even if the inet daemon is disabled. 
Check owner: ls -la /etc/xinetd.conf
[To set permissions: chmod 644 /etc/xinetd.conf .]
-
TU9. Check that the "services file" is owned by root with the permissions 644.
Check owner: ls -la /etc/services
[To set permissions: chmod 644 /etc/services ]

-
TU10. Check that sticky bit is set on all directories where "world" has write permissions.
Finds directories writable to "world": find / -type d -perm -2 -exec ls -ldg {} \; 
[To set sticky bit: find / -type d -perm -2 -exec chmod +t {} \; 
Or to do it manually: chmod +t <dir> ]  
-
TU11. Check that the number of SUID- and SGID-set files is minimized and that they have not write permissions for anyone else but the owner.
This can be checked by issuing the following commands, collecting the data:
SUID:    find / -perm -4000 -type f -exec ls {} \; > suid_files.txt
SGID:    find / -perm -2000 -type f -exec ls {} \; > sgid_files.txt
Check (in these outputs) that files therein are NOT writable to others than the owner. Minimize the number of files set to SUID or SGID. Only su and passwd needs to have these flags set on a system serving shell accounts for ordinary users. You may need to let other files used (e.g. sudo) to keep the SUID or SGID flag. The main objective is to get rid of the most files having these flags set.
[To remove the SUID bit on all files: chmod u-s `cat suid_files.txt` Check with ls -la `cat suid_files.txt`
To remove the SGID bit on all files: chmod g-s `cat sgid_files.txt` Check with ls -la `cat sgid_files.txt`
To re-set the SUID bit on su and passwd: chmod u+s /bin/su /usr/bin/passwd
When mounting volumes use the read only (ro) and disallow suid execution (nosuid) options if possible.]
-
TU12. Check to protect the bad user log-file (btmp) from users.
Make sure that root is owner and the file has the permissions 600: /var/log/btmp (check also that file exists).
For Linux: check also the file: /var/log/secure (SSH stores the failed logins here) 

-
TU13. Check that restrictive directory rights are used on users' home directory.
Check in the /etc/passwd file what directory users is using by running thecommand: cut -d: -f1,6 /etc/passwd
List the rights on all users directorys, eg: ls -lad /home/*
Do not forget root's home directory, eg: ls -lad /root
Make sure that the permissions for others and the group are removed (drwx------)
-
TU14. Check that the password file is shadowed 

Check that system is delivered with shadowed password file. 
-
TU15. Check that root has an own home directory, different from the root of the file system (/). 
Check: 
a) in the passwd file that root has this directory (normally: /root ) as home, 
b) that this directory exists, and 
c) that only root has here read and write permissions and that other users here have no, i.e.zero, permissions. 
-
TU16. Check that root is only allowed to log on via console, not via network.
Check that the row "console" is in the file /etc/securetty .
Check that no other device types are in represented the file, except in the case of Linux systems. For Linux: there should normally also be a row "tty1" (also "tty2", "tty3", etc), because of the use of several consoles. 
Expected Results:

See instructions under respective sub-test case. 

Expected overall result, per any component of MME where UNIX/Linux is used, is one of: 

-
complete pass

-
partial pass (and showing which sub-requirements are not passed)
-
fail 

If a sub-requirement can be motivated as being clearly non-applicable to a certain MME-component implementation, then those sub-tests can be excluded and that sub-test outcome can be excluded from the result presentation.

Expected format of evidence:

A brief report of test result per sub-test should be provided, and a clear motivational comment in case the sub-requirement is ‘not applicable'. This should be backed up by output files when applicable (as per test instruction), snipshots, etc. Information on failed sub-tests must be given.
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