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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

Editor’s Note: The current version of this document represents the state of discussion in 3GPP SA3 after SA3 #43 and SA3#44.
The present document studies from a security point of view the coexistence between TISPAN authentication methods (as specified in TISPAN release 1) and existing 3GPP authentication schemes, i.e. both the IMS AKA (as specified in S 33.203 and TS 24.229) and the early IMS security (as specified in TR 33.978). This document also aims to provide solutions to handle potential compatibility issues. 
Editor’s Note: (from SA LS S3-060304) Access independence is a key concept of the IMS. In order to achieve convergence this concept must be preserved. Therefore both 3GPP and non-3GPP IMS specifications / systems should consider IMS-AKA as the authentication of choice and other mechanisms only as preliminary.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[<seq>]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

[1]
3GPP TR 41.001: "GSM Release specifications".

[2]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

…

[x]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].
Editor's note: Definition of legacy CSCF is needed. Is it :

-  Release 6 or earlier CSCF, 
- or NBA-not-aware” CSCF, for example already deployed R5/R6 CSCF as defined in S3-060192 ?
3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].
EIS
Early IMS Security

NBA
NASS bundled authentication
4
Requirements 
Editor's note: The content of this section is based on the recommendations from the LS received from SA in S3-060304.

· It shall be possible to deploy one IMS in a fixed (TISPAN) mobile (3GPP) convergence situation.

· As a minimum it shall be possible to serve both fixed and mobile subscribers at the same S-CSCF.

· Incompatibilities with the existing 3GPP authentication schemes shall be avoided. Both the IMS AKA (TS 33.203 and TS 24.229) as well as the early IMS security mechanisms (TR 33.978) need to be considered. 
5
Identified Issues 
5.1
Issues with coexistence between NBA and EIS
Editor’s Note: This section is an extract from TISPAN WG7 presentation contained in S3-060192 
· P-CSCF procedure selection

· NBA procedure may apply only to a subset of subscribers

· EIS procedure may apply to other subset of subscribers

· How does the P-CSCF know which procedure to apply?

· Determination of requested authentication scheme in S-CSCF

· In multiple authentication scheme environment S-CSCF may not be able to correctly detect the requested authentication scheme to indicate to USPF. 

· Authentication scheme indicated by S-CSCF may be overridden by USPF 

· NBA-aware and legacy CSCFs coexistence

· Legacy CSCFs are not aware of NBA 

· Handling of P-Access-Network-Info 

· "legacy" CSCF will not touch it while 

· "NBA-aware" P-CSCF will manage it
Editor’s Note: To be checked if the NBA P-CSCF can be in the visited network.
6
Analysis 
6.1
P-CSCF procedure selection
6.2
Determination of requested authentication scheme in S-CSCF

Editor’s Note: The text in this section was agreed by SA3 at SA3#44 and included in LS S3-060576 to TISPAN WG7.
Approach to distinction of authentication method by S-CSCF

6.2.1.
Problem description

Several authentication methods for IMS have been defined or endorsed:

By 3GPP

· IMS-AKA for NAT-free access

· Enhanced IMS-AKA for access with NAT

· Early IMS (EIS)

By TISPAN

· Endorsement of enhanced IMS-AKA

· NASS-IMS bundled authentication (NBA)

· HTTP Digest (TISPAN-specific variant with UPSF as HTTP server, currently in an informative Annex to a TISPAN TS)

More authentication methods for IMS may be defined in the future (cf. S3-060453), which have not yet been seen in 3GPP.

NOTE: it is still to be confirmed by 3GPP SA whether HTTP Digest and future authentication methods are to be within the scope of the SA3 TR on “Coexistence between TISPAN and 3GPP authentication schemes”. A corresponding LS is sent to the 3GPP SA plenary meeting in September 2006. But it is pointed out that the feasibility of the approach described below does not depend on the decision by 3GPP SA. 

Problem: the S-CSCF has to behave differently, depending on the authentication method. How can the S-CSCF know from the IMS registration request and, possibly, additional information, which specification to follow?

6.2.2.
Stepwise approach

It is proposed that the S-CSCF distinguishes among authentication methods using the following three steps. How these steps are performed is described in the following section.

· Step 1: the S-CSCF first checks whether the IMS registration request relates to IMS-AKA or not. In the case of IMS-AKA, the S-CSCF shall behave according to 3G TS 33.203. Otherwise, the S-CSCF proceeds to step 2.

· Step 2: for a non-IMS-AKA registration request, the S-CSCF next checks whether the request relates to a 3GPP authentication method (i.e. Early IMS) or a TISPAN-defined authentication method. In the case of Early IMS, the S-CSCF shall behave according to 3G TS 33.978. In the case of TISPAN-defined authentication methods, the S-CSCF proceeds to step 3.

NOTE: a distinction between 3GPP and TISPAN authentication methods is required at this stage, because a TISPAN-specific Cx-MAR-request (e.g. using the value “unknown”) will be handled by the UPSF (defined by TISPAN) and not the HSS (defined by 3GPP), and the UPSF will not be able to handle 3GPP authentication methods (i.e. Early IMS) and vice versa.

· Step 3: In step 3, the S-CSCF follows the TISPAN specifications ETSI TS 183033 for handling non-IMS-AKA registration requests.

6.2.3.
Mechanisms for performing steps 1 to 3

Step 1:

The S-CSCF checks for the presence of an Authorization header, and, if present, checks further for the presence of an “integrity-protected” flag within this header. If the flag is present the S-CSCF concludes that the IMS registration request relates to IMS-AKA.

NOTE: it was mentioned in S3-060453 that, in the future, other authentication methods may have to be taken into account, which use methods defined in RFC3329 (sip-sec-agree). A possible solution mentioned in SA3 discussions to address such methods was to introduce new values for the “integrity-protected” flag. The method described in the previous paragraph to identify IMS registration requests relating to IMS-AKA would then still hold.

Step 2: 

Several solutions were discussed during SA3#44:

a) use of the value “unknown” for the authentication method in the Cx-MAR-request. According to this approach, the S-CSCF does not distinguish among non-IMS-AKA requests before sending the Cx-MAR-request.

This approach was presented in S3-060438. It would not fulfil the requirement for step 2 to distinguish in this step between 3GPP-defined and TISPAN-defined authentication methods. More comments on this approach can be found in S3-060573, slide 8.

b) Filter out Early IMS registration requests by checking whether the IMPU/IMPI is of the canonical form containing “3gppnetwork.org”, and disallow the association of this form of IMPI with non-3GPP authentication methods. 
This approach was described in S3-060485 and presented in condensed form in S3-060573. Comments can be found in S3-060525.

c) This approach emerged only during the discussions. It makes two assumptions:
c1) the S-CSCF knows (by configuration or additional protocol information, cf. issue#2 in the LS from TISPAN WG7 in S3-060522), which P-CSCFs can be trusted to insert a P-Access-Network-Info header with correct information in the registration request. 
c2) it is ensured that any P-CSCF not sending a P-Access-Network-Info header connects only to 3GPP access networks. 
The S-CSCF then identifies whether the registration request is related to a user accessing through a 3GPP access network or a user accessing through a TISPAN network, or a user accessing through a network which is neither 3GPP- nor TISPAN-defined. This could be based on the P-Access-Network-Info header. If the P-Access-Network-Info header indicates that the access network is a 3GPP access network, Early IMS is used. 
A related idea was presented in TISPAN NGN 10bTD146.
Comments: It was argued in the discussions that further study was needed whether assumption c2) could be really made, or would be difficult to realize or be too restrictive. It was further remarked that this approach rules out that a non-3GPP-IMS-subscriber uses a non-3GPP authentication method (e.g. HTTP Digest) for IMS access, using a 3GPP access network merely for packet transport. It should studied further whether this is too restrictive.  

Step 3: 

this is left to TISPAN. It appeared from the discussions in SA3 that the use of the value “unknown” for the authentication method in the Cx-MAR-request may be a suitable approach in the TISPAN scenario to select between the TISPAN internal authentication methods.

Annexes are only to be used where appropriate:

Annex <A>:
<Annex title>

Annexes are labeled A, B, C, etc. and are "informative"(3G TRs are informative documents by nature).

A.1
Heading levels in an annex

.

Annex A: <Annex title>
Editor's note : The content of this section is based on contributions made in SA3#43.
A.1
Discussion of compatibility of NASS-bundled authentication and Early IMS
Editor's note : The content of this section is taken from S3-060294.

 1 Introduction 

SA#31 sent the LS SP-060235 = S3-060304 on Authentication mechanisms to IMS to, among other groups, 3GPP SA3 and TISPAN WG7. This LS states that

 - “Incompatibilities with the existing 3GPP authentication schemes shall be avoided. Note that both the IMS AKA (TS 33.203 and TS 24.229) as well as the early IMS security mechanisms (TR 33.978) need to be considered. The joined TISPAN WG 7, 3GPP SA3 meeting on 5 April should be considered an opportunity to explore alignment.” 
and further
 - “As a minimum it shall be possible to serve both fixed and mobile subscribers at the same S-CSCF.”

The contribution S3-060192 = 10bTD070 from TISPAN WG7, submitted to the current joint meeting between SA3 and WG7 and entitled “Issues with Coexistence between NASS bundled authentication (NBA) and Early IMS Security (EIS)”, identifies problems and limitations related to CSCFs on slide 7 of the presentation. These are:
 - P-CSCF procedure selection
 - Determination of requested authentication scheme in S-CSCF
 - NBA-aware and legacy CSCFs coexistence
This contribution discusses potential incompatibilities between Early IMS, as specified in TR 33.978, and NASS-bundled authentication (NBA), as specified in Draft ETSI ES 283 003, v0.7.13. An earlier version of the latter was made available to SA3 as an attachment to the LS S3-060041 from CT1.
This contribution also provides more detail on the issues identified by TISPAN WG7 in S3-060192, by pointing to text in Draft ETSI ES 283 003, which may need to be reconsidered.

The following Figure 1 may serve as an illustration of a configuration, which should be able to be accommodated.


[image: image2]
Figure 1: P-CSCF is connected to different access networks, S-CSCF serves users using different authentication schemes
2 Discussion

P-CSCF procedure selection
Problem statement

S3-060192 states that NBA procedure may apply only to a subset of subscribers and the Early IMS procedure may apply to other subset of subscribers. In all these cases, the question, also stated in S3-060192, arises: How does the P-CSCF know which procedure to apply?
ES 283 003 suggests that the P-CSCF has dedicated network interfaces for each type of access network, and that these network interfaces are used to distinguish between NBA and Early IMS. 
In ES 283 003, §5.2.1, it is stated:

" For each registration, the P-CSCF determines the type of access security to apply:

 - if the initial REGISTER contains the Security-Client header field, or if the initial REGISTER is received on a dedicated network interface (e.g. connected to a GPRS IP-CAN), the P-CSCF shall behave as specified in subclause 5.2.2, 2A [for the reader: this subclause relates to IMS AKA as specified in TS 33.203.]

 - otherwise, the P-CSCF shall behave as specified in subclause 5.2.2A [for the reader: this subclause relates to NBA]. "

This formulation suggests that NBA is used unless one of the conditions in the first bullet is met. But this seems not very future-proof, as a new authentication scheme which may be introduced some time in the future may not meet the conditions and would then automatically be classified as NBA. Furthermore, specific network interfaces are only mentioned by way of example (“e.g. connected to a GPRS IP-CAN”). 

PROPOSAL 1: if network interfaces are used for distinction among authentication methods then it shall be explicitly stated as a necessary (but perhaps not sufficient) condition for the P-CSCF to apply NBA procedures that a registration request was received on a network interface dedicated to a TISPAN-NASS [terminology to be checked: is “TISPAN-NASS” the correct term?]. It should be discussed further whether other possibilities to distinguish among authentication methods should be allowed, e.g by allocating different IP address ranges to UEs on different access networks. 

Possible solutions

a) Distinction of authentication methods by network interface: one possibility to satisfy Proposal 1 would be to replace the current text by the following: “The P-CSCF shall use information in a SIP registration request together with information on the network interface, over which the request was received, to decide which authentication procedure is to be applied. The P-CSCF shall behave as specified in subclause 5.2.2A, whenever the request is received over a network interface dedicated to TISPAN-NASS and does not contain a Security-Client header.” A generalization of this approach would be to allow different UE IP address ranges for distinction as an alternative.
b) Distinction of authentication methods by UE-inserted header fields: according to ES 283 003, Sec. 5.1.1.2A, the insertion of a “P-Access-Network-Info” header field and an “Authorization” header field by the UE are optional. We understand that inclusion of such header fields should not be mandated for the UE, in order to allow “off-the-shelf” clients to be used with NBA. If this understanding is correct then UE-inserted header fields cannot be used for distinction.

QUESTION to TISPAN: Can the understanding in b) be confirmed? 

Determination of requested authentication scheme in S-CSCF
Authentication scheme and Cx-interface.

S3-060192 states: “In multiple authentication scheme environment S-CSCF may not be able to correctly detect the requested authentication scheme to indicate to USPF.” And “Authentication scheme indicated by S-CSCF may be overridden by USPF.” [for the reader: USPF is HSS in 3GPP-speak.]

This statement seems to suggest that the decision, which authentication scheme to apply, would not have to be taken by the S-CSCF, but could be left to the USPF (HSS). This approach is also reflected in Draft TS 183 033, section 6.3.1 (a delta spec to 3GPP TS 29.228), which introduces the possibility to use the value “unknown” for the authentication scheme on the Cx-interface. 
This approach may lead to problems because the Cx-Requests sent by the S-CSCF may be handled differently for different authentication schemes. Therefore, the S-CSCF would need to know which authentication scheme to apply. E.g. the Cx-interface for Early IMS handles identities differently, cf. TR 33.978, section 6.2.5 (Impact on Cx-interface). 

PROPOSAL 2: the S-CSCF shall be able to distinguish at least among those authentication schemes which require a different handling of the Cx-interface. 

Furthermore, the use of the value “unknown” for the authentication scheme on the Cx-interface seems to imply that one user identity sent over Cx may not be used with more than one authentication scheme unknown to the S-CSCF.

QUESTION to TISPAN: Can this understanding be confirmed? 

PROPOSAL 3: if it is confirmed this restriction should be explicitly mentioned in the TR on NBA.

S-CSCF serving both, NBA users and Early IMS users

From ES 283 003, Sec. 5.4.1.2:  “The S-CSCF shall determine based on the contents of the REGISTER request whether procedure for IMS-AKA authentication are to be performed or not:

- if the REGISTER request contains an Authorization header ...

- otherwise (i.e. no Authorization header field is present, or Authorization header field is received without the "integrity-protected" parameter), the S-CSCF shall perform the initial registration procedures as described in section 5.4.1.2A.” [for the reader: this subclause relates to NBA])”

This formulation would imply that REGISTER requests from Early IMS UEs would be treated according to section 5.4.1.2A, which deals with NBA. This would then result in an error (cf. ES 283 003, Sec. 5.4.1.2 A “(6) if no Line-Identifier is received over the Cx interface, send a 500 (Server Internal Error) response to the REGISTER request.”). This would make it impossible for a S-CSCF to serve both, NBA users and Early IMS users, violating the requirement in the LS from SA#31.

PROPOSAL 4: current NBA specification shall be changed so that an S-CSCF can serve both NBA users and Early IMS users.

Possible solutions to 2.2.1 and 2.2.2

As in the solution discussed in section 2.1 of this contribution, we again suggest that it may be beneficial to positively identify the cases where NBA shall be applied, instead of saying that NBA shall be applied unless one out of a number of positively identied cases applies. An obvious approach would be that the S-CSCF checks the “P-Access-Network-Info” header field with the "network-provided" parameter, and applies NBA if this header field indicates TISPAN-NASS, and line identifiers are present, and the request does not contain an Authorization header with the “integrity-protected” parameter included.

NBA-aware and legacy CSCFs coexistence
S3-060192 correctly states that legacy CSCFs are not aware of NBA and do not touch a “P-Access-Network-Info” header field optionally inserted by the UE, nor do they insert such a field. On the other hand, an "NBA-aware" P-CSCF will insert such a field, overwriting any such field inserted by the UE. 

This leads to the problem that an S-CSCF cannot trust the information in the “P-Access-Network-Info” header field, including the line identifiers, unless the S-CSCF receives additional information about the P-CSCF, which forwarded the request. 

QUESTION to TISPAN: is it required for the security of the NBA scheme that the S-CSCF can trust the information in the “P-Access-Network-Info” header field? Are there other security requirements on the information in the “P-Access-Network-Info” header field?

PROPOSAL 5: security requirements on the information in the “P-Access-Network-Info” header field shall be stated in the TR. If the information in the “P-Access-Network-Info” header field is required to be trusted then the specification shall say how this trust could be established. 
POSSIBLE SOLUTION: the S-CSCF could be configured in such a way that it knows which P-CSCFs could be trusted to handle the “P-Access-Network-Info” header field. The S-CSCF knows the P-CSCF which forwarded the request from the Via header. 

Modifications of parts unrelated to NBA

ES 283 003 changes the specification of standard 3GPP IMS, e.g. in Sec. 5.1.1.2, Clause j, Sec. 5.1.1.4, Clause k, and Sec. 5.1.1.6, Clause h, Sec. 5.2.2, Clause 8, Sec. 5.2.6.3, Clause 2, Sections 5.4.3.3, 5.6.2, 5.10, and D.3; also minor changes in Sec. 5.1.2A.1, Sec. 5.1.2A.2. Such changes not related to NBA may be useful, but should be separated from a specification of NBA.

PROPOSAL 6: study the proposed modifications. If found useful, come up with CRs to TS 24.229.
3 Conclusion

The joint meeting is kindly asked to provide feedback on the findings in this contribution. If the meeting agrees with the proposals in section 2 they shall be taken into account in the TR on NBA, which is to be created according to a decision at SA#31.

Replies by TISPAN to the questions in section 2 would be greatly appreciated.

Possible solutions were identified in section 2, but we are open for alternative suggestions. 
A.2
Possible fraud related to NASS-bundled Authentication (NBA) and proposed solution
Editor's note : The content of this section is taken from the slides contained in S3-060349. The first slide "background" and the last "Terms and Abbreviations" have been removed.
Background
· The following issue has been identified with NBA in 10bTD070 that relates to the usage of P-Access-Network-Info (P-A-N-I) in NBA

“NBA-aware and legacy CSCFs coexistence

· Legacy CSCFs are not aware of NBA 

· Handling of P-Access-Network-Info 

· "legacy" CSCF will not touch it

· "NBA-aware" P-CSCF will manage it”

· A possible authentication fraud exploiting this usage of P-A-N-I has been identified that allow an attacker to register under other’s name

· The fraud scenario is described in next slides

· A solution has been worked out to overcome this problem

Overview of current NASS bundled Authentication procedure


[image: image3]
NBA-fraud scenario

[image: image4]
Discussion
· Analysis:

· Masquerading into other’s SIP identity so using victim’s IMS subscription is possible with current NBA procedure.

· Carrying line-id in a new SIP header doesn’t solve the problem as NBA-not-aware P-CSCF will not understand it and so still let it through untouched!   

· Solution: 2 possible solutions proposed

· a/ Carrying trusted access network info like network-obtained line-id from P-CSCF toward S-CSCF in a parameter (called pani-np here) of a header that always generated by both NBA-aware and NBA-not-aware P-CSCFs (called mandatory header, for example Via header) instead of as in the network-provided parameter in P-Access-Network-Info

· b/ add a parameter into a mandatory header (for example into Via header) to indicate toward that NBA procedure started in P-CSCF

· Benefits:

· Overcome the identified fraud: mandatory (Via) header always constructed by P-CSCF, but only NBA-aware P-CSCF will put this extra parameter (pani-np or the indicator) and NBA-not-aware will not produce that parameter => S-CSCF has enough information to sanity check the received location info for NBA

· Built-in control measure

· Solution b/ has minimum impact on current NBA procedure

· Performance benefit: NBA-aware P-CSCF doesn’t need to screen all P-A-N-I

· Relationship with topology hiding

· Question: can P-CSCF in visited network? 

· It was stated at WG7 discussion that P-CSCF always in Home NW => no hiding 

NASS bundled Authentication procedure after proposed change

[image: image5]
Conclusion
· The current NBA procedure for carrying trusted access-network info for authentication purpose like line-id has serious vulnerability and in addition has conflict with RFC3455. 

· The presented solutions a/ or b/ provide solution to the problem

· To be clarified and documented

· Clarify that topology hiding is applicable for NBA or not

· Clarify that 

· location information for NBA is carried in a parameter (called pani-np here) in a P-CSCF mandatory header if solution a/ accepted

· or an indicator added to a P-CSCF mandatory header if solution b/ accepted

· CR can be provided for stage 2 modification if either solution a/ or b/ accepted

· Corresponding Stage 3 changes also needed once stage2 change has been agreed.

A.3
Discussion about coexistence of NBA and Early IMS
Editor's note : The content of this section is taken from the slides contained in S3-060270. 

1. Introduction

      At TISPAN WG7#10 meeting, a discussion contribution about “coexistence of NBA (NASS-Bundled Authentication) and EIS (Early IMS)” (10TD281, and now updated to 10bTD070) introduces some issues, as described in the following:
NBA-aware and legacy CSCF coexistence. Legacy CSCF are not NBA-ware, and don’t touch P-Access-network-Info header, while NBA-aware CSCF will handle it. 
How and when does the P-CSCF determine which authentication scheme should be used, NBA or Early IMS?

How does the S-CSCF determine which authentication scheme should be used, NBA or Early IMS? S-CSCF may not be able to correctly detect the requested authentication scheme to indicate to USPF. In addition authentication scheme indicated by S-CSCF may be overridden by USPF. 
If both NBA and Early IMS are implemented in the same UE, should the UE access aware?
Since many users may exist behind the same line identity, how does the network differentiate the users?

Given that the risks presented to the IMS for NBA and for EIS can be different, how can the P-CSCF deal with it?
 In this contribution, we will present a possible solution for these issues.

2. Discussion
NBA-aware and legacy CSCF coexistence
The NBA-aware P-CSCFs and legacy P-CSCFs may coexist.

If the NBA UE sends REGISTER message to a legacy P-CSCF, the P-CSCF will not handle P-Access-NetWork-Info header and the authentication may fail.

This issue can be solved in two alternative ways: 

· One is that we can require all the P-CSCFs must support NBA; In this case, since all P-CSCFs are compliant to NBA, this issue will not exist. 

· Another is that the NBA UE must obtain the address of the NBA-aware P-CSCF. The NBA UE may achieve this in the following way: 

The NBA UE can subscribe its NBA capability into its access profile stored on the PDBF. Upon successful authentication of the subscriber, the UAAF will download the access profile and forward it to the CLF. The CLF can preconfig P-CSCFs some of which are NBA-aware. The CLF then chooses a NBA-aware P-CSCF based on the user’s access profile and send it in the bind acknowledgement message to the NACF after receiving its bind indication message. The NACF then send it back to the UE during the UE’s dynamic provision process of the IP address and IP configuration information. In this way the NBA UE can find a NBA-aware P-CSCF. 

How the EIS UE can find an EIS-aware P-CSCF is defined in 33.978 and is out of the scope of this contribution. 

The NBA-aware S-CSCFs and legacy S-CSCFs may coexist.
If the I-CSCF receives a NBA REGISTER message but forward it to a legacy S-CSCF, the authentication will fail. 

This issue can be solved in two alternative ways: 

· One way is that we can require all the S-CSCFs must support NBA; in this case since all S-CSCFs are compliant to NBA, this issue will not exist.

· The other way is that the I-CSCF must select a correct Authentication-Capability S-CSCF according to the user’s subscription data. The I-CSCF can achieve this in the following way:

The UPSF/HSS can store the required authentication capability (i.e. NBA) of S-CSCF into its mandatory capabilities AVP according to the user’s subscription data. The I-CSCF also stores the S-CSCF’s authentication capability in its local database. When the I-CSCF receives a REGISTER message, it sends UAR via Cx interface to the UPSF/HSS, which sends back the required capability of S-CSCF to the I-CSCF in UAA response. Then the I-CSCF can select a correct authentication-capability S-CSCF, based on the capabilities indicated by the UPSF/HSS.
Authentication method  determined by P-CSCF  

The REGISTER message sent by the NBA UE may have an “Authorization” and/or a “P-Access-Network-Info” header, while the same message sent by the EIS UE don’t have such headers. Since these headers are optional even for the NBA UE, the NBA-aware P-CSCF cannot differentiate the NBA from the EIS based on these headers. 

The possible solution is the P-CSCF must know the access network type where the REGISTER is received. This can be solved in several ways: 
· One way is that the P-CSCF can know this from the relationship between the dedicated network interface and the access network type in its configuration data.
· Another way is that the P-CSCF can know this from the access network ID in the REGISTER message. 

The access network ID identifies the access network to which the UE is attached and should be unique in all of the access networks. 

In the P-Access-Network-Info header, there is already an utran-cell-id-3gpp parameter for the 3GPP UE to carry this information now. The TISPAN UE can reuse this parameter or add a new similar parameter to carry this information. The TISPAN UE can get this information from NASS during the NASS attachment procedure and then fills it in P-Access-Network-Info header of the REGISTER message.

· The third way is that the P-CSCF can know this from the relationship between the UE’s IP address range and the access network type in its configuration data.
When consider all these authentications: AKA/EIS/NBA/HTTP DIGEST simultaneously, the P-CSCF can differentiate NBA from EIS based on the access network type and/or absence of the security negotiation headers in the REGISTER in this way:

If the REGISTER contains the security negotiate headers, it should perform AKA procedure.

If the REGISTER doesn’t contain the security negotiate headers, and the access network type represents TISPAN network, it should perform NBA or HTTP DIGEST procedure; Otherwise it should perform EIS procedure.
Authentication method determined by S-CSCF 
Behaviour of the S-CSCF when sending MAR to UPSF/HSS 

When consider all these authentications: AKA/EIS/NBA/HTTP DIGEST simultaneously , upon receiving the REGISTER, the S-CSCF can easily differentiate NBA from EIS based on the “integrity-protected” header and/or “P-Access-Network-Info” header in the REGISTER in the following way:

If the REGISTER contains an “Authorization” header with the “integrity-protected” parameter, the S-CSCF should perform AKA procedure (The SIP-Authentication-Scheme AVP in MAR is still filled with “Digest-AKAv1-MD5”).

If the REGISTER contains no “Authorization” header and no “P-Access-Network-Info” header, the S-CSCF should perform EIS procedure (The SIP-Authentication-Scheme AVP in MAR is still filled with “Early‑IMS‑Security”).

If the REGISTER contains no “Authorization” header or “Authorization” header without the “integrity-protected” parameter, and contains “P-Access-Network-Info” header, the S-CSCF should perform NBA or HTTP DIGEST procedure (The SIP-Authentication-Scheme AVP in MAR is still filled with “unknown”). The S-CSCF can know the real authentication scheme through the Cx MAA response message.

Behaviour of the UPSF/HSS when sending MAA to the S-CSCF
In a single authentication scheme environment where the UE implements one authentication scheme, only one type of authentication data is stored in UPSF/HSS. In this case, upon receiving MAR from the S-CSCF, the HSS should return the only authentication data in MAA to the S-CSCF. Then the S-CSCF should perform the returned authentication procedure.

In a multiple authentication scheme environment where the UE may implement multiple authentications (i.e. NBA and EIS, or, EIS and AKA, etc…), all authentication data should be stored in UPSF/HSS. In this case, upon receiving MAR from the S-CSCF, the UPSF/HSS can perform the authentication procedure in two alternative ways:

· The UPSF/HSS returns only one type of authentication data in one SIP-Auth-Data-Item AVP.

If the SIP-Authentication-Scheme AVP in MAR is “Digest-AKAv1-MD5”, the UPSF/HSS should return the AKA authentication data in MAA.

If the SIP-Authentication-Scheme AVP in MAR is “Early‑IMS‑Security”, the UPSF/HSS should return the Early IMS authentication data in MAA.

If the SIP-Authentication-Scheme AVP in MAR is “unknown”, the UPSF/HSS should return the NBA authentication data in MAA if both NBA and EIS are configured in the UPSF/HSS.

In this case the S-CSCF will perform the same procedure as that in the single authentication environment after receiving MAA from the UPSF/HSS.

· The UPSF/HSS returns all types of authentication data in more than one SIP-Auth-Data-Item AVP.

In this case, the S-CSCF should decide which authentication to be performed upon receiving MAA, based on the following rules:

If the SIP-Authentication-Scheme AVP in previous MAR is “Digest-AKAv1-MD5”, the S-CSCF should perform AKA procedure.

If the SIP-Authentication-Scheme AVP in previous MAR is “Early‑IMS‑Security”, the S-CSCF should perform Early IMS procedure. Although the UPSF/HSS may return both EIS and NBA authentication data, but since the S-CSCF doesn’t receive UE’s location information from the P-CSF, so the S-CSCF will omit the NBA authentication data.

If the SIP-Authentication-Scheme AVP in previous MAR is “unknown”, the S-CSCF should perform NBA authentication. Although the UPSF/HSS may return both EIS and NBA authentication data, but since the UPSF/HSS doesn’t receive the UE’s IP address information from the GGSN, the EIS authentication data will contains invalid UE’s IP address information, so the S-CSCF will omit the EIS authentication data.

Other consideration for issues 1.4,1.5 and .6
If both NBA and EIS are implemented in the same UE, the UE doesn’t need differentiate them. The P-CSCF can differentiate them later based on the access network type as described in the previous sections.

If many users may exist behind the same line identity, the network doesn’t need differentiate them. They can be authenticated successfully based on the same line identity and be charged based on their IMPU/IMPI respectively. 

If the risks presented to the IMS for NBA and for EIS can be different, it is the operator’s policy to decide which one should be used to equalize the risk.

Summary  
As described above, the NBA-unaware CSCFs may or may not exist. If all CSCFs are compliant to NBA, then we can omit the above considerations in section 2.1.

In the following we will present a possible message flow for NBA as an example in case of NBA-aware and legacy CSCFs coexistence:
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3. Proposal 

It is proposed that the 3GPP SA3/TISPAN WG7 consider the above solution for coexistence of NBA and EIS. We will be happy to contribute a CR on this topic for the next meeting if the proposal is accepted.
A.4
Determining authentication schemes in S-CSCF
Editor's note : The content of this section is taken from the slides contained in S3-060302. 

Background

The contribution S3-060192 = 10bTD070 from TISPAN WG7 listed identified issues related to NASS-bundled Authentication (NBA) and coexistence with Early IMS Security (EIS) that will be discussed in WG7/SA3 joint meeting 

One of the listed issues is that how S-CSCF can determine authentication scheme in multiple authentication environment.
This discussion paper presents some consideration on this specific item in order to have discussion on it and to get feedback from the groups. 

Discussion

Currently only two authentication mechanisms are specified in 3GPP: full IMS security (IMS-AKA) and Early IMS Security (EIS). The differentiation between the two in S-CSCF is simple based on the presence/lacking of Authorization header in REGISTER: IMS-AKA mandate the presence of Authorization header while EIS mandate that Authorization header must not exists in REGISTER.

In TISPAN environment other two mechanisms are possible: NASS-bundled Authentication (NBA) and HTTP Digest. For both of them the presence of the Authorization header in 1st REGISTER is optional. 

Considering the environment when all those authentication schemes are supported, it is not possible in S-CSCF to always determine correctly the requested authentication scheme to indicate toward UPSF/HSS during the registration.

The following considerations can be useful input to the determination of authentication schemes in S-CSCF and proceeding with chosen authentication scheme.

1. Assigning different realm for each authentication scheme that may use that, namely to NBA, Digest and IMS-AKA. 

It is a good help for the network and should be made use of when this provisioning possible. However setting value of realm may not be specified well enough so there can be legacy burden, at least between Digest and IMS-AKA case that prevent using different realm for Digest and IMS-AKA in certain cases. The legacy burden may not be an issue for NBA so it should not be problem to set separate realm value to NBA when the terminal send Authorization header 

2. Related to the using realm, IMS-AKA will always send the Authorization header containing realm when Digest and NBA terminal may not. 

3. Digest and IMS-AKA terminals can handle challenge from the network but EIS or NBA only terminal not. Network must consider that before challenge the terminal

4. Digest and IMS-AKA terminals can receive multiple challenges with different algorithms and select the strongest ones that understand. Others will be ignored. So in case of having Digest and IMS-AKA as only plausible options then network can send both Digest and IMS-AKA challenge to the UE.

5. If EIS or NBA started in P-CSCF then UE may actually requesting Digest. But the opposite is also possible so network may perform EIS or NBA first and if fails sending Digest challenge to the UE. Note that if EIS or NBA started the IMS-AKA is out of option already.

6. Presence of line-id in REGISTER gives clear indication in S-CSCF that NBA procedure has been started in P-CSCF.

We are happy to hear comments from the groups on the listed considerations.
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