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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

3GPP defined the Generic Authentication Architecture (GAA). The adoption of GAA by other standardization bodies showed that some services can not make the assumption that the User Equipment (UE) has always the possiblity to connect to the Bootstrapping Server Function (BSF). Hence, this specification introduces and specifies a GBA Push Function. 

1
Scope

The present document specifies a Push Function as a functional add-on for the Generic Authentication Architecture (GAA) [1].  
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".

[2]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [2], TS 33.220 [1] and the following apply.
Editor’s Note:

Further definitions to be filled in, if needed.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [2].
BSF
Bootstrapping Server Function

B-TID
Bootstrapping Transaction Identifier

FQDN
Fully Qualified Domain Name

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

HSS
Home Subscriber Server

NAF
Network Application Function

SP 
Service Provider

UE
User Equipment

UID
User Identifier

USS
User Security Setting

Editor’s Note:

The above list is tentative and needs to be enhanced, if needed.
4
GBA Push Architecture

4.1
Introduction 

Editor’s Note:
This clause gives a motivation for GBA Push and outlines that this is an add-on for services that need such functionality.

GBA-push is a mechanism to bootstrap the security between a NAF and a UE, without forcing the UE to contact the BSF to initiate the bootstrapping. 

4.2 GBA Push Architecture Description and Rationale

The GBA Push functionality builds on the architecture and functionality provided by TS 33.220 [1]. The main difference from TS 33.220 is the definition of a new reference point between the BSF and the UE i.e. a reference point to push bootstrapping information from BSF to UE which is called Up reference point. The rationales are explained below the modified figure 4.1 of TS 33.220 [1].
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Figure 4.1: Simple network model for pushed bootstrapping

The GBA Push architecture outlined in Figure 4.1 is based on the following rationales:

· Ua reference point protection shall be unaffected i.e. it should not make any difference for Ua-protocols whether the GBA-keys used for protection are UE-initiated or push-initiated.

· On the Zn-reference point the NAF is still the initiating entity of a key retrieval, but now in situations where the NAF has no B-TID (but the UE may have a valid GBA session). This will have minor impacts on the Zn-reference point protocols.

· The Ub reference point is UE-initiated and uses http Digest AKA. It is anticipated that pushed GBA information (called GBA-PUSH-INFO) will not be transported over http as this would require the UE to run an http server. A new reference point Up is proposed between the BSF and the UE which is network initiated, which will define the GBA-PUSH-INFO. 

Editor’s Note:  
SA3 needs to define the information that needs to be transferred on Up.  CT1 needs to define the encapsulation of this authentication information independent of the Ua-application it is used for. One possibility is that this GBA-PUSH-INFO is pushed by the BSF. Another possibility is that this GBA-PUSH-INFO is transported via Zn reference point and then the NAF e.g. appends this information to the Ua application information. The latter option requires Ua-reference point impacts if GBA-push would be applied to already specified Ua applications. In any case, the GBA-PUSH-INFO that is sent out by the BSF, reaches the UE in the same format. 

· It should be possible to use a UICC from Rel-6 i.e. no changes to GBA functionality (e.g. GBA_U) on the smartcard should be needed due to the introduction of GBA Push network functionality.
4.3
GBA Push Requirements

4.3.1 
General GBA Push Requirements
The following general requirements are applicable to enable GBA Push:

-
A network entity shall be able to securely trigger the generation of a security association between itself and a mobile client.

-
The network entity shall be able to send a secured message (also with deferred delivery) to a mobile client, which enables the mobile client to generate the shared security association. 

-
The mobile client should preferably not have to contact any network entity to be able to generate the security association and check the message.

4.3.2
Requirements on Reference Point Up

The requirements for reference point Up are:

-
the UE shall be able to identify the push originator i.e. the BSF;

-
the UE shall be able to authenticate the network (i.e. the BSF) based on AKA;

-
the BSF shall be able to send a bootstrapping transaction identifier to the UE;

-
the UE and the BSF shall establish shared keys;
-
the BSF shall be able to indicate to the UE the lifetime of the key material. The key lifetime sent by the BSF over Up shall indicate the expiry time of the key. The key lifetime transfer shall be integrity protected.

Editor’s Note: 
The integrity protection requirement needs to be verified. 

NOTE: 
The requirements for the Up reference point are based on the requirements of the Ub reference point c. f. TS 33.220 [1].

4.3.3
Requirements on Reference Point Zh

The requirements for reference point Zh are the same as those described in TS 33.220 [1] for the Zh reference point.

4.3.4
Requirements on Reference  Point Zn

The requirements for reference point Zn are the same as those described in TS 33.220 [1] for the Zn reference point, except those that are listed here, which were modified or added and derivate from the ones of TS33.220:

Editor’s Note: 
Despite the general habit not to copy text from other specification, it should be considered to copy to copy the Zn and related requirements to this specification to here to make the specification clearer. 

Editor’s Note: 
Some further work on clarity and further study of the details needed.

-
The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname corresponding to the use over Ua reference point. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e. the FQDN seen by UE on Ua reference point;

-
The BSF shall be able to be configured on a per NAF or per application basis 
-
whether private subscriber identity, i.e. IMPI, may be sent to the NAF;

-
whether a particular USS may be sent to a NAF; 
-  
The NAF shall be able to indicate to the BSF that a new bootstrapping is required.

Editor’s Note: 
The necessity of this requirement needs further evaluation i.e. solutions could require to always bootstrap for GBA Push.
· The NAF shall be able to indicate the user identity to the BSF. 

4.3.5
Requirements on Reference Point Ua
The requirements for reference point Ua are the same as for the Ua reference point as outlined in TS 33.220 [1].

4.3.6
Requirements on Bootstrapping Transaction Identifier

The requirements for B-TID are the same as those described in TS 33.220 [1] for the B-TID, except the following:

· NAF shall be able to detect the home network and the BSF of the UE from the B-TID.

that is reformulated into and replaced by 
-
The UE shall be able to identify the BSF from the B-TID.

4.3.7
Other Requirements 

- 
The UE and the NAF shall be able to use bootstrapped SA on Ua reference point independent on whether the bootstrapping has been performed via Ub or Up reference point.

NOTE:
The fact that a GBA-push mechanism was used to create a GBA-security association between the UE and the BSF shall not restrict a NAF to use the derived security association for network initiated protocols only. Analogously, the fact that UE initiated GBA was used shall not restrict a NAF to use the derived security association for UE-initiated protocols only (Ua reference point). 

5 
GBA Push Function 

Figure 5-1 outlines the message flow for the case, where UE has no return channel to network, and thus it cannot perform bootstrapping procedure directly with the BSF. Instead, the bootstrapping between the UE and the BSF happens through a NAF.

Editor’s Note: 
It has to be decided if re-usage of an existing bootstrapping session is recommended or not.
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Figure 5-1:  Procedure for bootstrapping, when ther is no valid bootstrapping session available.

The procedures for the cases that there is a valid bootstrapping session available or that one has to be created are both described below:

1.
A NAF needs to safely deliver some data (e.g., broadcast keys) to a UE. It knows the identity of subscriber, and the data that need to be delivered to the UE. 

2.
The NAF sends subscriber's IMPI, its NAF_ID (i.e., NAF hostname and Ua security protocol identifier), and optionally the desired key lifetime (Req_KeyLT) and one or more GSIDs over Zn reference point. 

Editor’s Note: The usage of other subscriber's identity then the IMPI e.g. IMPU, pseudonym etc are for further study. In the case that identity other than IMPI is used, BSF shall be able to know the corresponding IMPI from the received identity.
3.
Upon receiving the request from the NAF, the BSF checks if the NAF is authorized to perform the GBA push and if the subscriber has a valid bootstrapping session.

- If the NAF has a valid bootstrapping session, then the BSF caluclates the Ks_NAF based on the NAF_ID and the other key derivation parameters as described in [1]. It also extracts the requested USSs (if any) from the subscriber’s GUSS.

- If the NAF has no valid bootstrapping sessionthat the NAF is authorized to request AUTN and RAND. If so, the BSF fetches authentication vectors from the HSS, calculates the Ks_NAF based on the NAF_ID and other key derivation parameters (see Figure 5-1). It also extracts the requested USSs (if any) from subscriber's GUSS. The BSF creates a bootstrapping session data for the subscriber that can be used later with another NAFs. 

Editor’s Note: 
It is for further study, if the BSF may push directly data to the UE.

4.
If there was a valid bootstrapping session in step 3, then the BSF returns the B-TID, Ks_NAF, key lifetime and optionally the requested USSs (if any) to the NAF.

If there was no valid bootstrapping session, then the BSF sends AUTN, RAND, B-TID, Ks_NAF, lifetime of the Ks_NAF, the requested USSs (if any) to the NAF (see Figure 5-1).

5.
The NAF uses the Ks_NAF to secure the data. 


6.
If there was a valid boostrapping session, then the NAF uses the broadcast channel between it and the UE to send B-TID, NAF_ID, and optionally the encrypted data to the UE. NAF_ID and the encrypted data itself may be further protected with other means that are out of the scope of this specification. 

Editor’s Note:

It is for further study, if there is an impact, if there is a long delay between step 5 and 6.

If there was no valid boostrapping session, then the NAF uses the broadcast channel between it and the UE to send AUTN, RAND, B-TID, NAF_ID, and optionally the encrypted data to the UE. AUTN, RAND, NAF_ID, and the encrypted data itself may be further protected with other means that are out of the scope of this specification. 

7. When the UE receives the data from the NAF, it available the UE first uses the AUTN and the RAND to authenticate the network. If this is successful, it will derive the bootstrapping key (Ks) from the CK and IK and continue to derive the NAF specific key Ks_NAF using Ks, NAF_ID, and other key derivation parameters. It can the decrypt the data using the Ks_NAF, and take the data (e.g., broadcast keys) into use in the UE.  

If no AUTN and RAND were send, then the UE creates the Ks_NAF if needed or fetches them from the   storage.

Editor’s note: For further study, if RAND and AUTN should also be send in the case, that there exist already a bootstrapping session or that in this case, the network should be authenticated e.g. usage of NAF specific key on the NAF_ID.

The UE stores the bootstrapping session data that can be used later with another NAF. 
The UE may use newly created bootstrapping session with other NAFs as long as the session is valid or bootstrapping session is created.
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