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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document discusses and describes requirements, procedures, service interfaces (for service-based architecture) and protocols from CT3 aspects of 5G System as specified in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3]. 

These CT3 aspects include: 
· the 5G Policy Framework definition (including new functionalities such as access and mobility management policy support, UE policy support or applicable functionality related to network slicing). Support for non-3GPP access network, handover between non-3GPP access and 3GPP access, roaming aspects and 5G QoS aspects in the scope of the 5G Policy Framework will be part of the study;  

· Inter-working with external networks;

· and Network Capability Exposure scenarios (e.g. monitoring and Policy/Charging Capabilities exposure).

The present document is used as a placeholder for CT3 5G System materials to be moved to appropriate 3GPP technical specifications when it is sufficiently stable. As such, neither all the discussions within this document are finished nor the procedures need to be completed. This TR may also contain some empty clauses. This TR will no longer be updated on a systematic manner and therefore contains information may become outdated.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.501: " System Architecture for the 5G System; Stage 2".
[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4]
3GPP TS 23.203: "Policies and Charging control architecture; Stage 2".
[5]
IETF RFC 793: "Transmission Control Protocol".

[6]
IETF RFC 5246, "The Transport Layer Security (TLS) Protocol Version 1.2".

[7]
IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[8]
IETF RFC 7159: "The JavaScript Object Notation (JSON) Data Interchange Format".

[9]
IETF RFC 768: "User Datagram Protocol".
[10]
IETF draft-ietf-quic-transport-02: " QUIC: A UDP-Based Multiplexed and Secure Transport".

[11]
IETF draft-ietf-quic-tls-02: "Using Transport Layer Security (TLS) to Secure QUIC".

[12]
IETF draft-ietf-quic-http-02: "Hypertext Transfer Protocol (HTTP) over QUIC".

[13]
IETF draft-ietf-quic-recovery-02: "QUIC Loss Detection and Congestion Control".

[14]
IETF draft-newton-json-content-rules-08: "A Language for Rules Describing JSON Content".

[15]
IETF RFC 4960: "Stream Control Transmission Protocol".

[16]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[17]
IETF RFC 6733: "Diameter Base Protocol".

[18]
Architectural Styles and the Design of Network-based Software Architectures, UNIVERSITY OF CALIFORNIA, IRVINE, Roy Thomas Fielding, 2000.
[19]
IETF RFC 4862: "IPv6 Stateless Address Autoconfiguration".
[20]
IETF RFC 3736: "Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6".

[21]
IETF RFC 3315: "Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".
[22]
IETF RFC 2131: "Dynamic Host Configuration Protocol".

[23]
IETF RFC 1542: "Clarification and Extensions for the Bootstrap Protocol".

[24]
IETF RFC 4039: "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4 (DHCPv4)".

3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

5G System: 3GPP system consisting of 5G Access Network (AN), 5G Core Network and UE.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AN
Access Network
DN
Data Network

EPC
Evolved Packet Core

HTTP
Hypertext Transfer Protocol

JSON
JavaScript Object Notation
PCC
Policy and Charging Control

QoS
Quality of Service

SCTP
Stream Control Transmission Protocol
TCP
Transmission Control Protocol

UDP
User Datagram Protocol
4
Requirements
This clause will describe the Requirements for the 5G Core Network in the context of 5G Policy Framework, Interworking with external Packet Data Networks and Network Capability Exposure aspects.
4.1
General Requirements
4.1.1
Architecture Requirements
Architecture requirement #1: The proposed solutions shall be aligned with the related functionality as described in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3]. 
4.1.2
Requirements for protocol selection for service based interfaces
R1.
Support of bidirectional communication (Rational: stage 2 requirements that service based interfaces support Request-Response and Subscription-Notification, where subscription can be optional)

R2.
Support of reliable communication (in some level of the protocol stack, a reliable message delivery needs to be guaranteed. It appears preferable not to burden the application with that to exploit communalities. Is link-level failover supported?)

R3.
Forward compatibility and ease of upgrade (protocol needs to be extensible, also outside standards, and a concept for operation between nodes with different capability levels is required)

R4.
Low Response Time.

R5.
Scalability to large numbers of transactions per service (For instance, the number of required transport connections should be manageable and not cause hindrance to system performance)

R6.
Ease and speed of deployment and instantiation/deinstantiation of network functions and services with minimal impacts on the network.

R7
Time of Availability of used standards.

R8
Support of strong error detection and error reporting capabilities.

R9
Support of well-defined schema and unambiguous interpretation of transported data.
4.1.3
Additional evaluation criteria for protocol selection for service based interfaces
A1.
Resource-efficiency (message size and processing requirements?).
A2.
Reusability of existing 3GPP implementations (Can existing implementations and deployments be partially reused? How large are the impacts for inter-operator and/or inter-domain interfaces? This includes interworking with legacy networks.).
A3.
Minimize number of protocols in network (The overall number of protocols to be supported in a network and at any a given type of network function should be minimized. Selected protocol should be able to support intra- and inter-operator interfaces.).
A4.
Congestion, load and overload control.
A5.
Support of Security (in particular per service authentication, authorization and possibly encryption, in particular for inter-operator communication).
A6.
Ease of troubleshooting (Message Traceability and Monitoring).
A7.
Ease of use of 3GPP services from operator owned application functions (such application function can be used to implement operator-specific services).
A8.
Support of service and/or message based failover and failback.

A9.
Support of network entity selection based on UE context information (e.g. based on dynamic UE session information)
A10.
Ease of traversal of carrier-grade ALG/NAT/firewall.

A11.
Impacts to GSMA GRX/IPX

A12.
Open and public Source/Standardization body. (3GPP needs to be able to access SDO sources; this also includes support of the protocol maintenance and ease for 3GPP to extend the protocol).
A13.
Protocol enables stateless operation.
A14
Routing support and related mechanisms.
A15
Support of multiplexing of messages belonging to multiple sessions over a single transport connection.

4.2
Requirements for the 5G Policy Framework

5GPF requirement #1: The proposed stage 3 5G Policy Framework shall be aligned with the requirements as described in 3GPP TS 23.501 [2], Annex A.1. That is:

1. A generic PCC framework as defined in 3GPP TS 23.203 [4] including relevant 5G applicable parts for the 5G Policy Framework:

a. The 5G Policy Framework includes the following Functional Elements: The Policy Function (PCF), the Session Management Function (SMF), the Application Function (AF), the Online Charging System (OCS), the User Data Repository (UDR), the Network Exposure Function (NEF) and the Packet Filter Description Function (PFDF).

b. The PCF shall be able to evaluate operator policies that are triggered by events received from the SMF, NEF, the AF, and the OCS.

c. The PCF shall provide Rules for application and service data flow detection, gating, QoS and flow based charging to the SMF.
d. The Policy Framework shall be able to manage the Packet Filter Descriptions (PFDs) in the SMF by the 3rd party AS via the NEF and PFDF.
e. The Policy Framework shall support to negotiate the background data transfer policy with the 3rd party AS via the NEF.
f. The PCF shall implement a Front End to access subscription information relevant for policy decisions in a User Data Repository (UDR) including dynamic profile updates pushed by the UDR.

g. Traffic Steering Control for steering traffic shall be supported for the services on the DN side of the N6 reference point,
NOTE 1:
The existing PCC framework is applicable to PDU sessions of IP Type only.

2. Extensions to the PCC framework defined in  3GPP TS 23.203 [4] include:

a. The 5G Policy Framework includes the following additional Functional Elements: the Access and Mobility Policy Enforcement Function (AMF) and the Nework Data Analytics (NWDA).

b. The PCF shall be able to provide Access and Mobility Management related policies and UE policies to the AMF.

c. The PCF shall be able to evaluate operator policies that are triggered by events received from the AMF.

d. For a subscriber roaming in a visited PLMN, the visited PLMN shall be able to receive the subscriber's mobility policy data. 
e. The PCF shall be able to take input from Network Data Analytics (NWDA) into consideration for policies on assignment of network resources and for traffic steering policies.
Editor's note:
The list in bullets 1 and 2 covers the high level requirements that are addressed in the document so far according to the current status of the specification(s). Additional or modified requirements are to be added when the related information is agreed. 
Editor’s Note: Current list of requirements for the Policy Framework are based on an informative Annex in TS 23.501. This has to be updated and has to refer to the proper specification(s) when this information is made normative in stage 2.
5GPF requirement #2: The proposed stage 3 5G Policy Framework interfaces shall, in addition to 5G functionality, support the EPC functionality as defined in 3GPP TS 23.203 [4] in order to allow interworking with EPC networks.

5GPF requirement #3: The proposed stage 3 5G Policy Framework shall provide a mechanism for PCC network functions discovery and selection

5GPF requirement #4: The proposed stage 3 5G Policy Framework shall be able to provide the  QoS mapping mechanisms to apply the proper 5G QoS information based on the relevant QoS information as provided by the Application Function and/or Network Exposure Function.

5GPF requirement#5: It shall be possible to apply QoS control at service data flow level, QoS flow level or PDU session level in the SMF.
5GPF requirement #6: A PCC rule may be predefined or dynamically provisioned at establishment and during the life time of a PDU-CAN session. The latter is referred to as a dynamic PCC rule.

5GPF requirement#7: The number of real-time PCC interactions shall be minimized although not significantly increasing the overall system reaction time. This requires optimized interfaces between the PCC nodes.
4.3
Requirements for interworking between the 5G System and external Data Networks

5GDN requirement #1: The proposed stage 3 solutions shall provide a mechanism for interaction with external DN for transport of signalling PDU session authorization/authentication by external DN as specified in 3GPP TS 23.501  [2].

5GDN requirement #2: The proposed stage 3 solutions shall provide a mechanism for interaction with external DN for transport of user plane information by/to external DN as specified in 3GPP TS 23.501 [2].

4.4
Requirements for Network Capability Exposure of 5G System

5GNCE requirement #1: The proposed stage 3 solution shall comply with the exposure functionality as defined in 3GPP TS 23.501 [2] for Policy/Charging and identified monitoring and provisioning capabilities.

NOTE:   External exposure can be categorized as Monitoring capability, Provisioning capability, and Policy/Charging capability. The Monitoring capability is for monitoring of specific event for UE in 5G system and making such monitoring events information available for external exposure via the NEF. The Provisioning capability is for allowing external party to provision of information which can be used for the UE in 5G system. The Policy/Charging capability is for handling QoS and charging policy for the UE based on the request from external party.
5GNCE requirement #2: The proposed stage 3 solution shall provide mechanism(s)for both internal and external exposure as defined in 3GPP TS 23.501 [2].
5
5G Policy Framework
5.1
Reference Model
The policy framework functionality in 5G is comprised by the functions of the Policy Control Function (PCF), the policy and charging enforcement functionality supported by SMF and UPF, the access and mobility policy enforcement functionality supported by the AMF, the Network Data Analytics (NWDA), the Network Exposure Function (NEF), the Packet Filter Description Function (PFDF), the Online Charging System (OCS) and the Application Function (AF). 3GPP TS 23.501 [2] specifies the 5G policy framework stage 2 functionality.
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Figure 5.1-1: Overall non-roaming 5G Policy framework architecture

Editor's note:
The reference point PUd, PNt, PNu, PGw and PSy are not yet defined in the baseline 5G architecture and the actual name is expected to change in stage 2.
Editor's note:
Implications from multiple Slices and its relation to PCF are FFS in stage 2.
NOTE: 
The PCEF functionality defined in 3GPP TS 23.203 [4] corresponds to the functions supported by the SMF and the UPF. 
Editor's note: 5GC interfaces corresponding to the PCEF interfaces towards charging system are FFS.

NOTE: 
The N4 interface is not part of the Policy Framework architecture but shown in the figures for completeness. 
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Figure 5.1-2: Overall roaming policy framework architecture - local breakout scenario with AF in VPLMN
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Figure 5.1-3: Overall roaming policy framework architecture - local breakout scenario with AF in HPLMN
Editor's note:
The need for this roaming scenario with local breakout and AF in HPLMN is FFS. Resolution of this editor's note also depends on feedback from GSMA in stage 2.
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Figure 5.1-4: Overall roaming policy framework architecture - home routed scenario

Editor’s Note: The inclusion of the PFDF in the HPLMN for the home routed scenario is FFS.

5.2
Functional Entities
5.2.1
Policy Control Function (PCF)

The PCF is a functional element for policy control decision and flow based charging control functionalities. The PCF provides the following functions:

·  policy rules for application and service data flow detection, gating, QoS and flow based charging to the SMF

·  Access and Mobility Management related policies to the AMF. The policies provided from PCF to AMF includes, but not limited to the Mobility policy (e.g. RFSP index).
· UE policies that include Access Network discovery and selection policies and UE Route Selection Policies to the AMF.
The policy rule decisions made by the PCF may be based on one or more of the following:

-
Information obtained from the AF, e.g. the session, media and subscriber related information.

-
Information obtained from the User Data Repository (UDR), The PCF implements a Front End to access subscription information relevant for policy decisions in a User Data Repository.
-
Own PCF pre-configured information.
Editor's note:
It is FFS if the information obtained from the AMF, e.g. UE related and access related information can be the input for policy decision.

5.2.2
Session Management Function (SMF)

Editor's note:
The policy and charging enforcement functionality supported by the SMF is FFS.
5.2.3
Access and Mobility Function (AMF)

The Access and Mobility Policy Enforcement includes the following functionality:

-
Handling of UE Context Establishment request sent by the AMF to the PCF as part of UE Registration procedure(s);
-
Handling of UE Context Modification request sent by the AMF to the PCF when the conditions related to the access and mobility management decision (e.g. UE location) change.

-
Handling of UE Context Modification request sent by the PCF to the AMF when the policy information related to the UE changes.
-
Receive the access and mobility management decision from the PCF to the AMF;

-
Delivery of network events from the AMF to the PCF;

-
Handling of UE Context Termination request sent by the AMF to the PCF as part of UE De-Registration procedure.
Editor's note:
More detail descriptions will be added in the future.
5.2.4
Application Function (AF)

Within the Policy Framework, the AF is a functional element that communicates to the PCF to transfer dynamic application session information required for the PCF decisions (e.g. service specific information, application influence on traffic routing) as well as to receive PDU-CAN service specific information and notifications about PDU-CAN events. 
The AF may communicate with the PCF via the NEF.
5.2.5
Network Data Analytics (NWDA)
The NWDA is a functional element to support the notification or publishment of the slice specific network status analytic information to the PCF(s) that are subscribed to it.

5.2.6
Network Exposure Function (NEF)
The NEF is a functional element to support the following functionality:

-
It provides a means to securely expose the services and capabilities provided by 3GPP network functions.

-
It receives information from other network functions (based on exposed capabilities of other network functions). It may store the received information as structured data using a standardized interface to a data storage network function (interface to be defined by 3GPP). The stored information can be "re-exposed" by the NEF to other network functions and Application Functions, and used for other purposes such as analytics.

5.2.7
Packet Flow Description Function (PFDF)
Editor's note:
The description of the PFDF is FFS.
5.3
System Procedures
Editor’s Note: The procedures in this clause need to be aligned with the PCF service(s) or procedures defined in stage 2.
5.3.1
Procedures over N15 reference point

5.3.1.1
UE Context Establishment

This procedure is performed when the UE needs to perform initial registration to the 5G system or perform the registration with the AMF relocation.
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Figure 5.3.1.1-1 UE Context Establishment procedure
1. The AMF receives the registration request from the AN. Since no UE Context session exists, the AMPEF sends the UE Context Establishment Request message to the PCF to retrieve UE policies or access and mobility control policies. The Request message provides the UE Identity and, if available, Service Area Restrictions which are retrieved from the UDR during the update location procedure.

Editor's note:
More parameters sent to the PCF by the AMPEF are FFS.

Editor's note:
The PCF discovery and selection is FFS.

2. If PCF does not have the subscription data for the UE Identity, the PCF sends the Subscription Data Request message including the UE Identity to the UDR.

3. The UDR responds to the PCF with the subscription data that may include Service Area Restrictions, UE policies and access and mobility control policies.
4. The PCF makes the policy decision including, e.g. Service Area Restrictions, applicable event trigger(s).

Editor's note:
Other policies determined by the PCF are FFS.

5. The PCF responds to the AMPEF by including the UE policies and/or mobility control policies and event triggers determined by the PCF.

Editor's note:
Other information included in the response is FFS.

5.3.1.2
UE Context Modification

5.3.1.2.1

UE Context Modification initiated by the AMF
This procedure is performed when the conditions impacting the access and mobility control policies change, e.g. UE location. 
Editor's note:
Whether this procedure is needed is FFS.
5.3.1.2.2

UE Context Modification initiated by the PCF

This procedure is performed when the UE policies and/or access and mobility control policies arechanged.
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Figure 5.3.1.2.2-1 UE Context Modification initiated by the PCF
1. The PCF makes policy decisions to modify the UE Context based on the changed condition, the changed UE policies, or access and mobility access control policies (e.g. subscription update, event notification that triggers the change of access and mobility control policy, analytics information received from the NWDA).

2. The PCF sends the UE Context Modification Request message. If this procedure is required for access and control and mobility access policies, the request message also include Service Area Restrictions. If this procedure is required for UE policies the request message includes UE Policies. 
Editor's note:
More parameters sent by the PCF are FFS.

3. The AMF enforces the corresponding UE context and responds to the PCF.
5.3.1.3
UE Context Termination

5.3.1.3.1
UE Context Termination initiated by the AMF
This procedure is performed when the UE deregisters from the network or the old AMF terminates the session.
Editor's note:
Other triggers to initiate the procedure are FFS.
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Figure 5.3.1.3.1-1 UE Context Termination procedure
1. The AMF sends the UE Context Termination Request message to the PCF.

Editor's note:
The parameters sent to the PCF by the AMF are FFS.

2. The PCF terminates the UE Context.

Editor’s note: The interaction between the PCF and UDR is FFS.

3. The PCF responds to the AMF.

5.3.1.3.2
UE Context Termination initiated by the PCF

This procedure is performed when the PCF decides to terminate the UE Context session.
Editor's note:
Whether this procedure is need is FFS.
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 Figure 5.3.1.3.2-1 UE Context Termination initiated by the PCF
1. The PCF makes policy decisions to terminate the UE Context session based on the external trigger, e.g. UE subscription data is deleted, or internal trigger, e.g. operator policy is changed.

2. The PCF sends the UE Context Termination Request message to the UE.

Editor's note:
The parameters sent by the PCF are FFS.

3. The AMF removes the corresponding UE context and responds to the PCF.
5.3.2
Procedures over N7 reference point

5.3.2.1
PDU-CAN Session Establishment
This procedure is performed when the UE requests to establish a PDU-CAN session.
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Figure 5.3.2.1-1 PDU-CAN Session establishment procedure
1. The SMF receives a PDU session establishment request from the UE. The UE sends the PDU-CAN Session Establishment Request message including the Subscriber Permanent Identifier, DNN and IPv4 address/IPv6 prefix (if available) to the PCF.

Editor's note:
Other parameters sent to the PCF by the SMF are FFS.

Editor's note:
The PCF discovery and selection is FFS.

2. If PCF does not have the subscription data for the Subscriber Permanent Identifier and DNN, the PCF sends the Subscription Data request message to the UDM.

3. The UDM responds to the PCF with the subscription data.

4. The PCF makes the policy decision including, e.g. PCC rules, event trigger.

Editor's note:
Other policies determined by the PCF are FFS.

5. The PCF responds to the SMF by including the policy determined by the PCF.

Editor's note:
Other information included in the message is FFS.

5.3.2.2
PDU-CAN Session Modification

5.3.2.2.1
PCF-initiated PDU-CAN Session Modification
This procedure is performed when the PCF decides to modify a PDU-CAN session.
Editor’s Note: Other triggers to initiate the procedure is FFS.
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Figure 5.3.2.2.1-1 PCF-initiated PDU-CAN Session Modification
1. The PCF makes policy decisions to modify the PDU-CAN session based on e.g. the operation policy or upon AF requests or the UE subscription data is modified.
Editor’s note: The interaction between the PCF and UDR, and the interaction between the PCF and AF is FFS

2. The PCF sends the PDU-CAN Session Modification Request message to the SMF. 
Editor's note:
The parameters sent by the PCF are FFS.

3. The SMF enforces the corresponding policy and responds to the PCF.
5.3.2.2.2
SMF-initiated PDU-CAN Session Modification
This procedure is performed when the SMF decides to modify a PDU-CAN session.
Editor’s Note: Other triggers to initiate the procedure is FFS.
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Figure 5.3.2.2.2-1 SMF-initiated PDU-CAN Session Modification
1. The SMF sends the PDU-CAN Session Modification Request message to the PCF to retrieve policy, or to indicate to the PCF whether a PCC decision has been enforced successfully or not.
Editor's note:
The parameters sent to the PCF by the SMF are FFS.

2. The PCF makes policy decisions.

3. The PCF sends the PDU-CAN Session Modification Response message to the SMF.

5.3.2.3
PDU-CAN Session Termination

5.3.2.3.1

PDU-CAN Session Termination initiated by the SMF
This procedure is performed when the UE requests to release a PDU-CAN session.
Editor's note:
Other triggers to initiate the procedure are FFS.
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Figure 5.3.2.3.1-1 PDU-CAN Session Termination procedure initiated by the SMF
4. The SMF sends the PDU-CAN Termination Request message to the PCF.

Editor's note:
The parameters sent to the PCF by the SMF are FFS.

5. The PCF removes the corresponding session context.

6. The PCF responds to the SMF.

5.3.2.3.2

PDU-CAN Session Termination initiated by the PCF
This procedure is performed when the PCF requests to release a PDU-CAN session.
Editor's note:
Other triggers to initiate the procedure are FFS.
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Figure 5.3.2.3.2-1 PDU-CAN Session Termination procedure initiated by the PCF
4. The PCF makes policy decisions to terminate the PDU-CAN Session based on the external trigger, e.g. UE subscription data is deleted, or internal trigger, e.g. operator policy is changed.

Editor’s note: The interaction between the PCF and UDR is FFS.
5. The PCF initiate the PDU-CAN Session modification procedure to request the release of the PDU session.

Editor’s note: It is FFS whether the PDU-CAN Termination Request or the PDU-CAN Modification Request is used.
Editor's note:
The parameters sent by the PCF are FFS.

6. The SMF response the PDU-CAN Session modification.
Editor's note:
The parameters sent by the SMF are FFS.

7. Step 1 through step 3: as specified in 5.3.2.3.1-1: PDU-CAN Session Termination procedure initiated by the SMF, as needed.
Editor’s note: It is FFS if the PDU-CAN Termination Request is used in step 2.
5.3.3
Procedures over N24 reference point
5.4
Network Function Service Procedures

This clause will analyse the Network Function Service Procedures for the 5G Policy Framework. It includes (to be updated):
· Possible Service-based interfaces: Npcf, 

5.4.1
General
The following NF services are specified for PCF:

Table 5.4-1: NF Services provided by PCF

	Service Name
	Description
	Reference
	Example Consumer
	Mechanism

	Npcf_PolicyDecision
	Provides the requested policy to the Requester.
	5.4.2
	AMF/SMF
	Request-Response

	Npcf_PolicyNotification
	Provides updated policy to the Requester.
	5.4.3
	AMF/SMF
	Subscribe-Notify

	Npcf_PolicyAuthorization
	Authorize the request, and optionally Ddetermines and installs the policy according to the information provided by the Requester.
	5.4.4
	AF
	Request-Response

	Npcf_EventNotification
	Provides traffic plane event subscription/notification to the Requester.
	5.4.5
	AF
	Subscribe-Notify


Editor’s Note: The current PCF services are not stable and could be updated as described in stage 2.
5.4.2
Npcf_PolicyDecision service

5.4.3
Npcf_PolicyNotification service

5.4.4
Npcf_PolicyAuthorization service

5.4.5
Npcf_EventNotification service

5.5
Protocols

This clause will analyse the Protocols to be supported in the 5G Policy Framework procedures.
5.5.1
Protocol Candidates

5.5.1.1
HTTP2/JSON
5.5.1.1.1
General

HTTP is protocol that is widely used in the Internet as transport protocol, for instance for Web Browsing or for applications following the Representational State Transfer (REST) or RESTful architectural principles (see [18]).

REST defines a set of architectural principles on how to design services that focus on a system's resources, RSET uses the create, read, update, and delete (CRUD) operations to handle such resources and HTTP methods can be directly mapped to those operations:

-
To create a resource on the server, use HTTP POST;

-
To retrieve a resource, use HTTP GET;

-
To change the state of a resource or to update it, use HTTP PUT;

-
To remove or delete a resource, use HTTP DELETE.

Application data in the HTTP Body can be binary or text encoded. JSON (see IETF RFC 7159 [8] and IETF draft-newton-json-content-rules [14])) is one language to describe the format of such text-based payloads.

The protocol HTTP2 (see IETF RFC 7540 [7]) is in the introduction phase. Compared to HTTP1.1, HTTP2 enables a more efficient use of network resources and a reduced perception of latency by introducing header field compression and allowing multiple concurrent exchanges on the same connection. It also introduces unsolicited push of representations from servers to clients.
5.5.1.1.2
TCP/TLS/HTTP2/JSON

In current deployments, HTTP is in most cases transported using TCP (see IETF RFC 793 [5]), which provides a reliable transport.

TLS (see IETF RFC 5246 [6]) can be applied to provide transport level security.

5.5.1.1.3
UDP/QUIC/HTTP2/JSON

IETF is currently specifying a new alternative transport protocol for HTTP called QUIC (see IETF draft-ietf-quic-transport [10], IETF draft-ietf-quic-tls [11], IETF draft-ietf-quic-http [12], and IETF draft-ietf-quic-recovery [13]).

QUIC is a multiplexed and secure transport protocol that runs on top of UDP. QUIC aims to provide a flexible set of features that allow it to be a general-purpose transport for multiple applications. QUIC implements techniques learned from experience with TCP, SCTP and other transport protocols. Using UDP as the substrate, QUIC seeks to be compatible with legacy clients and middleboxes. QUIC authenticates all of its headers and encrypts most of the data it exchanges, including its signalling. This allows the protocol to evolve without incurring a dependency on upgrades to middleboxes.

5.5.1.2
Diameter

Diameter is an authentication, authorization, and accounting protocol for computer networks. It evolved from and replaces the much less capable RADIUS protocol that preceded it.

The Diameter base protocol is defined by IETF RFC 6733[17], Diameter Applications can extend the base protocol by adding new commands, attributes, or both.

The communication between two diameter peers starts with the establishment of a transport connection (TCP or SCTP). Diameter security is provided by IPsec or TLS/DTLS.

NOTE:
For existing 3GPP Diameter interfaces, IPsec is used, see 3GPP TS 33.210 [n]
Diameter is applied for instance by the following reference points in EPC system:

-
S9: It provides transfer of (QoS) policy and charging control information between the Home PCRF and the Visited PCRF in order to support local breakout function;

-
Gx: It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Function (PCEF) in the PDN GW;

-
Rx: The Rx reference point resides between the AF and the PCRF.
The protocol stack of Diameter is described in Figure 5.5.1.2-1.
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Figure 5.5.1.2-1: Diameter stack
The message format of Diameter is described in Figure 5.5.1.2-2.
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Figure 5.5.1.2-2: Diameter message format

The characters of Diameter protocol set are as follows:

- 
A pure binary formatted protocol, widely used in Internet and mobile network;
-
Session based connection setup and maintenance. Transaction based communication between servers;

-
Reliable transport is provided by the underlying transport protocol, e.g. SCTP (see IETF RFC 4960 [15])
- 
A peer-to-peer communication model that supports relay, proxy and redirect agents and that provide mechanisms for policy decision, message routing and session state maintenance;

-
Flexible routing method: Routeing can be based both on Diameter headers and application layer AVPs;

-
Enhanced extendibility: operators and vendors are able to define their own commands and AVPs;

-
IPSsec, TLS/DTLS can be applied to provide a transport level security.

5.5.2
Evaluation of candidate protocols for service based interfaces
Table 5.5.2-1 provides a comparison of different candidate protocols based on the requirements and additional evaluation criteria in subclauses 4.1.1 and 4.1.2, respectively. The colours of the cells provide an evaluation how well the criteria are met (Dark green: Criterion well met. Light green: Criterion mostly met. White: Criterion partially met or no substantial differences between candidate protocols. Orange: Criterion not met.)

Table 5.5.2-1: Comparison of candidate protocols.

	Requirement/ Evaluation Criterion
	TCP/TLS/HTTP2/JSON

(see IETF RFC 793 [5], IETF RFC 5246 [6], IETF RFC 7540 [7], IETF RFC 7159 [8] and IETF draft-newton-json-content-rules [14])
	UDP/QUIC/HTTP2/JSON

(see IETF RFC 768[9],
IETF draft-ietf-quic-transport [10],
IETF draft-ietf-quic-tls [11],
IETF draft-ietf-quic-http [12],
IETF draft-ietf-quic-recovery [13], IETF RFC 5246 [6], IETF RFC 7540 [7], IETF RFC 7159 [8] and IETF draft-newton-json-content-rules [14])
	SCTP/Diameter

(see IETF RFC 4960 [15], 3GPP TS 33.210 [16] and IETF RFC 6733[17])

	R1. Support of bidirectional communication
	Service communication is unidirectional, i.e. fully bidirectional communication requires 2 client-server pairs - 1 per direction. However, HTTP2 also offers the possibility of Sever Push Notifications via server-initiated streams within one client-server,
	Service communication is unidirectional, i.e. fully bidirectional communication requires 2 client-server pairs - 1 per direction. However, HTTP2 also offers the possibility of Sever Push Notifications via server-initiated streams within one client-server,
	Diameter support Request-Answer command pairs in both directions.

	R2. Support of reliable communication
	TCP supports packet retransmission for a reliable communication.
	QUIC supports packet retransmission for a reliable communication.
	SCTP supports packet retransmission and failover to alternate paths for a reliable communication.

	R3. Forward compatibility and ease of upgrade
	HTTP and JSON payload support versioning of service. New IEs added to JSON schema will be ignored. 3GPP defined supported feature mechanism has already been added also to some HTTP/JSON interfaces.
	HTTP and JSON payload support versioning of service. New IEs added to JSON schema will be ignored. 3GPP defined supported feature mechanism has already been added also to some HTTP/JSON interfaces.
	Diameter allows to control whether unknown AVPs will be ignored. 3GPP defined supported feature mechanism is well understood and has been proven to work well. 

	R4. Low Response Time
	Radical throughput reduction by TCP in overload and TCP head-of-line blocking are potential issues.

See also A1.
	UDP based transport avoids head of-line blocking. QUIC support multiple streams.

See also A1.
	Performance proven to be appropriate for EPC.

See also A1.

	R5. Scalability
	Potentially limited by high number of TCP connections, but HTTP2 streams allows a reuse of TCP connections between service instances.
	UDP based

QUIC scales to very high number of transport connections (64-bit identifier) 
	SCTP associations between Diameter peers can be used for many Diameter sessions.

(3GPP extended Diameter Agent for dynamic UE session information discovery may impact scalability, but this is considered an architectural issue as similar solutions would be required should other protocols be selected)

	R6. Ease and speed of deployment of network functions and services
	If client authentication requires static configuration is ffs. Otherwise dynamic endpoint discovery and connection establishment is supported.
	If client authentication requires static configuration is ffs. Otherwise dynamic endpoint discovery and connection establishment is supported.
	How well secondary SCTP paths can be supported in dynamic manner (e.g. via DNS) is ffs. Should static configuration be required, Diameter Agents can help.

	R7. Time of Availability of used standards
	Already available.
	Planned completion in November 2018 (according to IETF QUIC working group milestones)
	Already available.

	R8 Error detection and error reporting capabilities
	
	
	

	R9 Well-defined schema and unambiguous interpretation of transported data
	
	
	

	A1. Resource-efficiency
	Text encoding of HTTP and JSON brings small processing overhead and increases message size.

(But only a small number of HTTP headers will be needed and HTTP2 provides header compression. HTTP2 also supports binary encoding at the HTTP layer, application still provides a text encoded payload)
	Text encoding of HTTP and JSON brings small processing overhead and increases message size.

(But only a small number of HTTP headers will be needed and HTTP2 provides header compression. HTTP2 also supports binary encoding at the HTTP layer, application still provides a text encoded payload)
	Binary encoding at the application layer, but message size increase due to AVP header overhead.

	A2. Reusability of existing 3GPP implementations
	Many libraries to choose from for HTTP/JSON layer. But existing application code based on Diameter will require large adaptations. Also, need to implement HTTP equivalent of Diameter Agent with 3GPP extensions.
	Many libraries to choose from for HTTP/JSON layer, but QUIC support not yet so widespread. Existing application code based on Diameter will require large adaptations. Also, need to implement HTTP equivalent of Diameter Agent with 3GPP extensions.
	Diameter is widely used in EPC

(roaming and non-roaming interfaces

	A3. Minimize number of protocols in network
	Already some limited usage within operators´ networks and for external interfaces at the SCEF (with earlier HTTP versions). HTTP/JSON could be used both for external and internal interfaces.

Legacy interfaces in EPC use different protocols.
	No standardised usage of QUIC within operators´ networks up to now.

However already some limited usage of HTTP/JSON (with earlier HTTP versions) within operators´ networks and for external interfaces at the SCEF. HTTP/JSON could be used both for external and internal interfaces.
	Already widespread usage in and between operator´s networks.

Diameter not supported on external interfaces.

	A4. Congestion, load and overload control
	HTTP/2: multiple streams, each with priority (weight) and dependency (on another streams)

Only limited possibilities to indicate overload via HTTP errors, but no load feedback.

TCP provides end-to-end congestion control, but with radical throughput reduction.
	HTTP/2: multiple streams, each with priority (weight) and dependency (on another streams)

Only limited possibilities to indicate overload via HTTP errors, but no load feedback.

QUIC provides a mechanism for loss detection and overload control, but performance is ffs.
	Congestion control supported by SCTP

Application-Level Load/Overload Control supported by Diameter.

	A5. Support of Security
	TLS for transport level.

Support for application-level authentication and authorization via HTTP header.
	TLS for transport level.

Support for application-level authentication and authorization via HTTP header.
	IPsec for transport level (see 3GPP TS 33.210 [16]).



	A6. Ease of troubleshooting
	Many tools exist to trace/monitor HTTP REST APIs

Distributed logging.
	Many tools exist to trace/monitor HTTP REST APIs, but no widespread support for QUIC so far.

Distributed logging.
	Operators likely already have tools for Diameter.

Centralized logging by Diameter Agent or Distributed logging.

Binary decoding required for troubleshooting,

	A7. Ease of use of 3GPP services from operator owned application functions
	Largest user community for Web Services. Already supported by some operator owned application functions (with earlier HTTP versions)
	Large user community for HTTP/JSON Web Services, but limited experience for QUIC.
	Mainly 3GPP user community, but already supported by some operator owned application functions. (P-CSCF acting as AF. GCS AS, SCS)

	A8. Support of failover
	Supported by HTTP error codes and HTTP proxies.
	Supported by HTTP error codes and HTTP proxies.
	Supported by error codes and Diameter Agent.

	A9. Support of network entity selection based on UE context information (e.g. based on dynamic UE session information
	Supported, if new HTTP proxy extensions required is FFS.
	Supported, if new HTTP proxy extensions likely required is FFS.
	Supported by Diameter Agent with existing 3GPP extensions.

	A10. Ease of traversal of carrier-grade ALG/NAT/firewall
	Possible need to configure operator-grade firewalls to pass TCP/TLS/HTTP.
	Possible need to configure operator-grade firewalls to pass UDP/QUIC.
	Need to configure operator-grade firewalls to pass IPSec, but security gateways reduce the number of required connections (see 3GPP TS 33.210 [16]).

	A11. Impacts to GSMA GRX/IPX
	No HTTP support so far. (e.g. GSMA uses home-routed APN for HTTP-based Ut interface).
	No HTTP/QUIC support so far. (e.g. GSMA uses home-routed APN for HTTP-based Ut interface).
	Existing Diameter support.

	A12, Open and public Source/Standardization body
	yes
	yes
	yes

	A13. Protocol enables stateless operation
	
	
	

	A14. Routing support and related mechanisms.
	
	
	

	A.16 Sessions multiplexing over a single transport connection
	
	
	


5.6
Access and Mobility Policy Rules
This clause will analyse the different types of Access and Mobility Policy Rules and their structure within the 5G Policy Framework.

5.7
Session Management Policy Rules

This clause will analyse the different types of Session Management Policy Rules and their structure within the 5G Policy Framework.

5.8
UE Policies

This clause will analyse the different types of UE Policies and their structure within the 5G Policy Framework.

The PCF will provide UE policies to the AMF via the N15 reference point. Two types of UE policies are defined in 3GPP TS 23.501 [2]:

· Access Network discovery and selection policies

· UE Route Selection Policies (URSP).

Editor’s Note: The inclusion of Access Network discovery and selection policies over the N15 interface is FFS.

5.8.1
Access Network discovery and selection policies

These policies are used for the UE to select non-3GPP accesses and to decide how to route traffic between the selected 3GPP and non 3GPP accesses.

Editor’s note: The structure of these policies remains unspecified in stage 2.

5.8.2
UE Route Selection Policies (URSP)

These policies are used by the UE to determine how to route outgoing traffic. 

The following information needs to be provided as part of each UE Route Selection Policy:

· Traffic Filter: Filter information for the traffic (flow information or application identifier)
· Non-seamless Offload (more than one instance allowed, one per Non-3GPP access type). It includes:

· Traffic-Treatment: Traffic [Prohibited, Preferred, Permitted] to be offloaded to non-3GPP access outside of a PDU session
· Non-3GPP Access: Optional parameter to indicate the Non-3GPP network for which the traffic treatment applies.

· Non-3GPP Access priority: Optional parameter to indicate the priority

· Slice info (more than one instance allowed). It includes S-NSSAI information, i.e.:

· Slice/Service Type: Indicates expected Network Slice behaviour in terms of features and services
· Slice Differentiator: Optional parameter that complements the Slice/Service type(s) to allow further differentiation for selecting a Network Slice instance from the potentially multiple Network Slice instances that all comply with the indicated Slice/Service type
· Slice priority: Optional parameter to indicate the priority

Editor’s note: What info is provided as part of this information remains unspecified in stage 2.

· Continuity Type (more than one instance allowed, provided in priority order). It indicates the required SSC mode(s) [SSC Mode 1, SSC Mode 2, SSC Mode 3] for the matching traffic.

· DNN (more than one instance allowed, provided in priority order). It includes the required DNN(s) for the matching traffic. It is used to associate the matching traffic with one or more DNNs. 

Editor’s note: Whether the format of the DNN corresponds to the EPC APN needs further analysis. 

· Access Type (more than one instance allowed, provided in priority order): It indicates the type of access (3GPP or non-3GPP) on which the PDU session should be established for the matching traffic.  If the UE needs to establish a PDU session for the matching traffic, this indicates the type of access (3GPP or non-3GPP) on which the PDU session should be established. It may also indicate a prioritized list of accesses on which the PDU session establishment should be attempted.
Editor's note:
It is FFS if the size of the UE policies to be transferred and frequency of the rules update from the PCF to the UE would require additional transport options.
Editor's note:
It is FFS if part of the policies can be transferred via UDM.
5.9
QoS mechanisms

Editor’s note: The content is this subclause provides current best understanding of the function distribution of PCEF (Policy and Charging Enforcement Function) related to QoS in the SMF and UPF and it may be subject to change in a future update.
5.9.1
Overview

The PCF may provide authorized QoS to the SMF. The authorized QoS can be the default QoS, the QoS per Service Data Flow and the QoS per PDU session.
The provisioning of the authorized QoS is performed from the PCF to the SMF. The authorized QoS can refer to a policy rule or to a PDU Session.

The authorized QoS provides appropriate values for the resources to be enforced.

The authorized QoS for a policy rule is a request for allocating the corresponding resources.
Editor’s note: The content of this clause is based on Annex A in 3GPP TS 23.501 [2], which is temporary place for unstable content.
5.9.2
Policy provisioning for authorized QoS per service data flow

The authorized QoS QoS (i.e. the QoS profile) per service data flow shall be provisioned within the corresponding policy rule by the PCF to the SMF. The PCF shall include the QoS parameters in the QoS profile as follows:  
· When the PCF authorizes the Non-GBR type QoS for the service data flow, the PCF shall include a standardized 5QI with non-GBR value or a non-standardized 5QI with the 5G QoS characteristics (i.e. Resource Type, Priority level, Packet Delay Budget and Packet Error Rate) and ARP. The PCF may also include the MBR if needed. For Non-GBR QoS with standardized 5QIs the PCF shall not provide the ARP as part of the authorized QoS information.
· When the PCF authorizes the GBR type QoS for the service data flow, the PCF shall include a standardized 5QI with GBR value or a non-standardized 5QI with the 5G QoS characteristics (i.e. Resource Type, Priority level, Packet Delay Budget and Packet Error Rate). The PCF shall also include the ARP, the GBR and the MBR. The PCF may also include the notification control.
Editor's Note: Whether beyond the standardized 5QIs, also pre-configured 5QI values can be further used as QFI values is FFS in stage 2.
5.9.3
Policy enforcement for authorized QoS per service data flow

Editor's Note: Policy enforcement for authorized Qos per service data flow is FFS.
5.9.4
Policy provisioning of authorized QoS per PDU Session
Each PDU session of a UE is associated with a Session-AMBR. The PCF may provision the authorized AMBR per PDU session as part of the PDU-CAN session establishment procedure and may modify it at any time as long as there is a PDU-CAN session active for that DDN. 
The Session-AMBR limits the aggregate bit rate that can be expected to be provided across all Non-GBR QoS flows for a specific PDU session.Authorized session-AMBR includes the Session Aggregate Maximum Bit Rate Uplink and/or Downlink.

Each PDU session of a UE is associated with a default QoS. The PCF may provision the authorized default QoS per PDU session as part of the PDU-CAN session establishment procedure and may modify it at any time as long as there is a PDU-CAN session active for that DDN.

The default QoS relate to a non-GBR 5QI and includes the 5QI and ARP for the treatment of packets related to the Default QoS flow. For non-standardized 5QI, the default QoS also includes the Priority-Level, Packet-Delay-Budget and Packet-Error-Rate as described in subclause 5.9.4.2. For standardized 5QI, the default QoS provided by the PCF does not include the ARP. At least one PCC Rule will be bound to the default QoS flow. 

Editor’s Note: Whether the Default QoS requires one PCC rule to be bound to the default QoS flow is FFS.

Editor’s Note: Handling of errors in the provisioning of the authorized QoS per PDU Session is FFS.5.9.y
Policy enforcement for authorized QoS per PDU session
When the SMF receives an authorized session-AMBR and/or the default QoS at PDU-CAN session establishment and also at PDU-CAN session modification, the SMF shall send it to the UPF via the N4 reference point and send it to the RAN via the AMF. 

Editor’s Note: Handling of errors at enforcement of the authorized QoS per PDU session is FFS.

5.9.5
Reflective QoS
5.9.5.1
General

The reflective QoS is achieved by creating a derived QoS rule in the UE based on the received downlink traffic. It shall be possible to apply reflective QoS and non-reflective QoS concurrently within the same PDU session. For traffic that is subject to reflective QoS, the UL packet gets the same QoS marking as the reflected DL packet.
5.9.5.2
Provisioning of authorized Reflective QoS per service data flow
When the PCF determines that the reflective QoS is applied to a service data flow, the PCF shall include the Reflective QoS Indicator (RQI) in the corresponding policy rule and provide the policy rule to the SMF.

Editor's note:
How and when the 5GC disable the reflective QoS function is FFS in stage 2.

Editor’s note: It is FFS whether the PCF provides Reflective QoS indication to the SMF.
5.9.5.3
Policy enforcement of authorized Reflective QoS per service data flow

The SMF determines whether to enable the reflective QoS function via Control Plane or User Plane based on policies and type of access when the SMF receives the policy rule including the RQI.
5.9.6
QoS Information
5.9.6.1
5G QoS Indicator (5QI)

A 5QI is a scalar that is used as a reference to 5G QoS characteristics i.e. access node-specific parameters that control QoS forwarding treatment for the QoS flow (e.g. scheduling weights, admission thresholds, queue management thresholds, link layer protocol configuration, etc.).

The standardized 5QI values are defined in subclause 5.4.1 in 3GPP TS 23..501 [2].
5.9.6.2 
QoS Characteristics

The following QoS Characteristics are defined for non-standardised 5QI values:

Resource Type:

The Resource Type determines if the Service Data Flow is a GBR Service Data Flow or a Non-GBR Service Data Flow, i.e. if the resources for the related QoS flow are permanently allocated or not.  
Packet Delay Budget:
The Packet Delay Budget (PDB) defines an upper bound for the time in milliseconds that a packet may be delayed. 
Packet Error Rate:
The Packet Error Rate (PER) defines an upper bound for the rate of SDUs (e.g. IP packets) that have been processed by the sender of a link layer protocol (e.g. RLC in RAN of a 3GPP access) but that are not successfully delivered by the corresponding receiver to the upper layer (e.g. PDCP in RAN of a 3GPP access). Thus, the PER defines an upper bound for a rate of non-congestion related packet losses. The purpose of the PER is to allow for appropriate link layer protocol configurations (e.g. RLC and HARQ in RAN of a 3GPP access). For a certain 5QI the value of the PER is the same in uplink and downlink.
Priority Level:
Editor’s Note: This data remains unspecified in 3GPP TS 23.501.
NOTE:
 For non-standardized combinations of 5G QoS characteristics, a 5QI value from the non-standardized value range together with the 5G QoS characteristics are signalled over N7.
5.9.6.3
Allocation Retention Priority

The ARP is used to indicate the priority of allocation and retention, the pre-emption capability and pre-emption vulnerability for the Service Data Flow.

The Priority Level defines the relative importance of a resource request. This allows deciding whether a new QoS flow may be accepted or needs to be rejected in case of resource limitations (typically used for admission control of GBR traffic). It may also be used to decide which existing QoS flow to pre-empt during resource limitations.
Values 1 to 15 are defined, with value 1 as the highest level of priority.

Values 1 to 8 should only be assigned for services that are authorized to receive prioritized treatment within an operator domain. Values 9 to 15 may be assigned to resources that are authorized by the home network and thus applicable when a UE is roaming.
The pre-emption-capability of a Service Data Flow defines whether a service data flow may get resources that were already assigned to another service data flow with a lower priority level.

The pre-emption vulnerability of a Service Data Flow defines whether a service data flow may lose the resources assigned to it in order to admit a service data flow with higher priority level.
The pre-emption capability and the pre-emption vulnerability may be enabled or disabled.
5.9.6.4
Guaranteed Bitrate (DL/UL)
The Guaranteed Bit Rate indicates the guaranteed bitrate in bits per second for a downlink service data flow. For PDU type IP, the bandwidth contains all the overhead coming from the IP-layer and the layers above, e.g. IP, UDP, RTP and RTP payload.

5.9.6.5
Maximum Bitrate (DL/UL)
The Maximum Bit Rate indicates the maximum bandwidth in bits per second for a downlink service data flow. For PDU type IP, the bandwidth contains all the overhead coming from the IP-layer and the layers above, e.g. IP, UDP, RTP and RTP payload.
5.9.6.6
Notification Control

The Notification control indicates whether notification should be made if the QoS targets cannot be fulfilled for a Service Data Flow during the lifetime of the Service Data Flow. Applicable to GBR Service Data Flows.
5.9.6.7
PDU Session Aggregate Maximum Bitrate (DL/UL)
The PDU Session Maximum Bitrate indicates the maximum aggregate bit rate in bits per seconds across all non-GBR QoS flows related with the same PDU session.
5.9.6.8
UE Aggregate Maximum Bitrate (DL/UL)
The UE Maximum Bitrate indicates the maximum aggregate bit rate in bits per seconds across all non-GBR QoS flows related with a UE.

NOTE:
This information is not provided by the policy framework.
5.10
Discovery and Selection aspects
This clause will analyse the PCF selection and discovery mechanisms in the different contexts.
5.11
Roaming scenarios

This clause will analyse the roaming scenarios aspects in the 5G Policy Framework.

For a subscriber roaming in a visited PLMN, the H-PCF shall provide access and mobility management related policy to V-PCF via the N24 interface. The V-PCF shall authorize the received policy based on the roaming agreement and local policy and then provide to the AMF.

Policy provided by the H-PCF includes (not exhaustive):

-
Access and mobility management policies e.g. RFSP index.
Editor's note:
It is FFS whether session management policy on the roaming interface is needed.
Editor's note:
Whether other types of policy, apart from the above list need to be provided by PCF is FFS.

5.12
Subscription Data Management

This clause will analyse the Subscription Data Management aspects in the 5G Policy Framework.
5.13
Interworking with EPC
This clause will analyse the role of the 5G Policy Framework in the interworking with EPC. 
A 3GPP 5G Core Network may interact with an EPC Network (see subclause 4.3 in 3GPP TS 23.501 [2]). In order to do so, the 5G Policy Framework will, in addition to the 5G functionality, provide EPC functionality as defined in 3GPP TS 23.203 [4].

The following figure shows the non-roaming Policy framework for interworking between 5GC and EPC:
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Figure 5.13-1: Non-roaming Policy framework for interworking between 5GC and EPC.
The following figure shows the roaming Policy framework for Home Routed case for interworking between 5GC and EPC: 
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Figure 5.13-2: Home Routed roaming Policy framework for interworking between 5GC and EPC
The following figure shows the roaming Policy framework for Local Breakout for interworking between 5GC and EPC:
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 Figure 5.13-3: Local breakout roaming Policy framework for interworking between 5GC and EPC
NOTE 1:
PCF + PCRF, SMF+ PGW-C and UPF + PGW-U are dedicated for interworking between 5GC and EPC, which are optional and are based on UE and network capabilities. UEs that are not subject to 5GS and EPC interworking may be served by entities not dedicated for interworking, i.e. either by PGW/PCRF or SMF/UPF/PCF.

NOTE 2:
N4 interface is shown in the figures for completeness as it is not part of the Policy Framework

Interworking between 5GC and EPC is optional. When supported:

· The PCF+PCRF related functionality shall be offered by the same logical entity.

· The SMF+PGW-C functionality shall be offered by the same logical entity

· N7 interface shall be supported between the PCF-PCRF and the SMF+PGW-C. This interface should be as much transparent as possible to the access network.

· SMF+PGW-C shall be in charge of the applicable attribute derivation when the user accesses via EPC/E-UTRAN. 

Editor’s note: Reference points and logical entities in the interworking architecture can require futher work at stage 2 level.
· The following derivation is required:QoS mapping derivation: 

· 5QI values shall be mapped into QCI values 
· Notification control different from successful/non-successful resource allocation will be ignored.

· Session AMBR shall be mapped into the APN-AMBR

Editor’s note: QoS mapping derivation is subject to changes and needs further stage 2 work.

5.14
IMS Aspects

5.14.1
General
In order to support the IMS service, the PCF shall be able to receive media related information from the IMS and inform the IMS of PDU-CAN events.
Editor’s Note: The interface between the IMS and PCF is FFS in stage 2.
6
Interworking between the 5G System and external Data Networks (DN)
6.1
Reference Model

This clause will describe the Reference Architecture related to the interworking between the 5G system and external Data Networks.
6.1.1
General

The PDU-CAN domain can interwork with IP networks and networks handling non-IP data services. When interworking with the IP networks, the PDU-CAN domain can operator IPv4 or IPv6. The interworking point with the external networks is at N6 reference point. This interworking point is shown in the following figure.


[image: image21.wmf] 

PDU

-

CAN

 

Network

 

External 

 

Network(s)

 

N6

 

UE

 


Figure 6.1.1-1: External network interworking

The UPF for interworking with the external network is the access point of the PDU-CAN domain. See 3GPP TS 23.501 [2] for further details.

6.1.1.1
Interworking with external DN with DHCP service
The Packet Domain may obtain IP address via external DHCP server during the PDU session establishment procedure in a 5G system. For IPv4, the SMF acts as the DHCP client towards the external DHCP server. For IPv6, the SMF acts as the DHCP server towards the UE and the DHCP client towards the external DHCP server. The UPF does not have any DHCP functionality and just forwards packets between the SMF and external server over the user plane for IPv4 or IPv6, and between the UE and the SMF over the user plane for IPv6.
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Figure 6.1.1.1-1: The architecture of 5G System interworking with external netowrk for DHCP

6.2
Functional entities

This clause will define the Functional Entities related to the interworking between the 5G system and external Data Networks.
6.3
System Procedures

This clause will analyse the System Procedures related to the interworking between the 5G system and external Data Networks.
6.3.1
DN Authentication & Authorization

The SMF will interact with an external DN for transport of signalling for PDU session authorization/authentication by the external DN.
The following system procedure describes the signalling flows for the authentication/authorization procedures for 5G system. The procedures are based on the descriptions in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3]. 
1.
UE initiates the PDU Session Establishment procedure, including authentication/authorization information.
2.
The AMF sends Session Management Request including the PDU Session Establishment Request to the SMF.
3.
The SMF triggers the N4 PDU session establishment request towards the UPF.
4.
The UPF sends the Authentication/Authorization request to the DN. It includes the received authentication/authorization data.
5.
The DN responds the UPF. The DN may provide a SM PDU DN Response Container to the UPF with authentication/authorization information.
6.
The UPF responds the SMF including the received Authentication/Authorization information within the SM PDU DN Response container.

7.
The SMF responds to the AMF.

8.
The AMF responds the UE. 

Steps 1 to 8 may be repeated depending on the authentication/authorization mechanism used.

Editor’s note: The details about the supported authentication/authorization mechanisms require further stage 2 work.

Editor’s note: If AAA signalling is tunnelled in steps 3 and 6 is FFS. 


[image: image23.wmf] 

 

 

UE

 

S

MF

 

E

xternal 

DN 

 

1. 

NAS SM Transport

 

(Authentication 

message)

 

4

. 

Authentication/Authorization

 

Request

 

 

8

. 

NAS SM Transport 

response

 

 

AMF

 

2. 

NAS SM Transport 

(Authentication message)

 

7

. 

NAS SM Transport response

 

 

3. N4 

Transport (Authentication message)

 

6. N4 

Transport

 

Response

 

5. 

Authentication/Authorization Response

 

 

UPF

 


Figure 6.3.1-1: DN Authentication & Authorization

6.3.2
IP Address Management

When interworking with IP networks, the SMF may interact with an external Data Network for UE IP Address management. It includes the support of IP address allocation, renewal and release related messages over N6 reference point.
NOTE: 
The SMF may get an IP index from the PCF to assist in selecting how the IP address is to be allocated when multiple allocation methods or multiple instances of the same method are supported.
The following methods are already considered for UE IP Address management in an external network:

· IPv4 Address allocation and IPv4 parameter configuration using DHCPv4

· /64 IPv6 prefix allocation via IPv6 stateless address autoconfiguration via DHCPv6 according to IETF RFC 4862 [19]

· IPv6 parameter configuration via stateless DHCPv6 according to IETF RFC 3736 [20]
6.3.2.1
IPv4 Address allocation and IPv4 parameter configuration via DHCPv4
The UE may obtain the IPv4 address and/or its configuration parameters at or after the initial access signalling (i.e. initial PDU session establishment) to the packet domain. The request for IPv4 address and/or configuration parameters from the UE may trigger the SMF acting as a DHCPv4 client to request the IPv4 address and/or configuration parameters from an external DHCPv4 server and deliver them to the UE. The DHCPv4 functions in the SMF, the UE and the external DHCPv4 server shall be compliant to IETF RFC 2131 [22], IETF RFC 1542 [23] and IETF RFC 4039 [24]. 

The following system procedure describes the successful IPv4 address allocation and parameter configuration signalling flow between the SMF and the external DHCPv4 server as depicted in Figure 6.3.x1-1. For a detailed description of the DHCPv4 messages, refer to IETF RFC 2131 [22], IETF RFC 1542 [23] and IETF RFC 4039 [24].
1)
The DHCPv4 client function in the SMF sends a DHCPDISCOVER as an IP limited broadcast message, i.e. the destination address 255.255.255.255, towards the external DN. If the SMF has the DHCPv4 server IP addresses configured for the DNN, the DHCPDISCOVER shall be send as unicast (or even multicast) to the external DHCPv4 servers. 2)
Upon receiving the DHCPDISCOVER request message, the external DHCPv4 servers reply by sending a DHCPOFFER message including an offered IP address. Several DHCPOFFER messages may be received by the SMF if multiple DHCPv4 servers respond to the DHCPDISCOVER. 

3)
The DHCPv4 client function in the SMF processes the messages and sends a DHCPREQUEST towards the selected external DHCPv4 server.
NOTE: 
If the optimized signalling (Rapid Commit Option) is used as per IETF RFC 4039 [24], the messages 2-3 can be eliminated. 
4)
Upon receiving the DHCPREQUEST message, the selected external DHCPv4 server acknowledges the address allocation by sending a DHCPACK containing the lease period (T1), the time-out time (T2) and the configuration information requested in DHCPREQUEST. The SMF stores the allocated IPv4 address, the lease timers and the configuration parameters.
NOTE: 
The SMF will further deliver the IPv4 address and the configuration parameters to the UE by SM NAS message.
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Figure 6.3.2.1-1: The signalling flow for IPv4 address allocation and parameter configuration using DHCPv4

Figure 6.3.2.1-2 is a signalling flow for IPv4 address lease renew by using DHCPv4 protocol as specified in IETF RFC 2131 [22].

1)
The DHCPv4 client function in the SMF sends a unicast DHCPREQUEST towards the external DHCPv4 server to extend the lease period of the allocated IPv4 address.

2)
The external DHCPv4 server replies with a DHCPACK message confirming the renewed lease and the T1 and T2 timers are restarted.
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Figure 6.3.2.1-2: The signalling flow for IPv4 address lease renew using DHCPv4
6.3.2.2
IPv6 Prefix allocation via IPv6 stateless address autoconfiguration via DHCPv6
When the IPv6 prefix is allocated from the external DN, the SMF is responsible to obtain the IPv6 prefix for external DN, allocate and release the IPv6 prefix. The SMF may use DHCPv6 to obtain the IPv6 prefix from the external DN. In this context, the SMF shall act as a DHCP client as per IETF RFC 3315 [21] towards the external DHCPv6 server.

The following system procedure describes the signalling flows for the IPv6 Stateless Address Autoconfiguration procedures for 5G system. The procedures are based on the descriptions in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3]. 
1.
UE initiates the PDU Session Establishment procedure, indicating IPv6 address is required.

2.
The AMF sends Session Management Request including the PDU Session Establishment Request to the SMF.
3.
The SMF may retrieve IPv6 prefix using DHCPv6 mechanism. This procedure is performed when an external DN allocates an IPv6 prefix, the signaling between the SMF and external DN is exchanged via UPF which is omitted in the figure.4.
The SMF sends PDU Session Establishment Accept included in the Session Management Response to the AMF. It includes the IPv6 prefix.

5.
The AMF sends PDU Session Establishment Accept message to the UE without the IPv6 prefix. The UE shall ignore the IPv6 prefix if it receives it in the message.
6.
The UE may send a Router Solicitation to the SMF via the UPF to solicit a Router Advertisement message.

7.
The SMF sends a Router Advertisement message to the UE via the UPF, solicited or unsolicited. It shall include an IPv6 prefix in Prefix Information option field of the message. The prefix is the same as the one in the PDU Session Establishment Accept message, if it is provided during the previous PDU Session Establishment procedure.
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 Figure 6.3.2.2-2: IPv6 Stateless Address Autoconfiguration
6.3.2.3
IPv6 parameter configuration via stateless DHCPv6
A UE that has obtained an IPv6 address may use stateless DHCP to request other configuration information such as a list of DNS recursive name servers or SIP servers.
For 3GPP networks, when an external DHCPv6 server in a DN is used to obtain the requested parameters, the SMF acts as a DHCPv6 client towards the external DHCPv6 server while acting a DHCPv6 server towards the UE.

The IPv6 parameter configuration via stateless DHCPv6 function in the UE, the SMF and the external DHCPv6 Server shall be compliant to IETF RFC 3736 [20]. The following system procedure describes the signalling flows for the IPv6 parameter configuration via stateless DHCPv6 procedures for 5G system. All messages in the following steps between the UE and the SMF are sent via the UPF.
1)
A Router Advertisement with the O-flag set, is sent from SMF to UE to indicate to it to retrieve other configuration information.

2)
The UE sends an INFORMATION-REQUEST message with the IP destination address set to the All_DHCP_Relay_Agents_and_Servers multicast address defined in the DHCPv6 IETF RFC 3315 [21]. The source address shall be the link-local address of the UE. The DHCP relay agent in the SMF shall forward the message.

3)
DHCP servers receiving the forwarded INFORMATION-REQUEST message, reply by sending a RELAY‑REPLY message, with the "Relay Message" option including a REPLY message with the requested configuration parameters.


The UE chooses one of the possibly several REPLY messages and extracts the configuration information. 
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Figure 6.3.2.3-1: DHCPv6 Other configuration signal flow
6.4
Network Function Service Procedures

This clause will analyse the Network Function Service Procedures related to the interworking between the 5G system and external Data Networks.
6.5
Protocols

This clause will analyse the Protocols to be supported for the interworking between the 5G system and external Data Networks.
7
Network capability exposure aspects of the 5G system
This clause will analyse aspects related to the support for Network capability exposure of the 5G system.
7.1
Reference Model

This clause will describe the Reference Architecture(s) for the Network Capability Exposure of the 5G system.
7.2
Functional entities

This clause will define the Functional Entities involved in the Network Capability Exposure of the 5G system.
7.3
System Procedures

This clause will analyse the System Procedures related to the Network Capability Exposure of the 5G system

7.4
Network Function Service Procedures

This clause will analyse the Network Function Service Procedures related to the Network Capability Exposure of the 5G system.

7.5
Protocols

This clause will analyse the Protocols to be supported for the Network Capability Exposure of the 5G system
7.5.1
Evaluation of candidate protocols for service based interfaces
Candidate protocols are described in subclauses 5.5.1. See the evaluation in subclause 5.5.2 with additional considerations provided in the present subclause (if any).

8
Conclusions and Recommendations
This clause will contain the conclusions and recommendations of the study.
Annex A:
Impacts to Specifications
This clause will describe the impacts to existing specifications and new specifications.
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