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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This clause shall start on a new page.

The present document …

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
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[5]
IETF "LDAP Transactions" <draft-zeilenga-ldap-txn-15.txt>

[6]
W3C Recommendation "Simple Object Access Protocol (SOAP) 1.2" (27 April 2007). http://www.w3.org/TR/
[7]
IETF RFC 2616 (June 1999): "Hypertext Transfer Protocol – HTTP/1.1".
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IETF RFC 4511: "Lightweight Directory Access Protocol (LDAP): The Protocol".
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[12].
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[14]
IETF RFC 3588: "Diameter Base Protocol".

[15]
IETF RFC 4960: "Stream Control Transmission Protocol".

[16]
IETF RFC 793: "Transmission Control Protocol"

[17]
IETF RFC 2234: "Augmented BNF for Syntax Specifications: ABNF".

[18]
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[19]
Liberty ID-WSF: "Subscriptions and Notifications", Version 1.0

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

LDAP Session: starts with LDAP Bind Operation and ends with LDAP Unbind Operation or Notice of Disconnection. 
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

FE
Front End

UDR
User Data Repository

Ud
Reference Point between FE and UDR

4
Protocol Stack
4.1
General

Data access messages on the Ud interface shall make use of IETF RFC 4510 [4] and IETF RFC 4511 [8]. See section 4.2 for details.

The protocol to be used for Subscription and Notification messages on the Ud interface is described in Annex A.

4.2
Protocol Stack for Ud Data Access Messages

Figure 4.2-1 shows the protocol layering used for UDR data access.
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Figure 4.2-1 Protocol Layering for Data Access

5
General Messages
5.1
General

This section describes common messages for UDC to establish sessions and administrate transactions. For an existing session, UDC messages are exchanged between the FE and the UDR. See figure B.1-1 in Annex B for general LDAP message flows.
5.2
Open Link for a LDAP Session
To initiate a LDAP session, a Front-End shall first establish a transport connection with the UDR. The transport connection shall be a TCP connection.

After establishment of the transport connection, the FE shall initiate a LDAP session by sending a LDAP BindRequest message. The establishment of the LDAP session shall comply with IETF RFC 4511 [8], It shall be done before sending any other LDAP message. FE Identifier or FE Cluster Identifier shall be included in the BindRequest message. The UDR derives the application type from the FE Identifier or the FE Cluster Identifier. If the FE provided the Front End Identifier the UDR may also derive the Front End Cluster Identifier.
Editor’s note: authentication and security mechanism associated to a LDAP session will be considered according to SA3 recommendations.

5.3
Close Link for a LDAP Session
Termination of the LDAP session may be initiated by the FE by sending an UnbindRequest message or by the UDR by sending a Notice of Disconnection message. The termination of the LDAP session shall comply with IETF RFC 4511 [8]

5.4
Heartbeat Test

This sub-clause describes messages for Front-End to test heartbeat between Front-End and UDR.
5.5
Transactions

In order to allow FEs to relate a number of update operations, such as Create (see 6.3), Delete (see 6.4), and Update (see 6.5), and have them performed in one unit of interaction, the transaction concept specified in IETF "LDAP Transactions <draft-zeilenga-ldap-txn-15.txt>" [5] shall be supported. See figure B.2-1 in Annex B for LDAP Transaction flows.

If used, transaction shall only be used for a single subscriber in order to decrease the complexity of transactions.

LDAP server shall terminate the transaction if the timer is expired. 

6
User Data Convergence Messages
6.1
General

The Query, Create, Delete and Update messages for UDC shall comply with IETF RFC 4511[8]. 
6.2
Query 

This message presents Query Command between front end and user data repository. The front end can use this command to retrieve data from database.
Query request messages shall be coded as LDAP SearchRequest messages.

Query result messages shall be coded as LDAP SearchResultEntry, SearchResultReference, and SearchResultDone messages.
6.3
Create 

Create request messages shall be coded as LDAP AddRequest messages or as LDAP ModifyRequest messages with the "operation" field set to "add", depending on the data to be created.

Create result messages shall be coded as LDAP AddResponse messages or as LDAP ModifyResponse messages, depending on the used LDAP request message.
6.4
Delete 

Delete request messages shall be coded as LDAP DelRequest messages or as LDAP ModifyRequest messages with the "operation" field set to "delete", depending on the data to be deleted.

Delete result messages shall be coded as LDAP DelResponse messages or as LDAP ModifyResponse messages, depending on the used LDAP request message.

The LDAP assertion control as specified in IETF RFC 4528 [9] may be used for conditional delete operation if the FE knows that the UDR supports the corresponding control.
6.5
Update

Update request messages shall be coded as LDAP ModifyRequest messages with "operation" field set to "replace".
Update result messages shall be coded as LDAP ModifyResponse messages.

The LDAP assertion control as specified in IETF RFC 4528 [9] may be used for conditional update operation if the FE knows that the UDR supports the corresponding control.
6.6
Subscribe
This message presents Subscribe Command between front end and user data repository. This command allows specific user data stored in the database can be subscribed.
See Annex A.

6.7
Notify
This message presents Notify Command between front end and user data repository. The database can use this command to notify the front end some change data.
See Annex A
6.8
Abandon operation

When a FE wishes to abandon an uncompleted operation towards the UDR, it shall send a LDAP AbandonRequest message.
7
Information Elements

7.1
Information Elements Type with LDAP
Information elements and their type to be used in the messages on a given Ud interface for the LDAP Search, Add, Delete and Modify operations are dependent of the application type of the Ud interface. They are described in a LDAP Directory Schema associated to this application type. The general content and structure of a LDAP Directory Schema is described in IETF RFC 4512 [11].

NOTE: The LDAP Directory Schema associated to an application type relates to the application data view mentioned in 3GPP TS 23.335 [10].

When Information elements that are used on a given Ud interface are addressed in 3GPP TS 32.182 [12], their description in the LDAP Directory Schema associated to the application type of this Ud interface shall comply with 3GPP TS 32.182 [12].
7.2
Information Elements Format

This procedure presents information elements for the commands between front end and user data repository..
Annex A

Subscription and Notification

A.1
General

tbd
A.2
SOAP based Subscription and Notification

A.2.1
General

Subscription messages and Notification messages on the Ud interface shall make use of SOAP [6]. See section A.2.2 for details.

A.2.2
Protocol Stack for Ud Subscription/Notification

Figure A.2.2-1 shows the protocol layering used for Ud Subscription/Notification.
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Figure A.2.2-1 Protocol Layering for Subscription/Notification

A.2.3
Subscribe
Subscribe request messages shall make use of the HTTP Post method and contain a SOAP message envelope.

Subscribe response messages shall be coded as HTTP response message and shall contain a SOAP envelope.

Subscribe request and response messages shall contain a SOAP message envelope header with a  header block containing the following elements:

-
serviceName
This optional element identifies a service in the  Front End. The serviceName is stored in the UDR and is used when the Notify message is sent. The serviceName is of type string with up to 20 characters.

-
msgId
This element uniquely identifies the Subscribe message request – response pair within a connection. The msgId is of type integer. The FE shall allocate the value and use it together with the connId (if any) to correlate a received subscribe response with a sent subscribe request. 

-
connId
This optional element identifies the connection between FE and UDR. The connId is of type integer. If used, the value is allocated by the FE and is used together with the msgId to correlate a subscribe response with a subscribe request.

An example of a SOAP envelope header for a Subscribe request message is given below:

  <env:Header>
    <hb:CorrelationHeader xmlns:hb="urn:headerblock" env:mustUnderstand="true">
      <hb:serviceName>HLR-FE</hb:serviceName>
      <hb:msgId>25409</hb:msgId>
      <hb:connId>2</hb:connId>
    </hb:CorrelationHeader>
  </env:Header>
The UDR shall copy the SOAP Envelope Header received in the Subscribe request and send it unmodified in the Subscribe response.

Subscribe request messages shall contain a SOAP message envelope body formatted according to the XML schema defined in A.2.5.

Subscribe response messages shall contain an empty SOAP message envelope body. Only the HTTP status code in the Subscribe response message is used to indicate success or failure.

A.2.4
Notify
Notify request messages shall make use of the HTTP Post method and contain a SOAP message envelope. 

Notify response messages shall be coded as HTTP response message and shall contain a SOAP message envelope.

Notify request and response messages shall contain a SOAP message envelope header with a header block containing the following elements:

-
serviceName
This optional element identifies a service in the Front End. The value is copied from the Subscribe message or pre-configured in the UDR. The serviceName is of type string with up to 20 characters.

-
msgId
This element uniquely identifies the Notify message request – response pair within a connection. The msgId is of type integer. The UDR shall allocate the value and use it together with the connId (if any) to correlate a received notify response with a sent notify request. 

-
connId
This optional element identifies the connection between UDR and FE. The connId is of type integer. If used, the value is allocated by the UDR and is used together with the msgId to correlate a notify response with a notify request.

An example of a SOAP envelope header for a Notify request message is given below:

  <env:Header>
    <hb:CorrelationHeader xmlns:hb="urn:headerblock" env:mustUnderstand="true">
      <hb:serviceName>HLR-FE</hb:serviceName>
      <hb:msgId>787627350</hb:msgId>
      <hb:connId>1</hb:connId>
    </hb:CorrelationHeader>
  </env:Header>
Application Front Ends shall copy the SOAP Envelope Header received in the Notify request and send it unmodified in the Notify response.

Notify request messages shall contain a SOAP message envelope body formatted according to the XML schema defined in A.2.7.

Notify response messages shall contain an empty SOAP message envelope body. Only the HTTP status code in the Notify response message is used to indicate success or failure.

A.2.5

XML schema for Subscribe Request

XML formatted Subscribe request messages shall comply to the following schema.

ffs

A.2.6

XML schema for Subscribe Response

In this release the SOAP message envelope body shall be empty. 

A.2.7

XML schema for Notify Request

XML formatted Notify request messages shall comply to the following schema.

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema
xmlns="http://www.3gpp.org/notification" 




xmlns:xs="http://www.w3.org/2001/XMLSchema" 




targetNamespace="http://www.3gpp.org/notification" 




elementFormDefault="qualified">


<xs:element name="notification">



<xs:complexType>




<xs:sequence>





<xs:element ref="object" maxOccurs="unbounded"/>




</xs:sequence>



</xs:complexType>


</xs:element>

<xs:element name="object">



<xs:complexType>




<xs:sequence>





<xs:element ref="attribute" minOccurs="0" maxOccurs="unbounded"/>




</xs:sequence>




<xs:attribute name="objectClass" type="xs:string"/>




<xs:attribute name="DN" type="xs:string"/>




<xs:attribute name="operation" type="operationType" use="required"/>



</xs:complexType>


</xs:element>

<xs:simpleType name="operationType">



<xs:restriction base="xs:string">




<xs:enumeration value="add"/>




<xs:enumeration value="modify"/>




<xs:enumeration value="delete"/>



</xs:restriction>


</xs:simpleType>

<xs:element name="attribute">



<xs:complexType>




<xs:choice>





<xs:element name="currentValue" type="xs:string" minOccurs="0" 





maxOccurs="unbounded"/>





<xs:sequence>






<xs:element name="beforeValue" type="xs:string" minOccurs="0"






maxOccurs="unbounded"/>






<xs:element name="afterValue" type="xs:string" minOccurs="0"






maxOccurs="unbounded"/>





</xs:sequence>




</xs:choice>




<xs:attribute name="name" type="xs:string" use="required"/>




<xs:attribute name="modification" type="modificationType" use="required"/>



</xs:complexType>


</xs:element>

<xs:simpleType name="modificationType">



<xs:restriction base="xs:string">




<xs:enumeration value="add"/>




<xs:enumeration value="replace"/>




<xs:enumeration value="delete"/>




<xs:enumeration value="none"/>



</xs:restriction>


</xs:simpleType>
</xs:schema>

A.2.8

XML schema for Notify Response

In this release the SOAP message envelope body shall be empty. 

ffs

A.3
LDAP based Subscription and Notification

Editor’s note : Two alternatives are proposed to address the LDAP based Subscription and Notification mechanism

Alternative 1: To make use of the subscription and notification mechanism and messages as specified in IETF "Subscription/Notificaition for Lightweight Directory Access Protocal (LDAP) <draft-dawkins-ldapext-subnot-02.txt>" [xx].
Alternative 2 : The LDAP based Subscription and Notification mechanism is described in C4-100014 that contains a text to be submitted  as a draft  to IETF. In addition this text lists the requirements for a LDAP notification mechanism in general as well it lists the problems encountered with existing IETF RFCs or drafts dealing with notifications

Summary of main pros and cons of alternative 1
Pros: 
Fully satisfies the requirement of 3GPP UDC.

Cons: 

Alternative 1 is an IETF draft only addressing the UDC requirements and not those which may be identified by the LDAP community for notifications by LDAP servers in general. So it may not be accepted by IETF to become a RFC.  

No mechanism to control overwhelming situations, to keep orders of  notifications, 

It uses the LDAP unsolicited  notification procedure addressing exceptional cases and  does not comply with  the LDAP client-server basic principle of using requests from the LDAP client with responses from the server (remains as a controversial point within CT4).

A subscription applies to only one entry and does not encompass multiple entries (could be enhanced in the future if needed)
No notification of changes resulting of add, delete or modify DN LDAP operations (the requirement is still not clear so far)
Summary of main pros and cons of Alternative 2
Pros: 

Satisfy general LDAP community requirements which may allow an easier IETF standardisation than alternative 1

Respect the LDAP client server principle where notifications are answers to requests from client (Poll request with asynchronous responses) 

Control of overwhelming situations and notifications order
Cons: 

UDC cluster concept is not supported, meaning notifications are done to the FE that issued the poll request, which does not satisfy the principle requirement in 3GPP UDC that the notification could be sent to any of the FEs in the same cluster or supporting the same application type.
The UDC application front-end (LDAP client) has to memorize a subscription / notification context to manage its request towards UDC over time, that is against to have Front-ends that do not retain any information after completion of a request and associated answer.
Further actions:
A final decision on the alternative choice to be made as a combination of the 2 alternatives into one is not identified as possible.
A.4
Diameter based Subscription and Notification

A.4.1
General

Subscription messages and Notification messages on the Ud interface shall make use of SOAP over Diameter. See section A.4.2 for details.

A.4.2
Protocol Stack for Ud Subscription/Notification

Figure A.4.2-1 shows the protocol layering used for Ud Subscription/Notification.
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Figure A.4.2-1 Protocol Layering for Subscription/Notification

Given the bi-directional aspect of the Subscription and Notification procedures, the Diameter based SOAP binding allows the invocation of a SOAP message from either the Application FE to the UDR or from the UDR to the Application FE:
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Figure A.4.2-2 Application FE initiated Diameter based SOAP message
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Figure A.4.2-3 UDR initiated Diameter based SOAP message 

A.4.3
Diameter Binding

A.4.3.1
Introduction
A.4.3.1.1
Use of Diameter base protocol
The Diameter Base Protocol as specified in IETF RFC 3588 [14] shall apply except as modified by the defined support of the methods and the defined support of the commands and AVPs, result and error codes as specified in this specification. Unless otherwise specified, the procedures (including error handling and unrecognised information handling) shall be used unmodified.
A.4.3.1.2
Securing Diameter Messages

Editor's note: Ud security is pending SA3 recommendation.

A.4.3.1.3
Accounting functionality
Accounting functionality (Accounting Session State Machine, related command codes and AVPs) shall not be used on the Ud interface.

A.4.3.1.4
Use of sessions

Between the Application FE and the UDR and between the UDR and the Application FE, Diameter sessions shall be implicitly terminated. An implicitly terminated session is one for which the server does not maintain state information. The client shall not send any re-authorization or session termination requests to the server.

The Diameter base protocol includes the Auth-Session-State AVP as the mechanism for the implementation of  implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1), as described in IETF RFC 3588 [14]. As a consequence, the server shall not maintain any state information about this session and the client shall not send any session termination request. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.
A.4.3.1.5
Transport protocol
Diameter messages over the Ud interface shall make use of SCTP IETF RFC 4960 [15] or TCP IETF RFC 793 [16].
A.4.3.1.6
Routing Considerations

This clause specifies the use of the Diameter routing AVPs Destination-Realm and Destination-Host.
The Application FE shall set the Destination-Realm and Destination-Host AVP as applicable for the UDR it is configured to communicate with,
A.4.3.1.7
Advertising Application Support
The Application FE and UDR shall advertise support of the Diameter Ud Application by including the value of the application identifier in the Auth-Application-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The vendor identifier value of 3GPP (10415) shall be included in the Supported-Vendor-Id AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands, and in the Vendor-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The Vendor-Id AVP included in Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands that is not included in the Vendor-Specific-Application-Id AVPs as described above shall indicate the manufacturer of the Diameter node as per RFC 3588 [14].
A.4.3.1.8
Diameter Application Identifier
The Ud interface protocol for Subscriptions and Notifications shall be defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415.
The Diameter application identifier assigned to the Ud interface application is <tbd> (allocated by IANA).
A.4.3.2
Commands

A.4.3.2.1
Introduction

This section defines the Command code values and related ABNF for each command described in this specification.
A.4.3.2.2
Command-Code values

This section defines Command-Code values for the Ud interface.

Every command is defined by means of the ABNF syntax IETF RFC 2234 [17], according to the rules in IETF RFC 3588 [14]. In the case, the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 3588 [14] shall apply.

The following Command Codes are defined in this specification:

Table A.4.3.2.2/1: Command-Code values for Ud
	Command-Name
	Abbreviation
	Code
	Section

	SOAP-Data-Request
	SDR
	Tbd
	A.4.3.2.2.1

	SOAP-Data-Answer
	SDA
	Tbd
	A.4.3.2.2.2


For these commands, the Application-ID field shall be set to <tbd> (application identifier of the Ud interface application, allocated by IANA).
A.4.3.2.2.1
SOAP-Data-Request (SDR) Command

The SOAP-Data-Request (SDR) command, indicated by the Command-Code field set to <tbd> and the "R" bit set in the Command Flags field, is sent from the Application FE to the UDR or from the UDR to the Application FE. 

Message Format

< SOAP-Data-Request> ::=
< Diameter Header: tbd, REQ, PXY, tbd >

< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }
{ SOAP-Data }
*[ AVP ]


*[ Proxy-Info ]

*[ Route-Record ]
A.4.3.2.2.2
SOAP-Data-Answer (SDA) Command

The SOAP-Data -Answer (SDA) command, indicated by the Command-Code field set to tbd and the 'R' bit cleared in the Command Flags field, is sent from the UDR to the Application FE or from the Application Fe to the UDR. 

Message Format

< SOAP-Data-Answer> ::=
< Diameter Header: tbd, PXY, tbd >


< Session-Id >
{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
[ SOAP-Data ]
*[ AVP ]

*[ Failed-AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

A.4.3.3
Information Elements

A.4.3.3.1
General
The following table specifies the Diameter AVP(s) defined for the Ud interface, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).
Table A.4.3.3.1/1: Ud specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	SOAP-Data
	tbd
	A.4.3.3.2
	OctetString
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [14].


A.4.3.3.2
SOAP-Data 
The SOAP-Data AVP is of type OctetString. This AVP shall contain the SOAP message.

A.4.4
SOAP Binding

The SOAP Binding for the Subscription/Notification mechanism is specified in Liberty ID-WSF SOAP Binding Specification [17] with the exception that Diameter as described in clause A4.3 is used as a transport.
A.4.5
Subscription
The UDC Subscription mechanism is based on the Subscription mechanism specified in Liberty ID-WSF Subscriptions and Notifications specification [18]
Embedded Subscriptions, i.e. a subscription embedded in a CRUD operation, shall not be supported over the Ud interface.

A.4.6
Notification
The UDC Notification mechanism is based on the Notify mechanism specified in the Liberty ID-WSF Subscriptions and Notifications specification [18].
Annex B (informative): LDAP Message flows and Transaction flows for UDC
B.1

General LDAP Message flows for UDC
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Figure B.1-1. General LDAP Message flows
Figure B.1-1 illustrates the general LDAP message flows associated to a LDAP session for UDC, in compliance with IETF RFC 4511[8].

B.2


LDAP Transaction flows for UDC
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Figure B.2-1. LDAP Transaction flows
Figure B.2-1 illustrates the LDAP transaction flows for UDC, in compliance with "LDAP Transactions <draft-zeilenga-ldap-txn-15.txt>" [5].
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