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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document specifies the WLAN AN selection, WLAN PLMN selection, WLAN Authentication and WLAN Access Authorization procedures used for the interworking of the 3GPP System and WLAN ANs.

The present document is applicable to the WLAN User Equipment (UE) and the network. In this technical specification the network includes the WLAN AN and  3GPP network.  

WLAN AN selection and WLAN PLMN selection are performed between the WLAN UE and the WLAN AN. 

Authentication signalling is transported through 3GPP AAA proxies in roaming situations, the functionality of these 3GPP AAA proxies is out of the scope of this specification.

WLAN authentication and authorization signalling is carried between WLAN-UE and WLAN AN by WLAN Access Technology specific protocols. The transport of WLAN authentication signalling in the PLMN networks is done over Wr/Ws reference point as defined in 3GPP TS 29.234 [6].

These procedures are defined in terms of EAP messages which are encapsulated in RADIUS and/or Diameter frames in the Wr/Ws reference point. Details of the security framework for the end-to-end WLAN authentication are covered in 3GPP TS 33.234 [7].  The transport of the end-to-end WLAN authentication signalling between WLAN AN and 3GPP network are covered in 3GPP TS 29.234 [6].

In WLAN-3GPP IW system the WLAN authentication relies on (U)SIM based authentication mechanisms. Existing SIM and USIM are supported.
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

PLMN selection: Procedure for the selection of a PLMN according to TS 23.122 [3] clause 3.1, either manually or automatically.

Supported PLMN: A PLMN of a roaming partner (i.e. to which the WLAN operator has a direct roaming relationship).
WLAN PLMN Selection: Usage of the supported PLMN list received in FFS message from WLAN AN and selection among those PLMNs.

WLAN AN selection: Selection among the available WLAN ANs .

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [4] apply.
3GPP - WLAN Interworking (WLAN-3GPP IW) Interworking WLAN 

WLAN UE
WLAN Roaming

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Wr
Reference point between a WLAN Access Network and a 3GPP AAA Server/Proxy (control signalling)

Ws
Interface between a 3GPP AAA Server and 3GPP AAA Proxy (control signalling)

Wx

Reference point between an HSS and a 3GPP AAA Server

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication, Authorisation and Accounting 

AKA
Authentication and Key Agreement

EAP
Extensible Authentication Protocol

I-WLAN
Interworking WLAN

NAI 
Network Access Identifier

PDN
Packet Data Network

SSID
Service Set ID

WLAN
Wireless Local Area Network

4
General

Editor’s Note: Provides general overview of WLAN-3GPP IW system.

4.1 3GPP WLAN Interworking System

The 3GPP AAA server is located in the home network and it is responsible for access control. The 3GPP network interfaces to other 3GPP networks, WLAN ANs, via the Wr interface. 

The Wr, Ws and Wx reference points are defined in 3GPP TS 23.234 [4].

The WLAN-UE is equiped with an UICC (or SIM card) in order to access the WLAN interworking service. 

The 3GPP AAA proxy relays access control (authentication and access authorization) signalling to the home 3GPP AAA server. The functionality of the 3GPP AAA proxy is outside the scope of this specification and it is defined in 3GPP TS 29.234 [6].

The 3GPP AAA Server procedures covered in this specification are: 

· Authentication of the 3GPP subscriber based on the SIM/USIM credentials. 

· Access authorization of the 3GPP subscriber based on the WLAN access authorization information retrieved from HLR/HSS or given by the operator. 

Editor's note: Figure 1 in Annex B shows the WLAN access control model applicable to 3GPP WLAN IW. Figures 2 and 3 in Annex B show the Network Selection model applicable to this specification. 
Other functionalities of the 3GPP AAA server are covered in 3GPP TS 29.234 [6].

4.2 WLAN UE Identities

4.2.1 General

WLAN UEs use Network Access Identifier (NAI) as identification towards the 3GPP WLAN AAA server. NAI is composed of a username part and a realm part. The NAI realm name shall be in the form of an Internet domain name as specified in RFC 1035 [10], the NAI username part format shall comply with draft-arkko-pppext-eap-aka [13] and draft-haverinen-pppext-eap-sim [14]. 

The WLAN UE shall build the realm part of NAI as specified in TS 23.234 [4] and shall use it in identification responses.

4.2.2 NAI format when authenticating directly to HPLMN (Non roaming scenario)

By default for EAP-SIM and EAP-AKA full authentication, the UE shall derive the NAI realm from the IMSI as specified in TS 23.234 [4].
4.2.3 NAI format when Authenticating to HPLMN via VPLMN (Roaming scenario)

Upon reception of network advertisement information from the WLAN AN, the WLAN UE identifies that WLAN PLMN selection shall be performed as specified in subclause 5.3. In this case, the realm part of NAI is built as specified below.

Editor's Note:
NAI construction in this scenario is FFS.
5
UE to WLAN AN protocols

5.1 WLAN protocols

User and control plane traffic from and to UE has to be transported over the WLAN hop.

5.2 3GPP WLAN AN selection

5.2.1 Case of IEEE 802.11 WLANs

In the case of IEEE 802.11 WLANs, the WLAN AN network name is provided in the WLAN beacon signal in the SSID information element. There may be also the possibility for a UE to actively solicit support for a specific SSID by probing it and receiving a reply in case the access point would support it as defined in IEEE 802.11-1999 [15]
The UE listens to the selected SSIDs in the beacons signal or probes for them. The UE shall go through different steps until the WLAN AN selection is performed. The parameter used to perform the WLAN AN selection is the SSID.

1. By default, a pre-configured SSID shall be used for WLAN AN selection. 

· Primarly, it should be checked whether the preconfigured SSID is available in the beacon signal. If not, and if the WLAN UE supports de active mode the preconfigured SSID should be probed

· If the previous does not succeed, the process should be moved to step 2

2. The I-WLAN SSID (defined in Clause 7) shall be used. 

· Primarly, it should be checked whether the I-WLAN SSID is available in the beacon signal. If not, and if the WLAN UE supports de active mode the preconfigured SSID should be probed

· If the previous does not succeed, the process should be moved to step 3

3. The UE may try to authenticate in the available SSIDs in the beacon signals.

Editors Note: Radio network selection is currently defined in TS 23.234 [4]. Though, further details should be placed in this TS.
5.3 3GPP WLAN PLMN Selection

5.3.1 General

Editor's Note: Covers how WLAN UE performs WLAN PLMN selection.

The WLAN UE identifies itself to the WLAN AN by inserting its NAI in EAP-Response/Identity message. In the case when the WLAN AN cannot derive the 3GPP AAA Server or Proxy where to route the UE's authentication signalling to, it is said that the WLAN AN has no direct roaming relationship with the user's home network.

WLAN AN uses realm part of NAI to route authentication signalling to the Home 3GPP AAA server of the subscriber with whom the WLAN UE performs authentication. This procedure is out of the scope of this specification.

In the first EAP-Response/Identity message, the WLAN UE shall build the realm part of NAI in a way that it identifies the HPLMN. 

If the WLAN AN can derive the 3GPP AAA server by using the realm, then there is no special processing in the UE for network selection and the WLAN AN just forwards the EAP authentication signalling to the 3GPP AAA server.
If the WLAN AN cannot derive the 3GPP AAA server by using the realm, then there is a need for WLAN PLMN selection in the UE as specified in 5.3.2. In this case, the WLAN UE receives from the WLAN AN a list of supported PLMN identities containing the PLMNs of the WLAN's roaming partners.
5.3.2 UE procedures

Upon reception of an FFS message including a list of supported PLMNs the WLAN UE shall perform a PLMN selection.

Editor's Note: How this affects the current PLMN selection procedure as specified to TS 23.122 [3] and the format of the list of supported PLMNs is FFS.

Upon successful WLAN PLMN selection the WLAN UE shall build NAI as specified in clause 4.2.3 and using the PLMN ID of the selected VPLMN.

In addition to this, the WLAN UE shall build the NAI in a way that it includes information about the HPLMN. This information is needed in the 3GPP AAA proxy in VPLMN in order to be able to route authentication signalling to the 3PPP AAA Server at the user's HPLMN.

6
UE to 3GPP Network protocols

6.1 UE to 3GPP AAA Server protocols

6.1.1 WLAN Access Authentication and Authorization protocols



Editor’s Note: Functionality in WLAN UE and 3GPP AAA server for  identification, full authentication and re-authentication. Procedures are defined in [13] and [14]. This TS should specify the mandatory and optional features from SIM and AKA drafts. As an example Reauthentication and Privacy support are optional in the EAP- SIM and EAP-AKA drafts but mandatory for 3GPP I-WLAN UE and network.

WLAN authentication signalling shall be executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and enabling the access to the WLAN network or to the WLAN and 3GPP network. 

The WLAN UE and 3GPP AAA server shall support EAP authentication procedures as specified in draft-arkko-pppext-eap-aka [13] and draft-haverinen-pppext-eap-sim [14].

WLAN authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as specified in RFC 2284 [8]). 

WLAN access authorization shall be performed upon successful user authentication in the 3GPP AAA Server and it includes access rules as defined by the operator (see clause 6.1.1.1).

6.1.1.1 WLAN Access Authorization

WLAN Access Authorization between the UE and the 3GPP AAA Server shall be combined with the WLAN Access Authentication and performed before service authorisation and transport IP address allocation.

The 3GPP AAA Server shall perform access authorization once user authentication succeeds but before sending EAP-Success message to the WLAN UE.
The 3GPP AAA Server shall check whether the user is allowed to use WLAN service based on the user's subscription. If the check is successful the 3GPP AAA Server shall complete the authentication procedure by sending a positive response to the WLAN UE, that is a EAP-Success message.

Additionally, the 3GPP AAA Server may apply certain access control rules (such as access scope limitation, time limitation, bandwidth control values, and/or user priority) based on user's subscription, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements.
7 List of parameters

7.1 PLMN List

Editor’s Note: it is FFS whether the format of PLMN list IE as specified in TS 24.008 can be re-used in this specification. 

7.2 I-WLAN SSID

Annex <A> (normative):
<Normative annex title>

Annex <B> (informative):
Figures applicable to 3GPP WLAN IW model

Editor's note: these figures are for information and will be removed from the Annex in the future whenif they are no longer needed.

The Access Control Reference model for 3GPP WLAN IW is illustrated in Figure 1. The generic Network Advertising and Selection scenario is illustrated in Figures 2 and 3.

[image: image1.jpg]K oy



Access Control Reference Model

Figure 1 Access Control Reference Model
Network Advertising and Selection
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Figure 2 Network Advertising and Selection Scenario
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Figure 3 Network Advertising and Selection Scenario
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