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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

Y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document studies and evaluates architectural enhancements required for 3GPP systems to provide monitoring service capability as per the service requirements defined in TS 22.368, clause 7.2.8.

The end-to-end application layer aspects between UEs and Application servers including SCS (which can be located outside or inside the network operator's domain) are out of the scope of this study.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.368: "Service Requirements for Machine-Type Communications".

[3]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.368 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

MTC
Machine Type Communications

M2M
Machine-to-Machine

4
Architectural Assumptions
Editor’s Note: This clause will describe any architectural assumptions for monitoring enhancements.
5
Key Issues
5.1
Key Issue 1 - Monitoring
5.1.1
Description

Monitoring is intended for monitoring of configured events. This comprises of means that allow for activating monitoring of specific events, the event detection and the reporting to authorised users, e.g. for use by applications or logging. For MTC Devices, it is desirable that the network detects and reports events (including location) caused by those. If such an event is detected, the network might be configured to perform special actions, e.g. limit the access or reduce the allocated resource.

This key issue aim at studying and providing solutions for enhancements to 3GPP procedures for monitoring functionality and it’s exposure that includes configuration of monitoring events, monitoring event detection and reporting to 3rd party application provider.
5.1.2
Required Functionality
The following architectural requirements need to be met -

Configuration of Monitoring Events and actions by 3rd party application provider:
-
It needs to be possible to configure following monitoring events in the 3GPP system, 
· monitoring the association of the MTC Device and UICC and/or new IMSI-IMEI-SV association 
· Location of the MTC Device, and change in location of the MTC Device 
· loss of connectivity i.e. when the network considers UE to be detached.
· Communication failure

· Roaming status (i.e. Roaming or No Roaming) of the MTC device, and change in roaming status of the MTC device

NOTE: Roaming status means whether the MTC device is in HPLMN or VPLMN. 

· Serving network of the MTC device, and change of the serving network of the MTC device

- 
It needs to be possible to allow configuration of the monitoring events, wherever applicable, in the 3GPP system for one-time reporting of event(s), or continuous reporting of event(s). Continuous reporting may be requested with additional criteria such as maximum number of reports, reporting interval etc.
-
It needs to be possible to configure the action to be executed by the network when configured monitoring event is detected, for example - reduce services provided to the UE, restrict access of the UE, detach the UE etc.
-
It needs to be possible to configure the maximum time between the actual loss of connectivity and its detection.

-
It needs to be possible for the network to authorize a Service Request to activate/deactivate subscribed monitoring events/actions from 3rd party application provider.

Editor's note: the terminologies of the "configuration", "subscription ", and "activation/deactivation" need to be revisited.

Detection of Monitoring Events:

-
It needs to be possible for the network to detect monitoring events. On detection of the monitoring event the Network may execute a configured action.

Reporting of Monitoring Events to 3rd party application provider:

-
It needs to be possible for the UE or network to report the detected events to the 3rd party application provider. Event reporting may provide more detailed information like the cause for a detected communication failure event. Application layer reporting of monitoring events is outside the scope.

Editor's note: It is FFS whether there are any events that need to be monitored by the UE based on requirements defined in TS 22.368 [2].

6
Solutions
6.1
Solution 1: Monitoring via HSS 
6.1.1
Description
6.1.1.1
General

An architecture model for monitoring via HSS is depicted in the following figure.
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Figure 6.1.1.1-1: Monitoring architecture model 

The main idea of the reference architecture is that the SCEF receives the monitoring event subscription request or status queries from SCS or Application Server via API and distributes those to HSS in HPLMN. HSS based monitoring functionality provides monitoring event reports via SCEF to SCS/AS. 
Editor’s Note: Whether an IWF is needed in addition for providing specific functionality is tbd.

6.1.1.2
Flow for Monitoring event configuration

Figure 6.1.1.2-1 illustrates the procedure of monitoring event configuration.
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Figure 6.1.1.2-1: Monitoring Configuration flow
1.
The SCS/AS sends a Monitoring Request to the SCEF.

2.
The SCEF checks that the SCS/AS is authorised to request monitoring and that the SCS/AS has not exceeded its quota or rate of submitting monitoring requests over Tsp. If this check fails the SCEF sends a Monitoring Request Response message, i.e. proceeds with step 7. 
Editor’s Note: The need for an IWF is FFS, e.g. the quota or rate verification may be performed by an additional IWF if not performed by the SCEF.
3.
More detailed authorization verification may be performed by the HSS, which verifies whether the requested monitoring events are permitted for the SCS/AS for the specifically targeted UE. If permitted, the HSS configures any monitoring events that are managed by the HSS and stores the SCS/AS ID for reporting when the event happens. If the HSS managed monitoring events require also reporting from serving CN nodes the HSS conifgures monitoring events in serving CN nodes.

4
The HSS sends a Subs-Notif Resp message indicating which monitoring events are configured successfully and which failed, possibly indicating a cause per failed monitoring event. 
5.
If the HSS managed monitoring events require reporting from serving CN nodes, the HSS configures monitoring events in serving CN nodes. Depending on the event there may be different messages for configuring events or querying state information. E.g. for UE reachability it may be the message UE-REACHABILITY-NOTIFICATION-REQUEST. For other events it may be through the existing subscription downloading procedures (e.g., during Attach/RAU/TAU procedure etc. or as part of an Insert Subscriber Data procedure). 

6.
The SGSN/MME configures the requested monitoring events and confirms success or failure to HSS.


When the monitoring request requires the involvement of other nodes (e.g. eNB, SGW, PGW/GGSN), the SGSN/MME propagates the monitoring request towards these nodes.

7.
The SCEF sends a Monitoring Request Response indicating which monitoring events are configured successfully and which failed, possibly indication a cause per failed monitoring event.
Monitoring configuration data that is stored in HSS and relevant for the SGSN/MME is sent to the SGSN/MME whenever the HSS provisions the SGSN/MME with subscriber data, e.g. during an attach, or when a need for configuring events occurs.

6.1.1.3
Monitoring event reporting flows

6.1.1.3.1
Monitoring event reporting via HSS
The figure 6.1.1.3.1-1 illustrates reporting monitoring events from SGSN/MME to SCS/AS via API-GWF.
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Figure 6.1.1.3.1-1: Monitoring event reporting

1.
Depending on the monitoring event, the SGSN/MME detects a monitoring event and reports it to HSS using the signalling that applies for the specific event, e.g. UE-Activity-Notification for UEs that become reachable.

2.
Depending on the monitoring event the HSS forwards a received notification or the HSS itself detects an event. The HSS reports the HSS or SGSN/MME detected monitoring event to the API-GWF using Sh Notification signalling. HSS report includes the SCS/AS ID.

3.
The API-GWF sends monitoring event report to the appropriate SCS/AS.

6.1.1.4
Specific Monitoring Event handling

Using Sh interface, which is designed for providing Application Servers with HSS based or HSS accessible information, the full set of information that is defined for Sh becomes available for monitoring via HSS when Sh accessible information is exposed by the API-GW. This includes already “UE Reachability” as well as various other status information, like MM and SM status or also location information (with granularity: node, registration area, cell, RAT, time zone) and that with or without paging the UE for determining the information.

Additional, not yet supported monitoring events are described in the following.
Monitoring Event: Change of the association between the ME and the UICC

This event is configured in the HSS. Attach and other procedures today already transfer any changed IMEI-SV to the HSS, to some extent depending on activation of other features like ADD. This functionality is new only for the HSS. The HSS compares the received IMEI-SV with the stored IMEI-SV and reports any difference towards the SCS/AS that subscribed to that information.

As an action it may be configured in HSS that only the stored IMEI-SV is permitted to receive services from the network. Any registration request from a UE with a different IMEI-SV gets rejected by the HSS.
Monitoring Event: Loss of connectivity

The event is also described under monitoring via PCC, but for GBR bearers. Those bearers get released when the UE is lost, which triggers already PCC events. For UEs not using GBR bearers the request for notifying is configured in the serving nodes similar to the request to inform the HSS when the UE becomes active. For the “loss of connectivity” the serving node notifies the HSS when the UE’s periodic re-registration (RAU or TAU) is missing. The HSS notifies the SCS/AS. When subscribing to this event the SCS/AS may provide a time period value after which “loss of connectivity” shall be detected. This time period value determines the periodic RAU/TAU timers for the UE
Editor’s note: The impacts to existing functions and signalling as a result of reporting of RAU/TAU timer expiration from the serving node are FFS. 

Monitoring Event: Indication of roaming status

This event is subscribed at the HSS, and the event reporting condition may be per starting/stopping roaming, per serving PLMN change or per roaming country change. Attach and other mobility management procedures already transfer location update notification to HSS, and HSS can identify the roaming status from the serving PLMN ID. Event reporting is triggering by the requested condition. The HSS reports the notification (i.e. Roaming/No roaming, the serving PLMN ID, roamed to country) to the SCEF.

In addition to the event condition to report when roaming starts/stops, the serving PLMN or the visited country changes, the monitoring request also indicates whether continuous reporting or a limited number of reports is requested. A request for a single report is assumed to deliver immediately the current status, like also any other request delivers as the first event report the current status that is then the basis for any subsequent reports of changes.
6.1.2
Impacts on existing nodes and functionality
API-GWF will need to:

-
use the Sh interface for subscribing to monitoring events and for receiving notifications when subscribed events happen.

HSS will need to:

-
act basically unchanged for handling events or status queries that the HSS already supports. For example, UE reachability and various other status information is already offered via Sh.

-
The HSS needs to implement the new subscription related events when any new events are identified and agreed as being added to the set of already supported events.
Other entities like SGSN/MME and SGW/PGW/GGSN will need to:

-
act basically unchanged for handling events or status queries that the entities already supports 
-
implement new event monitoring and reporting actions when new events are identified and agreed as being added to the set of already supported events.
6.1.3
Solution Evaluation
Benefits:

-
Session and subscription based monitoring are offered with efficient reuse of already existing monitoring functionality.

-
Control of access to that monitoring functionality is performed by the API-GWF, not adding this to HSS functionality.

Drawbacks:

· Increases performance needs for involved network entities, e.g. increases signalling traffic and storage needs in HSS.
6.2
Solution 2: Monitoring via PCC
6.2.1
Description

6.2.1.1
General

An architecture model for monitoring via PCC is depicted in the following figure.
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Figure 6.2.1.1-1: Monitoring architecture model - non-roaming

The main idea of the reference architecture is that the SCEF receives the monitoring event subscription request or status queries from SCS or Application Server via API and distributes those to PCRF in HPLMN. PCC based monitoring functionality provides monitoring event reports via SCEF to SCS/AS. The SCEF plays the role of an AF in PCC reference architecture.

Editor’s Note: Whether an IWF is needed for providing specific functionality is FFS.

6.2.1.2
Flow for Monitoring event configuration

Figure 6.2.1.2-1 illustrates the procedure of monitoring event configuration.
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Figure 6.2.1.2-1: Monitoring Configuration flow
1.
The SCS sends a Monitoring Request message (the external identity/MSISDN, list of monitoring events) to the SCEF.

2.
The SCEF checks that the SCS or AS is authorised to send monitoring event requests and that the SCS or AS has not exceeded its quota or rate of submitting monitoring requests. If this check fails, the SCEF sends a Monitoring Event Response message, i.e. proceeds with step 6. 
3.
More detailed authorization verification may be performed by the HSS, which verifies whether the requested monitoring events are permitted for the SCS/AS for the specifcically targeted UE.
4
The HSS sends a Monitoring Request Response message.
5.
If requested monitoring events are managed via PCC, the SCEF initiates monitoring event configuration using procedures from TS 23.203. The procedures are shown extended to include SGSN/MME as depending on the PCC events it will cause configuration of SGSN/MME, e.g. for location reporting.

Editor's note:
the detailed procedure flow for the PCC related interaction is FFS.
6.
The SCEF sends a Monitoring Request Response message indicating which monitoring events are configured successfully and which failed, possibly indication a cause per failed monitoring event.
Monitoring configuration that is stored in HSS and relevant for SGSN/MME is sent to SGSN/MME any time when the HSS provisions the SGSN/MME with subscriber data, e.g. during an attach.

With above procedures, the HSS based monitoring events can be configured similar to trace configuration (refer to TS 32.422) by the SCEF or directly pre-configured (subscribed) in the HSS.

6.2.1.2.1
Information flow to configure change of location event

This information flow is described in 23.203. Specific information to subscribe to PRA reporting over Rx is included in step 1.
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Figure 6.2.1.2.1-1: IP-CAN session modification. AF subscribes to “User enters or leaves reporting area”
1.    SCS/AS requests to report when the UE enters or leaves a geographical area to SCEF.

2.    SCEF confirms that the request was received.

3.    SCEF, acting as an AF, requests to notify when the UE enters or leaves a presence reporting area to PCRF, the subscriber-id, the application identifier and the monitoring event is provided over Rx.  The Presence Reporting Area is configured in the SPR. 

4.    PCRF may map external subscriber-id to subscriber-id known by the IP-CAN, confirms the request to the AF.

5.    PCRF subscribes to Change of UE Presence in PRA.

6.    PCEF sends an acknowledgment.

7.    The PCEF activates location reporting procedure for the PRA-id.

8.    For 3GPP Access (GTP), the PCEF requests to activate the Location Change Reporting Procedure as described in TS 23.401, sub-clause 5.9.2.2.

9.    PCEF receives information if UE is outside or inside PRA from the MME/SGSN. Reporting to the PCRF is performed as described in sub-clause 6.2.1.3.

6.2.1.2.2
Information flow to configure loss of connectivity

As shown in figure 6.2.1.2.2-1, the SCEF/AF may subscribe to “release of bearer” over Rx, the media description or application identifier to identify the service will also be provided, at the time a bearer is deactivated, PCC Rules are removed; the PCRF reports that the bearer is released to the AF. The SCEF will notify to the AS that connectivity for the user is lost.

Alternatively (not shown in the figure below), if the PDN connection is deactivated, PCC Rules are removed, the PCRF reports that the AF session should be released.  The SCEF will notify to the AS that connectivity for the user is lost
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Figure 6.2.1.2.2-1: IP-CAN session modification. Configuration of loss of connectivity
1.    AF requests reporting existing event for “release of bearer” the AF provides Media information or alternately an Application Identifier to the PCRF. The subscriber-id and the monitoring event are provided over Rx. 

2.    PCRF maps external subscriber-id to subscriber id known by the IP-CAN, PCRF generates PCC Rules that includes Service Data Flow Templates based on the media description or the application identifier received from the AF.

3.    PCRF provisions PCC Rules.

4.    PCEF sends an acknowledgment. The PCEF may establish or modify a bearer for the installed PCC Rule.

6.2.1.3
Monitoring event reporting flows

6.2.1.3.1
Monitoring event reporting via PCRF

The figure 6.2.1.3.1-1 illustrates reporting monitoring event from GGSN/P-GW.
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Figure 6.2.1.3.1-1: Monitoring event reporting flow

1.
PCC reporting as of TS 23.203 informs the H-PCRF when configured events happen. 

2.
The PCRF sends a monitoring event report to the SCEF that has requested the monitoring actions.

3.
The SCEF sends a monitoring event report to the SCS/AS that initiated the monitoring session.

6.2.1.3.1
Information flow to retrieve location
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Figure 6.2.1.3.x. IP-CAN session modification. Reporting UE enters or leaves reporting area

1.    PCEF is notified that UE entered or left the PRA-id, using procedures defined for in sub-clause 7.4.1 in 23.203.

2.    PCRF reports to the AF in SCEF that the UE entered or left the PRA-id.

3.    SCEF reports it to the SCS/AS.

6.2.1.4
Specific Monitoring Event handling

Monitoring Event: Change of Location

The AF (i.e. SCEF) may request to report a change of point of attachment. When this Monitoring Event is requested, already existing PCC based location reporting functionality over Gx gets activated to report any location change with the required location granularity, e.g. cell or TA, towards PCRF. The PCRF deactivates the location reporting functionality when the first change of location is reported over Gx.

The AF (i.e. SCEF) may request to report a change of UE presence in a geographical area: This monitoring event is realized using Change of presence in Presence Reporting Area that is defined over Gx with Presence reporting area identifiers and lists of Presence Reporting Area elements defined in SPR. Rx interface is extended to report that UE entered or left a reporting area.
In addition actions may be configured, like reducing service when the event occurs. E.g. the PCC rules may be configured to reduce the maximum bitrate when the UE moves outside the normally used area.

Editor's note:  It is FFS if any additional location reporting mechanism from those defined today, e.g. using location system, are needed. Continuous location reporting over Rx and requesting location over Rx should be considered as well. 
Editor's note:  A translation function which maps from internal IPCAN location identifiers to geographical location identifiers is needed, where to locate it requires further investigation.

Editor´s note:  PRA identifiers and elements are stored in SPR today, it needs further study if and how to map a geographical area into a PRA and whether the AF should be able to define a geographical area dynamically.
Monitoring Event: Loss of connectivity

If loss of the radio connection is of interest a GBR bearer has to be used as this bearer gets released when the radio connection gets lost. This bearer is managed using PCC and PCC informs the SCEF when the bearer is released. The existence of a non-GBR bearer may be monitored in the same way. However this bearer is not released when the radio connection is lost. This bearer might be released by the P-GW when there is no activity for a long time. And then also connectivity is lost.

Editor's note:
It is FFS how to handle the case that there is no GBR bearer for the UE.
6.2.2
Impacts on existing nodes and functionality
SCEF will need to:

-
Receive the monitoring event subscription request or status queries from SCS/AS. Controlling access by Service Requestors to monitoring services and information.

-
Distribute the monitoring event subscription request or status queries to the HSS via S6m and/or to the PCRF via Rx.

-
Receive monitoring event reports or status information from the HSS or the PCRF (when subscribed via Rx) and transfer those to the SCS.

PCRF and PCC will need to:

-
act basically unchanged for loss of connectivity event reporting that PCC already supports. 
-    For change of point of attachment reporting, PCC can perform location reporting with different location granularity over Gx interface allowing for detecting a changed point of attachment. The PCRF removes the event trigger when the change of point of attachment is detected. The PCRF reports the change of point of attachment to the AF.
-    For change of UE presence in a geographical area reporting, to report this event to the AF, extensions to Rx are required to send an indication that the UE entered or leaved a certain PRA.
-
It is FFS whether PCC needs to implement new session/bearer related event detection and reporting handling. E.g. if loss of connectivity for non-GBR bearers is wanted, this may require new event handling for PCC and the entity that detects it.
NOTE: 
Detecting change of point of attachment can only be performed when the UE is attached. 

Editor's note:
It is FFS how the AF finds the PCRF when only the UE identifier is available.
HSS will need to:

-
The HSS needs to implement the new subscription related events and if needed for the event specific actions that are wanted for MTC and offering access to that functionality. For example, existing means to configure regional access restrictions can be used to limit the point of attachment for a device. Reporting attempts to access outside the permitted region is new functionality for the HSS. 

Other entities like SGSN/MME and SGW/PGW/GGSN will need to:

-
implement new event monitoring, reporting and actions as deemed necessary for any new MTCe specific events. For example, the SGSN/MME may detect loss of connectivity for non-GBR connections from missing periodic registrations. This functionality needed is to be determined separately per specific new event.

Editor's note:
It is FFS how SGSN/MME report towards IWF.

6.2.3
Solution Evaluation

Benefits:

-
Session and subscription based monitoring are offered with efficient reuse of already existing monitoring functionality.

-
Control of access to that monitoring functionality is performed by the API-GWF, not adding this to PCC based monitoring.

-
SCS and Application server can access 3GPP monitoring functionality via a single API-GWF provided interface.

Drawbacks:

-
Using the API-GWF to unify access PCC based monitoring may introduce session/context based functionality for the API-GWF or for an IWF, when need for an IWF is identified. It is however likely that any other approach offering continuous reporting of session/bearer events may also need to establish some session for this.

6.3
Solution 3 - Monitoring via MME/SGSN
6.3.1


General description

The main idea of this solution is to use direct new interface between MME/SGSN and Service Capability Exposure Function (SCEF) for monitoring event and configuration, activation, deactivation, reporting etc. This solution can utilize current architecture for Machine Type communication defined in TS 23.682 [3] where MTC-IWF is assumed to be co-located with SCEF.
NOTE: SCEF denotes the functional entity that exposes monitoring API and defined in AESE TR 23.708.

Before the detection and reporting of Monitoring events, the Monitoring configuration data is provided to the network entities which perform the detection and reporting of Monitoring events. The Monitoring configuration data provides the information related to the detection/reporting of Monitoring events, such as: the Monitoring event type, corresponding actions to the event, the identity of AS which subscribes via SCEF the Monitoring events, the activation/deactivation of each Monitoring event, etc.
In this solution, the MTC Monitoring configuration can be performed in the following ways:

a)
The MTC Monitoring configuration data is statically stored as part of UE subscription in HSS, and downloaded to the SGSN/MME during Attach or any SGSN/MME node change Procedures or pushed to the serving MME/SGSN when a monitoring event is subscribed or modified.. Or,

b)
The MTC Monitoring configuration data is dynamically provided by the AS. The AS sends requests to the SCEF to configure, activate, deactivate or trigger report delivery for a particular monitoring event. The SCEF instructs the serving SGSN/MME to perform corresponding actions.

To support MTC Monitoring feature in roaming scenario, roaming agreement needs to be made between HPLMN and VPLMN, and the T5 interfaces need to be designed to support roaming.
6.3.1.1
MTC monitoring configuration at SGSN/MME
Figure 6.3.1.1-1 illustrates the procedure of MTC Monitoring configuration at SGSN/MME.
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Figure 6.3.1.1-1: Monitoring call flow at SGSN/MME using T5
1.
The AS sends a Monitoring Action Request message to the SCEF with Action Type set to configure, activate, deactivate or trigger report delivery for a particular monitoring event. AS will provide other monitoring configuration data as part of Monitoring Action Request message to SCEF such as Monitoring Event ID and associated parameters, Monitoring Event Priority, Monitoring Destination node etc.

2,3.
The SCEF checks that the SCS is authorised to send monitoring requests and that the SCS has not exceeded its quota or rate of submitting monitoring requests. If this check fails the SCEF sends a Monitoring Action Answer message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise, the flow continues with step 4.

4-6.
The SCEF sends a Subscriber Information Request message to the HSS/HLR to authorize the Monitoring configuration details (e.g.: Monitoring Event ID). Monitoring events are configured in HSS as part of UE subscription data. The HSS verifies the monitoring event information and authorizes the SCEF to configure the network element for monitoring.
Option A
7.
Based on type of event action requested SCEF determines the destination node for monitoring event based on the information received from SCS and HSS. For example in case of monitoring event configuration (or activation/deactivation) at MME, SCEF sends a message to MME with the monitoring event data.

8.
SGSN/MME on receiving submit request (or activates/deactivate) monitoring event and generates Monitoring configuration context. Alternatively, SGSN/MME gets MTC Monitoring configuration data downloaded from HSS as part of UE subscription download procedure, e.g. during Attach/RAU/TAU procedure etc.


The Monitoring configuration context are stored as part of UE context. The SCEF information is also stored in the Monitoring configuration context. The Monitoring configuration context is exchanged between SGSN/MMEs during mobility procedure (e.g. HO/TAU/RAU), so that the target SGSN/MME can be aware of the Monitoring event trigged by the MM procedure and perform corresponding actions e.g. reporting Monitoring event.


When the serving SGSN/MME changes, the target SGSN/MME retrieves the Monitoring configuration context from the old SGSN/MME through the UE context exchange procedure. When the entire subscription including Monitoring configuration data is downloaded from the HSS to the target SGSN/MME, the target SGSN/MME may also update the Monitoring rules to consider e.g. local policy.
The MME responds to the SCEF.

Option A

7.
Based on type of event action requested the HSS determines the destination node for monitoring event based on the information received from SCS/AS. For example in case of monitoring event configuration (or activation/deactivation) at MME, HSS sends a Submit Request message to the MME with the monitoring event data.

8.
MME on receiving submit request configures (or activates/deactivate) monitoring event and generates Monitoring configuration context. Alternatively, SGSN/MME gets MTC Monitoring configuration data downloaded from HSS as part of UE subscription download procedure, e.g. during Attach or TAU procedure with MME change. The Monitoring configuration context are stored as part of UE context.
The MME responds to the HSS.

6.3.1.2
Detection of monitoring events

Monitoring event can be detected by different nodes depending on event type. When Monitoring event are detected, the Monitoring event reports are generated and sent out. If specific actions are bound with the detected Monitoring event, such actions need to be performed.

When Monitoring event is detected, the predefined actions corresponding to the event type will be performed. For example, the action of "detach the UE and report the event" is configured if the UE changes the location to restricted area, in this case the SGSN/MME will detach the UE and report the event.

6.3.1.3
Reporting of monitoring events from SGSN/MME

The following figure illustrates the procedure flow of reporting Monitoring events to the SCS/AS.
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Figure 6.3.1.3-1 Reporting monitoring events from the SGSN/MME 
1.
A monitoring event is detected by SGSN/MME.
2.
The SGSN/MME sends a Monitoring event report to the SCEF. The SCEF address is stored by the SGSN/MME as part of the subscribed event. Alternatively the SCEF address is derived from some SCEF FQDN that may be constructed considering APN FQDN construction rules. The SGSN/MME includes the Identity of the Monitoring Destination node
3.
The SCEF sends the Monitoring event report to the Monitoring Destination node.

6.3.1.4
Charging

Charging is provided on per Monitoring event detection/report basis. The SGSN/MME and SCEF generates CDRs taking into account successful and unsuccessful delivery of Monitoring event report.
6.3.1.5
Specific Monitoring Event Handling
Monitoring Event: Loss of connectivity

Stage-1 requirement has specified in TS 22.368 that “Loss of connectivity” means it is no longer possible to establish signalling between the MTC Device and the network (i.e. detached). Loss of connectivity event could be configured at serving SGSN/MME. When implicit detach timer expires at serving SGSN/MME “Loss of connectivity” event is detected and reported directly to SCEF via new interface. 

Monitoring Event: UE reachability

MME receives an indication regarding UE reachability, e.g. an Attach Request message from the UE or MME receive an indication from S-GW that UE has handed over to non-3GPP coverage. MME can provide this information to HSS if it has registered for UE reachability notification. Involvement of HSS to provide this information to SCEF will be inefficient and will increase HSS load. MME can provide this information to SCEF directly especially if this is frequent event. 

For UE using power saving mode, the serving nodes may report when UE become active. The SCEF reports to SCS/AS, which may use this, for example, as a trigger for sending data to the UE. When subscribing to this event, the service requestor indicates whether single or continuous reporting is wanted.

Monitoring Event: Location Reporting

The serving node reports to SCEF when the UE is active in new cell. The SCEF maps that cell to a geo-location and reports to the requestor. When subscribing to location events the service requestor may indicate the required location accuracy. If it allows for cell level tracking, the SCEF select this mechanism here. If only a single event report is requested, the HSS may just inquire the serving MME/SGSN instead of pushing subscriber data with the monitoring event information to the MME/SGSN.
6.3.2
Impacts on existing nodes and functionality

-
New interface needs to be supported between SGSN/MME and SCEF for Monitoring exposure.

-
HSS needs to store monitoring events configuration data as part of UE subscription data and needs to respond to SCEFinterrogation.

-
MME/SGSN need to detect configured monitoring event and report to SCEF.

6.3.3
Solution evaluation

For some events type such as RAT_change or location_change (and others) it can be argued that event triggers already available via PCRF. In such cases, it is indeed possible to access such capabilities via PCRF as well as via MME/SGSN. However, there are cases where an operator may not have activated any location_change event triggers on PCRF for its subscribers, but may be interested in location_change event to be exposed to 3rd parties for certain location-based services. In such cases, requesting location_change directly from MME/SGSN would be efficient. 

In addition, it should be noted that PCC usage is optional per 3GPP specs. It may not be deployed for all types of subscriber sessions (e.g. low ARPU M2M devices) and in that case local policy at PCEF may be used for policy and charging control. In such a deployment, it is not possible to issue monitoring events for affected subscribers via PCRF framework at all. 

Another consideration is frequency of events. For infrequent location_change reporting it may be OK to report it via HSS. However for frequent location_change reporting load on HSS may not be desirable.  In such cases, requesting location_change directly from MME/SGSN would be efficient.
7
Overall Evaluation
Editor’s Note: This clause will provide evaluation of different solutions.
8
Conclusions

Editor's Note:
This clause is intended to list conclusions that have been agreed during the course of the work item activities. This should also capture the guiding principles and documentation approach for creating CRs to normative specifications within the responsibility of SA2.
8.1
Interim Conclusions
1.    The set of capabilities required for monitoring may be accessible via different 3GPP interfaces/nodes (e.g. HSS via Sh, or PCRF via Rx, or MME/SGSN via a new interface).  
2.    The definitive list of events that will be standardized is to be decided during the normative phase of this work. 
3.    Handling of configuration and reporting of specific events will be discussed and evaluated on a per event basis. In principle, solution redundancy should be avoided. However reporting of the same event via different interfaces might be envisaged, to satisfy different usage scenarios e.g.: different frequency of location reporting or different location accuracy requirements. 

4.    For normative work, solution in clause 6.1, 6.2, and 6.3 should be used as a basis for developing generic event monitoring flows. Normative Work on each of these generic event monitoring flows is nevertheless dependent upon the agreement that the generic event monitoring flow will actually be used to support the reporting of at least a specific event.

 Annex A:
Solutions transferred from TR 23.887
A.1
General

This annex describes the solutions from TR 23.887 (under clause 6) with the relevant updates for exposing the monitoring capabilities using a Capability Exposure Framework. Main difference to solutions described in TR 23.887 is on clarifying how the monitoring capabilities are accessed via APIs.
A.2
Solutions

Editor’s Note: Clause numbering below is shown as per TR 23.887 and would be adjusted once solutions are agreed to be moved to the clause 6 of this TR.
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