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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document studies and evaluates architectural enhancements required for 3GPP systems to provide flexible mobile service steering policies as per the service requirements defined in TS 22.101, clause 30.

NOTE: Service enablers supported within the (S)Gi-LAN and the routing of traffic between those service enablers are not in the scope. The scope of the work is restricted to providing policies for traffic steering through interfaces defined by 3GPP.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.101: "Service aspects; Service principles ".

[3]
3GPP TS 23.203: “Policy Control and Charging Architecture”.
[4]
3GPP TS 29.212: “Policy and Charging Control (PCC); Reference points”
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.101 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

FMSS
Flexible Mobile Service Steering

4
Architectural Assumptions
4.1
Traffic steering policy generator – PCRF
In order to realize traffic steering in the operator deployed (S)Gi-LAN, the network operator uses various parameters, related to the subscriber session and the application traffic, to define traffic steering policies. These policies are used to control the steering of the subscriber’s traffic to appropriate service enablers (e.g. NAT, antimalware, parental control, DDoS protection) in the (S)Gi-LAN.

The PCRF is extended to support generation of traffic steering policy for the support of flexible service steering in the (S)Gi-LAN. This will ensure a central function controlling all the subscriber related policies within the 3GPP core network architecture. In the home routed scenario, H-PCRF shall be able to generate the traffic steering policy for home routed traffic.
Editor’s Note: The traffic steering in local-breakout scenario is FFS.

The PCRF may use one or more pieces of information available in the PCRF (as described in the clause 6.2.1.1 of the 3GPP TS 23.203 [3]), such as the IP-CAN session information and subscription information and network operator's policies as input for generation of traffic steering policies.
5
Key Issues
5.1
Key Issue 1- Interface for provisioning of traffic steering policy 
5.1.1
Description

In order to support traffic steering in (S)Gi-LAN interface(s) with PCRF for provisioning of traffic steering policies as well as various procedures over that/those interface(s) need to be defined. Options include re-using existing interface(s) or defining new interface(s) from the PCRF. In any case, the following procedures need to be supported over that/those interface(s):

· Provisioning of new traffic steering policy with granularity of subscriber, application and service data flow.

· Modification/Removal of existing traffic steering policy with granularity of subscriber, application and service data flow.

NOTE: 
(S)Gi-LAN is network infrastructure connecting to 3GPP network over the SGi or Gi reference point that provides various IP-based services (e.g. NAT, antimalware, parental control, DDoS protection, video optimization).
5.1.2
Architectural Requirements
The FMSS solution is required to meet the following requirements:

· For application based traffic steering, support for the application detection functionality is needed. 

NOTE:
The FMSS solution includes components in and outside the scope of 3GPP.

· A solution to flexible traffic steering needs to describe how it works in conjunction with the existing 3GPP features, e.g. ADC feature, if the network has deployed support for this feature. 

Editor's Note: Whether the FMSS solution is required to support application reporting functionality is FFS.

5.2
Key Issue 2- Semantics of traffic steering policy

5.2.1
Description

This key issue investigates the semantics of the traffic steering policy provided by the PCRF. The solution to this key issue should propose the nature of the information exchanged under traffic steering policy.

6
Solutions
6.1
Solutions to Key Issue 1

6.1.1
Solution 1.1: Leveraging of the existing PCC framework with Sd interface
6.1.1.1
Description

This solution corresponds to key issue 1 “Interface for provisioning of traffic steering policy”. 

This solution is based on the existing PCC framework principles as defined in the Section 4.1. The same parameters, as defined by the TS 23.203 [Ref 3], Section 6.2.1.1 provide input to the PCRF for all PCC decision-making functionality, including a traffic steering policy generation. Section 5.1.1 refers to the TS 22.101 [Ref 2] definition of (S)Gi-LAN as "the network infrastructure connecting to 3GPP network over the SGi or Gi reference point that provides various IP-based services (e.g. NAT, antimalware, parental control, DDoS protection, video optimization)". 

6.1.1.1.1
Sd based solution

Within 3GPP core network architecture, the TDF is placed at (S)Gi interface as defined by the TS 23.203 [Ref 3]. The functionality of the TDF is extended to support the steering of the traffic within (S)Gi-LAN. Following two are implementation or deployment choices:

· (Alternative1): Stand-alone TDF. 

The TDF is extended to support steering of traffic within (S)Gi-LAN systems. The service functions and steering infrastructure between the service functions are part of (S)Gi-LAN systems. The TDF receives traffic steering policies from PCRF via Sd interface. Based on these policies, it performs application detection and provides traffic steering related information (as part of UE's packet) to the (S)Gi-LAN systems, which then performs traffic steering. This alternative is suitable for the deployment which has standalone TDF.
· (Alternative2): TDF collocated/embedded within (S)Gi-LAN. 

As all enforcement, DSCP marking, usage monitoring, charging etc. functionalities are optional at TDF as per TS 23.203 [3], in this case TDF may be utilized to only support Application Detection and Reporting (ADR) functionality  in order to fulfil flexible service steering requirements (related to application based service steering and policy decisions based on detected application traffic).  The TDF is collocated within (S)Gi-LAN system for providing the Application Detection and Reporting functionality. The PCRF interfaces with the TDF function within (S)Gi-LAN systems using the Sd interface and provides the traffic steering policies. The uplink and downlink traffic is passed through TDF before it enters the service functions. The TDF performs application detection and reporting to the PCRF and provides traffic steering related information to the other functional elements within (S)Gi-LAN systems to achieve traffic steering. This alternative is suitable for the deployment which has TDF embedded within the (S)Gi-LAN systems.
Following are representative architectural examples of such implementation alternatives:


[image: image3]
Figure 6.1.1.1.1-1: Alternative1 - Stand-alone TDF

[image: image4]
Figure 6.1.1.1.1-2: Alternative2 - TDF collocated/embedded within (S)Gi-LAN
This solution proposes to provide the traffic steering policies via the existing Sd interface which can be leveraged for traffic steering in (S)Gi-LAN systems. A single Sd interface is established between the PCRF and the TDF for the single IP-CAN session as per TS 23.203 [3], however TDF may have multiple instances/processes as per deployment requirements, e.g. one process for uplink traffic and a different one for downlink traffic.The existing methods for providing and inquiring policies over the Sd interface are leveraged for providing and inquiring service steering policies.
The traffic steering policies can apply on session, application and service data flow level. 

NOTE 2:
The functionality of the Service functions supported within the (S)Gi-LAN and the steering of traffic between those Service functions, if needed, are out of the work’s scope. 

NOTE 3:
In order to protect TDF from malicious attacks (e.g. DDoS attacks), an operator can deploy firewall before the traffic enters TDF. Since this firewall is meant to protect TDF, and it doesn’t apply on a per specific TDF session/service data/flow/detected application traffic but apply in general per deployment requirements, it is not a part of flexible service chaining (which is applicable per specific TDF session/service data flow/detected application traffic).
6.1.1.1.2
Sd interface enhancements

In order to provide traffic steering policies on service data flow level, Sd interface has to be extended to support service data flow related parameters within ADC Rules.

Editor's Note:
Additional enhancements, if any, needed over the Sd interface (besides transfer of traffic steering policy and addition of service data flow related parameters in order to support service data flow based traffic steering policies) need to be identified and it is FFS.

6.1.1.2
Impacts on existing nodes and functionality

The TDF (Solution 6.1.1.1.1):

· Must be enhanced in order to support traffic steering policy enforcement.

The PCRF:

· Must be enhanced in order to make traffic steering policy decisions based on existing input parameters.
Editor’s Note: Additional impacts are TBD.
6.1.1.3
Solution Evaluation

This solution re-uses the existing functional entities and the existing PCC procedures between the PCRF and the TDF.

As described by the solution, within 3GPP core network architecture, the TDF is placed on (S)Gi interface. 

As mentioned in the solution section, the TDF reports application detection START and STOP per received ADC Rules, which can also be leveraged for making and provisioning of application based traffic steering policies. Also, session and application based usage monitoring reports, supported by the TDF, may also serve as input for policy based decisions by the PCRF, including traffic steering policies decisions. Besides, the TDF also provides other functionality such as charging, traffic redirection, gating and bandwidth control (and hence these can also be leveraged for e.g. Sy based spending limits reports towards PCRF for making policy decisions or, additionally, charging based on the use of Service functions and traffic steering, in the future, if needed).

The Sd interface has well defined procedures to provide policies on session and on application level. 

Editor’s Note:
Additional evaluation aspects are FFS.
6.1.2
Solution 1.2: Leveraging of the existing PCC framework with Gx interface
6.1.2.1
Description

This solution corresponds to key issue 1 “Interface for provisioning of traffic steering policy”. 

This solution is based on the existing PCC framework principles as defined in the Section 4.1. The same parameters, as defined by the TS 23.203 [Ref 3], Section 6.2.1.1 provide input to the PCRF for all PCC decision-making functionality, including a traffic steering policy generation. Section 5.1.1 refers to the TS 22.101 [Ref 2] definition of (S)Gi-LAN as "the network infrastructure connecting to 3GPP network over the SGi or Gi reference point that provides various IP-based services (e.g. NAT, antimalware, parental control, DDoS protection, video optimization)". 

6.1.2.1.1
Gx based solution

Within 3GPP core network architecture, the (S)Gi interface connects the PGW/PCEF to (S)Gi-LAN. The functionality of the PCEF is extended to support the steering of the traffic within (S)Gi-LAN system. The PCEF receives traffic steering policies from the PCRF via Gx interface. Based on these policies, it performs application detection and reporting to the PCRF and provides traffic steering related information (as part of UE's packet) to the (S)Gi-LAN systems, which then performs traffic steering. This alternative is suitable for the deployment which has PCEF enhanced with ADC functionality.
Following is the representative architectural example of such implementation:

[image: image5] Figure 6.1.2.1.1-1: PCEF extended to support steering of traffic within (S)Gi-LAN systems

NOTE 1:
This solution applies to the case where the PCEF is a PGW. It could also apply to Service Steering for the traffic of PCEF located at IP Edge as defined in Annex S of the TS 23.203 [3]).
This solution proposes to provide the traffic steering policies via the existing Gx interface which can be leveraged for traffic steering in (S)Gi-LAN systems. A single Gx interface is established between the PCRF and the PCEF for the single IP-CAN session as per TS 23.203 [3], however internally PCEF implementation may have multiple processes handling different sub-functions, e.g. one process for uplink traffic and a different one for downlink traffic.
The existing methods for providing and inquiring policies over the Gx interface are leveraged for providing and inquiring service steering policies.
The traffic steering policies can apply on session, application and service data flow level. 

In order to apply traffic steering policies on application level, Application Detection and Control (ADC) feature needs to be supported by the PCEF.

NOTE 2:
The functionality of the Service functions supported within the (S)Gi-LAN and the steering of the traffic between those Service functions, if needed, are out of the work’s scope. 

NOTE 3:
In order to protect PGW from malicious attacks (e.g. DDoS attacks), an operator can deploy firewall before the traffic enters PGW. Since this firewall is meant to protect PGW, and it doesn’t apply on a per specific session/service data/flow/detected application traffic but apply in general per deployment requirements, it is not a part of flexible service chaining (which is applicable per specific session/service data flow/detected application traffic).
6.1.2.1.2
Gx interface enhancements

Editor's Note:
Additional enhancements, if any, needed over the Gx interface (besides transfer of traffic steering policy) need to be identified and it is FFS.

6.1.2.2
Impacts on existing nodes and functionality

The PCEF:

· Must be enhanced in order to support traffic steering policy enforcement.

The PCRF:

· Must be enhanced in order to make traffic steering policy decisions based on existing input parameters.
Editor’s Note: Additional impacts are TBD.
6.1.2.3
Solution Evaluation

This solution re-uses the existing functional entities and the existing PCC procedures between the PCRF and the PCEF.

As described by the solution, within 3GPP core network architecture, the PGW/PCEF is connected to S(Gi)-LAN over S(Gi) interface.

As mentioned in the solution section, the PCEF enhanced with ADC reports application detection START and STOP per received PCC Rules, which can also be leveraged for making and provisioning of application based traffic steering policies. Also, session and application based usage monitoring reports, supported by the PCEF, may also serve as input for policy based decisions by the PCRF, including traffic steering policies decisions. Besides, the PCEF also provides other functionality such as charging, traffic redirection, gating and bandwidth control (and hence these can also be leveraged for e.g. Sy based spending limits reports towards PCRF for making policy decisions or, additionally, charging based on the use of Service functions and traffic steering, in the future, if needed).

Also as mentioned by the solution, in order to provide traffic steering policies on application level, ADC feature has to be supported by the PCEF.

The Gx interface has well defined procedures to provide policies on session, application and service data flow level, 
Editor’s Note:
Additional evaluation aspects are FFS.

6.1.3
Solution 1.3: Policy Based TCF Solution 

6.1.3.1
Architecture Description

To achieve effective traffic steering, the traffic shall be routed to the so called Value Added Services (VAS) in a proper manner: the traffic goes through VAS only as needed, avoid traffic concentration as much as possible and avoid duplicated computational intensive functions execution.

There are two types of functions are introduced in the 3GPP network scope. 
· PCRF is enhanced to provide Traffic Steering Policy on how to decide the traffic path based on related information.

· The TCF (Traffic Classifier Function) is introduced to be collocated with PGW differentiate variant traffic based on the policy received from PCRF and perform traffic marking.

· A new interface Sts is introduced to provide policy to the downlink traffic classifier function (TCFd) in (S)Gi-LAN

Editor’s Notes: the solution should handle the scenario when TDF is deployed with ADC function. How the solution works with TDF is deployed is FFS and will be provided. 
6.1.3.1.1 Solution description

For the uplink, the traffic travels through TCF then goes to (s)Gi-LAN. The packets are marked by TCF according to the service steering policy. The mark includes e.g., the path identity of the uplink. The downlink path ID is also included if it can be determined by policy or by the uplink traffic detection. Such downlink path information is kept in TCFd before it goes out of (s)Gi-LAN

For the downlink traffic, the traffic arrives first at TCFd to get the traffic marking. Note that traffic arrives to the NAT in (s)Gi-LAN if it is deployed. For some traffic, e.g., (HTTP header enrichment, web page content added on service) the downstream traffic path can be identified based on the upstream traffic detection. The downlink path marking is obtained through the policy obtained by Sts interface or the record when the corresponding uplink traffic goes through TCFd. This avoids double identification in the downlink direction.

Editor's Note: Whether there is non-standardized marking scheme and its detail is FFS.

Editor's Note: For some traffic (e.g., video traffic in HTTP), the TCFd may perform application detection. In such situation, the difference between TCFd and TDF needs FFS. And whether the TCF and TCFd from two different vendors performing independent traffic detection in uplink and downlink work is FFS.

In view that TCF generally need traffic inspection and is computational intensive. Therefore, the traffic steering policy shall be able to indicate to TCF which traffic need to be processed. For example, only those traffic generated by users subscribed with some service/application in the congested cell will be handled by deep inspection.

Editor’s Notes: the information flow of Sts is FFS.


[image: image6]
Figure 6.1.3.1: Traffic path of the uplink and downlink with TCF

6.1.3.2
Impacts on existing nodes and functionality

· Traffic Classifier Function in PGW: have the function to identify the service path and traffic marking based on the policy received from PCRF.
· Gx interface need to be enhanced to transfer policy from PCRF to PGW
· PCRF is enhanced to send policy to TCF in PGW through interface such as Gx, and to TCFd through a new interface 
6.1.3.3
Solution Evaluation

Editor's Note: Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
6.1.4
Solution 1.4: Service steering policy interface

6.1.4.1
Description

6.1.4.1.1 
Overview

This solution addresses key issue 1: “Interface for provisioning of traffic steering policy”.

A new interface (St) is defined over which the traffic steering policy is provided. The St interface is defined between the PCRF and a Service Chain Traffic Controller Function (SCTCF). 

The functionality of the SCTCF includes the following:

· The SCTCF is the receiver of the traffic steering policy and supports control plane functionality to terminate the St interface.

· The SCTCF ensures that the traffic steering policy is implemented in the SGi-LAN. The SCTCF may e.g. perform a mapping of the traffic steering policy to service chain specific identifiers and procedures and convey traffic steering information, which e.g. comprises service chain identifiers and other information which is required by the SGi-LAN implementation, to the SGi-LAN. The details for how the SCTCF ensures that the traffic steering policy received from PCRF is enforced in the SGi-LAN is out of 3GPP scope. 

NOTE:
The SCTCF may be implemented as a standalone entity or combined with another entity. 

The St interface is used to provide traffic steering policy to the SCTCF. It is assumed that application reporting from SCCTF to PCRF is not required for the solution. 

Editor's Note: It is FFS if there are use cases that would motivate the inclusion of application reporting on St.
The figure below shows the architecture with St interface and Service Chain Traffic Controller Function. The Forwarding Entities, Classifiers and Service Functions, as well as any interface(s) between the SCTCF and these functions, are out of scope of this work item. 
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Figure 6.1.4.1.1-1. Reference architecture for service steering policy interface St. 

6.1.4.1.2
Deployment variants

In a deployment without ADC support, as shown in Figure 6.1.4.1.2-1, traffic classification is done by entities in the SGi-LAN. In particular the SGi-LAN may support functionality to identify application traffic for the purpose of traffic steering. The PCRF can provide a traffic description (e.g. an application identifier) to the SCTCF to indicate for what traffic the traffic steering policy applies. 

[image: image8]
Figure 6.1.4.1.2-1: Deployment without ADC functionality (in TDF or PCEF)
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Figure 6.1.4.1.2-2: Deployment with ADC functionality (in TDF or PCEF)
Editor's Note: The relation between ADC functionality in PCEF/TDF and the traffic steering solution using St and SCTCF is FFS.
6.1.4.1.3 
Procedures

Editor's Note: This section will capture the message sequence procedures including St. 

6.1.4.2
Impacts on existing nodes and functionality

Impacts on PCRF:

-
The PCRF is enhanced to support the St interface as well as any interactions between existing procedures (e.g. Gx) and procedures on St. 
-
The PCRF is enhanced to make traffic steering policy decisions based on existing input parameters

Editor’s Note: Further impacts to existing nodes is FFS
6.1.4.3
Solution Evaluation

Editor's Note: Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.

This solution enables an architecture for providing traffic steering policy that allows different deployments and architectures of the SGi-LAN and that is agnostic to the way routing/forwarding is done, as well as to the number of and location of traffic classification and forwarding/routing functionality in the SGi-LAN. 

Editor’s Note: Additional evaluation is FFS.

6.2
Solutions to Key Issue 2

6.2.1
Solution 2.1: Semantics of traffic steering policy

6.2.1.1
Description

This solution describes the nature of information exchanged under the Traffic Steering Policy (TSP) for achieving traffic steering within (S)Gi-LAN. 

This solution is applicable for enhancing Gx and Sd for traffic steering.

6.2.1.1.1
Components of Traffic Steering Policy

For a given IP/subscriber session, the Traffic Steering Policy (TSP) identifies the application traffic and the service functions via which the application traffic needs to be steered. Following components are defined under TSP: The Traffic steering policy contains:

· TSP-Name: It uniquely identifies a steering policy. It is used to reference a pre-defined or dynamic steering policy and it is mandatory for all the operations related steering policy. While provisioning a steering policy, if the following components are excluded then TSP-Name refers to a pre-defined steering policy. Else, it is referring to a new steering policy whose definition is provided using the below components.

· Service- Description: It identifies a specific UE traffic in terms of UE IP address (via IPv4 and/or IPv6 prefix) or application flow in terms of either service data flow filters, e.g. using IP 5-tuple or Application Identifier for which steering rule referenced by Steering-Rule-Identifier shall be applied.or an application flow type

· Traffic-Steering-Rule-Identifier: It is a reference used to a pre-configured rule to identify a set of service function(s), potentially including e.g. their order, via which the uplink/downlink traffic, identified by Service-Description, shall be steered. 
· Precedence: It identifies the order of the steering policy. It is relevant only when the multiple TSP overlaps and identifies same IP-traffic for applying different steering policy. In that case, the steering policy with the highest precedence shall be applied.

Editor's Note: Traffic direction needs to be taken into account for the Steering-Rule-Identifier and it is FFS.
6.2.1.1.2
Traffic Steering Policy over Sd/Gx interface

If an existing interface, i.e. Sd/Gx interface, is used to provide the traffic steering policies then the components of Traffic Steering Policy (as described in clause 6.1.1.1.1) are mapped to existing information (refer 3GPP TS 23.203 [3] table 6.8 and table 6.3) and AVP (refer to 3GPP TS 29.212 [4]) as described below.

Editor's Note: Further checking is needed if the following mapping can be used or new AVPs are needed.

	Component of TSP
	Potential information & AVP over Sd
	Potential information & AVP over Gx

	TSP-Name
	ADC Rule Identifier (ADC-Rule-Name)
	Rule Identifier (PCC-Rule-Name)

	Traffic-Service Description
	Service Data Flow Template (Flow-Information)

Note: Support needed in PCRF to TDF direction.

Application Identifier (TDF-Application-Identifier)
	Service Data Flow Template (Flow-Information, Application Identifier)

	Steering-Rule-Identifier-Uplink/Downlink
	New information needed.
	New information needed.

	Precedence
	Precedence (Precedence)
	Precedence (Precedence)


Table 6.2.1.1.2-1 Mapping of components of TSP to information over Sd/Gx interface

NOTE:
The mapping to AVPs over Sd/Gx interface, mentioned within "( )" in the above table is shown to highlight that existing AVPs can be used for most of the components of the TSP.

6.2.1.2
Impacts on existing nodes and functionality

PCRF:

· Must be enhanced to generate TSP and perform operations to provision, modify and remove TSP.
Steering Policy Enforcer:

· Must support TSP, execute operations to provision, modify and remove TSP and enforce those steering policies on subscriber traffic.
NOTE:
The Steering Policy Enforcer could be an existing 3GPP functional entity, e.g. if the steering policies are provided via existing 3GPP interface, or a new logical entity.

6.2.1.3
Solution Evaluation

The proposed solution provisions a steering policy by referencing to a pre-configured steering rule which identifies a set of service function(s), including their order. The pre-configured steering rule may also comprise of other information, e.g. input needed for specific service function to perform service steering. This, i.e. referencing a pre-defined steering rule, fulfils the objective of providing service steering policies within the scope of the work since the service functions and the steering of traffic between them are out of 3GPP's scope of work.

The Traffic Steering Policy and the components proposed under it can be mapped to existing set of AVPs, where applicable, if the existing 3GPP interface is used to provide service steering policies.
7
Overall Evaluation
Editor’s Note: This clause will provide evaluation of different solutions.
8
Conclusions

Editor's Note:
This clause is intended to list conclusions that have been agreed during the course of the work item activities. This should also capture the guiding principles and documentation approach for creating CRs to normative specifications within the responsibility of SA2.
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