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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The objective of this study is to enhance the common 5G core network defined in TS 23.501 [2] and TS 23.502 [3] in order to support wireline access networks and Trusted N3GPP.
The key areas of the investigation are:
-
Support of wireline access networks:

-
Definition of the 5G Core network (5GC) with respect to wireline access functional split;

-
Investigation on whether enhancements are needed to interfaces (e.g. N1, N2 and N3) used to connect wireline customer devices (CPE/Residential Gateway) and wireline access network to the converged 5GC;

-
Study the impact of the common framework for authentication and security, policy and QoS, Network Slicing and investigation on whether enhancements are needed;

NOTE 1:
The area of investigation for authentication and security will be limited to the part relevant to SA WG2 scope and responsibility.

-
Study on how to support CPE/Residential Gateway (RG) capable of connecting via wireline and/or wireless access to the 5G CN;

-
Study on how to support end user devices, with or without UICC, connected to the convergent 5GC from behind a CPE/RG;
-
Identification of the  impacts on mobility, session management and interaction with Access Traffic Steering, Switching and Splitting for UEs accessing the 5G convergent network studied in TR 23.793 [4] and investigation on whether enhancements are needed;

-
Study on how to support CPE/RG capable of connecting simultaneously via both NG RAN and wireline access to 5GC.

NOTE 2:
The above scenario is referred as Hybrid Access in Broadband Forum (BBF TR-348 [5]).

-
Definition of architecture for the Trusted N3GPP scenario applicable not only to wireline accesses.

-
Support of Trusted access networks:

-
Requirements for the Trusted Non-3GPP access in 5G system;

-
Architecture definition for the Trusted Non-3GPP access in 5G System;

-
Investigation on whether enhancements are needed to interfaces (e.g. N1, N2 and N3) used to connect the trusted non-3GPP access network to converged 5GC;

-
study the impact of the common framework for authentication and security, policy and QoS, Network Slicing and investigation on whether enhancements are needed.

NOTE 3:
The study will consider whether "Trusted" terminology or a different terminology would be more suitable for representing the scenario where there is a more tight relationship compared to Untrusted case between the WLAN Access Network and the 5GC.

This study will follow the high level principles, agreements, and conclusions of the normative work agreed in TS 22.261 [7], TS 23.501 [1] and TS 23.502 [2].

The study will take into account information provided by the BBF on wireless and wireline convergence.
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

The definitions in TS 23.501 [2], TS 23.502 [3] and TS 23.503 [8] are applicable unless differently defined in the following:
-
5G-RG: A 5G-RG is a RG capable of connecting to 5GC playing the role of a UE with regard to the 5G core. It supports secure element and exchanges N1 signalling with 5GC.

-
5G-CRG: A 5G-CRG is a cable residential gateway capable of connecting to 5GC playing the role of a UE with regard to the 5G core. It supports secure elements and exchanges N1 signalling with 5GC. . The 5G-CRG is a RG specified by CableLabs DOCSIS MULPI [13].
-
DOCSIS Wireline Access Network: An access network that conforms to CableLabs DOCSIS MULPI [13].

-
RG: The RG is a device capable of providing voice, data, broadcast video, video on demand, specified by BBF.
-
FN-RG: A Fixed Network RG (FN-RG) is a RG playing a role similar of a UE with regard to the 5G core. It does not support N1 signalling. The FN-RG is a RG specified by BBF TR-124 [9].
-
FN-CRG: A fixed Network cable RG (FN-CRG) is a cable RG playing the role similar of a UE with regard to the 5G core. It does not support N1 signalling. The FN-CRG is a RG with cable modem specified by CableLabs DOCSIS MULPI [13].
-
Fixed Access Gateway Function (FAGF): A Network function in W-5GAN that provides connectivity to the 5G Core of 5G-RG.

-
Hybrid Access 5G-RG: it is 5G-RG capable of connecting simultaneously via both 5G RAN and wireline access network to 5GC.

-
Wireline 5G Access Network: The Wireline 5G Access Network (W-5GAN) is a wireline AN that connects to a 5GC via N2 and N3 reference points.

-
Wireline 5G Cable Access Network: The Wireline 5G Cable Access Network (W-5GCAN) is a DOCSIS Wireline Access Network that connects to a 5GC via N2 and N3 reference points.

-
Wireline Access Network: An access network (optical or electrical) which is conform to BBF TR-101 [10] or BBF TR-178 [11].

-
Non-3GPP Access Network: In the context of this TR a Non-3GPP Access Network is an access network that is not defined by 3GPP including for example the Wireline 5G Access Network.

Editor's note:
The definition of Trusted Non-3GPP is FFS.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1], TS 23.501 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

5G-RG
5G Residential Gateway

5G-CRG
5G Cable Residential Gateway

W-5GAN
Wireline 5G Access Network

W-5GCAN
Wireline 5G Cable Access Network

BBF
Broadband Forum

CPE
Customer Premises Equipment

FAGF
Fixed Access Gateway Function

FN-RG
Fixed Network RG
FN-CRG
Fixed Network Cable RG
HA
Hybrid Access

RG
Residential Gateway

4
Architecture Requirements, Assumptions and principles

4.1
Common Architecture Requirements, Assumptions and principles

4.1.1
High level Architectural Requirements

Editor's note:
This clause will document high-level architectural requirements (new or revised) of the 5GS common to WWC and Trusted N3GPP.

Editor's note:
The requirements related to wireline network will be verified with BBF and this clause may capture the requirement or refer to BBF documentation.

4.1.2
Architectural Principles

Editor's note:
This clause will document the identified architecture principles.

4.2
Wireless and Wireline Convergence
4.2.1
High level Architectural Requirements

Editor's note:
This clause will document high-level architectural requirements (new or revised) of the 5GS for supporting WWC. This clause may document requirement for the wireline access network defined by BBF, if needed.

Editor's note:
The requirements related to wireline network will be verified with BBF and this clause may capture the requirement or refer to BBF documentation.

In order to support wireless and wireline convergence the architecture of the 5GC network shall support the additional requirements listed in the following:

1
Support the connection of a 5G-RG via NG-RAN or via  W-5GAN to a 5GC, or a FN-RG via Wireline AN to 5GC. Both the Residential Gateway supporting N1 interface and the Residential Gateway not supporting N1 interface may be studied.

2
Support end user devices, with or without UICC, connected to the convergent 5G CN from behind a 5G-RG or FN-RG.

3
Support the Hybrid access scenario where the 5G-RG is connecting simultaneously via both NG RAN and Wireline AN to 5GC. The system shall support the scenario where the 5G-RG/FN-RG is connected only via a single access either NG-RAN or Wireline AN and the scenario when the 5G-RG/FN-RG is simultaneously connected via both accesses. In the latter case the traffic may be split or switched between the two accesses.

4.2.2
Architectural Principles

NOTE 1:
The interworking scenario where FN-RG, which is not capable to support 5GC feature, connects to 5GC will be studied after having received input from BBF.

NOTE 2:
Scenario 3 and scenario 5 cover only those 3GPP UEs that support N1. 3GPP UEs that do not support N1 (e.g. pre-5G UEs) are not addressed.

Editor's note:
Whether the scenarios will be extended to cover non-N1 capable 3GPP UEs is FFS.

Editor's note:
Additional scenarios where a 3GPP UE that is not 5GC capable is a device behind the RG, are for further study.
4.2.2.1
Scenario 1

The following architectural principles apply for a 5G-RG (N1 capable RGs):

1.
5G-RG shall use 3GPP procedures and impact on 3GPP reference points shall be minimized.

2.
5G-RG shall behave as an 3GPP UE towards the 5GC. Not all 3GPP procedures might be applicable for a 5G-RG and the 5G-RG will also need to support BBF specific functionality.

3.
The Hybrid Access 5G-RG can be registered and have PDU Sessions with active user planes via multiple accesses at the same time (i.e. via W-5GANand NG RAN access) as depicted in figure 4.2.2.1-2.

4.
A W-5GAN interface the 5GC using the 3GPP reference points N2 and N3 as depicted in figure 4.2.2.1-1. The interface(s) between 5G-RG and the W-5GAN are not specified by 3GPP but these requirements apply:

a.
The interface shall support transport of N1 messages between 5G-RG and the W-5GAN. The W-5GAN shall relay the N1 messages un-changed between 5G-RG and 5GC.

b.
The interface shall support transport of AS-level parameters (e.g., 5G-GUTI, S-NSSAI).
c.
For user plane multiple PDU sessions shall be supported.

d.
QoS flows should be supported.
e.
Support for transport of QFI and RQI parameters shall be supported for each user plane data packet.
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Figure 4.2.2.1-1: High level architecture for the 5G-RG case connected via W-5GAN
Editor's note:
Impacts to architecture principles due to security requirements for wireline access are FFS and require input from BBF.
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Figure 4.2.2.1-2: High level architecture for the Hybrid Access 5G-RG case connected via NG RAN and W‑5GAN
5
The 5G-RG is connected to 5GC via NG RAN using the 3GPP reference points N2 and N3 as depicted in figure 4.2.2.1-3. These requirements apply:

a.
The 5G-RG supports the NG RAN and the impact on NG RAN shall be minimized.
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Figure 4.2.2.1-3: High level architecture for the 5G-RG case connected via NG RAN

4.2.2.2
Scenario 2

The following architectural principles apply for a FN-RG (not N1 capable CPEs/RGs):
1.
FN-RG does not support any 3GPP procedure.

NOTE:
The scenario of FN-RG connected to 5GC via NG RAN and the Hybrid Access scenario (i.e. connected via W-5GAN and NG RAN) are not applicable.
2.
The impact on 3GPP reference points shall be minimized.
3
The W-5GAN shall support an interworking function that enables FN-RG to be connected to 5GC.

4
The Interworking function interfaces the 5GC using the 3GPP reference points N1, N2 and N3 as depicted in figure 4.2.2.2-1.
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Figure 4.2.2.2-1: High level architecture for the FN-RG case
Editor's note:
Whether the scenario is applicable is FFS and require input from BBF.

4.2.2.3
Scenario 3

In addition to scenario 1, the following architectural principles apply for a 5GC capable UE behind a 5G-RG:

1.
5GC capable UE shall use 3GPP procedures and impact on 3GPP reference points shall be minimized.

2.
5G-RG shall enable the N1 signalling between the 3GPP UE and AMF/SMF.

3.
5G-RG shall enable the UP transport between the 3GPP UE and UPF.

4.
5G-RG and 5GC shall enable the 5GC capable UE to exchange traffic with the other devices on the Home LAN network.

5.
A W-5GAN interfaces the 5GC using the 3GPP reference points N2 and N3 as depicted in figure 4.2.2.3-1. For the interface(s) between 5G-RG and the W-5GAN the same principles defined for scenario 1 bullet 4 apply.

6
5GC shall be able to support the functionality for user-plane treatment in the UPF defined in TS 23.501 [2] clause 6.2.3 also for a 3GPP UE behind a 5G-RG. This includes being the anchor point for the PDU session of the 3GPP UE when moving between 5G-RG and 3GPP access.

7
W-5GAN shall be enabled to support QoS treatment of QoS flows for a 3GPP UE using 5G-RG access. This implies that the W-5GAN needs to simultaneously manage QoS resources for PDU Session of the 5G-RG as well as PDU Session of 3GPP UEs connecting via the 5G-RG.
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Figure 4.2.2.3-1: High level architecture for the 5GC capable UE behind a 5G-RG case connected via W-5GAN
NOTE 1:
The reference points N2 and N3 might be impacted on protocol level.

8
The 5GC capable UE can be registered and have PDU Sessions with active user planes via multiple accesses at the same time (i.e. via 5G-RG and NG RAN) as depicted in figure 4.2.2.3-2. These requirements apply:

A
5GC and 5GC capable UE shall be able to support ATSSS functions between 3GPP access and 5G-RG access.
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Figure 4.2.2.3-2: High level architecture for the Hybrid access 5GC capable UE connected via NG RAN and 5G-RG
NOTE 2:
The 5G-RG can also in this scenario use multiple accesses (i.e., NG-RAN and W-5GAN).

9
The 5G-RG is connected to 5GC via NG RAN using the 3GPP reference points N2 and N3 as depicted in figure 4.2.2.3-3.

10
The Hybrid Access 5G-RG can be registered and have PDU Sessions with active user planes via multiple accesses at the same time (i.e. via W-5GAN and NG RAN) as depicted in figure 4.2.2.3-4.
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Figure 4.2.2.3-3: High level architecture for the 5GC capable UE behind a 5G-RG case connected via NG RAN
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Figure 4.2.2.3-4: High level architecture for the 5GC capable UE behind an Hybrid Access 5G-RG case connected via NG RAN and W-5GAN
11
The 5GC shall be able to authenticate and authorize the 5GC capable UE behind the 5G-RG/HA 5G-RG.

12 The 5G-RG/HA 5G-RG can provide accessing service for the 5GC capable UE only when the 5G-RG/HA 5G-RG is in RM-Registration state.
13
it shall be possible to offer different services to different categories of devices, for example for 5GC capable UE considered as host or guest of the local network of 5G-RG/HA 5G-RG , such as different QoS control, permission to use certain resources e.g. printer  in LAN or being allowed to get Internet access
Editor's note:
 How the 5GC capable UE shall be consider as a host or guest is left to the description of solutions.

4.2.2.4
Scenario 4

In addition to scenario 1, the following architectural principles apply for a Non-3GPP device behind a 5G-RG:

Editor's note:
In the following it is assumed that a Non-3GPP device, e.g. a PC, tablet , does not support USIM. The exact definition will be an outcome of the study.

1.
A non-5GC capable device may be a 3GPP UE that supports EPC, or a non-3GPP device that supports neither USIM nor 3GPP signalling. These devices are similar in that they do not support 5GC related procedures

Editor's note:
It is FFS whether distinguishing between 3GPP (but not 5GC capable) UE and non-3GPP UE is relevant for this TR.
2.
A W-5GAN interface the 5GC using the 3GPP reference points N2 and N3 as depicted in figure 4.2.2.4-1. For the interface(s) between 5G-RG and the W-5GAN the same principles defined for scenario 1 bullet 4 apply.

3.
The 5G-RG is connected to 5GC via NG RAN using the 3GPP reference points N2 and N3 as depicted in figure 4.2.2.4-2.

4.
The Hybrid Access 5G-RG can be registered and have PDU Sessions with active user planes via multiple accesses at the same time (i.e. via W-5GAN and NG RAN) as depicted in figure 4.2.2.4-3.
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Figure 4.2.2.4-1: High level architecture for the Non-5GC capable device behind a 5G-RG case connected via W-5GAN
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Figure 4.2.2.4-2: High level architecture for the Non-5GC capable device behind a 5G-RG case connected via NG RAN
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Figure 4.2.2.4-3: High level architecture for the Non-5GC capable device behind an Hybrid Access 5G-RG case connected via NG RAN and W-5GAN
4.2.2.5
Scenario 5

In addition to scenario 2, the following architectural principles apply for a 5GC capable UE behind a FN-RG:

1.
5GC capable UE shall use 3GPP procedures and impact on 3GPP reference points shall be minimized.

2
FN-RG does not support any 3GPP procedure.

NOTE 1:
The scenario of FN-RG connected to 5GC via NG RAN and the Hybrid Access scenarios (i.e. connected via W-5GAN and NG RAN) are not applicable.
3.
FN-RG shall transparently enable direct N1 signalling between the 3GPP UE and AMF/SMF.

4.
FN-RG shall transparently enable direct UP transport between the 3GPP UE and UPF.

5.
FN-RG and 5GC shall enable the 5GC capable UE to exchange traffic with the other devices on the Home LAN network.

6.
For the interfaces between the W-5GAN and the 5GC the same principles defined for scenario 2 bullet 3 and bullet 4 apply.

7.
5GC shall be able to support the functionality for user-plane treatment in the UPF defined in TS 23.501 [2] clause 6.2.3 also for a 3GPP UE behind a FN-RG. This includes being the anchor point for the PDU session of the 3GPP UE when moving between FN-RG and 3GPP access.

8.
W-5GAN may be enabled to support QoS treatment of QoS flows for a 3GPP UE using FN-RG access. This implies that the W-5GAN may need to simultaneously manage QoS resources for PDU Session of the FN-RG as well as PDU Session of 3GPP UEs connecting via the FN-RG.
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Figure 4.2.2.5-1: High level architecture for the 5GC Capable UE behind a FN-RG case
NOTE 2:
The reference points N2 and N3 might be impacted on protocol level.

9
The 5GC capable UE can be registered and have PDU Sessions with active user planes via multiple accesses at the same time (i.e. via FN-RG and NG RAN) as depicted in figure 4.2.2.5-2. These requirements apply:

a.
5GC and 5GC capable UE shall be able to support ATSSS functions between 3GPP access and FN-RG access.
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Figure 4.2.2.5-2: High level architecture for the Hybrid access 5GC capable UE connected via NG RAN and FN-RG
Editor's note:
Whether the scenario is applicable is FFS and require input from BBF.
4.2.2.6
Scenario 6

In addition to scenario 2, the following architectural principles applies for a Non-5GC capable device behind a FN-RG:

Editor's note:
In the following it is assumed that a Non-3GPP device, e.g. a PC, tablet , does not support USIM. The exact definition will be an outcome of the study.

1.
A non-5GC capable device may be a 3GPP UE that supports EPC, or a non-3GPP device that supports neither USIM nor 3GPP signalling and consequently does not support 3GPP procedures.
2.
FN-RG does not support any 3GPP procedure.

NOTE 1:
The scenario of FN-RG connected to 5GC via NG RAN and the Hybrid Access scenarios (i.e. connected via W-5GAN and NG RAN) are not applicable.
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Figure 4.2.2.6-1: High level architecture for the Non-5GC Capable device behind a FN-RG
Editor's note:
Whether the scenario is applicable is FFS and require input from BBF.

4.2.2.7
Scenario 7
The following architectural principles apply for a 5G-CRG.

Similar to scenario 1, the following architectural principles apply for a 5G-CRG:

-
A W-5GCAN interface the 5GC using the 3GPP reference points N2 and N3 as depicted in figure 4.2.2.7-1. The interface(s) between 5G-CRG and the W-5GCAN are not specified by 3GPP.
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Figure 4.2.2.7-1: High level architecture for the 5G-CRG case with N1, N2, and N3 interfaces

4.2.2.8
Scenario 8

In addition to scenario 7, the following architectural principles apply for a 3GPP UE behind a 5G-CRG:

1.
3GPP UE shall use 3GPP procedures and impact on 3GPP reference points shall be minimized

2.
5G-CRG shall enable the N1 signalling between the 3GPP UE and AMF/SMF.

3.
5G-CRG shall enable the UP transport between the 3GPP UE and UPF.

4.
5G-CRG and 5GC should enable the 3GPP UE to exchange traffic with the other devices on the Home LAN network.

5.
A W-5GCAN interfaces the 5GC using the reference points N2 and N3 as depicted in figure 4.2.2.8-1. For the interface(s) between 5G-CRG and the W-5GCAN the same principles defined for scenario 7 bullet 1 apply.
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Figure 4.2.2.8-1: High level architecture for the 3GPP UE behind a 5G-CRG case with N1, N2, and N3 interfaces

Additional scenarios, e.g. where the 5G-CRG can connect to both the 5GC via a NG-RAN and/or via a W-5GCAN, or where a 3GPP UE that is not 5GC capable is a device behind the 5G-CRG, are for further study.
4.2.2.9
Scenario 9

The following architectural principles apply for a FN-CRG (not N1 capable CPEs/CRGs):

1.
FN-CRG does not support any 3GPP procedure.

NOTE:
The scenario of FN-CRG connected to 5GC via NG RAN and the Hybrid Access scenario (i.e. connected via W-5GAN and NG RAN) are not applicable.

2.
The impact on 3GPP reference points shall be minimized.

3
The W-5GCAN shall support an interworking function that enables FN-CRG to be connected to 5GC.

4
The Interworking function interfaces the 5GC using the 3GPP reference points N1, N2 and N3 as depicted in figure 4.2.2.9-1.
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Figure 4.2.2.9-1: High level architecture for the FN-CRG case

4.2.2.10
Scenario 10

In addition to scenario 9, the following architectural principles apply for a 5GC capable UE behind a FN-CRG:

1.
5GC capable UE shall use 3GPP procedures and impact on 3GPP reference points shall be minimized.

2
FN-CRG does not support any 3GPP procedure.

NOTE 1:
The scenario of FN-CRG connected to 5GC via NG RAN and the Hybrid Access scenarios (i.e. connected via W-5GCAN and NG RAN) are not applicable.

3.
FN-CRG shall transparently enable direct N1 signalling between the 3GPP UE and AMF/SMF.

4.
FN-CRG shall transparently enable direct UP transport between the 3GPP UE and UPF.

5.
FN-CRG and 5GC shall enable the 5GC capable UE to exchange traffic with the other devices on the Home LAN network.

6.
For the interfaces between the W-5GCAN and the 5GC the same principles defined for scenario 9 bullet 3 and bullet 4 apply.

7.
5GC shall be able to support the functionality for user-plane treatment in the UPF defined in TS 23.501 [2] clause 6.2.3 also for a 3GPP UE behind a FN-CRG. This includes being the anchor point for the PDU session of the 3GPP UE when moving between FN-CRG and 3GPP access.

8.
W-5GCAN may be enabled to support QoS treatment of QoS flows for a 3GPP UE using FN-CRG access. This implies that the W-5GCAN may need to simultaneously manage QoS resources for PDU Session of the FN-CRG as well as PDU Session of 3GPP UEs connecting via the FN-CRG.
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Figure 4.2.2.10-1: High level architecture for the 5GC Capable UE behind a FN-CRG case

NOTE 2:
The reference points N2 and N3 might be impacted on protocol level.

9
The 5GC capable UE can be registered and have PDU Sessions with active user planes via multiple accesses at the same time (i.e. via FN-CRG and NG RAN) as depicted in figure 4.2.2.10-2. These requirements apply:

a.
5GC and 5GC capable UE shall be able to support ATSSS functions between 3GPP access and FN-CRG access.
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Figure 4.2.2.x-2: High level architecture for the Hybrid access 5GC capable UE connected via NG RAN and FN-CRG

4.2.2.11
Scenario 11

In addition to scenario 11, the following architectural principles applies for a Non-5GC capable device behind a FN-CRG:

Editor's note:
In the following it is assumed that a Non-3GPP device, e.g. a PC, tablet, does not support USIM. The exact definition will be an outcome of the study.

1.
A non-5GC capable device may be a 3GPP UE that supports EPC, or a non-3GPP device that supports neither USIM nor 3GPP signalling and consequently does not support 3GPP procedures.

2.
FN-CRG does not support any 3GPP procedure.

NOTE 1:
The scenario of FN-CRG connected to 5GC via NG RAN and the Hybrid Access scenarios (i.e. connected via W-5GCAN and NG RAN) are not applicable.
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Figure 4.2.2.11-1: High level architecture for the Non-5GC Capable device behind a FN-CRG

4.3
Trusted N3GPP network

Editor's note:
This clause will document the requirement, assumption and principle for the definition of architecture for the Trusted N3GPP scenario.

4.3.1
High level Architectural Requirements

Editor's note:
This clause will document high-level architectural requirements (new or revised) of the 5GS for the support of Trusted N3GPP scenario.

4.3.2
Architectural Principles

Editor's note:
This clause will document the identified architecture principles during the study.

Trusted N3GPP access interfaces the 5G Core Network CP and UP functions via N2 and N3 reference point, respectively.

4.3.2.1
Non-roaming Architecture for Trusted N3GPP Accesses
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Figure 4.3.2.1-1: Non-roaming architecture for 5G Core Network with trusted N3GPP access

NOTE:
The reference architecture in figure 4.3.2.1-1 only shows the architecture and the network functions directly connected to non-3GPP access.

5
Key Issues

5.1
Common Key Issue for Wireless and Wireline Convergence and Trusted

Editor's note:
This clause will document the key issue common to wireless and wireline convergence and to Trusted.

5.2
Key Issue for Wireless and Wireline Convergence

Editor's note:
This clause will document the key issue related to wireless and wireline convergence.

5.2.1
Key Issue #1: NAS support for 5WWC

The key issue is to study NAS support for wireline access. Two cases have been identified:

a)
5G-RG and FN-RG connected to 5GC;

b)
3GPP UE connect to the 5GC via a 5G-RG/FN-RG.

For these 2 cases the KI will study:

-
how to transport the NAS between the UE/5G-RG/FN-RG and the AMF;

-
the impact on 5G-RG/FN-RG and wireline access for NAS support and transport. this includes the requirements on wireline access

-
the potential impact on NAS messages, if any;

-
what non-NAS information (e.g. GUTI) needs to be exchanged between the 5G-RG/FN-RG and 5GC.

5.2.2
Key issue #2: architecture for FN-RG that do not support NAS

This key issue is to study the architecture and functionalities needed to enable FN-RG that do not support NAS to connect to 5GC. The study will be based on BBF feedback on the required architecture.

It is assumed that no change is required on these FN-RG.
Impacts to the these FN-RG are expected to be as much as possible limited.
Impacts to the 5GC due to these FN-RG are expected to be limited.
5.2.3
Key Issue #3: Security

The authentication function is responsible for the authentication of the identity (i.e. SUPI) that is presented to the network, when a UE requests to receive service(s) from Wireless wireline convergence.

Two scenarios are considered in this key issue:

a)
5G-RG and FN-RG connect via wireline access or 5G-RG via NG RAN to the 5GC.

b)
3GPP UE connect to the 5GS via a 5G-RG/FN-RG.

Editor's note:
The scenario of devices connected to 5G which are not 3GPP UE (e.g. laptop, PC table not supporting N1 interface) is FFS.

The solution for this key issue will study the following aspects:

-
Overall security architecture for Wireless wireline convergence based on the unified authentication framework.

-
How authentication solution efficiently and adequately supports the Wireless wireline convergence. In particular the key issue will study:

-
Whether and how existing wireline access network authentication solutions (e.g. PPPoE, 802.1X, DHCP Option 82, etc.) may be considered.

-
Whether and how NAS based authentication apply to Wireless wireline convergence.

NOTE:
The solutions for this key issue will be developed in co-operation with BBF for wireline access network security are involved and with SA WG3 for 3GPP security are involved.
5.2.4
Key issue #4: SMF related subscription data

As the connectivity service provided by a BNG  as currently defined by BBF (possibly corresponding Wireline wholesaling, to the support of virtual RG, to the management of multiple IP sessions beyond the IP session for the RG itself) may be different from the DN connectivity service currently provided by a SMF/UPF, both may need different subscription data. This key issue is, for subscriptions corresponding to RG, to study whether and if yes how it is needed to change the SMF subscription data sent over N10.
The KI considers both 5G-RG and FN-RG (as the DN connectivity services should be the same in both cases).

Editor's note:
For other aspects of subscription data, it is needed to enlarge this KI or to create similar KI(s).

5.2.5
Key Issue #5: Mobility management

This key issue will identify the difference in Wireless wireline convergence compared to the existing Mobility Management (MM) in 5G and propose Wireless wireline convergence specific adaptions, as needed, for Mobility Management (MM) framework.

Two scenarios are considered in this key issue:

1)
5G-RG and FN-RG connect via wireline access or 5G-RG connects via NG RAN to the 5GC.

2)
3GPP UE connect to the 5GS behind a 5G-RG/FN-RG.

Editor's note:
The scenario of devices connected to 5G which are not 3GPP UE (e.g. laptop, PC table not supporting N1 interface) is FFS.

For both scenario 1) and scenario 2), this key issue will study:

-
Applicability of Registration and Connection states in AMF and UE (i.e. RM_REGISTERED/RM_DEREGISTERED and CM_IDLE/CM_CONNECTED) and how to transition between the states;

-
Detection of UE no longer reachable;

-
Whether and how to support the existing Mobility Management feature described in TS 23.501 [2] in Wireless wireline convergence;
-
Existing registration management, for example whether "mobility registration update" applicable for Wireless wireline convergence;

-
Registration Area management described in TS 23.501 [2] clause 5.3.2.3.

For scenario 2), this key issue will further study:

-
RM/CM state:

-
The relationship of RM state between 3GPP UE and 5G-RG/FN-RG;

-
The relationship of CM state between 3GPP UE and 5G-RG/FN-RG;

-
Mobility support including;

-
3GPP UE moves between 5G-RG/FN-RG;

-
3GPP UE moves between 5G-RG/FN-RG and 3GPP access;

-
3GPP UE moves between 5G-RG/FN-RG and non-3GPP access.

5.2.6
Key issue #6: UP transport

This key issue is to study how the User plane traffic can be carried between the Customer Premises and the UPF;

Following cases will be considered:

1)
Traffic for a 5G-RG that supports NAS;

2)
Traffic for a FN-RG that does not support NAS;

3)
Traffic from UE reaching the 5GC via a 5G-RG/FN-RG.

5.2.7
Key Issue #7: Policy

This key issue will identify the difference in Wireless wireline convergence compared to the existing Policy in 5G and propose Wireless wireline convergence specific adaptions as needed, for Policy framework.

The following scenarios are considered in this key issue:

1)
5G-RG and FN-RG connect via wireline access or 5G-RG connects via NG RAN to the 5GC;

2)
3GPP UE connect to the 5GS via a 5G-RG/FN-RG.
3) 3GPP UE connect to the 5GS via a 5G-CRG/FN-CRG.

Editor's note:
The scenario of devices connected to 5G which are not 3GPP UE (e.g. laptop, PC table not supporting N1 interface) is FFS.

For all scenarios below this key issue will study:

-
Charging Policy for Wireless wireline convergence;

-
URSP for Wireless wireline convergence;
-
Whether and how to coordinate policies from ACS with UE policies sent by the PCF to the 5G-RG/FN-RG acting as a 3GPP UE.

NOTE:
BBF TR-069 [12] allows the Auto-Configuration Server (ACS) to provision at the time of initial connection and to re-provision or re-configure at any subsequent time the configuration of the RG. BBF TR-069 [12] allows for example to provision parameters for voice services, enable Set-Top Box configuration for IPTV, etc.
-
Whether and how to coordinate configuration policies from DOCSIS Wireline Access Network with UE policies sent by the PCF to the 5G-CRG/FN-CRG.

Editor’s note:
It is TBD on which entity from within DOCSIS Wireline Access Network is used for policy coordination with the policy from PCF

-
Whether a specific PDU session should be used for the management of 5G-RG/FN-RG based on BBF TR-069 [12].
-
Access Network Discovery and Selection Policy.

5.2.8
Key Issue #8: How to support QoS in 5WWC

Editor's note:
This clause will document the key issue #1 related to wireless and wireline convergence to be addressed.

The Key Issue is to study how the 3GPP QoS model can be used in wireline access scenario. The following scenarios shall be investigated: 5G-RG/FN-RG as UE and UE behind 5G-RG/FN-RG, as well as 5G-CRG/FN-CRG as UE and UE behind the 5G-CRG/FN-CRG. The study will consider:
1.
Study what QoS can be supported for wireline access given fixed and 3GPP QoS model differ;

2.
Study how to transport the QFI and reflective QoS indication;

3.
Study how to map 3GPP QoS to non-3GPP QoS;
4.
Study how to interwork / prioritise between QoS policies applicable for an 5G-RG/FN-RG and a UE behind 5G-RG/FN-RG.
5.
Study how to interwork / prioritise between QoS policies applicable for an 5G-CRG and a UE behind the 5G-CRG/FN-CRG.
5.2.9
Key Issue #9: Support end user devices via 5G-RG/FN-RG for wireline access network

The following aspects need to be studied to support end user devices via the 5G-RG/FN-RG as a 3GPP UE:

-
How to identify which end user devices (e.g., with or without 3GPP credentials UICC) using a 5G-RG/FN-RG can be connected to the 5GC, what information must be available for the 5GC about such devices, and for what purpose (e.g. charging, LI, authentication). In addition, to study which identifier is used to identify the end user devices using a 5G-RG/FN-RG.

-
How to identify, when needed, the traffic between 5G-RG/FN-RG and the 5GC network for a specific UE behind the residential gateway (e.g. for charging, lawful intercept).

5.2.10
Key Issue #10: Traffic management in Hybrid Access

The following aspects need to be studied to support Hybrid Access. Two cases have been identified. That is 5G-RG as UE and UE behind 5G-RG.

1.
How the 5GC and the 5G-RG can support access traffic steering/switching/splitting is under the Study of ATSSS SI.

2.
Study how to avoid excessive traffic flow transmitted over one access when the other access is disconnected. Let assumed for example that the traffic is transmitted is transmitted over wireline network. At one point in time the wireline access network is no more available, hence the traffic flow may be redirect over 3GPP access, but it may be avoided that all traffic flow is transmitted in 3GPP access causing an excessive resource usage taking appropriate actions such as terminating given traffic, modifying the QoS, etc.

NOTE:
The Hybrid Access includes also the case where at a given point in time only 1 access can be present, e.g. due to not available of an access due a fault, coverage condition which make radio not available, wireline not yet deployed, etc.

Editor's note:
Hybrid Access is defined by BBF.

5.2.11
Key Issue #11: IPTV Service Support

This key issue will identify how to support IPTV Service transmission defined in BBF TR-101 [10] clause 6 in Wireless wireline convergence. The key issue will consider the support of both unicast (e.g. VoD) and broadcast (e.g. linear TV, broadcast of event).

This key issue will consider only the scenario of 5G-RG and FN-RG connected via wireline access or 5G-RG connected via NG RAN to the 5GC;

NOTE 1:
the scenario of a 3GPP UE connected behind a 5G-RG and FN-RG is not applicable since the IPTV services is intended to be terminated in the 5G-RG/FN-RG or in a separated Set-Top Box.

In this phase of the study, for the scenario of RG connected via NG RAN the key issue will focus on the support of IPTV services not relying on the support of multicast by NG RAN.

For the Multicast packets transmission, the aspect below should be studied:

-
How to develop the solutions based on the criteria of minimizing the changes to 5G systems and IPTV application server.

-
Which network element should perform the packets replication to complete the multicast transmission and how to do it.

-
Whether and how to perform the Session Management to support multicast considering IGMP/MLD usage for IPTV service.

-
Whether and how to handle the IGMP/MLD (Multicast Listener Discovery, in the case of IPv6) message in 5GS to support multicast transmission.

-
Whether and how to perform the multicast admission control in 5GC.

-
How to support the QoS mechanism for IPTV service.

5.2.12
Key Issue #12: Emergency Service support

This key issue will study whether changes to Emergency Service procedures defined by 3GPP are required to support the defined scenarios.

Two scenarios are considered in this key issue:

1)
5G-RG and FN-RG connect via wireline access or 5G-RG connects via NG RAN to the 5GC;

2)
3GPP UE connect to the 5GS via a 5G-RG/FN-RG.

Editor's note:
The scenario of devices connected to 5G which are not 3GPP UE (e.g. laptop, PC table not supporting N1 interface) is FFS.

5.2.13
Key Issue #13: Mobile restriction and LADN support

This key issue will study which service restrictions based on UE location currently defined in 3GPP (e.g. LADN) may apply in the context of BBF interworking. In case they apply, the key issue will study whether changes to TS 23.501 [2] and TS 23.502 [3] are required for supporting the defined scenarios.

Two scenarios are considered in this key issue:

1)
5RG and RG connected to 5GC;

2)
3GPP UE connect to the 5GC via a 5RG/RG.

Editor's note:
The scenario of devices connected to 5G which are not 3GPP UE (e.g. laptop, PC table not supporting N1 interface) is FFS.

5.2.14
Key Issue #14: Update Location Reporting

This key issue will study whether changes to Update Location Reporting defined in TS 23.501 [2] and TS 23.502 [3] is required for supporting the define scenarios. In addition the KI will study which information shall be reported in case of wireline.
Two scenarios are considered in this key issue:

1)
5RG and RG connected to 5GC;

2)
3GPP UE connect to the 5GC via a 5RG/RG.
Editor's note:
The scenario of devices connected to 5G which are not 3GPP UE (e.g. laptop, PC table not supporting N1 interface) is FFS.

5.2.15
Key Issue #15: Session Management support

This key issue will study how the PDU session type is applicable to the defined scenarios

Two scenarios are considered in this key issue:

1)
5RG and RG connected to 5GC;

2)
3GPP UE connect to the 5GC via a 5RG/RG.

Editor's note:
The scenario of devices connected to 5G which are not 3GPP UE (e.g. laptop, PC table not supporting N1 interface) is FFS.
5.2.16
Key Issue #16: User plane efficiency

The key issue is to study how the user plane packet handling can be optimised for wireline access. 

This key issue is relevant for Scenario1 (refer to section 4.2.2.1), with 5G-RG connected via W-5GAN or using hybrid access

For this scenario, the KI will study:

· How to optimise the user plane path and packet handling, e.g. for number of hops, tunnelling requirements between UP nodes - if the 5G-RG or FN-RG connects to the 5GC via FAGF. 

· How to optimise user plane path and packet handling for a 5G-RG using hybrid access

5.3
Key Issue for Trusted N3GPP

Editor's note:
This clause will document the key issue related to Untrusted N3GPP.

5.3.1
Key Issue #1: Registration and NAS transport for trusted non-3GPP access

The following aspects need to be investigated to enable trusted non-3GPP access to converged 5G Core Network:

-
the registration procedure of a UE through trusted non-3GPP access to the 5GC and study the impact this may have on the N1,N2 and N3 interfaces.

-
authentication procedures associated with the registration procedure for trusted non-3GPP access as applicable in the scope of SA WG2.

5.3.2
Key Issue #2: QoS model and SM procedures for trusted non-3GPP access

The following aspects need to be investigated to enable user plane over trusted non-3GPP access to converged 5G Core Network:

-
study the 5G QoS model applicability for UE over trusted non-3GPP access.

-
study the session management procedures through trusted non-3GPP access to the 5GC.

5.3.3
Key Issue #3: Access to 5GC from UEs that do not support NAS

The current assumption is that only UEs that support NAS are capable of accessing the 5GC via trusted non-3GPP access. However, given that many non-3GPP devices (e.g. WLAN-only devices), do not support NAS, this assumption drastically limits the number of devices that can access the 5GC via trusted non-3GPP access. This calls for 5G architectural extensions that would enable UEs to establish 5GC connectivity via trusted non-3GPP access without using NAS signalling. In EPS such capability is already supported: UEs can connect to EPC via S2a (see SaMOG) without using NAS signalling.

This key issue will consider only how UEs, which do not support NAS, can connect to 5GC via trusted WLAN access. It shall not consider wireline access and, therefore, it shall not impact the RG and the W-5GAN.

Specifically, this key issue will study:

-
How the 5GS architecture can be extended to enable UEs with 3GPP credentials (in USIM) but without NAS support to connect to 5GC via trusted non-3GPP access; and

-
How the above capability can be provided by minimizing the impact to the 5GC network functions and interfaces.

6
Solutions for WWC
Editor's note:
This clause will document the solution for the key issue for WWC.
6.1
Solution #1 - General architecture for wireless and wireline convergence

This solution provide the following architectures.

Editor's note:
Whether these are architecture assumptions is FFS.

-
Figure 6.1-1 shows the architecture for 5GS with Wireline Access Network, 5G-RG and devices not supporting N1 connected behind 5G-RG.

-
Figure 6.1-2 shows the architecture for 5GS with Wireline Access Network, 5G-RG and 3GPP UE connected behind 5G-RG.

-
Figure 6.1-3 shows the architecture for 5GS with NG RAN, 5G-RG and devices not supporting N1 connected behind 5G-RG.

-
Figure 6.1-4 shows the architecture for 5GS with NG RAN, 5G-RG and 3GPP UE connected behind 5G-RG.

-
Figure 6.1-5 shows the architecture for 5GS supporting Hybrid Access and devices not supporting N1 connected behind 5G-RG.

-
Figure 6.1-6 shows the architecture for 5GS supporting Hybrid Access and 3GPP UE connected behind 5G-RG.
In all figures within this clause, a 3GPP UE depicts a 3GPP UE supporting access to 5GC.

In all figures describing an architecture where a 3GPP UE supporting access to 5GC is connected via RG the following applies: even though the figure depicts a single AMF, SMF, UPF and PCF to serve the RG and the 3GPP UE, the architecture shall support deployments where the AMF, SMF, UPF and PCF that serve a RG can differ from those serving a 3GPP UE connected behind this RG.
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Figure 6.1-1: Non-roaming architecture for 5GS with Wireline Access Network, with 5G-RG and devices not supporting N1 connected behind 5G-RG
NOTE 1:
The reference architecture in figure 6.1-1 only shows the architecture with SBI representation, but the reference point representation is under the scope of the study and only not represented in the figure.
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Figure 6.1-2: Non-roaming architecture for 5GS with Broadband Wireline access, 5G-RG and 3GPP UE connected behind 5G-RG
NOTE 2:
The reference architecture in figure 6.1-2 only shows the architecture with SBI representation, but the reference point representation is under the scope of the study and only not represented in the figure.
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Figure 6.1-3: Non-roaming architecture for 5GS with NG RAN, 5G-RG and devices not supporting N1 connected behind 5G-RG
NOTE 3:
The reference architecture in figure 6.1-3 only shows the architecture with SBI representation, but the reference point representation is under the scope of the study and only not represented in the figure.
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Figure 6.1-4: Non-roaming architecture for 5GS with NG RAN, 5G-RG and 3GPP UE connected behind 5G-RG
NOTE 4:
The reference architecture in figure 6.1-4 only shows the architecture with SBI representation, but the reference point representation is under the scope of the study and only not represented in the figure.
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Figure 6.1-5: Non-roaming architecture for 5GS supporting Hybrid Access and devices not supporting N1 connected behind 5G-RG
NOTE 5:
The reference architecture in figure 6.1-5 only shows the architecture with SBI representation, but the reference point representation is under the scope of the study and only not represented in the figure.
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Figure 6.1-6: Non-roaming the architecture for 5GS supporting Hybrid Access and 3GPP UE connected behind 5G-RG
NOTE 6:
The reference architecture in figure 6.1-6 only shows the architecture with SBI representation, but the reference point representation is under the scope of the study and only not represented in the figure.
Editor's note:
The definition of network element included in W-5GAN (e.g. Optical termination, BNG, etc) and functionalities needs to be agreed with BBF.

Editor's note:
For all figure above whether the UPF is equivalent to the BNG is FFS and needs to be verified with BBF.

Editor's note:
For all figure above the roaming architecture is FFS.

The description of the reference points N2, N3, N4, N6 are defined in clause 4.2 of TS 23.501 [2].

Editor's note:
For all figure above whether and how the reference points N1, N2, N3, N4 and N6 require further improvements and changes is FFS.

Editor's note:
How the 5G-RG and devices connected behind 5G-RG supporting N1 is FFS.









6.2
Solution #2: 5G-RG Registration to 5GC

6.2.1
General

This solution specifies how the 5G-RG can register to 5GC in case the EAP protocol is used to transport NAS messages between the 5G-RG and the Wireline-5G Access Network (W-5GAN).

Editor's note:
The protocol between the 5G-RG and W-5GAN will be decided by BBF.

It is assumed that the W-5GAN is composed of two functional elements:

(i)
one or more Wireline Access Node functions; and
(ii)
a Fixed Access Gateway Function (FAGF) which exposes the N2/N3 interfaces towards the 5GC.
The 5G-AGF may be split into CP-plane and UP-plane functions but this is not further considered in this clause.
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Figure 6.2.1-1: Considered reference architecture

6.2.2
5G-RG Registration Procedure

The signalling flow shown in the figure below illustrates how a 5G-RG can register with the 5GC via a W-5GAN. This procedure aligns well with the registration procedure via untrusted non-3GPP access, as specified in TS 23.502 [3], clause 4.12.2.2.
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Figure 6.2.2-1: Signalling flow for 5G-RG registration to 5G core

1.
A layer-2 (L2) connection is established between the 5G-RG and the 5G-AGF. This L2 connection could, for example, be established with PPP/PPPoE procedures. The details of this step are outside the scope of 3GPP.

2-10. An EAP-5G procedure is executed between the 5G-RG and the 5G-AGF, similar to the procedure specified in TS 23.4502, clause 4.12.2.2, for the untrusted non-3GPP access. However, in this case, the following differences exist:

-
The EAP-5G packets are transferred over the L2 connection (e.g. PPP) established between the 5G-RG and the F-AGF in step 1 (not over IKEv2).

-
The RAT Type provided to AMF in step 5 indicates "Wireline 5G" (not untrusted non-3GPP).

-
An AGF key (instead of an N3IWF key) is created in the 5G-RG and in the AMF after the successful authentication. The AGF key is transferred from the AMF to AGF in step 10a within the N2 Initial Context Setup Request. After the 5G-RG receives the AGF key, it completes the EAP-5G procedure by sending to UE an EAP-Success packet within EAP-5G.

Editor’s Note: Whether the N2 Initial Context Setup Request message in step 10a may trigger the establishment of a security association between the 5G-RG and the F-AGF should be investigated by SA wg3 and BBF.

-
The authentication procedure executed in step 8 may be different from the EAP-AKA' procedure executed over untrusted non-3GPP access. This should be further investigated by SA3 and BBF.


11.
The 5G-AGF responds to AMF with an N2 Initial Context Setup Response message.

12.
The AMF sends the NAS Registration Accept within an N2 message and the 5G-AGF forwards this NAS message to 5G-RG over the L2 connection established in step 1. All subsequent NAS messages between the 5G-RG and the AMF are transferred via the 5G-AGF over this L2 connection. As mentioned above, SA3 and BBF should specify what security procedures (if any) are needed to protect the traffic carried over this L2 connection.
Editor’s Note: Whether the EAP-5G exchange between the 5G-RG and the network is followed by an IP configuration is to be determined by the BBF.
6.2.3
Impact on 5GC

Since the proposed registration procedure is based on the existing registration procedure for untrusted non-3GPP access, the impact on 5GC is minimum.

Editor's note:
A more detailed analysis of 5G impact is FFS.
6.3
Solution #3 - NAS and Security for 5G-RG on Wireline Access

6.3.1
General

This solution is for key issue #1 and #3 for 5G-RG connected to W-5GAN.

The control protocol stack in figure 6.3.1-1 is used between 5G-RG and AMF. In the description below, a "Fixed Access Control Protocol" (FCP) is used to establish the link, transport AS and NAS parameters, create sessions, etc.

Detailed functionality associated with FCP and the protocol layers below in this solution shall be specified by BBF and is out of 3GPP scope (e.g., whether it is re-using existing protocol(s) or is newly defined).  The purpose to include FCP in this solution is just to have a generic concept to discuss the end-to-end solution, that can later be adapted to the actual solution selected by BBF.
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Figure 6.3.1-1: Control Plane stack for Wireline access for 5G-RG

Editor's note:
The FCP layer and the layers below in the 5G-RG and FAGF protocol stack above need to be updated according to the actual solution specified by BBF.

The 5G-RG use the unified authentication framework to do NAS based authentication in the registration procedure.

Provided below are call-flows for registration and PDU session establishment (non-roaming and LBO) procedures. The purpose with these are to show that the impact on these procedures due to Wireline Access is minor compared with existing Rel-15 non-3GPP access procedures.

Editor's note:
The call flows below need to be updated according to the actual solution specified by BBF for the communication between 5G-RG and FAGF.

6.3.2
5G-RG Registration via Wireline Network

The signalling flow in Figure 6.3.2-1 does not show all the details of a registration procedure via wireline access. It shows primarily the steps executed between the 5G-RG and FAGF.
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Figure 6.3.2-1. 5G-RG Registration via Wireline Access Network

1.
The 5G-RG connects to a Wireline Access Network with procedures outside the scope of 3GPP.

2.
The 5G-RG proceeds with the establishment of a FCP connection with the FAGF

3.
The 5G-RG sends a FCP packetmessage that contains the Access Network parameters (AN-Params) and a NAS Registration Request message. The AN-Params contain information (e.g. SUCI, SUPI or 5G-GUTI, the Selected Network and NSSAI) that is used by the FAGF for selecting an AMF in the 5G core network.

4.
The FAGF shall select an AMF based on the received AN-Params and local policy, as specified in TS 23.501 [2], clause 6.3.5. The FAGF shall then forward the NAS Registration Request received from the 5G-RG to the selected AMF.

5.
The selected AMF may decide to request the UE's permanent identity (SUPI) by sending a NAS Identity Request message to 5G-RG. This NAS message and all subsequent NAS messages are sent to 5G-RG using FCP. The 5G-RG respond with the SUCI.

6.
The AMF may decide to authenticate the 5G-RG. In this case, the AMF shall select an AUSF as specified in TS 23.501 [2] clause 6.3.4 by using the SUPI or SUCI, and shall send a key request to the selected AUSF. The AUSF may initiate an authentication as specified in TS 33.501 [25]. The authentication packets are encapsulated within NAS authentication messages. The NAS authentication messages are encapsulated within FCP messages between the 5G-RG and the FAGF. Multiple rounds of steps 6b-6g can be performed depending on the authentication method used. After the successful authentication:

-
In step 6h, the AUSF shall send the anchor key (SEAF key) to AMF which is used by AMF to derive NAS security keys and a AS level security key (AS key). The 5G-RG also derives the anchor key (SEAF key) and from that key it derives the NAS security keys and the AS level security key (AS key).

-
In step 6h, the AUSF shall also include the SUPI (unencrypted), if in step 6a the AMF provided to AUSF a SUCI.

7.
The AMF shall send a Security Mode Command (SMC) request to 5G-RG in order to activate NAS security. The 5G-RG replies with a SMC Complete.

8a.
The AMF initiates NG Context Setup. The AMF sends a Initial Context Setup Request to the FAGF together with the AS key.
Editor's note:
Whether the AS key is used to establish security for FCP between FAGF and 5G-RG is determined by BBF.

8b.
The FAGF replies with a Initial Context Setup Response.

9.
The AMF sends a NAS Registration Accept message to the 5G-RG. This NAS message may be included with the NGAP Initial Context Setup Request in step 8 or sent before the NGAP Initial Context Setup Response is received.
6.3.3
5G-RG Requested PDU Session Establishment via Wireline Access Network

In this procedure the term "FCP UP connection" is used and it refers to a user plane connection between the 5G-RG and the FAGF. Each FCP UP connection is associated with one or multiple QoS profiles.

Editor's note:
BBF needs to provide feedback if multiple user plane connections are needed for QoS and what a FCP UP connection is (e.g., a separate VLAN identity).
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Figure 6.3.3-1. 5G-RG Requested PDU Session Establishment via Wireline Access Network

1.
The 5G-RG shall send a PDU Session Establishment Request message to AMF as specified in TS 23.502 [3] step 1 of clause 4.3.2.2.1. The FAGF shall transparently forward the NAS message to AMF in the 5GC.

2a.
In case of non-roaming or roaming with Local Breakout, steps 2-11 specified in TS 23.502 [3] clause 4.3.2.2.1 are executed according to the PDU Session Establishment procedure over 3GPP access. In case of home-routed roaming, steps 2-14 specified in TS 23.502 [3] clause 4.3.2.2.2 are executed according to the PDU Session Establishment procedure over 3GPP access.

2b.
As described in step 11 of TS 23.502 [3] clause 4.3.2.2.1, the AMF shall send a N2 PDU Session Request message to FAGF to establish the access resources for this PDU Session.

3.
FAGF determines the UP resources needed and the access parameters to be used. QoS may be setup between 5G-RG and FAGF.

4a.
The FAGF sets up the UP resources for the PDU session. This step is AN specific and defined by BBF.

Editor's note:
This step will be updated with relevant information and reference when available.

5.
After the required UP resources are established, the FAGF shall forward to 5G-RG via FCP for NAS signalling the PDU Session Establishment Accept message received in step 2b.

6.
The FAGF shall send to 5G-RG an N2 PDU Session Request Ack. The FAGF allocates AN N3 tunnel information for the PDU Session and includes the AN N3 tunnel endpoint in the message.

7.
In case of non-roaming or roaming with Local Breakout, all steps specified in TS 23.502 [3] clause 4.3.2.2.1 after step 14 are executed according to the PDU Session Establishment procedure over 3GPP access. In case of home-routed roaming, all steps specified in clause 4.3.2.2.2 after step 18 are executed according to the PDU Session Establishment procedure over 3GPP access.

8.
On the user-plane:

-
When the 5G-RG has to transmit an UL PDU, the 5G-RG shall determine the QFI associated with the UL PDU (by using the QoS rules of the PDU Session). The UP packet carries the QFI associated with the UL PDU.

-
When the FAGF forwards a DL PDU via N3, the corresponding QFI and Reflective QoS Indicator (RQI), if any, shall be provided with the DL PDU.

6.4
Solution #4 - Handover support for KI #5

6.4.1 
General

This solution describes handover support and handover procedures applicable to scenarios described in clause 4.2.2.
6.4.2
5G-RG connected via W-5GAN
For the scenario of 5G-RG connected only via W-5GAN (as shown in Figure 4.2.2.1-1 in Scenario 1) the handover procedures defined in TS 23.502 [3] clause 4.9 are not applicable, since the 5G-RG is stationary and connected only via a wired network.
6.4.3
5G-RG connected via NG-RAN

A 5G-RG (as a 3GPP UE) connected to NG-RAN (as shown in Figure 4.2.2.1-3 in Scenario 1) supports the handover procedures in 3GPP access as defined in TS 23.502, clause 4.9.1.
6.4.4
5G-RG connected via W-5GAN and NG-RAN

6.4.4.1
General
For the scenario of 5G-RG with capability to connect both via NG-RAN and W-5GAN (as shown in Figure 4.2.2.1-2 in Scenario 1), the handover procedures between 3GPP access and Non-3GPP access are described below.

6.4.4.2
Handover of a PDU Session procedure from W-5GAN to 3GPP access (non-roaming and roaming with local breakout)

This clause specifies how a 5G-RG can handover a PDU Session from W-5GAN access to 3GPP access. It is based on the PDU Session Establishment procedure for 3GPP access as specified in TS 23.501, clause 4.3.2.
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Figure 6.4.4.2-1: Handover of a PDU Session procedure from W-5GAN access to 3GPP access (non-roaming and roaming with local breakout)

1.
If the 5G-RG is not registered via 3GPP access, the 5G-RG shall initiate Registration procedure as defined in TS 23.501, clause 4.2.2.2.2.

2.
The 5G-RG performs a PDU Session Establishment procedure with the PDU Session ID of the PDU Session to be moved as specified TS 23.501, clause 4.3.2.2.1.

3.
The SMF executes the release of resources in W-5GAN access. Because the PDU Session shall not be released, the SMF shall not send the PDU Session Release Command to the 5G-RG. The SM context between the AMF and the SMF is maintained.

Editor’s note: The procedure for release of resources in W-5GAN access is FFS 
6.4.4.3
Handover of a PDU Session procedure from 3GPP to W-5GAN access (non-roaming and roaming with local breakout)

This clause specifies how to hand over a PDU Session from 3GPP access to target W-5GAN access. It is based on the PDU Session Establishment procedure for W-5GAN access as specified in clause 6.3.3.
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Figure 6.4.4.3-1: Handover of a PDU Session from 3GPP access to W-5GAN access (non-roaming and roaming with local breakout)

1.
If the 5G-RG is not registered via W-5GAN access, the UE shall initiate Registration procedure. Solutions for Registration procedure in W-5GAN access are described in clause 6.3.2 and clause 6.3.3.
2.
The UE performs PDU Session Establishment procedure with the PDU Session ID of the PDU Session to be moved as specified in clause 6.3.3.

3
The SMF executes the release of resource in 3GPP as described instep 3, in TS 23.501, clause 4.9.2.2.

6.4.5
5GC-capable UE connected via NG-RAN and 5G-RG

6.4.5.1
General
For the scenario of 5GC-capable UE connected via 5G-RG and NG-RAN (as shown in Figure 4.2.2.3-2 in scenario 3), the handover procedures between 3GPP access and Non-3GPP access are described below.

6.4.5.2
Handover of a PDU Session procedure from W-5GAN to 3GPP access (non-roaming and roaming with local breakout)

This clause specifies how a 5GC-capable UE can handover a PDU Session from 5G-RG/W-5GAN access to 3GPP access. It is based on the PDU Session Establishment procedure for 3GPP access as specified in TS 23.501, clause 4.3.2.
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Figure 6.4.5.2-1: Handover of a PDU Session procedure from 5G-RG/W-5GAN access to 3GPP access (non-roaming and roaming with local breakout)

1.
If the 5GC-capable UE is not registered via 3GPP access, the 5GC-capable UE shall initiate Registration procedure as defined in TS 23.501, clause 4.2.2.2.2.

2.
The 5GC-capable UE performs a PDU Session Establishment procedure with the PDU Session ID of the PDU Session to be moved as specified TS 23.501, clause 4.3.2.2.1.

3.
The SMF executes the release of resources in W-5GAN access. Because the PDU Session shall not be released, the SMF shall not send the PDU Session Release Command to the 5GC-capable UE. The SM context between the AMF and the SMF is maintained.

Editor’s note: The procedure for release of resources in W-5GAN access is FFS
6.4.5.3
Handover of a PDU Session procedure from 3GPP to W-5GAN access (non-roaming and roaming with local breakout)

This clause specifies how a 5GC-capable UE can handover a PDU Session from 3GPP access to target 5G-RG/W-
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Figure 6.3.5.3-1: Handover of a PDU Session from 3GPP access to 5G-RG/W-5GAN access (non-roaming and roaming with local breakout)

1.
If the 5GC-capable UE is not registered via 5G-RG/W-5GAN access, the UE shall initiate Registration procedure. 

Editor’s note: The Registration procedures for 5GC-capable UE connected via 5G-RG is FFS and discussed as part of other solutions.
2.
The 5GC-capable UE performs PDU Session Establishment procedure with the PDU Session ID of the PDU Session to be moved.

Editor’s note: The PDU Session Establishment procedures for 5GC-capable UE connected via 5G-RG is FFS and discussed as part of other solutions.
3
The SMF executes the release of resource in 3GPP as described in step 3, in TS 23.501, clause 4.9.2.2.

6.5
Solution #5 - Connection Management support for KI #5

The solution proposed in this clause are based on architecture describe in Solution #1 clause 6.1.

6.5.1
5G-RG connected to W-5GAN

Comparing to the CM-IDLE state for untrusted non-3GPP access, the CM-IDLE state for 5G-RG connected via W-5GAN defined in TS 23.501 [2] clause 5.5.2 is applicable with following modifications:

-
The UE is replaced by 5G-RG

-
The 5G-RG moves from CM-CONNECTED state to CM-IDLE state only in the case of connectivity failure with the AMF.

Similar as untrusted non-3GPP access, the paging procedure is not applicable for 5G-RG.

Comparing to the CM-CONNECTED state for untrusted non-3GPP access, the CM-CONNECTED state for 5G-RG connected via W-5GAN defined in TS 23.501 [2] clause 5.5.1 is applicable with following modifications:

-
The UE is replaced by 5G-RG

The Connection procedures defined in TS 23.502 [3] are applicable as described in the table 6.5.1-1.

Table 6.5.1-1: Applicability of Connection procedure defined in TS 23.502 [3]

	Procedure
	Reference
	Applicability to 5G-RG connected via W-5GAN

	UE triggered service request in CM_IDLE state
	TS 23.502 [3] clause 4.2.3.2
	Applicable. It can be used by the 5G-RG to try to move from CM_IDLE state to CM_CONNECTED state.

	UE triggered service request in CM_CONNECTED state
	TS 23.502 [3] clause 4.2.3.3
	Applicable. It is used to activate PDU sessions.

	Network triggered service request
	TS 23.502 [3] clause 4.2.3.4
	Applicable only when the 5G-RG is CM_CONNECTED state since there is no connectivity in CM_IDLE state in non-3GPP access. For example, the paging part of the procedure is not applicable, while in case that UPF receives downlink data of a PDU session and there is no W-5GAN tunnel information stored in UPF for the PDU session, the network triggered service request can be performed

	Generic UE configuration update
	TS 23.502 [3] clause 4.2.4
	FFS

	UE reachability
	TS 23.502 [3] clause 4.2.5
	Not applicable

	UE context release in AN
	TS 23.502 [3] clause 4.2.6
	Applicable

	N2 procedure
	TS 23.502 [3] clause 4.2.7
	Applicable

	Feature specific UE/RAN Radio information and Compatibility Request procedure
	TS 23.502 [3] clause 4.2.8
	Not applicable


Editor's note:
It is FFS whether Generic UE configuration update procedure are applicable

Editor's note:
Whether a procedure equivalent to Feature specific UE/RAN Radio information and Compatibility Request procedure is required for 5G-RG is FFS.

Editor's note:
The detailed description of Connection management procedures defined in TS 23.502 [3] for the scenario of 5G-RG connected to a W-5GAN are FFS.

6.5.2
5G-RG connected to NG RAN

For a 5G-RG connected via NG-RAN the CM-IDLE state and CM-CONNECTED state apply as defined in TS 23.501 [2] clause 5.3.2. The Connection procedures defined in TS 23.502 [3] clause 4.2.2 apply replacing the UE with the 5G-RG.

Editor's note:
whether Connection management procedures defined in TS 23.502 [3]requires improvements, for example some parameters or step needs to be modified to address the scenario (e.g. parameter not applicable, additional parameter, step not applicable, etc.) is FFS.

6.6
Solution #6 - Registration management support for KI #5

The solution proposed in this clause are based on architecture describe in Solution #1 clause 6.1.

6.6.1
5G-RG connected to W-5GAN

Comparing to the RM state for untrusted non-3GPP access, a 5G-RG connected via W-5GAN the RM-DEREGISTERED state and the RM-REGISTERED state defined in TS 23.501 [2] clause 5.3.2 apply with the following difference:

-
The RM-DEREGISTERED state defined in TS 23.501 [2] clause 5.3.2.2.2 applies to 5G-RG as defined for the UE.

-
The RM-REGISTERED state defined in TS 23.501 [2] clause 5.3.2.2.3 applies to 5G-RG as defined for the UE.

Similar as untrusted non-3GPP access, Mobility Registration Update procedure defined in TS 23.501 [2] and TS 23.502 [3] is not applicable, since the 5G-RG is assumed to be connected via wireline access and it is not moving.

Editor's note:
Whether Registration Update procedure to update 5G-RG capability information or to re-negotiate protocol parameters with the network is FFS.

6.7
Solution #7 - IPTV Service Support

This is the solution to Key issue #11.
6.7.1
Description
This solution describes how to support the IPTV services without impacting the IPTV platform, including IPTV Authentication, IP allocation from IPTV network and the support of Unicast Packets transmission and Multicast Packets transmission without MBS supports in 5GC and NG RAN. This solution is based on establishment of PDU session dedicated to IPTV service where the IP address is assigned by IPTV platform. The UPF performs the control of user to the multicast group via IGMP, packet replication and enforces the Channel Access Control of Multicast Channels.
Considering the architecture of Figure 6.1-3 that 5G-RG connecting to NG-RAN, the solution include the procedures listed as below:

-
Registration Procedure and PDU Session Establishment Procedure for a PDU session dedicated to IPTV service for 5G-RG shown in Figure 6.7.2-1. The Registration Procedure is used to register to 5GS and the PDU Session Establishment Procedure is used to establish the PDU Session for IPTV Service.

-
IPTV Access Procedure shown in Figure 6.7.2-2. The IPTV Access Procedure is used to access the IPTV network, including completing the IPTV Authentication and IP allocation function.

-
Multicast Service Support Procedure shown in Figure 6.7.2-3. The Multicast Service Support Procedure is used to enhance the 5GS to support Multicast Service from IPTV network.

NOTE 1:
5GS can support Unicast Service from IPTV network directly.

Editor's note:
How to enhance the 5GS to support Multicast Packets transmission for the architecture of Figure 6.1-1 and Figure 6.1-5 that 5G-RG connecting to Wireline Access Network is FFS.

Line ID includes Circuit ID and Remote ID defined in RFC 3046 [14]. In current IPTV network, Line ID can be regarded as the RG Identity in IPTV system. The IPTV system performs IPTV Authentication based on the Line ID provided by the wireline access network or BNG during the DHCPv4 procedure. After that IPTV Authentication is completed, the DHCP Server in the IPTV system will allocate the IP address to the RG.

In order to minimize the impact to the existing IPTV system, Line ID can be reused to perform IPTV Authentication. The Line ID is added to the subscription data in UDM via the management system (e.g. when the user subscribed the IPTV services). The SMF receives the Line ID included in the subscription data and send the Line ID to UPF in during the PDU Session Establishment Procedure.

NOTE 2:
The Line ID reused to perform IPTV Authentication is allocated by the IPTV System and has the same format as the Line ID used in the traditional wireline network, but it doesn't used to identify the incoming circuit and the remote high-speed modem in the wireline network as specified in RFC 3046 [14].

Editor's note:
Whether the procedure to add the Line ID to subscription data should be standardized in 3GPP is FFS.
The solution assumes that a PDU session is dedicated to the IPTV services and that the IP address is assigned via DHCPv4 by a server located in IPTV network. The DHCPv4 procedure enables also the authentication of the 5G-RG via Option 82 mechanism extensively used in current BBF network deployment.

Editor's note:
How to support Multicast for IPv6 (e.g. the support of MLD and DHCPv6) is FFS.
The Multicast Support relies on the IGMP and on the support of IGMP Join in UPF for binding the Multicast address included in the IGMP Join message to the related PDU Session from the 5G-RG. When the UPF receives a downlink Multicast packet from IPTV network, the UPF identifies the corresponding PDU session via the Multicast address in the Multicast packet and send the downlink Multicast packet to 5G-RG.
NOTE 3:
UPF shall enforce PIM (Protocol-Independent Multicast) to ensure receive DL multicast traffic. Which PIM mode (e.g. Sparse Mode PIM-SM defined in RFC 4601[x] or Dense Mode PIM-DM defined in RFC 3973[y]) should be enforced is based on local policies in SMF/UPF.

Channel Access Control of Multicast Channels is performed in UPF to support some access right status of the entitlement to each of the Multicast channels for each user, such as fully allowed, preview allowed, not allowed. UPF obtains the Channel Access Control list from SMS (Service Management System) in IPTV network and performs the Channel Access Control based on the Channel Access Control list. An example of Channel Access Control list is given in table 6.7.1-1.

-
UPF sends the DL multicast traffic to the 5G-RG via the related PDU Session when the Channel is fully allowed for the STB.

-
UPF sends the DL multicast traffic to the 5G-RG under certain condition via the related PDU Session when the Channel is Preview allowed for the 5G-RG PDU Session, e.g. the preview will be allowed for 10 seconds. After that, the UPF unbinds the multicast address and the PDU Session, and stops sending DL multicast traffic.
NOTE 4:
The condition is defined by the IPTV system is also included in the Channel Access Control list, but not shown in table 6.7.1-1.
-
UPF drops the IGMP join message when the Channel is not allowed for the 5G-RG PDU Session and doesn’t send the DL multicast traffic to the 5G-RG.
	
	Multicast address 1 (Channel 1)
	Multicast address 2 (Channel 2)
	Multicast address 3 (Channel 3)

	5G-RG IP address 1
	Fully allowed
	Not allowed
	Preview allowed

	5G-RG IP address 2
	Fully allowed
	Fully allowed
	Not allowed

	5G-RG IP address 3
	Fully allowed
	Preview allowed
	Preview allowed


Table 6.7.1-1: An example of Channel Access Control list

Editor’s note: how the Channel Access Control list is obtained by UPF and which information is included, e.g. entry per 5G-RG connected to the UPF, is FFS.
6.7.2
Procedure
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Figure 6.7.2-1: Registration Procedure and PDU Session Establishment Procedure to support IPTV service

0.
Registration Procedure for 5G-RG is depicted in TS 23.502 [3] clause 4.2.2.2. The difference is that the Line ID is included in the Subscription data and stored in UDM.

NOTE 1:
5G-RG can act as the UE depicted in Registration Procedure in TS 23.502 [3] clause 4.2.2.2.

1a.
5G-RG initiates the PDU session establishment procedure dedicated to IPTV service. The following steps are the same as described in TS 23.502 [3] clause 4.2.2.2 with the differences below.

NOTE 2:
The condition to trigger the 5G-RG to establish the PDU Session for IPTV service is implementation specific (e.g. when the STB is switch on).

1b.
The DNN for IPTV is sent by the 5G-RG to the AMF. Furthermore, since IPTV network allocates the IP address to this PDU session via DHCPv4, the 5G-RG shall indicate within the Protocol Configuration Options element that the UE requests to obtain the IPv4 address with DHCPv4.

2.
The AMF shall select a SMF that support IPTV Service if the AMF receive the DNN for IPTV in step 1b.
4a-4b.
SMF receives the subscription data from UDM which includes the Line ID.
6b.
SMF receives QoS Profile(s) related to IPTV Service, including the QoS Profile(s) for multicast service.

7.
SMF selects the UPF which supports IPTV Service.

9a.
Line ID is included in the N4 Session Establishment/Modification Request to UPF.

New 9b.
UPF shall bind the Line ID received in step 9a with the CN Tunnel Info.
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Figure 6.7.2-2: IPTV Access Procedure
When PDU Session Establishment Procedure is completed, the STB shall initial the IPTV Access Procedure based on the DHCPv4 Procedure as follows:

1.
The STB sends the DHCP Discover message to the UPF over the user plane. The UPF and the SMF interacts as described in TS 23.501 [2] clause 5.8.2.2.

2.
The SMF acts as DHCP Proxy and adds the Option 82 defined in RFC 3046 [14] including Line ID to the DHCP Discover message.

3.
The DHCP Discover message with Option 82 is sent to DHCP Server located in IPTV network via UPF.
NOTE 1: In order to route the DHCP Discover message to the DHCP Server in IPTV network, the DHCP Discover message is broadcasted inside the IPTV network.

4.
The IPTV system shall perform IPTV Authentication based on the Line ID included in the Option 82.

NOTE 2: The IPTV Authentication procedure performed by IPTV system is out of 3GPP Scope.

5.
If the IPTV Authentication procedure in step 4 succeeds, the DHCP Server in the IPTV system shall respond with DHCP Offer message with Option 82. The IP address allocated by the DHCP Server in the IPTV system is included in the DHCP Offer message.

6.
Since the DHCP Offer message doesn't contain destination IP address, the UPF is not able to identify the PDU Session that the DHCP Offer message belongs to.  The UPF shall use the Line ID included in Option 82 and the binding relationship between Line ID and CN Tunnel info acquired in step 9b of Figure 6.7.2-1 to identify the PDU Session that the DHCP Offer message belongs to.

7-1.
DHCP Offer message is sent to 5G-RG via PDU Session identified in step 6.

7-2.
The 5G-RG shall replace the IP address allocated by the DHCP Server in IPTV network with the local IP address.

7-3.
The DHCP Offer message including local IP address is sent to STB.

8-1.
The STB sends the DHCP Request message to confirm the local IP address is applicable.

8-2.
The 5G-RG shall replace the local IP address with the IP address allocated by the DHCP Server in IPTV network.

8-3.
The 5G-RG sends the DHCP Request message to confirm the IP address allocated by the DHCP Server in IPTV network is applicable.

9.
The SMF acts as DHCP Proxy and add the Option 82 defined in RFC 3046 [14] including Line ID to the DHCP Request message.

10.
The DHCP Request message with Option 82 is sent to DHCP Server in IPTV network.

11.
If the IPTV Server confirm the IP address allocated to 5G-RG is applicable, the DHCP Server in the IPTV network shall respond with DHCP Ack message with Option 82. The IP address allocated by DHCP Server in the IPTV network is included in the DHCP Ack message.

12.
Similar as step 6, the UPF shall identify the PDU Session that the DHCP Ack message belongs to base on the Line ID included in Option 82 and the binding relationship between Line ID and CN Tunnel info acquired in step 9b of Figure 6.y.2-1.

13-1.
The DHCP Ack message is sent to the 5G-RG via PDU Session identified in step 12.

13-2.
Similar as Step 7-2, the 5G-RG shall replace the IP address allocated by the DHCP Server in IPTV network with the local IP address.

13-3.
The DHCP Ack message including local IP address is sent to STB.


After the STB receives the DHCP Ack message, the STB can obtain the IPTV Service.

NOTE 3:
NAT (Network Address Translation) function should be performed by 5G-RG.
14.
When the SMF receives the DHCP Ack message in step 11, the SMF may trigger the PDU Session Modification to update the QoS Profile for IPTV service.

Editor's note:
How to enhance the 5GS to support other IPTV Authentication is FFS, e.g. Authentication based on PPPoE.

Editor's note:
Whether and how to perform the IPTV Access Procedure via the interface between SMF and IPTV network is FFS.
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Figure 6.7.2-3: Multicast Service Support Procedure
In order to obtain the multicast service from IPTV network, the Multicast Service Support Procedure should be performed.
1.
In order to obtain the multicast service, STB send the IGMP Join message to the 5G-RG as specified in BBF TR-101 [10].

2.
The 5G-RG shall relay the IGMP Join message to the UPF via the user plane as defined in BBF TR-101 [10].

3.
When the UPF receives the IGMP Join message the UPF shall check the Channel Access Control list. If the Multicast address is allowed for the 5G-RG IP address, the UPF shall add the 5G-RG IP address to the requested multicast group. If the Multicast address is not allowed for the 5G-RG IP address, the UPF shall drop the IGMP Join message. If the Multicast address is previewed allowed for the 5G-RG IP address, the UPF shall add the 5G-RG IP address to the requested multicast group under certain condition, e.g. the preview will be allowed for 10 seconds.
Editor's note:
It is FFS how the UPF obtain the Channel Access Control list from IPTV network.
4-5.
When the UPF receives multicast packets from multicast server in IPTV network, the UPF shall select the PDU Session where to transmit the multicast packets based on the multicast group, constructed in step 3.

6-7.
The UPF shall send the multicast packets to the 5G-RG via the PDU Session selected in step 5. Then the 5G-RG relay the multicast packets to the STB.

If some other STB also subscribes the same multicast group, the UPF shall perform replication of the Multicast packets and send them to the corresponding 5G-RG and STB as well.
6.7.3
Solution Evaluation

Editor's note:
The solution evaluation is FFS.
6.8
Solution #8 - Support of IPTV leveraging IGMP / MLD
6.8.1
Overview

This solution addresses KI #11.

This solution is meant to apply to both 5G-RG (connected over FWA and/or via a Wireline access) and FN-RG collectively called "UE " in this solution. In this solution IP means IPv4 or IPV6. When the solution refers to the “UE” this collectively refers to the RG and/or to the STB (Set Top Box) behind the RG. The split of functionality between  UE(RG) and UE(STB) is under responsibility of BBF and any reference to UE(RG) and UE(STB) in this solution is only for illustrative purpose.
The solution relies on autonomous handling of multicast by the UPF based on an indication received from the SMF that the N4 (PDU) Session is eligible for IP multicast traffic.

The solution assumes the UE (RG) sends IGMP / MLD "signalling" (see [15] and [16]) to indicate its desire to receive IP multicast traffic identified by this IGMP / MLD "signalling".

NOTE 1:
The IGMP / MLD "signalling" may actually have been sent by a device (like a Set Top Box) inside the Customer Premises.
In 5G-RG case, the UE (RG) requests a dedicated PDU Session for IPTV service (dedicated DNN and/or S-NSSAI).
When required by IPTV sub-system, in-band (UP) DHCP based address allocation is requested by the UE for the PDU Session.
Over this dedicated PDU Session the UE (STB) issues IGMP / MLD "signalling" and receives the corresponding DL IP multicast traffic. SMF/UPF that support the mechanisms described in this solution are selected based on the dedicated DNN and/or S-NSSAI.
Based on the detection of this IGMP / MLD "signalling" over the User Plane, the SMF/UPF carries out following actions:


1)
if the UPF does not already receive the DL multicast traffic identified by this IGMP / MLD request e.g. if this is the first IGMP / MLD request, the SMF/UPF has received about an IP multicast traffic: the SMF/UPF exchanges N6 signalling such as PIM (Protocol-Independent Multicast) in order to connect to the N6 multicast distribution tree related with this IP multicast traffic; This ensures that the UPF receives the DL multicast traffic.

NOTE 2:
The IP multicast related signalling protocol used on N6 (e.g. Sparse Mode PIM-SM) to be supported over N6 is defined by local policies on the UPF.

2)
Add the PDU Session over which the IGMP / MLD request has been received to the UPF replication tree corresponding to the DL multicast traffic.

-
This does not require any multicast capability (such as "MBMS") from the 5G-AN. It can therefore apply for FWA e.g. when the NG-RAN does not support a multicast capability (such as "MBMS" evolutions for 5GS). But this implies replication of the IP multicast traffic over N3.

Editor's note:
The case where multiple UPF serve a PDU Session requires further study to determine which UPF could do the IP multicast traffic replication; it first need to be assessed whether a PDU Session serving a RG would need multiple UPF(s).
The solution assumes that UE and 5GC support RFC 4604 [26] on SSM;

The solution considers that the UE (STB) has been configured with the target IP multicast traffic information (e.g. IP multicast address, source of the multicast traffic) by means out of 3GPP specifications.

The solution assumes that the UE is not roaming Editor's note:
HR roaming would be possible as in HR the IP multicast address(es) that can be used can be configured by the Home operator on the UE while the IP multicast tree on N6 is under control of the Home operator . 
6.8.2
Description of the solution

Editor's note:
Further description of solution is FFS.
During the establishment of a dedicated PDU Session for IPTV service (dedicated DNN and/or S-NSSAI) the SMF indicates to the UPF acting as PSA for the PDU Session that the PDU Session is eligible for IP multicast traffic and may provide the Network Instance associated with the N6 interface of the PDU Session. The UPF may determine the locally provisioned corresponding IP multicast configuration based on this information (Network Instance + indication that the PDU Session is eligible for IP multicast traffic). 

When the N4 Session is associated with the multicast indicator, the UPF enforces the multicast feature described below. Otherwise it forwards IGMP / MLD traffic and IP multicast traffic without any dedicated processing related with IP Multicast.

NOTE1: 
The IP multicast configuration can e.g. include Access Control List related with Source-Specific Multicast (SSM) as well as configuration parameters defined in clause 8 of [15] ;

When it receives IGMP / MLD "signalling" over the User Plane from the UE, the UPF (PSA) 

-
checks the validity of the request using the Access Control List associated with the Network Instance

-
acts as a Multicast Router as defined in [15] and [16]. This may include following actions
-
if  this is the first IGMP / MLD request the UPF has received about the target IP multicast traffic : the UPF exchanges N6 signalling such as PIM (Protocol-Independent Multicast) in order to connect to the N6 multicast distribution tree related with this IP multicast traffic; This ensures that the UPF receives the DL multicast traffic.

-
Configuration parameters of the N6 multicast related signalling protocol are associated by local UPF configuration with the Network Instance of the PDU Session.
-
the UPF adds the interface corresponding to the UE to list of interfaces towards which it should replicate DL packets corresponding to the IP multicast traffic target of IGMP / MLD request

The UPF (PSA) maintains membership for IP multicast traffic as defined in [15] and [16]. 

The UPF (PSA) supports the RFC 4604 [26];

6.8.3
Impacts on existing Network Functions

Editor's note:
The impact on existing network Functions is FFS.
1
The UPF need to be able to detect IGMP/MLD traffic and to support corresponding IP level multicast signalling (like IGMP/MLD and PIM).
2
The UPF needs to enforce DL traffic replication and to maintain membership for IP multicast traffic.
3 
The SMF and N4 are upgraded to indicate that a PDU Session is eligible for IP multicast traffic 
The solution does not require capabilities to replicate (multicast) traffic in the 5G AN but does not optimize N3 resources.

6.9
Solution #9 - new IPV6 address allocation mechanisms

6.9.1
Overview

This solution addresses KI # 15.

This solution is meant to apply to 5G-RG (connected over FWA and/or via a Wireline access) called "UE (RG)" in this solution; the IPV6 address allocation mechanisms described in this solution could also apply to other kind of UE.

5GS Rel15 specifications already supports that IPv4 address allocation and/or IPv4 parameter configuration via DHCPv4 (according to RFC 2131 [17]) can be used once the PDU Session is established.

In this solution both for IPV4 and IPV6 cases the UE can get any IP configuration parameter without relying on PCO (i.e. these parameters can be retrieved via purely UP based DHCP interactions with the network).
As some BBF networks use DHCPv6 IA NA and/or PD (Prefix Delegation), the 5GS needs to supports these capabilities.

NOTE 1:
TS 23.401 [24] supports IPv6 Prefix Delegation via DHCPv6.
This solution does not request changes other than:
-
SMF/UPF to support DHCPV6 NA and PD.
6.9.2
Description of the solution

6.9.2.1
IPv6 Prefix Delegation via DHCPv6

When IPv6 Prefix Delegation via DHCPv6 applies to a PDU Session, a single (global) network prefix shorter than the default /64 prefix may be assigned to the PDU Session. In this case, the default /64 prefix allocated to the UE (RG) at the PDU Session establishment is allocated from this (global) shorter network prefix; the remaining address space from the network prefix can be delegated to the PDU Session using prefix delegation according to RFC 3633 [18].

The address space provided is maintained as an IPv6 address space pool available to the PDU session for DHCPv6 IPv6 prefix requests with the exclusion of the default IPv6 prefix that is allocated during the PDU Session establishment.

The UE (RG) uses DHCPv6 to request additional IPv6 prefixes (i.e. prefixes in addition to the default prefix) from the network after completing the PDU Session establishment procedure including the acquisition of the default /64 prefix. The UE acts as a "Requesting Router" as described in RFC 3633 [18] and inserts one or more IA_PD option(s) into a DHCPv6 Solicit message sent from the UE (RG) to the network in the User Plane. The SMF/UPF acts as the DHCP server and fulfils the role of a "Delegating Router" according to RFC 3633 [18].
6.9.2.2
IPv6 address allocation via DHCPv6

IPv6 address allocation and/or IPv6 parameter configuration via DHCPv6 (according to RFC 3315 [19]) may be used once the PDU Session is established.
IPv6 Router Advertisement (RA) using the (M) flag, according to RFC 5175 [20] may be used to force an UE (a RG) to go through DHCPv6 process for IPV6 Address allocation. In that case the IPv6 address of the UE is allocated using Identity Association for non-temporary addresses (IA_NA) and mechanisms defined in RFC 3315 [19].

Both RA and DHCPV6 signalling are exchanged between the UE (RG) and the SMF/UPF over the User Plane.
Upon reception of DHCPv6 signalling from the UE, the SMF/UPF acts as  a DHCPv6 server as seen from the UE. The SMF/UPF may allocate the IP address itself or use an external server to allocate the IP address. The alternative to apply may depend on local policies that take into account the (DNN, S-NSSAI) of the PDU Session but may also depend on policies received from the PCF.

6.9.3
Impacts on existing Functions

1.
SMF/UPF need to support DHCPV6 NA and PD.
6.10
Solution #10 – Support of “combo Ethernet + IP” service

6.10.1
Overview

This solution addresses KI # 14; it relates to BBF SD-420 [26] Key Issue 6:”Session Management”

This solution is meant to apply to both 5G-RG (connected over FWA and/or via a Wireline access) and FN-RG collectively called "UE" in this solution.
This solution aims at serving Bridged and Bridged/Routed RG, where the “service edge” (that in the 5GC context can be mapped to SMF/UPF) needs to: 

· identify each device behind the UE (RG) via the MAC address of the device: for this purpose  Ethernet frames are exchanged between the UE (RG) and  the 5GC so that the network (UPF) is capable to identify traffic from individual devices in the Customer Premises. 

NOTE 1:
This is e.g. to apply specific policies related with the terminal (e.g. parental control or Enhanced home office service where a work laptop gets bandwidth and prioritization). 

· provide an IP service to the Customer premises e.g. allocate IPv4/v6 address / Prefix to devices behind the UE (RG)

· map between the IPv4/v6 address / Prefix of a device behind the UE (RG) and its MAC address

NOTE 2: 
This solution is only meant to be used in deployments with Bridged and Bridged/Routed RG

It relies on a PDU Session Type where: 

-
Ethernet frames are exchanged between the UE (RG) and the UPF acting as PSA. The layer 2 framing below IP is called “customer layer 2 header” below. The “customer layer 2 header” may contain multiple levels of VLAN tagging

-
Ethernet frames exchanged between the UE (RG) and the UPF carry IP traffic (and IP auxiliary protocols: ARP, ND)

-
An IP service is delivered at N6 where for example IP addresses are allocated to individual devices behind the UE (RG) (devices in the Customer Premises)

-
The UPF acting as PSA maps between the IPv4/v6 address / Prefix of a device behind the UE (RG) and its “customer layer 2 header”

-
in UL the “customer layer 2 header” framing coming from a device in the Customer Premises is removed by the UPF. The 

-
in DL the “customer layer 2 header” is added by the UPF before sending the traffic towards a device in the Customer Premises

Editor’s Note: the “customer layer 2 header” framing is to be defined by BBF

A dedicated PDU Session Type called “combo Ethernet + IP” is used for that purpose

A 5G-RG configured to work in Bridged and Bridged/Routed mode requests PDU Sessions with the PDU Session Type “combo IP + Ethernet”.

NOTE 3: This PDU Session Type has many similarities with the Ethernet PDU Session Type but services described in bullets 3 and 4 above are not supported by the Ethernet PDU Session Type

There is an unique UDM subscription for the customer premises regardless of the number of devices that are subject of a specific handling. 

When some devices are subject of a specific service, the identity of these devices (MAC address) and the parameters of their specific service (e.g. Access restriction for parental control, dedicated QoS) are configured in the policy data related with the subscription (UDR). Other devices benefit of a baseline service and do not require to be individually identified in the policy data related with the subscription (UDR)

6.10.2
Description of the solution

Editor’s Note: Further description of the solution is FFS

This PDU Session Type supports following features on top of those supported by the Ethernet PDU Session Type

- 
An IP service is delivered at N6 where for example IP addresses are allocated to individual devices behind the UE (RG) . The same IP address allocation mechanisms (including deferred IPv4 and DHCPV6 IP address allocation) are supported than in case of RG supported by the IP PDU Session Type

-
the UPF acts as the first hop router of the devices in the customer premises. Especially it supports the behaviour described in bullet 4 of § 6.X.1

-
SMF may report not only Ethernet addresses but also the corresponding IP address to the PCF;

-
PCF binding using BSF is based on the IP @ of the devices
6.10.3
Impacts on existing functions

Editor’s note: the description of impact is for further study
The impact on existing network function is the following:
-
SMF / UPF and PCF need to support a new PDU Session type 
6.11
Solution #11 – Support 5GC-capable UEs via 5G-RG/FN-RG for wireline access network using N3GPP solutions

6.11.1
Architecture
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Figure 6.11.1-1: Architecture for the 5G-capable UE behind a 5G-RG case
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Figure 6.11.1-2: Architecture for the 5GC-capable UE behind a FN-RG case

Figure 6.11.1-1 and 61.1-2 shows the architectures used in this solution. The W-5GAN maintains separate N2 and N3 connections for 5G-RG/FN-RG and 5GC-capable UE. Consequently, the N1 connection from the 5GC-capable UE is independent from the FN-RG/5G-RG N1 connection. 

Editor’s note: The case where 5G-RG connects via 3GPP access to 5GC is FFS

Editor’s note: Slicing aspects are FFS. For example, it is FFS whether the 5GC-capable UE and the 5G-RG need to connect to the same slice or not. 
Maintaining N1/N2/N3 connections for the 5GC-capable UE that are separate from the N1/N2/N3 connections of the 5G-RG will enable the 5GC-capable UE to keep the same AMF and UPF at mobility between 3GPP and 5G-RG/FN-RG access if the AMF/UPF used on 3GPP access is also reachable and usable from the W-5GAN. AMF change as well as I-UPF insertion/change/removal when moving to 3GPP access may be needed and is supported as per rel-15.  Support for session continuity and that IP services are kept when moving between the accesses can then be provided by the 5GC-capable UE’s 5GC nodes. 

The same serving PLMN will be used for both the 5G-RG/FN-RG and the 5GC-capable UE and in case the 5GC-capable UE has a subscription for another PLMN, the 3GPP roaming model and interfaces are used.

W-5GAN will be enabled to support QoS flows for a 5GC-capable UE using 5G-RG/FN-RG access. The W-5GAN can coordinate the QoS rules for 3GPP UE with the QoS rules assigned for the 5G-RG/FN-RG. For example, a QoS rule which is setup for 5GCcapable UE can result in that the W-5GAN setup dedicated resources between 5G-RG/FN-RG and the W-5GAN. This requires that the W-5GAN is able to receive requests for PDU Session QoS resources over multiple N2 connections (corresponding to 5G-RG as well as 5GC-capable UEs behind the RG) and performing e.g. admission control and coordination of the QoS requests associated to the 5G-RG as well as 5GC-capable UEs behind the RG.  

The interfaces between FN-RG/5G-RG and W-5GAN to support a 5GC-capable UE is within BBF responsibility.

The interfaces used by the 5GC-capable UE to access a FN-RG/5G-RG will leverage the untrusted/trusted N3GPP interfaces. The untrusted N3GPP interface is defined in 3GPP release 15. The trusted N3GPP interfaces are studied in this report. When these interfaces are not sufficient to accomplish the requirements for scenario 3 and 5, enhancements on top of the untrusted and trusted solutions are described below.

6.11.2
WLAN association options

There are two different scenarios supported within this solution:

1. 5GC-capable UE behind 5G-RG using 802.1x with 3GPP credentials
2. 5GC-capable UE behind FN-RG/5G-RG using IKEv2 and IPSec based access procedures 

These two scenarios cover the common WLAN deployment models of using 802.1x/EAPOL for access control as well as WLANs using open access or a local access control based on private keys. 

Editor’s note: It is FFS how a UE selects between options 1 and 2 above.

6.11.3
5GC-capable UE behind 5G-RG using 802.1x with 3GPP credentials

6.11.3.2
General

This sub-solution is applicable when 802.1x (EAP over LAN) and 3GPP credentials are used to associate with the WLAN. In this option, the solution for trusted N3GPP is used as baseline but with the additional property that the service is offered via a wireline access and a 5G-RG. FN-RG is not applicable for this case since changes may be needed in the RG (FN-RG is not supporting the role of EAP Authenticator). This option can typically be used in case a service provider offers services via wireline access to all the subscribers of the service provider.

· The combination of 5G-RG and W-5GAN will act as a trusted N3GPP access network from the 5GC-capable UE and 5GC perspective. Solution #1 described in clause 7.1 is used as baseline but it is expected that any solution selected for trusted N3GPP can be re-used/enhanced for this scenario as well.
6.11.3.2
Registration procedure

The registration procedure in 7.1.3.3 (solution #1) can be used where 5G-RG act as TNAP and W-5GAN act as TNGF. In similar manner the procedures proposed in 7.1.3.4.2 (step 1-13) and 7.1.3.4.3 (step 1-13) on how to complete the registration can be followed. 

Interface between 5G-RG and W-5GAN will be defined by BBF. 

6.11.3.3
PDU session establishment procedure

The procedures in 7.1.3.4.2 (step 14-19) or 7.1.3.4.3 (step 14-19) can be followed depending on what option is selected.

At step 16b, the W-5GAN can setup QoS reservations for the 5G-RG.

Interface between 5G-RG and W-5GAN will be defined by BBF. 

Editor’s note: FFS if null encryption can be used both for CP and UP for 5G-RG access

6.11.3.3
User plane stacks 

As proposed in 7.1.3.4.2 and 7.1.3.4.3 interface between 5GC-capable UE and W-5GAN (acting as TNGF-UP) could either use IP/FFS/GRE/PDU data or IP/ESP/GRE/PDU data.

6.11.4
5GC-capable UE behind FN-RG/5G-RG using IKEv2 and IPsec based access procedures

6.11.4.1
General

In the second sub-solution, the WLAN association is assumed to have been carried out before the 5GC-capable UE does 5GC registration. How that is done is outside the scope of 3GPP. Services are only offered to 5GC-capable UEs that can both 1) associate to the WLAN of the 5G-RG/FN-RG and 2) register to the 5GC via the W-5GAN as described below. 

This sub-solution re-uses procedures defined for untrusted N3GPP solution in rel-15 but put into a context of trusted W-5GAN. This enables supporting a 5GC-capable UE behind a legacy FN-RG at the same time as allowing the W-5GAN to act as a trusted N3GPP access network, supporting e.g. QoS enforcement and other features available in trusted N3GPP access.
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Figure 6.11.4.1-1: Architecture for the 5GC-capable UE behind FN-RG/5G-RG using IKEv2 and IPsec based access procedures

Figure 6.11.4.1-1 shows the N1, N2 and N3 reference points of the 5GC-capable UE and that 5GC-capable UE is using IKE/IPsec (similar as 3GPP NWu reference point) functionality to connect to W-5GAN. The IKE/IPsec functionality for the interface to the 5GC-capable UE is part of the W-5GAN. It is up to BBF to define the architecture of the W-5GAN, including the location of the IKE/IPsec functionality within the W-5GAN. 

After the registration procedure, NAS signalling is carried between 5GC-capable UE and W-5GAN in IPSec SA. 

One difference in this solution compared to untrusted N3GPP is that the W-5GAN is trusted by the 5GC and a more optimized user-plane could be used. The solution considers two variants of user-plane transport, as further described in clause 6.11.4.3.

6.11.4.2
Registration

The 5GC registration will follow the untrusted N3GPP access registration procedure as defined in 23.502 clause 4.12.2.2 but with the changes described below. 
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Figure 6.11.4.2-1: Registration procedure

In step 1b, the UE shall select an IKE/IPsec endpoint (i.e. IP address where to send the IKE signalling) in the W-5GAN. This can be based on 3GPP N3IWF selection, but the 5GC-capable UE asks for an IKE/IPsec entity in the W-5GAN and not a N3IWF. The UE shall also learn a list of supported PLMN identities of the IKE/IPsec entity. Typically, this list will contain the serving PLMN identity of the FN-RG/5G-RG and optionally some equivalent PLMN identities. This can be achieved using DNS and the details will need to be developed in cooperation with BBF.
In step 8, the 5GC-capable UE and W-5GAN should learn whether the access network allows trusted access or untrusted access. If W-5GAN allows trusted access via the access network which the 5G-RG/FN-RG is using, then the UE can use unsecure user/control plane (using FCP user plane transport as described in 6.11.4.3). If access network only allows untrusted access, the 3GPP UE shall only use secure user/control plane tunnels (using IPSec user plane transport as described in 6.11.4.3).

6.11.4.3
PDU session establishment procedure and user plane transport

6.11.4.3.1 
General

This clause describes PDU Session Establishment for a 5GC-capable UE via 5G-RG/FN-RG. Two variants for user-plane transport are considered: 

-
FCP protocol between the 3GPP UE and W-5GAN

-
IPsec SA(s) between the 3GPP UE and W-5GAN

FCP refer to the FCP functionality defined in solution #3, clause 6.3. 

NOTE: 
In case the solution #1 option 2 (NWt protocol) in clause 7.1.3.4 is used for trusted N3GPP access, that could be an alternative to FCP above.

FCP is suitable in case additional encryption/integrity protection is not needed while IPsec SA is suitable in case UP protection between 3GPP and W-5GAN is needed. FCP can likely be made more efficient (less user plane overhead) than IPSec/ESP and avoids the need for ESP processing in the user plane. It is assumed that both FCP and IPsec user plane transport is supported by the solution to cover different needs of user plane protection.

6.11.4.3.2 
PDU Session Establishment with FCP user plane transport
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Figure 6.11.4.3-1: PDU session establishment procedure for FCP user plane transport

The PDU session establishment procedure for trusted access networks is using the UE Requested PDU Session Establishment via Untrusted non-3GPP Access as baseline, see clause 4.12.5 in 23.502. The differences are:

-
The W-5GAN includes the IKE/IPsec endpoint.

- 
Steps 3-4. Instead of steps 3-4 in TS 23.502, clause 4.12.5, FCP is used to create a user plane transport connection between 5GC-capable UE and W-5GAN

-
In step 4b, the W-5GAN can coordinate the QoS rules for 5GC-capable UE with the QoS rules assigned for the 5G-RG/FN-RG. The FCP request in these steps refer to the FCP functionality defined in solution #3, clause 6.3.

6.11.4.3.3 
PDU Session Establishment with IPSec user plane transport
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Figure 6.11.4.3-2: PDU session establishment procedure for untrusted access network

The PDU session establishment procedure for untrusted access networks is using the UE Requested PDU Session Establishment via Untrusted non-3GPP Access as baseline, see clause 4.12.5 in 23.502. The differences are:

The W-5GAN includes the IKE/IPsec endpoint.

In step 4c and 4f, the W-5GAN can coordinate the QoS rules for 5GC-capable UE with the QoS rules assigned for the 5G-RG/FN-RG. The FCP request in these steps refer to the FCP functionality defined in solution #3, clause 6.3.

6.11.4.3
User plane protocol stacks

For the case were IPSec SAs are used for user-plane transport: IP/ESP/GRE/PDU data (as defined for Non-3GPP in 23.501 release 15).

For the case where FCP is used for user-plane transport, user data is carried over FCP. An example of the protocol stack for the case FCP is used is shown below.
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Figure 6.11.4.3-1: User Plane stack for FCP transport between UE and W-5GAN

In case Wt as described in solution #1 in clause 7.1 is used for transport between 5GC-capable UE and W-5GAN, the above protocol stack with “FCP” replaced by “NWt / UDP / IP” is used. See also protocols stacks illustrated in clause 7.1.3.4.3.

6.12 Solution #12 3GPP UE behind a 5G-RG Register to 5GS and Establish PDU Session

6.12.1 General Description

This solution is based on Scenario 3, a 3GPP UE behind a 5G-RG connects to 5GS. Principles mentioned in Scenario 3, (1) a 3GPP UE shall use 3GPP procedures specified in current specifications (i.e. TS 23.501[2] and TS 23.502[3]) and need to minimize impacts on current 3GPP reference points (e.g., N1, N2 and N3). Also, (2) the W-5GAN shall be enabled to support QoS treatment of QoS flows for a 3GPP UE using 5G-RG access which implies the W-5GAN has the capability to handle the Control Plane (CP) and User Plane (UP) transport traffic from 3GPP UE behind a 5G-RG. Therefore, the following subsection proposes the procedure how 3GPP UE behind a 5G-RG to register to 5GS and to establish PDU Session based on the principles.

6.12.2 Registration procedure for a 3GPP UE behind a 5G-RG

For simplicity, it assumes that 5G-RG has registered to 5GS via W-5GAN, i.e., 5G-RG has gotten a 5G-GUTI and an IP address/Prefix address allocated by 5GS. Since 5G-RG needs to enable the N1 signalling and UP transport traffic between 3GPP UE and 5GS. However, to minimize the impact on current 5G procedures, a 3GPP UE can connect to 5GS by discovering a 5G-RG. A 5G-RG provides connection ability to a 3GPP UE, and this UE can establish relay connection with this 5G-RG. How 3GPP UE discovers 5G-RG is out of the scope of this SID.

In Scenario 3, a 5G-RG connected to W-5GAN provides connection to 3GPP UE. A 3GPP UE can setup a Layer 2 (L2) connection (e.g., IPsec IKEv2) between W-5GAN via 5G-RG. In this manner, this UE can trigger 5G related procedures by using 5G-RG to forward the N1 signalling or UP transport traffic to W-5GAN.
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Figure 6.12.2-1: 3GPP UE’s Registration Procedure via 5G-RG

1.
5G-RG has registered to 5GS via W-5GAN.

The corresponding parameters have been allocated by serving AMF such as 5G-GUTI. If 5G-RG triggered PDU Session Establishment procedure as specified in TS23.502 [32], section 4.3.2 in TS 23.502, the IP addresses/Prefixes is allocated to this 5G-RG.

3GPP UE discovers 5G-RG similar to Step 1 specified in TS 23.502[32], section 4.12.2.2, e.g. 3GPP UE and 5G-RG can use any non-3GPP authentication to set up the connection. After authentication, 

2.
3GPP UE discovers 5G-RG similar to Step 1 specified in TS 23.502[3], section 4.12.2.2, e.g., 3GPP UE and 5G-RG can use any non-3GPP authentication to set up the connection. After authentication, 3GPP UE can be allocated an IP address by 5G-RG.
Editor’s note: How 3GPP UE knows 5G-RG is in the same PLMN is FFS

3.
3GPP UE discovers W-5GAN with protocol similar to discover N3IWF as specify in TS 23.501[2], section 6.3.62. 
Note: W-5GAN establishes N2 and N3 interfaces for 3GPP UE and 5G-RG separately


Editor’s note: The protocol use between 3GPP UE and W-5GAN and whether and how 3GPP UE knows the address of W-5GAN are FFS

4.
5G-RG forwards the IP traffic from 3GPP UE to W-5GAN.

5.
When receiving the traffic from 5G-RG, W-5GAN needs to determine the traffic from 5G-RG or from 3GPP UE behind this 5G-RG.

Editor’s note: How to determine traffic from 5G-RG or from 3GPP in W-5GAN is FFS.

6.
If the traffic is from 3GPP UE, W-5GAN executes registration procedures as specific in TS 23.502[3], section 4.2.2.2 and 5G-RG keep forwarding the IP traffic for the 3GPP UE. Otherwise, the traffic is from 5G-RG, W-5GAN executes the corresponding procedures for 5G-RG.

6.12.3 PDU Session Establishment Procedure for a 3GPP UE behind a 5G-RG

After the 3GPP UE behind 5G-RG has registered to 5GS as described above. 3GPP UE can request a PDU session establishment. Since 5G-RG can forward the IP traffic from 3GPP UE to W-5GAN 3GPP UE can directly use the PDU session establishment procedure in TS 23.502[3], section 4.3.2 to request a PDU session.
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Figure 6.12.3-1: 3GPP UE’s PDU Session Establishment Procedure via 5G-RG

1.
3GPP UE has registered to 5GS. 

2.
5G-RG forwards IP traffic from 3GPP UE to W-5G-AN

3.
3GPP UE can directly trigger PDU Session establishment procedure as specified in TS 23.502[3], section 4.3.2.

4.
Once the PDU session establishment is accepted, 3GPP UE starts to transmit UP traffic via 5G-RG
6.13
Solution #13 – Co-location of UPF and FAGF

6.13.1
Overview

This solution will apply to 5G-RG when it connects to the 5GC via W-5GAN – either as the only access network or as part of hybrid access.

The key part of the solution is to enable that the user plane part of the fixed access GW (FAGF-U) is co-located with the UPF. The co-location may apply only for a single PDU session; other PDU sessions may or may not use the same PSA UPF and thus, may use other non-colocated UPFs as PSA.

The co-location removes the requirement for N3 interface to be implemented between the FAGF-U and UPF, but it is left for implementation whether and how the tunnelling is eliminated or replaced by a different type of packet forwarding; the N3 tunnel setup related signalling is kept unchanged. 

The co-location of FAGF-U and UPF is achieved during PDU session setup; due to lack of mobility on the W5-GAN access, it will be retained due to the lifetime of the PDU session.

The following assumptions are used for the FAGF deployment:

-
Monolithic FAGF: The control and user plane are not separated, i.e. the UP part is directly connected to / known by the CP part of FAGF. The terms FAGF-C and FAGF-U are used to refer to the functions of the monolithic FAGF that serve the N2 and N3 interfaces.

-
FAGF with separated control plane and user plane functions: In this case, an FAGF-C may be physically separated from the FAGF-U. However, as the FAGF-C is aware of the FAGF-U identity for any 5G-RG. At a certain point of time, the 5G-RG is connected to a single FAGF-U. The FAGF-U will not change during a PDU session – if it needs to be changed (e.g. for failover cases), the PDU session will have to be re-established.

Editor’s note: The FAGF deployment options are to be defined by Broadband Forum. The above terminology will be aligned with BBF definitions.-
 

The co-location of the FAGF-U and UPF shall be enabled by 5GC signalling and node selection improvements, as detailed below. 
A)
In case a 5G-RG registers to 5GC via the W-5GAN, without or before using NG-RAN:
A.) -
The FAGF-C adds the identity of the FAGF-U to all uplink NAS signalling messages received from the 5G-RG. The AMF relays the FAGF-U identity to the SMF, as part of session management signalling.

B.) -
During the PDU session setup, the SMF shall select a UPF instance that is co-located with the FAGF-U. This may be assisted by NRF or based on local configuration and policies in the SMF.

Editor’s note: the format of FAGF-U identity shall be defined by BBF.
-
When the co-located UP resource reservation is successful, the session setup procedures as defined in solution 9 or 10 of this document. However, omitting or replacing the N3 interface will be subject to implementation.
-
Should the co-location not succeed (e.g. the SMF cannot identify or connect the relevant UPF instance), the existing procedures for non-co-located FAGF/UPF shall be followed.
Editor’s note: It is FFS whether the FAGF has to support the Nnrf, so that the co-located UPF / FAGF-U selection can be supported via NRF. Alternatively, SMF could use local configuration information.
B)
For 5G-RG with hybrid access, which established PDU session via the W-5GAN with co-located FAGF-U and UPF and adds NG-RAN access subsequently:

-
The SMF shall select the same PSA UPF that is in use for the PDU session.

-
The SMF will not be able to re-select the UPF due to mobility.
Editor’s note: Supporting FAGF-U and UPF co-location in a scenario where 5G-RG with hybrid access establishes a PDU session via NG RAN first and adds 5-WGAN access subsequently is FFS  

The reference architecture for the solution is depicted on figure 6.13.1-1


[image: image55.emf] 

5  G  -  RG  

W  -  5  GAN  

FAGF  

FAGF  -  C  

FAGF  -  U   UPF  1  

Wireline  

AN  

AMF   SMF   NRF  

N  4  

DN  1  

N  2  

NG  -  RAN  

N  2  

N  3  

DN  2   UPF  2  

N  4  

N  3  

N  3  


Figure 6.13.1-1: Intended reference architecture for co-located FAGF-U and UPF
6.13.2
Description of the solution

Editor’s note: This section is FFS. 

6.13.3
Impacts on existing Functions

Editor’s note: This section is FFS.
6.14
Solution #14 – Registration restriction support

This is the solution to Key issue #13.

NOTE 1:
LADN is not applicable in this solution.
6.14.1 Description
Currently the Service area restriction mechanism specified in TS 23.501 and 23.502 addresses the restriction fo the UE to initiate Service Request or SM signalling to obtain user services (both in CM-IDLE and in CM-CONNECTED states), but the UE is registered in the network, so this mechanism does not fulfil the scope, The Mobility Restriction mechanism based on Forbidden Area under a given RAT enables to not permitted to initiate any communication with the network for this PLMN based on subscription. The current granularity of Forbidden area based on TA is too wide in respect the need to enforce the restriction of the usage to a small area, such the house or the office. So in this solution we define a procedure based on Registration Restriction.

Registration Restrictions is the mechanism to perform management of Mobile Restriction for WWC. 
Registration Restrictions for 5WWC defines areas in which the 5G-RG can or cannot register to the 5GC as follows:

-
WWC Allowed Area: WWC Allowed Area is the area where the 5G-RG is allowed to register to the 5GC based on subscription. 

-
WWC Non-Allowed Area: WWC Non-Allowed Area in an area where the 5G-RG is not allowed to register to the 5GC based on subscription. 

NOTE :
The WWC Allowed Area and WWC Non-Allowed Area are defined per Access type, i.e. 3GPP for the case of 5G-RG connected via NG RAN and W-5GAN for the case of 5G-RG connected via W-5GAN.
For the architecture of Figure 6.1-1, Figure 6.1-2 in clause 6.1, 5G-RG is connected to the Broadband Wireline network. A Registration Restriction may contain Location Information in wireline access network, for example one or more Line ID including the “circuit ID” and the “remote ID” defined in RFC 3046[x]. 

For the architecture of Figure 6.1-3, Figure 6.1-4 in clause 6.1, 5G-RG is connected to the NG RAN. A Registration Restriction may contain Location Information in wireless access network, for example one or more Cell ID. 

The 5G-RG's subscription data in the UDM includes a Registration Restriction which may contain either WWC Allowed or WWC Non-Allowed Areas specified by using explicit Location Information (Line ID or when 5G-RG is connected to the Broadband Wireline network, or Cell ID when 5G-RG is connected to the NG RAN) and/or other geographical information (e.g., longitude/latitude, zip code, etc). The geographical information used to specify WWC allowed or WWC non-allowed area will be mapped to Location Information (Line ID or when 5G-RG is connected to the Broadband Wireline network, Cell ID when 5G-RG is connected to the NG RAN).

The UDM stores the Registration Restrictions of a 5G-RG as part of the UE's subscription data. The PCF in the serving network may (e.g. 5G-RG to varying conditions such as UE's location, application in use, time and date) further adjust Registration Restrictions of a UE, either by expanding an WWC allowed area or by reducing a WWC non-allowed area. The UDM and the PCF may update the Registration Restrictions of a 5G-RG at any time. 

During registration, if the Registration Restrictions of the 5G-RG is not present in the AMF, the AMF fetches from the UDM the Registration Restrictions of the 5G-RG that may be further adjusted by the PCF. The serving AMF shall enforce the Registration Restrictions of a UE. 

Editor's note:
whether and how the VLAN ID is used as parameter for Registration Restriction when is dynamically assigned in W-5GAN is FFS.
Editor's note:
whether the existing Mobility Restrictions solution in R15 is applicable is FFS.
6.14.2 
Procedure

Editor's note:
The impacts to the procedures, e.g. Registration Procedure, are FFS.

6.14.3
Solution Evaluation

Editor's note:
The solution evaluation is FFS.
6.15
Solution #15 - General architecture for wireless and cable wireline convergence

This solution provides the following architectures.

-
Figure 6.15-1 shows the architecture for 5GS with DOCSIS Wireline Access Network, 5G-CRG and devices not supporting N1 connected behind the 5G-CRG.

-
Figure 6.15-2 shows the architecture for 5GS with DOCSIS Wireline Access Network, 5G-CRG and 3GPP UE connected behind the 5G-CRG.
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Figure 6.15-1: Non-roaming architecture for 5GS with Wireline Access Network, with 5G-CRG and devices not support N1 connected behind 5G-CRG, and with N1, N2, and N3

NOTE 1:
The reference point DOCSIS between the 5G-CRG and the W-5GCAN in Fig 6.15-1 is defined by CableLabs DOCSIS MULPI [13] and is outside the scope of 3GPP.
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Figure 6.15-2: Non-roaming architecture for 5GS with Wireline Access Network, with 5G-CRG and 3GPP devices connected behind 5G-CRG, and with N1, N2, and N3

NOTE 2:
The reference point DOCSIS between the 5G-CRG and the W-5GCAN in Fig 6.15-2 is defined by CableLabs DOCSIS MULPI [13] and is outside the scope of 3GPP.
7
Solutions for Trusted Network
Editor's note:
This clause will document the solution for the key issue for Trusted Network.
7.1.
Solution #1: Support of Trusted Non-3GPP Access

7.1.1
General Concepts

A Trusted Non-3GPP Access Network (TNAN) is considered an access network that:

(a)
Employs an access technology not specified by 3GPP (e.g. WLAN);

(b)
Can connect to 5GC by exposing north-bound interfaces compliant with N2/N3; and

(c)
Is deployed and managed either (a) by a 5G mobile operator or (b) by a third-party who is trusted by the 5G mobile operator. How trust is established between a third-party and a 5G mobile operator is currently not considered in this document.


From a functional point of view, a TNAN is composed of two types of network functions (see Figure 7.1.1-1):

(i)
A Trusted Non-3GPP Access Point (TNAP): The TNAP enables UEs to access the TNAN by using a non-3GPP wireless or wired access technology. In case of a IEEE 802.11 WLAN, the TNAP corresponds to a WLAN access point. A TNAP terminates the UE's IEEE 802.11 link defined in IEEE Std 802.11-2012.

(ii)
A Trusted Non-3GPP Gateway Function (TNGF): The TNGF exposes the N2/N3 interfaces and enables the UE to connect to 5GC over a non-3GPP access technology. The TNGF is functionally split into a control-plane function, referred to as TNGF-CP, and to a user-plane function, referred to as TNGF-UP. The interface between these functions is not defined.
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Figure 7.1.1-1: Network functions in a TNAN

Physical TNAN deployments may contain multiple TNAP instances and multiple TNGF instances, as shown in the figure below. Each TNAP connects to one or multiple TNGFs but the details of this connection are outside the scope of 3GPP. Each TNGF exposes N2/N3 interfaces that enable connection with 5GC. Also, a TNGF may support a Tn interface for communication with other TNGFs. Such communication enables direct inter-TNGF mobility. Inter-TNGF mobility may also be supported via 5GC by using the N2/N3 interfaces.
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Figure 7.1.1-2: A TNAN with multiple TNAP and TNGF instances

7.1.2
Reference Architecture

The architecture diagrams in this clause are based on the architecture diagrams in TS 23.501 [2] and show the main network functions required to support trusted non-3GPP access networks in 5GS. Other network functions are not shown for simplicity.
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Figure 7.1.2-1: Non-roaming and LBO Roaming Architecture for TNAN
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Figure 7.1.2-2: Home-routed Roaming Architecture for TNAN
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Figure 7.1.2-3: Roaming Architecture - different PLMNs for TNAN and 3GPP access

7.1.2.1
Network Functions
Trusted Non-3GPP Access Point (TNAP): This is the function that provides UE-access to the TNAN. For instance, it can be a WLAN access point, an Ethernet switch, etc. This function is outside the scope of 3GPP but it is shown in the figures for completeness.
Trusted Non-3GPP Gateway Function (TNGF): This is the gateway function that enables connectivity with 5GC. The TNGF supports the following functions:

-
Terminates the N2 and N3 interfaces (at the TNGF-CP and at the TNGF-UP respectively).

-
Terminates the EAP-5G signalling and behaves as authenticator when the UE attempts to register to 5GC via the TNAN (see the registration flow below).

-
Implements the AMF selection procedures specified in TS 23.501 [2].

-
Transparently relays NAS messages between the UE and the AMF.

-
Handles SM signalling with SMF (relayed by AMF) for supporting PDU sessions and QoS.

-
Transparently relays PDU data units between the UE and a UPF in 5GC.

-
Implements a local mobility anchor within the TNAN.

-
Supports inter-TNAN mobility by using signalling over the Tn interface.
The TNGF can be implemented as a standalone function or as a function inside another network element, e.g. inside a WLAN access controller or even inside a WLAN access point.
7.1.2.2
Reference Points

The following new reference points are introduced:

Yt
A reference point between the UE and the TNAN that depends on technology applied by the TNAN and is outside the scope of 3GPP. In case the TNAN is a WLAN, the Yt reference point transports IEEE 802.11 messages.

NWt
A reference point between the UE and the TNGF. This reference point implements two interfaces: A control-plane interface referred to as NWt-cp, which terminates at the TNGF-CP, and a user-plane interface referred to as NWt-up, which terminates at the TNGF-UP. The NWt-cp interface is used to transfer NAS signalling. The TNGF transparently relays NAS messages between an NWt-cp interface and the associated N2 connection. The NWt-up interface is used to transfer user-plane PDU data between the UE and the TNGF. The TNGF transparently relays PDU data between an NWt-up interface and the associated N3 connection.

Tn
A reference point between two TNGFs, which is used to facilitate UE mobility between different TNGFs. The interface used on this reference point is in the scope of 3GPP.

N2
The N2 reference point specified in TS 23.501 [2] with possible additions.
N3
The N2 reference point specified in TS 23.501 [2] with possible additions.
Editor's note:
It has to be studied if additions/enhancements to N2/N3 reference points are needed.

Editor's note:
It is FFS if there is need for an interface between the TNGF and the NG-RAN. Such interface may be used is to enable mobility between a TNAN and NG-RAN.

Editor's note:
The details of the interface used on the Tn reference point are FFS.

7.1.3
Procedures

7.1.3.1
TNAN Selection

When a UE wants to register to 5GC via a TNAN, the UE discovers all non-3GPP access networks available at its present location and determines which of these access networks are TNANs (as defined in clause 7.1.1). The UE determines also the 5G PLMN(s) that interwork with each TNAN.

If available, the UE shall use its Access Network Discovery and Selection Policy (see ANDSP in TS 23.503 [8]) to select a TNAN out of the available TNANs.

Editor's note:
How the UE determines which access networks are TNANs and which 5G PLMNs interwork with each TNAN is left FFS. In case of WLAN access, the UE could use  WLAN provided information, ANQP or other pre-association method for such determination. The UE could also use the ANDSP rules to determine which non-3GPP access networks are trusted.

7.1.3.2
EAP Method Selection

A TNAN may be deployed to support (a) only UEs that want to connect to 5GC, or (b) both UEs that want to connect to 5GC and UEs that use the TNAN for other purposes, e.g. to access the Internet, to connect to EPC, etc. For example, a trusted WLAN may use a single SSID to serve UEs that connect to 5GC and also other UEs that do not connect to 5GC. In this case, the TNAN supports different categories of UEs and it needs to select a different EAP method for authenticating the different UE categories. Specifically:

-
For the UEs that want to connect to 5GC via the TNAN and can use NAS signalling, the EAP-5G method should be selected, which enables the transport of NAS signalling between the UE and the 5GC during Registration and Service Request. This method is specified in TS 23.502 [3] for untrusted non-3GPP access and is further specified in the next clause for trusted non-3GPP access.

-
For the UEs that do not want to connect to 5GC via the TNAN, or want to connect to 5GC but cannot support NAS signalling over TNAN, any other EAP method should be selected, e.g. EAP-AKA, EAP-TLS, etc. How these UEs are authenticated and how they operate within the TNAN is outside the scope of this solution.

For a TNAN to determine which UEs attempt to access the TNAN in order to connect to 5GC with NAS signalling, the following principle is used:

-
UEs that attempt to access the TNAN in order to connect to 5GC with NAS signalling shall provide a special NAI in the EAP-Request/Identity message. This special NAI triggers the TNAN to select the EAP-5G method for authentication towards the 5GC.

Note that many EAP methods use of a 'special username' in NAI to facilitate EAP method selection. For example, a UE that wants to use EAP-AKA' provides a username = 6<IMSI>; see TS 23.003 [21].

Editor's note:
The format of the special NAI in the EAP-Request/Identity message is FFS.

7.1.3.3
5GC Registration and TNAN Access Authentication

The UE registers to 5GC and, at the same time, it authenticates with the TNAN by using the EAP-based procedure shown in the figure below. This procedure is essentially the same with the registration procedure for untrusted non-3GPP access in TS 23.502 [3], clause 4.12.2.2. The link between the UE and the TNAN can be any data link (L2) that supports EAP encapsulation, e.g. PPP, PANA (RFC 5191), Ethernet, IEEE 802.3, IEEE 802.11, etc. The interface between the TNAP and TNGF-CP is assumed an AAA interface.
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Figure 7.1.3.3-1: 5GC Registration and TNAN access authentication

1.
A layer-2 connection is established between the UE and the TNAP. In case of IEEE 802.11 this step corresponds to an 802.11 Association. In case of PPP, this step corresponds to a PPP LCP negotiation. In other types of non-3GPP access (e.g. Ethernet), this step may not be required.

2-3.
An EAP authentication procedure is initiated. EAP messages are encapsulated into layer-2 packets, e.g. into Ethernet-over-LAN packets, into PPP packets, etc. The UE provides a special NAI that triggers the TNAP to send an AAA request to a TNGF-CP, which operates as an AAA proxy. Between the TNAP and TNGF-CP the EAP packets are encapsulated into AAA messages.

4-10.
An EAP-5G procedure is executed as specified in TS 23.402, clause 4.12.2.2. However, in this case, a TNGF key (instead of an N3IWF key) is created in the UE and in the AMF after the successful authentication. The TNGF key is transferred from the AMF to TNGF-CP in step 10a (within the N2 Initial Context Setup Request) and then from TNGF-CP to TNAP in step 10b (within an AAA message). In step 9b the UE receives the "TNGF Contact Info" which includes (a) the IP Address of TNGF to which NAS signalling should be sent and (b) optionally more information that may be used for NAS signalling transport (e.g. a UDP port number, if NAS signalling is transferred over UDP).

If, in step 4, the UE does not receive an EAP-Request/5G-Start packet, then the UE determines that the non-3GPP access network does not support registration to 5GC. Then, it is up to the UE implementation to continue or stop the access authentication procedure.

11.
The common TNGF key is used by the UE and TNAP to derive a security key specific to the applied non-3GPP technology and to establish a security association and protect all subsequent traffic. In case of IEEE 802.11, the TNGF key is used to derive an 802.11 Pairwise Master Key (PMK) and a 4-way handshake is executed (see IEEE 802.11-2012) which establishes a security context between the WLAN AP and the UE that is used to protect unicast and multicast traffic over the air. 
12.
The UE receives IP configuration from the TNAN, e.g. with DHCP.

13.
At this point the UE has successfully connected to the TNAN and has obtained IP configuration. The UE uses one of the options defined in clause 7.1.3.4.1 to establish an NWt-cp connection, i.e. a connection with the TNGF for transporting NAS signalling. 
14.
After the NWt-cp connection is successfully established, the TNGF responds to AMF with an N2 Initial Context Setup Response message.

15.
Finally, the NAS Registration Accept message is sent by the AMF and is forwarded to UE via the established NWt-cp connection. Now the UE can use the TNAN (a) to transfer non-seamless offload traffic and (b) to establish one or more PDU sessions. 

How the NWt-cp connection is established between the UE and TNGF for NAS transport (in step 13) and how PDU sessions are established after the completion of the above procedure, are in discussed in the next clause.

7.1.3.4
NAS transport and User-Plane Aspects

7.1.3.4.1
General

This clause specifies (a) how NAS messages are transported between the UE and TNGF-CP and (b) how user-plane (UP) data is transported between the UE and TNGF-UP.

For creating connections between the UE and TNGF for NAS transport and UP data transport, a certain protocol is required on the NWt reference point. This is schematically shown if the figure below. Note that non-seamless offload traffic (i.e. UP traffic carried outside of a PDU session) does not need to be tunnelled to the TNGF.
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Figure 7.1.3.4.1-1: NWt connections for NAS transport and UP data transport

Various mechanisms can be applied to establish connections for NAS transport and UP data transport. The following options are considered below. These options should be evaluated and the best option should be selected.

-
Option 1: IKEv2 and IPsec with NULL encryption.
-
Option 2: NWt protocol between the UE and TNGF.
Editor's note:
More options may be considered and evaluated.

Several existing tunnelling protocols could be used between the UE and TNGF, including L2TP, PPTP, etc., but none of these protocols is sufficient to meet the requirements of trusted non-3GPP access operation and specifically the mobility requirements.

7.1.3.4.2
Option 1: IKEv2 and IPsec with NULL Encryption

In this option, the IKEv2 protocol (specified in RFC 7296) is used as a signalling protocol between the UE and TNGF. IKEv2 is used to establish (a) an IPsec SA for NAS transport between the UE and TNGF and (b) one or more IPsec child SAs for user-plane data transport. However, since encryption is applied between the UE and TNAP by using layer-2 mechanisms (e.g. IEEE 802.11 security), the IPsec SAs established between the UE and TNGF do not need to perform encryption. The UE and TNFG can negotiate NULL encryption during IPsec SA setup, as specified in RFC 2410.

What kind of security protection is needed for the IPsec SAs should be evaluated by SA3. The assumption here is that there is no need for IPsec encryption on top of the layer-2 encryption. However, integrity protection may still be applied.

The main advantage of using IKEv2/IPsec is that it makes the solution for trusted non-3GPP access almost identical with the solution for untrusted non-3GPP access specified in TS 23.501 [2] and TS 23.502 [3]. Thus, the UE can use the same protocols and procedures for both trusted and untrusted non-3GPP access and the TNGF can become very similar to N3IWF.

The UE starts the establishment of the first IPsec SA with the TNGF as shown in the figure below. The TNGF shown comprises both the TNGF-CP and the TNGF-UP.
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Figure 7.1.3.4.2-1: Using IPsec for NAS transport and UP data transport

13.
The UE initiates an IKE_INIT exchange with the TNGF. The UE has received the IP address of TNGF during the EAP-5G signalling, as shown in Figure 7.1.3.3-1. Subsequently, the UE initiates an IKE_AUTH exchange and provides its SUPI or 5G-GUTI identity. The common TNGF key is used for mutual authentication. NULL encryption is negotiated as specified in RFC 2410. After step 13b, an IPsec SA is established between the UE and TNGF and it is used to transfer all subsequent NAS messages. This IPsec SA does not apply encryption but may apply integrity protection. SA3 should define what kind of protection is required for NAS transport between the UE and TNGF. After the IPsec SA is established, the 5GC Registration is completed by sending a NAS Registration Accept from the AMF to UE.
14-15. Same steps as in Figure 7.1.3.3-1.
20-24. The UE initiates a PDU session establishment. This is carried out exactly as specified in TS 23.502 [3], clause 4.12.5 (UE initiated PDU session establishment). The TNGF may establish one or more IPsec child SAs per PDU session. If supported by the TNAN technology, QoS resources may be reserved in the TNAN based on the QoS Profile(s) and the QFI(s) included in step 21.

25.
Similarly with the solution for untrusted non-3GPP access, the PDU session data is encapsulated into GRE and then into ESP/IP (UDP may also be used for NAT traversal).

The figure below shows the user-plane protocol stacks for an example scenario where the UE has established two PDU sessions and the TNGF has established one IPsec child SA per PDU session (although it can establish more child SAs per PDU session). The figure shows how user data is transferred in the uplink direction but a similar process applies also to the downlink direction. However, in the downlink direction the GRE header includes, not only the QFI, but also the RQI (Reflective QoS Indication).
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Figure 7.1.3.4.2-2: User-plane protocol stacks

Editor's note:
Other aspects of the solution, such as mobility within TNAN and between TNAN and 3GPP access, are left FFS.

7.1.3.4.3
Option 2: NWt protocol between UE and TNGF

In this option, a new signalling protocol is employed between the UE and TNGF-CP, called NWt protocol. This protocol is specified by 3GPP to fulfil the specific requirements of trusted non-3GPP access. The NWt protocol runs on top of IP and can use UDP, TCP, or other transport. It is used to establish (a) an NWt-cp connection between the UE and TNGF-CP for NAS transport and (b) one or more NWt-up connections between the UE and TNGF-UP for user-plane data transport.

The NWt protocol is also used to facilitate mobility, e.g. to transfer the NWt-cp and the NWt-up connections to a new TNGF or to a new IP address of the UE.
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Figure 7.1.3.4.3-1: Control-plane protocol stacks

The following figure illustrates when the NWt-cp connection is created (see step 13a) and when the NWt-up connections are created during the establishment of a PDU session (see step 22). For each PDU session the TNGF-CP may decide to setup one or multiple NWt-up connections.
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Figure 7.1.3.4.3-2: Using the NWt protocol for NAS transport and setup of UP connections

Editor's note:
Further details of the NWt solution are FFS. It is FFS also if a new encapsulation scheme is needed on the user-plane or if an existing encapsulation scheme (e.g. GRE) would be sufficient.

7.2
Solution #2 - Solution for UE Registration via Trusted non-3GPP access

7.2.1
Architecture Description

In TS 23.501 [2], 5GS supports untrusted non-3GPP architecture, in which N3IWF is introduced to interconnect UE and the AMF in the 5GC via Untrusted Non-3GPP access, i.e. N1 connection. Similarly, N3IWF can be applicable for interconnecting UE and the AMF via Trusted Non-3GPP access with optional addition of the AAA Proxy at Trusted Non-3GPP access to transfer AAA signalling and interface with N3IWF, as shown in Figure 1.

The N3IWF acts as an interworking function exposing the same set of interfaces (N2, N3) to the 5GC on behalf of the Trusted Non-3GPP UE. The reference architecture in figure 7.2.1-1 only shows the architecture and the network functions directly connected to non-3GPP access and other parts of the architecture are the same as defined in clause 4.2 in TS 23.501 [2].
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Figure 7.2.1-1: Architecture to enable trusted non-3GPP access to 5GC

7.2.2
Registration via trusted non-3GPP access

Editor's note:
This clause is intended to for registration procedure for trusted non-3GPP access.

The N3IWF enables UEs to register with the 5GC via both trusted and untrusted non-3GPP accesses. The registration procedure for the UE connecting to the 5GC via the trusted non-3GPP access is as shown in Figure 7.2.2-1, which shows the signalling flows when the UE attempts to connect to a WLAN (the WLAN is used as an example non-3GPP access). The UE is authenticated by the 5GC (via N2) and is authorized to access the WLAN. This authentication and authorization is performed by "registering" the UE to the 5GC.

Editor's note:
The following texts requires updates to be conformed to terms used in TS 23.501 [2] for 5GS.
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Figure 7.2.2-1: Registration procedure via Trusted WLAN using the N2 interface

1.
The UE discovers and associates with the WLAN according to the existing procedures. At this point, the NAS layer in the UE sends a Registration Request message to the Adaptation layer in order to register to the NextGen over the WLAN.

2.
The WLAN starts the IEEE 802.1x access control procedure by transmitting an EAP-REQ/Identity request.

NOTE 1:
IEEE 802.1x messages (i.e. EAP-over-LAN) are not shown in the figure. The UE provides an identity along with a realm, which is primarily used for routing purposes (as per RFC3748). Based on the provided realm, the WLAN access network routes the EAP-RSP/Identity message containing Registration Request message to the N3IWF. From the WLAN access network point of view, the N3IWF serves as an AAA server.

3.
The N3IWF forwards Registration Request message sent from the UE to the CP functions over NG2.

Editor's note:
The method used for network slice selection in Step 2, 3a needs to be aligned with the agreements in 5GS. This may require further study.

4.
The CP functions send an Authentication Request (RAND, AUTN, TEKs) back to N3IWF. The TEKs are the Transient EAP Keys (i.e. K_aut and K_encr) which are used to protect the EAP-AKA' signalling between the UE and N3IWF. The TEKs keys are generated as specified in RFC5448. These keys are included in the Authentication Request only when the type IE in the Registration Request indicates non-3GPP access. Depending on SA WG3 decisions, the Authentication Request message may include additional IEs than those shown in the above figure.

5.
The N3IWF sends an EAP-REQ/AKA-Challenge message to UE. The RAND, AUTN received in step 4 are included in this message. Also the AT_MAC is calculated based on the K_aut key received in step 4. If there is need to send encrypted parameters to the UE (inside the AT_ENC_DATA attribute), these parameters are encrypted based on the K_encr key received in step 4.

6-8.
The UE verifies the AUTN, generates the session keys (MSK, EMSK, K_aut, K_encr, etc) and derives the Result (RES) which is sent to N3IWF in an EAP-RSP/AKA-Challenge message. The N3IWF sends an Authentication Response (RES) to CP functions over NG2. As normally, the CP functions verify RES and, if correct, they respond with a Registration Accept message. This message may include parameters (referred to as IEs in the above figure) that should be transferred to UE, e.g. a new temporary UE identity.


In step 8c the N3IFW receives also the session keys (MSK, EMSK) which are needed to protect the WLAN air interface traffic. The MSK is further transferred to the WLAN access network (in step 13a) in order to derive the Pairwise Master Key (PMK), as defined in the IEEE 802.11 specification.

9.
The N3IWF derives a 'DTLS key' (e.g. from EMSK) which will be needed later for the establishment of a secure DTLS connection with the UE. The same 'DTLS key' is also derived by the UE after the successful authentication in step 15.

10.
The N3IWF sends an EAP-REQ/AKA-Notification message to UE which includes the address of N3IWF and other parameters (IEs) that were included in the Registration Accept message (e.g. a new temporary identity). After step 10b, the Adaptation layer in the UE creates an Registration Accept message and sends it to the NAS layer.

NOTE 2:
A legacy UE will ignore the address of N3IWF and the other parameters (IEs).

11-12.
The UE responds with an EAP-RES/AKA-Notification which contains Registration Complete message to CP functions.

13.
The EAP authentication procedure completes with an EAP-Success message. The N3IWF creates a UE Context which stores information such as the UE MAC address, the UE identity (included in the Registration Accept message), the EAP-AKA' identities of the UE (e.g. a pseudonym and/or fast re-authentication identities), etc.

14.
At this point, the UE is connected to the WLAN access network and can establish layer-3 connectivity, e.g. by receiving IPv4 address via DHCP. The UE can then use the WLAN for NSWO traffic.

15.
After successful authentication the UE derives the 'DTSL key' as discussed above.

16.
The Adaptation layer in the UE receives the address of N3IWF and the 'DTLS key' and establishes a secure DTSL connection to N3IWF (DTLS with pre-shared key as defined in RFC 6347 [22]).
NOTE 3:
The same procedure has been specified to protect the WLCP signalling between the UE and a TWAG (see TS 33.402 [23]).

17.
The Adaptation layer in the UE notifies the NAS layer that the attachment via trusted WLAN access is completed. It also provides to the NAS layer the IEs provided by the network in the Registration Accept message (and received by the UE in step 10b).


After this step, the NAS layer in the UE may initiate NAS signalling with the CP functions in the network in order e.g. to setup a PDU session over WLAN access.

Editor's note:
The registration procedure shown in figure 7.2.2-1 needs to be updated to indicate how NAS security is setup between the UE and CP functions.
7.3
Solution #3: Access to 5GC from UEs without supporting NAS on non-3GPP access 

7.3.1
General

This solution enables UEs, which possess 3GPP credentials but do not support NAS signalling over WLAN, to register to 5GC via a trusted WLAN access network and to establish a PDU session.

7.3.2
Reference Architecture

The architecture diagram below is based on the architecture diagrams in TS 23.501 [2] and it shows the main network functions required to enable a UE, which cannot perform 5G NAS signalling over WLAN access, to establish connectivity to 5GC via a trusted WLAN access network. Other network functions are not shown for simplicity.

Note that the UE may be able to perform 5G NAS signalling over 3GPP access, thus the diagram below illustrates an N1 connection between the UE and AMF via 3GPP access.
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Figure 7.3.2-1: Non-roaming and LBO Roaming Architecture for TNAN

7.3.2.1
Network Functions
Trusted WLAN Access Point (TWAP): It provides a point-of-access to the WLAN access network. This function is outside the scope of 3GPP but it is shown in the figures for completeness.
Trusted WLAN Interworking Function (TWIF): It provides interworking functionality that enables connectivity with 5GC. The TWIF supports the following functions:

-
Terminates the N1, N2 and N3 interfaces

-
Implements the AMF selection procedures specified in TS 23.501 [2]

-
Implements the NAS protocol stack and exchanges NAS messages with the AMF on behalf of the UE

-
On the user plane, it relays protocol data units (PDUs) between the Yw connection and the N3 connection. It may also steer some PDUs to a local breakout point in order to support "non-seamless WLAN offload".

-
Implements a local mobility anchor within the trusted WLAN access network

7.3.2.2
Reference Points

The Yt and Yw reference points are both outside the scope of 3GPP. The Yt reference point transports IEEE 802.11 messages, while the Yw reference point may support a L2 or L3 connection per UE.

The N1, N2 and N3 reference points are the same reference points defined in TS 23.501 [2], with possible extensions or modifications. Such extensions or modifications are identified and discussed in the next clause.

7.3.3
Procedures

7.3.3.1
WLAN Selection

Editor’s Note: Before the UE registers to a 5GC, the UE must select a WLAN access network that supports the N1, N2, N3 interfaces to one or more 5G core networks, and is capable of performing the procedures specified in this solution. How the UE selects such a WLAN is FFS.

7.3.3.2
Initial Registration & PDU Session Establishment

The Figure 7.3.3.2-1 illustrates how the UE can simultaneously connect to a trusted WLAN access network and to a 5G core network. A single EAP-based authentication procedure is executed for connecting the UE both to the trusted WLAN access network and to the 5G core network.
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Figure 7.3.3.2-1: Initial registration and PDU session establishment

Steps 1-10: Initial registration to 5GC

1.
The UE associates with the trusted WLAN network and the EAP authentication procedure is initiated.

2.
The UE provides its Network Access Identity (NAI) as <SUPI>@realm. The Trusted WLAN Access Point (TWAP) selects a Trusted WLAN Interworking Function (TWIF), e.g. based on the received realm or based on pre-configured information, and sends an AAA request to the selected TWIF. 

Editor’s Note: It is FFS if the UE can include in step 2b any Registration Parameters such as Requested NSSAI, UE 5GC Capability, etc. If included, these Registration Parameters should be forwarded to TWIF in step 2c.

3.
The TWIF creates a 5GC Registration Request message on behalf of the UE. The TWIF uses default values to populate the parameters in the Registration Request message, which are the same for all UEs that do not support NAS. The Registration type indicates "Initial Registration".

4.
The TWIF selects an AMF and sends an N2 message to the AMF including the Registration Request, the User Location and an AN Type.

5.
The AMF triggers an authentication procedure by sending a request to AUSF.

6.
An EAP authentication (e.g. EAP-AKA') takes place between the UE and AUSF. Over the N2 interface, the EAP messages are encapsulated within NAS Authentication messages, as usually.

7.
After a successful authentication, the AUSF sends to AMF the EAP-Success message and the created SEAF key. The AMF derives NAS keys and an AN key from the received SEAF key.

8.
A NAS security context is activated between the TWIF and AMF by sending a Security Mode Command to TWIF. Note that, since the TWIF does not have the SEAF key (this key is created in the UE and in AUSF), the message in step 8a must include the SEAF key. If the N2 interface between the AMF and TWIF is considered unsecure, then the SEAF key should be sent encrypted to TWIF. For this purpose, the AMF could be provisioned with a TWIF public key and it could use this TWIF public key to encrypt the SEAF key.

Editor’s Note: If and how the SEAF key is encrypted needs further study from SA3.

9.
The AMF sends an N2 Initial Context Setup Request and provides the AN key to TWIF. In turn, the TWIF sends the AN key and the EAP-Success message to the Trusted WLAN Access Point, which forwards the EAP-Success to the UE. The AN key, which is also created in the UE after a successful authentication, is used to create a Pairwise Master Key (PMK), which is further used to secure the WLAN air-interface communication according to IEEE 802.11i (now incorporated into IEEE 802.11-2012 and into IEEE 802.11-2016). A layer-2 or layer-3 connection is established between the Trusted WLAN Access Point and the TWIF for transporting all user-plane traffic of the UE to TWIF. This connection is later bound to an N3 connection that is created for this UE.

10.
Finally, the AMF sends a Registration Accept message to TWIF.

Steps 20-21: PDU Session Establishment

20.
The TWIF creates a PDU Session Establishment Request message on behalf of the UE and sends this message to AMF. The TWIF may use default values to populate the parameters in the PDU Session Establishment Request message, e.g. a default DNN, default SSC mode, default PDU Type, etc. Alternatively, the TWIF may not provide any specific PDU session parameters but let the AMF or the SMF determine these parameters based on UE subscription information received during the registration procedure. This way, default PDU session parameters can be used per UE.

Editor’s Note: It is FFS if the PDU session parameters are provided by TWIF in step 20b, or if the AMF/SMF determine these parameters based e.g. on UE subscription information. In addition, it is FFS if the UE itself can provide some PDU session parameters to TWIF, e.g. during the EAP authentication procedure.

Editor’s Note: In some rare cases, it may happen the PDU Session Id used by TWIF in step 20b to be the same with a PDU Session Id used by the UE for another PDU session over 3GPP access. How this case will be handled is FFS.
21.
The AMF sends an N2 PDU Session Request message to TWIF in order to reserve the appropriate access network resources. As usually, this N2 message includes the PDU Session Establishment Accept message. In step 21b, the TWIF may reserve WLAN resources for the user-plane communication between the UE and TWIF. If and how this resource reservation is performed is outside the scope of 3GPP.


After the establishment of the PDU session, the TWIF assigns IP configuration data to UE (e.g. with DHCP). The IP address assigned to UE is the IP address allocated to the PDU session.
Step 25: User plane communication


The TWIF binds the UE-specific L2/L3 connection created in step 9g with the N3 connection created in step 21. All user-plane traffic sent by the UE is forwarded to TWIF via the L2/L3 connection and then to UPF via the N3 connection. The TWIF functions as a Layer-2 relay.

Editor’s Note: It is FFS if the TWIF sends all uplink traffic to UPF, or if the TWIF can offload some traffic to a local breakout point. Offloading some traffic to a local breakout point would enable "non-seamless WLAN offload".

Editor’s Note: The above procedure supports only one PDU session per UE. If there is a need to support more PDU sessions per UE, and how more PDU sessions can be established is FFS.
Editor’s Note: Additional procedures such as the "subsequent" registration and mobility procedures are FFS. 

8
Conclusions

Editor's note:
This clause is intended to list conclusions, interim or/and final conclusions, which have been agreed during the course of the work item activities.
8.1
Interim Conclusions on Trusted Non-3GPP Access

The following list summarizes the interim conclusions regarding the support of trusted non-3GPP access:

-
The 5GC registration over trusted non-3GPP access (as required by Key Issue #1 in clause 5.3.1) will be based on the procedure specified in clause 7.1.3.3.
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4. FCP UP resource setup (Fixed AN params)



Trusted WLAN
Access Network
UE
N3IWF
HSS
5b. EAP-REQ / 
AKA-Challenge
CP functions
3c. Get 
Auth
Vectors
4. [NG2] DL NAS Transport 
(Auth Request
[RAND, AUTN, 
TEKs])
13a. AAA 
(EAP-Success, 
MSK)
7a. EAP-RSP / 
AKA-Challenge
[AT_RES]
7b. AAA (EAP-RSP / 
AKA-Challenge
[AT_RES])
8a. [NG2] UL NAS Transport (Auth Response[RES])
13b. EAP-Success
8b. Verify RES
3d. Derive Keying Material
8c. [NG2] Initial 
Context Setup 
Request 
(Registration Accept, 
Security context
[MSK, EMSK])
10a. AAA (EAP-REQ /  AKA-Notification 
[N3IWF addr, IEs])
10b. AAA (EAP-REQ /  AKA-Notification 
[N3IWF addr, IEs])
11a. EAP-RSP / 
AKA-Notification
11b. AAA(EAP-RSP / 
AKA-Notification)
12. [NG2] Initial 
Context Setup 
Response (Registration Complete)
5a. AAA(EAP-REQ / 
AKA-Challenge
[AT_RAND, 
AT_AUTN, 
AT_TRUST_IND,
AT_MAC,
AT_ENC_DATA[ ],
 …])
2a. EAP-REQ / Identity
2b. EAP-RSP / Identity 
NAI = identity@realm
2c. AAA(EAP-RSP / 
Identity 
NAI = identity@realm)
3b. [NG2] Initial UE Message 
(Registration Request)

6. Verify AUTN
Generate keys & RES
UE applies the normal EAP-AKA’ procedures to connect to TWAN
14b. UE can use the TWAN for NSWO traffic
16. Adaptation layer receives the N3IWF addr and ‘DTLS key’ and establishes a secure DTLS connection to N3IWF.
The DTLS connection can be used to exchange NAS signaling between UE and CP functions.
NextGen Core
15. Derive ‘DTLS key’ 
(e.g. from EMSK)
9. Derive ‘DTLS key’ 
(e.g. from EMSK)
2e. EAP-REQ / 
AKA-Identity
2d. AAA(EAP-REQ / 
AKA-Identity)
2f. EAP-RES / 
AKA-Identity
[Registration Request]
2g. AAA(EAP-RSP / 
AKA-Identity
[Registration Request])
13c. UE Context:
MAC Addr
UE identity
EAP-AKA’ ids
3a. Network slice selection based on the slice selection info
14a. UE configures an IP address
1a. Association
17. NAS layer informed that attach is completed
1b. NAS layer requests attachment
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