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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

Y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document studies and evaluates architecture enhancements for a service capability exposure framework wherein 3GPP system provided service capabilities are exposed via one or more standardized APIs, e.g. the OMA-API(s). As part of this work it will be identified how the APIs and the 3GPP system functionality act together to expose 3GPP service capabilities. The definition of APIs is out of scope of this work item.

The present document will also define the architectural enhancements for new service capabilities and services (based on the Stage 1 normative requirements) that are exposed via the service capability exposure framework.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.368: "Service Requirements for Machine-Type Communications".

[3]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".

[4]
OMA API Inventory: "http://technical.openmobilealliance.org/API/APIsInventory.aspx".
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.368 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

MTC
Machine Type Communications

M2M
Machine-to-Machine

4
Architectural Assumptions
Editor’s Note: This clause will describe any architectural assumptions for enhancements for service capability exposure.
5
Key Issues
5.1
Key Issue 1 - Service Capability Exposure Framework
5.1.1
Description

The 3GPP system has unique core assets, denoted as 3GPP service capabilities, such as Communications, Context, Subscription and Control that may be valuable to application providers. Communications refers to functions like voice calling, SMS, MMS. Subscription includes Subscription identity, feature sets and preference. Context covers real-time user information such as location, presence, profile, device capabilities and data connection type. Control addresses functions like Quality of Service, policy and security.
3GPP Mobile Network Operators (MNO) can offer value added services by exposing these 3GPP service capabilities to external application providers, businesses and partners using web based API. In addition, 3GPP mobile network operators can combine other internal or external services with their network capabilities to provide richer, composite API services to their partners. This brings mobile network intelligence to applications, allowing new, profitable business relationships to be created between MNOs and a wide range of external providers of enterprise/business solutions and web-based services or content.
Such 3GPP services capabilities are already offered today to some extent to external application provider e.g. via OMA API(s). This key issue aims to specify how 3GPP service capabilities can be exposed to external entities through a service capability exposure framework, that includes the identification and definition of the service capabilities on the one hand and the exposure and discovery of the exposed capabilities on the other hand. This will also identify how the API(s) and the 3GPP system functionality act together to expose 3GPP service capabilities.
5.1.2
Required Functionality
· Service capability exposure framework should provide the capability for the external entities to discover the exposed services.
· Service capability exposure framework should provide authorised and secure access to 3GPP system service capabilities and execution of the exposed services under operator control.
· Service capability exposure framework should be extensible for exposing new services.
Editor’s Note: It is FFS whether part of above requirements are already fulfilled by OMA service exposure framework.

5.2
Key Issue 2 - Setting up an AS session with required QoS 
5.2.1
Description
3GPP TS22.101 specifies the requirement of setting up data sessions with specified QoS and priority: 
“The 3GPP Core Network shall enable a 3rd party service provider to request setting up data sessions with specified QoS (e.g. low latency or jitter) and priority handling to a UE that is served by the 3rd party service provider.”

The issue is to specify how to set up the AS session with the required QoS and priority handling.
5.2.2
Required functionality

· Service capability exposure framework should allow the 3rd party service provider to request setting up an AS session with QoS and priority handling required for the service provided by the 3rd party,
· Service capability exposure framework shall be able to determine whether the request from the 3rd party is allowed,
· Service capability exposure framework shall be able to charge the UE session based on the provided QoS and priority handling.
5.3
Key Issue 3 - Change the chargeable party at the session set-up or during the session
5.3.1
Description
The requirement in TS22.115 Section “5.1.3 Charged Party” specifies the requirement to support changing the chargeable party: 

It shall be possible to change the chargeable party at the session set-up or during the session. 

The 3GPP Core network shall allow the 3rd party service provider to request which of the UE subscriber or the 3rd party service provider has to be charged for an ongoing communication in order to allow:


- The UE subscriber to be charged for the traffic flow,


- The 3rd party service provider to be charged for the traffic flow.
The issue is to specify how to set the chargeable party at the session set-up or during the session.
5.3.2
Required functionality

· Service capability exposure framework should allow the 3rd party service provider to request changing the chargeable party at the session set-up or during the session,
· The 3GPP network should be able to change the chargeable party between the UE subscriber and the 3rd party for the traffic flow.
6
Solutions
6.1
Solution 1: AESE Architecture 
6.1.1
Description
6.1.1.1
General
The exposure of services by the network creates a “toolbox” of capabilities that, with proper authorisation, can be used, for example, to retrieve information, to request specific services, to receive notifications, to request the setting of specific parameters, etc. 

6.1.1.2
Architectural Diagram
Figure 6.1.1.2-1 provides the architecture for service capability exposure.
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Figure 6.1.1.2-1: Service Capability Exposure Architecture 
The trust domain (see figure 6.1.1.2-1) cover entities that are protected by adequate network domain security. The entities and interfaces within the trust domain may all be within one operator’s control, or some may be controlled by a trusted business partner which has a trust relationship with the operator e.g. another operator or a 3rd party. The security requirements for the trust domain are out of scope of this document and are assumed to be within SA3 scope.
6.1.1.3
Service Capability Exposure Function
The Service Capability Exposure Function (SCEF) provides a means to securely expose the services and capabilities provided by 3GPP network interfaces. The SCEF provides a means for the discovery of the exposed service capabilities. The SCEF provides access to network capabilities through homogenous network application programming interfaces (e.g. Network API) defined by OMA, GSMA, and possibly other standardisation bodies. The SCEF abstracts the services from the underlying 3GPP network interfaces and protocols. 

NOTE 1:
Defining interfaces that permit the SCEF to access services or capabilities at either a new or an existing 3GPP Network Element lies within 3GPP scope. The choice of which protocols to specify for such new 3GPP interfaces (e.g. DIAMETER, RESTful APIs, XML over HTTP etc.) will depend on multiple factors including but not limited to the needs of that specific interface, ease of exposure of requested information, etc.
Individual instances of SCEF may vary depending on what service capabilities are exposed and what API features are supported. 

The SCEF is always within the trust domain. An application can belong to the trust domain or may lie outside the trust domain
The functionality of the SCEF may include the following:
· Authentication and Authorization: 
· Identification of the API consumer, 
· Profile management, 
· ACL (access control list) management.
· Ability for the external entities to discover the exposed service capabilities
· Policy enforcement:
· Infrastructural Policy: policies to protect platforms and network. An example of which maybe ensuring that a service node such as SMS-SC is not overloaded.
· Business Policy: policies related to the specific functionalities exposed. An example may be number portability, service routing, subscriber consent etc.
-
Application Layer Policy: policies that are primarily focused on message payload or throughput provided by an application. An example may be throttling.
· Assurance: 
· Integration with O&M systems,
· Assurance process related to usage of APIs.
· Accounting: traffic documentation

· Access: issues related to external interconnection and point of contact 
· Abstraction: hides the underlying 3GPP network interfaces and protocols to allow full network integration. The following functions are among those that may be supported:
· Underlying protocol connectivity, routing and traffic control,

· Mapping specific APIs onto appropriate network interfaces,

· Protocol translation. 

NOTE: Abstraction is not a mandatory SCEF functionality and is applied only in cases where required functionality is not natively provided by 3GPP network
NOTE 2:
The Service Capability Exposure Function includes Network APIs which are defined by OMA/GSMA for various services such as SMS, MMS, Location, Payment, Third Party Call, Multimedia Conference Call and other IMS based services, etc. A list of OMA Network API is available at [4]. For any new service capability exposure, the work split between 3GPP and OMA/GSMA/other standards body for defining new Network APIs and related exposure functionalities is FFS.
Applications operating in the trust domain may utilize only a subset of functionalities (e.g. authentication, authorization etc.) provided by the SCEF.

Applications operating in the trust domain can also access network entities (e.g. PCRF), wherever the required 3GPP interface(s) are made available, directly without the need to go through the SCEF.
6.1.1.4
Example: SMS Service Capability Exposure
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Figure 6.1.1.4-1: SMS Service Capability Exposure 
Figure 6.1.1.4-1 provides an example of SMS Service capability exposure. A 3rd party application uses the SMS oneAPI for sending and receiving SMS messages. The SMS capability Exposure provides a homogeneous interface to all applications. The SMS abstraction supports different SMS messaging transport protocols such as SMPP, UCP, etc. The SMS Abstraction will manage and control all network sessions, including load control and message windowing, to each SMSC it connects to. It maps the specific API to the T4 and Tsms interfaces towards the SMS-SC/GMSC/IWMSC.

6.1.2
Impacts on existing nodes and functionality

The solution provides a generic architecture model for service capability exposure and does not introduce any changes or enhancements for existing nodes and functionality. Impacts may come from exposing specific capabilities and services, which is not considered under this generic architecture model.
6.1.3
Solution Evaluation
The Service Capability Exposure Architecture described by this solution can address everything what is described under Key issue “Service Capability Exposure Framework”. 
The Service Capability Exposure Architecture of this solution should be adopted as basis for any work on exposing capabilities and services.
6.2
Solution 2: Rel-12 MTC architecture with API-GWF

6.2.1
Description

This solution proposal modifies the Rel-12 MTC architecture for device triggering by introducing an API GateWay Function (API-GWF), which provides the horizontal functions of a standardised Service Capability Exposure Framework.
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Figure 6.2.1-1: Architecture for device triggering applying an API-GWF

The API-GWF hosts all the Service Capability Exposure Framework functions, like providing the API(s) with secured, authenticated and authorised access to capabilities offered by the 3GPP system. And it provides charging for the API usage.

For the shown MTC-IWF it means: there is no need for performing charging or to verify, which SCS is permitted to trigger a device as that horizontal API framework functions are provided by the API-GWF. The Rel-12 MTC-IWF is thereby decomposed into specific device triggering capability functionality (provided by that MTC-IWF) and general Service Capability Exposure Framework functionality (provided by the API-GWF).

6.2.2
Impacts on existing nodes and functionality

The functionality of the Rel-12 MTC-IWF is reduced. Charging and access control functions are provided by the API-GWF.

6.2.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
6.3
Solution 3: Setting up an AS session with required QoS 
6.3.1
Description
This solution addresses Key issue “Setting up an AS session with required QoS”. The main idea of the solution is:  SCEF receives the API request from the 3rd party to provide QoS for an AS session, SCEF transfers the request to provide QoS for an AS session to PCRF via Rx interface. 
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Figure 6.3.1-1: Setting up an AS session with required QoS 
1. When setting up the connection between AS (Application Server) and the UE and the AS determines to request on-demand QoS for the service, the AS sends an on-demand QoS request (application information) to the SCEF. Optionally, media/application bandwidth requirements or a period of time or a traffic volume for the requested QoS can be included in the API request.
Editor's Note: It is FFS whether the existing application information is sufficient to express AS requests for different QoS.

2. The SCEF authorizes the AS request.
NOTE: The SCEF notifies the AS at this point if the authorization fails.
3. SCEF sends the request to PCRF via Rx interface. The message includes the following parameters:
- Application information:

- IP filter information to identify the service data flow for policy control,

- Application type.
- Optionally, media/application bandwidth requirements. 
- Optionally, a period of time or traffic volume for the requested QoS feature.
4. The PCRF derives the required QoS based on the information provided by the AS and determines whether this QoS is allowed based on e.g. network policy and the current network load status, and notifies the result to SCEF. As specified in TS23.203, PCRF generates the PCC rules for the service based on the requested QoS and provides these PCC rules to the PCEF. 

NOTE: The SCEF notifies the AS at this point if the QoS request is not accepted.
5. The PCRF notifies the SCEF whether the resources corresponding to the QoS request are established or not.
6. The SCEF notifies the AS whether the QoS request is granted or not. 

6.3.2
Impacts on existing nodes and functionality

The existing QoS negotiation mechanism via Rx reference point is reused, and SCEF acts as AF.
6.3.3
Solution Evaluation

The solution addresses the Key issue “Setting up a UE session with required QoS”. The 3rd party can request the network to provide QoS for the service based on the application and service requirements.
6.4
Solution 4: Change the chargeable party at the session set-up or during the session
6.4.1
Description
The solution addresses key issue “Change the chargeable party at the session set-up or during the session”. The main idea is that the 3rd party indicates the expected chargeable party to the SCEF, and then SCEF transfers the request of changing the chargeable party to PCRF via Rx interface. 
NOTE 1:
This solution is only applicable for sessions with a terminating AS.

NOTE 2:
The authorization of the AS can be based on existing functionality in the PCRF (as described in 23.203 section 6.2.1.0).

6.4.1.1
Set the chargeable party at the session set-up
When setting up the connection between the AS and UE, the AS may request to become the chargeable party for the session to be set up according to the procedure in Clause “6.X.1.1”. This is all existing functionality defined in 23.203 for sponsor connectivity besides exposing it via SCEF.
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Figure 6.4.1.1-1: Indication that the 3rd party is the chargeable party at the session set-up
1. When setting up the connection between the AS and UE, the AS may request to become the chargeable party for the session to be set up by sending a request on setting chargeable party (application information, sponsor information) to the SCEF. 
Editor's note:  It is FFS how the AS can indicate that the 3rd party service provider is the chargeable party at a later point than session set-up. 
2. The SCEF authorizes the AS request to sponsor the application traffic.
NOTE: The SCEF notifies the AS at this point if the authorization fails.
3. The SCEF determines the PCRF, e.g. based on the UE’s IP address, and sends the message to sponsor the application traffic to the PCRF via Rx interface. The message includes the following parameters:
-
IP filter information to identify the service data flow for policy control, and
-
The sponsored data connectivity information defined in TS23.203.
4. The PCRF determines whether the request is allowed and notifies the result to SCEF. As specified in TS23.203, PCRF determines the PCC rule(s) for the specified session and provides them to the PCEF. 
NOTE: The SCEF notifies the AS at this point if the request to sponsor application traffic is not accepted.
Editor's note:  It is FFS whether the PCRF continues to be responsible for the authorization of the AS request for sponsoring in addition to the SCEF authorization. 
5. The PCRF notifies the SCEF whether the sponsored charging is successfully activated or not.

6. The SCEF notifies the AS whether the request is granted or not.
6.4.1.2
Change the chargeable party during the session
This flow is new as so far it is not possible to change the chargeable party, i.e. the AS starting or stopping to sponsor the application traffic, after session setup.
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Figure 6.4.1.2-1: Change chargeable party during the session
1. For the ongoing session, the AS sends a request on changing chargeable party (start/stop sponsoring flows indication) to the SCEF. 
NOTE: The start/stop sponsoring flows indication is the indication that the 3rd party service provider is the chargeable party or the indication that the 3rd party service provide is not the chargeable party any longer. Before the AS sends the request on changing chargeable party, the AS may inquiry SCEF to get which party is currently chargeable for the ongoing session.
2. The SCEF authorizes the AS request of changing the chargeable party (start/stop sponsoring flows indication).
NOTE: The SCEF notifies the AS at this point if the authorization fails.
3. The SCEF determines the PCRF, e.g. based on the UE’s IP address, and sends the message on setting chargeable party (start/stop sponsoring flows indication) to PCRF via Rx interface. 
4. The PCRF determines whether the request is allowed and notifies the result to SCEF. As specified in TS23.203, PCRF modifies the PCC rule(s) of the service data flow accordingly and provides them to the PCEF.
NOTE: The SCEF notifies the AS at this point if the request to start/stop sponsoring flows is not accepted.
Editor's note:  It is FFS whether the PCRF continues to be responsible for the authorization of the AS request for sponsoring in addition to the SCEF authorization. 
5. The PCRF notifies the SCEF whether the sponsored charging is successfully activated/stopped or not.

6. The SCEF notifies the AS whether the request is granted or not.
6.4.2
Impacts on existing nodes and functionality
Rx reference point needs to:
-
transfer the indication that the 3rd party service provider starts/stops sponsoring flows.
Editor's note:  It is FFS how to indicate the start/stop of sponsoring flows, e.g. by sending/absence of sponsor data connectivity information.
-
utilize the existing sponsored data connectivity mechanism in case that the 3rd party service provider is charged for the service, which should have no impact on the Rx interface.
6.4.3
Solution Evaluation

The solution addresses the key issue “Change the chargeable party at the session set-up or during the session”. The solution enables a 3rd party service provider to be set as the chargeable party when setting up the session or start/stop sponsoring flows during the session.
7
Overall Evaluation
Editor’s Note: This clause will provide evaluation of different solutions.
8
Conclusions

Editor's Note:
This clause is intended to list conclusions that have been agreed during the course of the work item activities. This should also capture the guiding principles and documentation approach for creating CRs to normative specifications within the responsibility of SA2.
8.1
Interim Conclusions 

-    For key issue 1 – Service Capability Exposure Framework, it is recommended that solution in clause 6.1 is adopted as basis for any normative work on exposing 3GPP service capabilities.
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