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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The scope of this Technical Report is limited to the Stage-2 study and evaluation of possible 3GPP technical system solutions for architectural enhancements needed to support Proximity Services (ProSe) based on the relevant Stage-1 requirements as defined in TS 22.278 [3] and TS 22.115 [4]. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".
[3]
3GPP TS 22.278:  "Service requirements for the Evolved Packet System (EPS)".
[4]
3GPP TS 22.115: "Service aspects; Charging and billing".
[5]
3GPP TS 23.141: "Presence service; architecture and functional description".
[6]
3GPP TS 33.222: " Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[7]
3GPP TS 33.220: " Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[8]
3GPP TS 22.468: "Group Communication System Enablers for LTE".
[9]
3GPP TS 23.271: " Functional stage 2 description of Location Services (LCS)".

[10]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[11]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[12]
RFC 4862: " IPv6 Stateless Address Autoconfiguration".
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

ProSe Direct Communication: A communication between two or more UEs in proximity that are ProSe-enabled, by means of user plane transmission using E-UTRA technology via a path not traversing any network node. 

ProSe-enabled UE: A UE that supports ProSe requirements and associated procedures. Unless explicitly stated otherwise, a Prose-enabled UE refers both to a non-public safety UE and a public safety UE. 

ProSe-enabled Public Safety UE: A ProSe-enabled UE that also supports ProSe procedures and capabilities specific to Public Safety.

ProSe-enabled non-public safety UE: A UE that supports ProSe procedures and but not capabilities specific to public safety.
ProSe Direct Discovery: A procedure employed by a ProSe-enabled UE to discover other ProSe-enabled UEs in its vicinity by using only the capabilities of the two UEs with rel.12 E-UTRA technology. 

EPC-level ProSe Discovery: a process by which the EPC determines the proximity of two ProSe-enabled UEs and informs them of their proximity. 

Editor's Note: Alignment of the definitions with TS 22.278 [3] needs to be done. 

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

4
Assumptions and Architectural Requirements

4.1
Assumptions
Editor’s Note: This clause will define the underlying assumptions of the work.
4.1.1 
Supported E-UTRAN ProSe Direct Communication Scenarios

When the registered PLMN, ProSe direct communication pathand coverage status ( in coverage or out of coverage) are considered, there are a number of different possible scenarios. Table 1 presents different combinations of direct data paths and in-coverage and out –of-coverage. In the Table 1 and Figure 1, "in coverage and in PLMN X" means that the UE is camping on the cell of the PLMN X and under the control of the PLMN X.
Table 1: Direct Prose Communication Scenarios without a Relay
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Figure 4.1.1-1: Prose direct communication scenarios without a Relay

Editor's note: The ProSe direct communication scenarios in the above Figure 1 and Table 1 may not cover all possible ProSe communication scenarios. Additional scenarios could be added. 

Editor's note: The ProSe direct communication scenarios shown in the above Figure 1 are all applicable in cases of network sharing. It is FFS whether the scenarios in figures could be enhanced or additional figures should to be added to further clarify the scenarios in relation to network sharing.
Editor’s note: It is FFS whether Prose direct communication scenarios in Figure 1 and Table 1 should be enhanced or new Prose communication scenarios should be added for group communication. 

Editor's note: It is FFS whether Prose direct communication scenarios in Figure 1 and Table 1 should be enhanced or new Prose communication scenarios should be added to cover further roaming cases. 

4.1.2 
Supported E-UTRAN ProSe Direct Communication Modes
Two different modes for ProSe Direct Communication one-to-one are supported:
-
Network independent direct communication: This mode of operation for ProSe Direct Communication does not require any network assistance to authorize the connection and communication is performed by using only functionality and information local to the UE. This mode is applicable only to pre-authorised ProSe-enabled Public Safety UEs, regardless of whether the UEs are served by E-UTRAN or not. 

-
Network authorized direct communication: This mode of operation for ProSe Direct Communication always requires network assistance and may also be applicable when only one UE is "served by E-UTRAN" for Public safety UEs. For non-Public Safety UEs both UEs must be "served by E-UTRAN".

Editor's note: Lawful interception and data retention aspects for the network independent direct communication  are FFS.
Editor's note: It is FFS how service continuity is supported between network independent direct communication and network authorised direct communication when UEs move from being "not served by E-UTRAN" to being "served by E-UTRAN" (and vice versa).
4.2 
Architectural Requirements 

Editor’s Note: This clause will define the architectural requirements based on the normative stage-1 requirements defined in TS 22.278, TS 22.115 and TS 33.106. 

In order to satisfy the normative stage-1 general requirements the system shall:

-
enable the ProSe discovery of the ProSe-enabled UE by other ProSe-enabled UEs where the discovery is based on direct signals using E-UTRA or EPC-level ProSe discovery within the same PLMNs or different PLMNs; 

-
enable the operator to control the ProSe discovery feature in its network, authorize the functionality required for the ProSe discovery functions for each UE;
-
enable the ProSe communication or ProSe-assisted WLAN direct communication and seamless service continuity when switching user traffic between an infrastructure paths and a ProSe communication path of the ProSe-enabled UEs; enable HPLMN operator to authorize ProSe-enabled UE to use ProSe communication separately for the HPLMN and for roaming in VPLMNs; 

-
enable an authorised 3rd party ProSe application to interact with 3GPP network in order to utilise the ProSe services offered by the network;

-
be able to control ProSe communication between ProSe-enabled UEs when the UEs are served by a same eNB or different eNBs;
-
accommodate the ProSe related security functions related to privacy, support for regulatory functions including Lawful Interception, and authentication upon ProSe discovery and ProSe communication; enable the operator to authorize and authenticate the third party applications before making use of the ProSe feature; 

-
accommodate for charging by the operators (HPLMN or VPLMN) for the utilization of the ProSe functionality.
The Solution shall support ProSe Direct communications without need of ProSe discovery (as defined in TS 22.278 [3]).

4.3
High Level Architecture

Editor's note:
This clause is work in progress.  The functions and reference points will be updated according to agreed principles and solutions.
4.3.1
 Reference Architecture Model

The following figure 4.3.1-1 shows the high level view of the architecture.
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Figure 4.3.1-1: Non-Roaming Reference Architecture 

EPC here represents the E-UTRAN Core Network architecture as represented in TS 23.401 [11].  Interfaces inside the EPC may also be impacted albeit they are not explicitly shown in this diagram.

Editor’s Note: Roaming Reference Architecture needs further evaluation and FFS.
4.3.2
Reference Points/Interfaces
Reference points:

PC1:
It is the reference point between the ProSe application in the UE and in the ProSe App Server. It is used to define application level signalling requirements. 

Editor’s Note: It is FFS if this is to be 3GPP specified reference point.

PC2:
It is the reference point between the ProSe App Server and the ProSe Function. It is used to define the interaction between ProSe App Server and ProSe functionality provided by the 3GPP EPS via ProSe Function. One example may be for application data updates for a ProSe database in the ProSe Function. Another example may be data for use by ProSe App Server in interworking between 3GPP functionality and application data, e.g. name translation. 

PC3:
It is the reference point between the UE and ProSe Function. It is used to define the interaction between UE and ProSe Function.  An example may be to use for configuration for ProSe discovery and communication.

Editor’s Note: Whether PC3 relies on EPC user plane for transport (i.e. an “over IP” reference point) or whether it relies on EPC control plane for transport is FFS.

PC4:
It is the reference point between the EPC and ProSe Function. It is used to define the interaction between EPC and ProSe Function. Possible use cases may be when setting up a one-to-one communication path between UEs or when validating ProSe services (authorization) for session management or mobility management in real time.

Editor’s Note: Depending on the function needed, PC4 may terminate in different EPC entities and may reuse existing interfaces.  This will be further defined as work progresses.

PC5:
It is the reference point between UE to UE used for control and user plane for discovery and communication, for relay and one-to-one communication ( between UEs directly and between UEs over LTE-Uu).

PC6
This reference point may be used for functions such as ProSe Discovery between users subscribed to different PLMNs. Additional use of this reference point is FFS.

SGi:
 In addition to the relevant functions defined in TS 29.061 [10] via SGi, it  may be  used for application data and  application level control information exchange.

NOTE:  
Applicability of the above interfaces/reference points may be dependent on solutions developed for ProSe.
4.3.3
Entities

Evolved Packet Core (EPC): As defined in 3GPP TS 23.401 [11], includes entities such as MME, S-GW, P-GW, PCRF, HSS etc.  
Application servers, which are users of the ProSe capability for building the application functionality, e.g. in the Public Safety cases they can be specific agencies (PSAP) or in the commercial cases social media. These applications are defined outside the 3GPP architecture but there may be reference points towards 3GPP entities. The Application server can communicate towards an application in the UE.

Applications in the UE use the ProSe capability for building the application functionality. Example may be for communication between members of Public Safety groups or for social media application that requests to find buddies in proximity. 

Whether any of these applications are defined within 3GPP or they are outside the scope of 3GPP defined architecture is FFS. 

The ProSe Function in the network (as part of EPS) defined by 3GPP has a reference point towards the ProSe App Server, towards the EPC and the UE. The functionality may include but not restricted to e.g.:

-
Interworking via a reference point towards the 3rd party Applications

-
Authorization and configuration of the UE for discovery and Direct communication 

-
Enable the functionality of the EPC level ProSe discovery

-
ProSe related new subscriber data and /handling of data storage; also handling of ProSe identities; 

-
Security related functionality

-
Provide Control towards the EPC for policy related functionality

-
Provide functionality for charging (via or outside of EPC, e.g. offline charging)

Additional functions are FFS.

Editor’s Note: ProSe Function may be distributed among existing entities or in new entities or both.  
5
Key Issues

Editor’s Note: For each key issue identified, the clause will capture the "General description and assumptions" (sub-clause 1). Different architecture solutions to address the key issues will be documented in Clause 6.

5.1
Key Issue #1: ProSe System Architecture

5.1.1
General description

In TSG SA2 the objective is to identify the 3GPP architecture enhancements needed to support the ProSe feature such that the normative Stage -1 requirements in TS 22.278 [3] are met. In general the ProSe system architecture should enable the ProSe functionality related to discovery, communication and service continuity, authorization, security and provide for charging for ProSe enabled UEs as well as public safety UEs. The ProSe system architecture shall consider at least the following aspects:
-
the new entities and their required functionality;

-
possible ProSe related new subscriber data and necessity/handling of data storage;  

-
reference points / interfaces in user plane as well as control plane between the RAN and EPC;

-
role of the application(s) and the interworking mechanisms with EPS; 

-
reference points /interfaces to the 3rd party applications layer functions in the UE and  network/EPC; 

-
user plane and control plane for ProSe discovery and communication paths;

-
impacts on the UE and/or existing network entities from the architecture perspective and functional layer AS or NAS;
-
impacts on the performance;

-
how does ProSe System Architecture support WLAN direct communication?

-
how does ProSe System Architecture support public safety usage?
-
split of responsibilities between RAN and CN entities  (to be done in collaboration with RAN WG(s) and CT WG(s));

ProSe Stage 2 procedures to be further specified under the responsibility of TSG SA2 only;
5.2
Key Issue #2: Configuration for ProSe direct discovery 
5.2.1
General description
ProSe direct discovery can be subject to user and operator settings. In order for the UE to use ProSe direct discovery, it needs to be configured with certain parameters. 

Depending on the scenarios and architecture assumptions, where ProSe direct discovery is used it may also be necessary for the HPLMN and the VPLMN to also configure in the UE the info that are used for ProSe direct discovery in certain situations e.g. in the case the UE goes out of E-UTRAN coverage.
For configuration for ProSe direct discovery, at least the following issues need to be clarified as part of this TR:
- 
what configuration parameters need to be specified?

- 
how is the configuration of operator policy per subscriber to be performed? Including:

- 
by the HPLMN and by the VPLMN
- 
when served by E-UTRAN and when not served by E-UTRAN
5.3
Key Issue #3: Configuration and Capability Handling for ProSe
5.3.1
General description
When a prose-enabled UE requests ProSe service (e.g. ProSe discovery/ProSe communication), the network in HPLMN or VPLMN needs to check if the UE and the application(s) on the UE is authorized to make the request for utilizing the ProSe service per UE’s subscription and/or per applications.
According to the general requirements for ProSe specified in TS 22.278, this key issue shall cover the following aspects:

-
What are the new features required for UE/network entities in EPS for supporting ProSe discovery, E-UTRA ProSe Communication, ProSe-assisted WLAN direct communication and Public Safety? 
-
How do the network and the UE exchange the support of ProSe capability?

-
How is the UE with ProSe capability configured with ProSe capability feature?

-
What is the configuration information (ProSe capability feature) required for a ProSe-enabled UE to be specified under SA2 domain?

-
How does the network authorize the ProSe request from the ProSe-enabled UE?
5.4
Key Issue #4: ProSe Direct Communication one-to-one

5.4.1
General description

ProSe Direct Communication one-to-one needs to consider the following cases:

- ProSe-enabled UEs are served by E-UTRAN (applicable for both non-public safety and public safety) 

- one of the ProSe-enabled Public Safety UEs is served by EUTRAN and the other not  (public safety only)

- both of the ProSe-enabled Public Safety UEs are not served by E-UTRAN (public safety only). 

At least, the following aspects should be clarified:

-
System architecture and mechanisms to allow the setup of a ProSe Direct Communication path between UEs including cases when one or both of the UEs are roaming.

-
Mechanisms to use identifiers from prior ProSe Discovery based on direct signals in the setup of ProSe Direct Communication one-to-one  

-
IP address allocation for ProSe Direct Communication, including the cases where one or both of the UEs are not served by E-UTRAN (public safety specific)

-
Association to UE’s PDN connections or EPS bearers (if needed)

-
 this includes whether or not QoS applies to the case of ProSe Direct Communication and whether multiple PDN connections apply?

- 
this includes the case Public Safety ProSe UE is not served by EUTRAN

-
Mechanisms for the network to be able to control ProSe Direct Communication

- 
Mechanisms to establish multiple concurrent ProSe Direct Communication one-to-one sessions for ProSe-enabled UE with one or more other ProSe-enabled UEs
-
Whether the UE in ProSe Direct Communication considered "connected" or "idle" from the network point of view. This will affect procedures like: intra-RAT handover (switching from ProSe Direct Communication to communication over the network in LTE), inter-RAT handover including cases of E-UTRAN to UTRAN/GERAN or PS to CS handovers such as CSFB or SRVCC. 

NOTE: 
There is no intention to impact existing inter-RAT procedure rather indicate how ProSe Direct Communication interacts with existing procedures.

- 
Whether revocation of ProSe discovery permission should affect ProSe Direct Communication one-to-one
- For the case of ProSe Direct Communications without discovery, the way a single target is addressed needs to be studied, including:
- At what layer should addressing take place? 

- At what layer should the data encryption take place?

- The UE power consumption aspects of the solution should be studied.

In addition to the above, security aspects of ProSe direct communication such as integrity and confidentiality protection need to be taken into account.

5.5
Key Issue #5: Relay for Public Safety ProSe

5.5.1
General description

Relays are specific to public safety use cases. The relays can be used for both ProSe communication one-to-one and one-to-many. 

At least the following aspects need to be considered in potential solutions:

- 
What is the overall procedure to setup a connection between a Public Safety ProSe-enabled UE and EUTRAN via a ProSe UE-to-network relay?

- 
What is the overall procedure to setup a connection between two Public Safety ProSe-enabled UEs via a ProSe UE-to-UE relay?

- 
What is the procedure for relay selection (both ProSe UE-to-network relay and ProSe UE-to-UE relay)? There might be multiple relay capable Public Safety UEs in communication range of a Public Safety UE requiring relaying. 

- 
What is the procedure for relay re-selection (both ProSe UE-to-network relay and ProSe UE-to-UE relay)? The mobility of UEs (relays and relayed) implies that a relay may be in a better communication range than another. Mobility across relays should be possible.

- 
At which layer the ProSe relays should function? Above IP or below,  in the 3GPP layers? 
- 
How should authorisation for acting as and using a ProSe relay be defined? Can any UE act as a ProSe relay or only  specific UEs?
-
What are the procedures to determine when a UE should act as a ProSe relay?
- 
What are the procedures for EPS to initiate or move a session of a ProSe-enabled public safety UE that has lost connection to the network to a communication path via a Prose-enabled UE acting as a ProSe UE-to-network relay that is in ProSe communication range and has connectivity to the network? 

- 
What are the service continuity aspects for ProSe UE-to-UE relays and UE-to-Network relays excluding the service continuity aspects within the scope of ProSe Group Communication? 

- 
Whether a relay node needs to be discovered before a UE can communicate via the relay?
5.6
Key Issue #6: Authorisation for ProSe capability feature
5.6.1
General description
In order for the UE to use ProSe, it needs to be authorised to perform ProSe procedures. In the authorisation for ProSe capability feature the following aspects at least need to be considered in the solutions: 

-
System architecture to allow the HPLMN to authorise the ProSe capability features for a UE when the UE is in the HPLMN or in a VPLMN, in particular:
- To be able to discover, to be discoverable

- To be able to perform ProSe Communication

- To be able to discover ProSe-enabled UEs served by the E-UTRAN of other PLMNs.

- The maximum range class ProSe Discovery is allowed to use.

-
System architecture to allow the serving PLMN to determine the authorisation policy for ProSe capability features to be used for each UE

-
System architecture to allow the authorisation policy to be updated from the network.

-
System architecture to allow the operator to authorise applications and the use of discovery information by authorised applications

-
System architecture to allow the operator to control the proximity criteria for both ProSe Discovery and Communications

In relation to the authorisation of ProSe capability feature using E-UTRA at least the following issues need to be clarified as part of this TR:

-
How does the network authorise ProSe operations requested by the UEs?

-
How can the network revoke authorization and prevent UEs from using ProSe capabilities they are not or no longer authorized to be used?

-
Does RAN need to be involved in authorising ProSe operations requested by the UEs?

-
What is the granularity of authorisation for using ProSe capability feature? E.g. per PLMN, TA/TA-list, cell etc.?

-Is the authorisation for using ProSe capability feature associated with a time limit?

-What is the authorisation model for ProSe Direct discovery per application (i.e. how an how an application is authorized to use ProSe discovery services ? How applications can utilize Proximity information?

In addition how can public safety UEs be authorized for use of ProSe capability feature outside E-UTRAN coverage?
5.7
Key Issue #7: ProSe Direct Discovery (common key issue in and out of E-UTRAN network coverage)
5.7.1
General description
One of the key capabilities of a ProSe-enabled UE is to be able to discover other ProSe-enabled UEs in its vicinity by using direct UE-to-UE signalling with E-UTRA technology. Therefore, there is need to specify solutions that support this capability. 

As part of the normative requirements in TS 22.278 [3] there are two types of discovery: open and restricted. Open applies where there is no explicit permission that is needed from the UE being discovered, while restricted discovery only takes place with explicit permission from the UE that is being discovered. 

ProSe Direct Discovery can happen in coverage and out of coverage. Out of coverage is only applicable to Public Safety. 

 For ProSe Direct discovery at least the following issues need to be clarified as part of this TR:

- 
what is the procedure of ProSe Direct discovery? E.g. discovery using direct radio signals etc.

-
 how to carry out required signalling between involved entities? E.g. whether a ProSe-enabled UE announces itself and allows itself to be discovered by others or a ProSe-enabled UE requests that other ProSe-enabled UEs reply if in proximity to the requesting ProSe-enabled UE

- 
whether it is necessary  to optimally manage and trigger the ProSe Direct discovery mechanism from the network e.g. activate it only in specific geographical location? 

5.8
Key Issue #8: EPC-level ProSe Discovery 

5.8.1
General description and assumptions

The following assumptions apply:

-
The solutions need to support scenarios where UEs are registered to the same or different PLMNs, including when roaming;

-
EPC-level ProSe Discovery may be used independently or as a prelude to establishment of direct path (i.e. E-UTRA ProSe Communication path or WLAN direct communications path) or infrastructure path between ProSe enabled UEs;

-
EPC-level ProSe Discovery solution shall take into consideration the user- and/or application-related discoverability settings (e.g. UE is discoverable only by UEs that are explicitly permitted);

-
EPC-level ProSe Discovery solutions shall take into consideration the interactions with other capability settings (e.g. Presence [5]);

-
EPC-level ProSe Discovery solutions shall take into consideration the device capabilities.

For this key issue the following needs to be studied at least:

-
whether the solutions support both restricted ProSe discovery and open ProSe discovery and how;

-
what is the information/criteria needed to determine proximity of two ProSe-enabled UEs in the network;

-
how the EPC gathers the information for determination of proximity;

-
which information is sent to the UEs from the EPC when they are determined to be in proximity;

-
how the solutions cope with use cases where the user or the network update the discoverability settings/ permissions dynamically.

5.9
Key Issue #9: EPC Support for WLAN Direct Communications

5.9.1
General description and assumptions

The solutions need to clarify the following:

-
What is the configuration information required by a ProSe-enabled UE with WLAN capability for the purpose of establishing ProSe-assisted WLAN direct communication?

-
How EPC provides the configuration information to a ProSe-enabled UE with WLAN capability?

-
How does the network authorise the WLAN direct communication from the ProSe-enabled UE with WLAN capability?
5.10
Key Issue #10: ProSe Identities 

5.10.1
General description

It is assumed that there is a unique user application-layer identity per ProSe-enabled application. In addition, each ProSe enabled application may have some application specific attributes.  

The user may or may not enable ProSe for the application and also may have ability to control discoverability and discovery via user settings in the application (therefore effective for each individual application layer identity) and in the UE (effective for the whole UE, that is for all the applications identities). 

The key aspects need studying are:

-
The definition of a ProSe Identity

-
The ProSe identities required for 1) ProSe Discovery 2) ProSe Communication.

-
The procedure to allocate a ProSe identity and whether the same method can be used for:

- in-coverage scenarios and out-of-coverage scenarios.

- open and Restricted discovery use cases.

-
The format of the ProSe identity and whether the same format can be used for

-  in-coverage and out-of-coverage scenarios.

- open and Restricted discovery use cases.

-
How ProSe identities are exchanged; 1) between ProSe enabled UEs and 2) between UE and the EPC network.

-
How ProSe identities are protected in order to comply with the user’s identity and privacy protection requirements.

-
Whether a globally or locally unique 3GPP UE identity (device specific or user and device specific) or an identity identifying the user can be used as a ProSe identity. 

-
For ProSe Direct Discovery identify the approximate size limitation of an over-the-air identifier and the usage of such identifier when UE supports multiple ProSe-enabled applications.

-
How Users can set preferences as to whether ProSe Discovery is enabled or not. For example, providing preferences per applications or device on ProSe Discovery.

5.11
Key Issue #11: Service Continuity aspects
5.11.1
General description

The following assumptions apply:

-
Service continuity is required for 1:1 communications only For  service continuity scenarios represented in stage-1 requirements, the involvement of various network nodes and their respective functions need to be defined as part of stage-2 work;

-
It is desirable that service degradation be minimised for all scenarios;

Service continuity needs to be supported for both IMS and other PS traffic sessions. For the service continuity key issue, the following aspects at least need to be clarified:

-
whether  solutions should be common for both E-UTRA ProSe Communications and WLAN Direct Communications;

-
whether the network or UE /user, taking into account operator policy, should decide moving a user traffic session from the infrastructure path to ProSe communication path, and vice versa;

-
whether solutions support  the  presence of NAT devices and IPv4 on the infrastructure path and how.

5.12
Key Issue #12: ProSe one-to-many communications

5.12.1
General description and assumptions

ProSe one-to-many communications refers to ProSe Group Communication and ProSe Broadcast Communication. One-to-many communications may also work without prior discovery.

The following assumptions apply:

-
ProSe one-to-many communications are applicable to both in and out of network coverage and are specific to Public Safety UEs;

-
The source UE shall be able to transmit data to a group of UEs "with a single transmission";

NOTE: 
This assumption does not preclude solutions where the single transmission from the source UE is relayed by another UE before reaching the recipient UEs. This assumption does not preclude the use of  "multiple transmissions" solutions where the source UE uses multiple one-to-one communications to reach the recipient UEs, in scenarios where this is more efficient.

-
ProSe Broadcast Communication is used for broadcast of data from a UE to all public safety UEs that are in range regardless of group membership;

-
Service continuity between infrastructure path and direct path is not required for ProSe one-to-many communications.

For this key issue the following needs to be considered at least:

-
Addressing in Prose Group Communications and Prose Broadcast Communications and at which layer(s) this takes pace;

-
Power efficiency aspects;

-
Commonalities with MBMS;

-
clarify the notion of "group" in ProSe Group Communication, given its transient nature (e.g. UEs may dynamically go in or out of transmission range with other "group" members);

-
for the "broadcast/multicast transport method" that has to be defined for ProSe, what are the impacts in the 3GPP layers (e.g. NAS, AS)?

-
whether ProSe group communication needs to be IP based and whether IP multicast can be used?

-
clarify the relationship between the ProSe-layer group used for ProSe Group Communications with an application layer group (e.g. a specific Public Safety group) and which group-related details need to be configured in the UE?

-
what are the impacts in the service/application layer? What are the boundaries of the 3GPP specification?

- 
how to prevent non-members from listening to ProSe Group Communication transmissions?

5.13
Key Issue #13: Charging in ProSe
5.13.1
General description
As part of the study phase, the involvement of the various network nodes and functions will be defined in order to fulfil the service requirements for charging. Given the nature of ProSe, involvement of the UE may be needed for charging reporting in certain cases. Therefore SA2 needs to consider the implications and necessary interface enhancements to meet the charging requirements. At least, the following should be defined:

-
Charging architecture for ProSe

-
Required functionalities in EPS to collect charging data
-
Signalling within EPS to collect charging data

5.14
Key Issue #14: Establishment of a ProSe communication path via eNB
5.14.1
General description

This key issue addresses the case where ProSe enabled UEs that are in proximity and are served by E-UTRAN establish the ProSe communication path via eNB(s).

The ProSe communication path via eNB(s) addresses the following scenarios:

-
ProSe communication between only two ProSe-enabled UEs
-
ProSe Group Communication or ProSe Broadcast Communication among Public Safety ProSe-enabled UEs that are under network coverage
This key issue will investigate potential enhancements on the system architecture for enabling the following capabilities:
-
Decision to establish a ProSe communication path via the eNB(s); 
-
Setup ProSe communication path via eNB(s) including the cases where one or more UEs are roaming;
-
Support service continuity for a ProSe communication path via eNB(s) (applicable only for the one-to-one communication scenario).
5.X
Key Issue #X: <Title of Key Issue> 
5.X.1
General description
6
Solutions
Editor’s Note: This clause is intended to document architecture solutions. Each solution should clearly describe which of the key issues it covers and how. 
6.1
ProSe Discovery
6.1.1
Solution D1: LTE based solution for direct discovery 

6.1.1.1
Architecture reference model
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Figure 6.1.1.1-1: Direct discovery (non-roaming)
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Figure 6.1.1.1-2: Direct discovery (roaming)

Basic concept:

-
UE obtains configuration for direct services from Direct Services Provisioning Function (DPF) in a secure way

-
Direct Services Provisioning Function (DPF) exists in every PLMN

-
UE obtains configuration from Direct Services Provisioning Functions (DPFs) in PLMNs is authorised to perform direct discovery 

New Reference points
-
S141: Reference point between UE and Home DPF (H-DPF) or between UE and a DPF in a local PLMN where the UE is authorised by the H-DPF to perform direct services. It enables PLMN-specific direct services authorization 

-
S142: Reference point between DPF in local PLMN and Home DPF (H-DPF). It enables the DPF in local PLMN to obtain authorization information for the UE.

-
U2: Reference point used for all the control and user plane information exchange needed in order to perform direct discovery between two UEs. 

Editor's Note: It is FFS whether the interface between the UE and the DPF in a PLMN other the VPLMN is S141 or something else.

6.1.1.2
High Level Functions

6.1.1.2.1
Authorization and configuration for ProSe direct services

The basic principles of service authorisation for direct discovery are as follows:
- 
UE gets authorisation from HPLMN for using direct discovery in certain PLMNs per country as defined in Mobile Country Code (MCC). These PLMNs are called "local PLMNs" and their DPFs "local DPFs". 

NOTE 1: The UE does not need to be registered in "local PLMNs" to get authorization from local DPFs.

NOTE 2: The UE does not need to be simultaneously connected to multiple DPFs
- 
UE accesses "local DPFs" to get PLMN specific Authorisation Information including the registered PLMN and other "local PLMNs" when it is in a specific MCC
-
"Local DPF" contacts always the DPF in HPLMN to check authorisation and consolidates the authorisation info
- 
Final authorisation info always comes from "local DPFs"
The authorisation can be revoked at any point from the "local DPF" or "DPF in HPLMN" if the UE is de-authorised to use to use ProSe either from the "local PLMN" or HPLMN.

Editor's Note: The exact procedures for authorization revocation are FFS.

6.1.1.2.1.1
Configuration information from DPF
The following information can be contained in the configuration info that is provided by the DPF to the UE:

Authorisation for direct discovery
1. Is the UE allowed to announce in this PLMN (Yes/No) 
-
What is allowed to announce?
-
What is the authorised range?
-
This information always comes from registered PLMN
2. Is the UE allowed to "monitor" in this PLMN? (Yes/No)
-
This information comes from registered PLMN and other local PLMNs 
Especially for the "out of network" cases the DPF needs to provide to the authorization for direct services out of network coverage. It also needs to indicate the resources that the UE would use for direct services in this case. In more detail the following information needs to be provided to the UE:

-
Authorisation for using direct services "out of network coverage" in the resources of registered PLMN Resources dedicated for "out of network coverage" operation (for Public Safety UEs)
This information indicates to the UE what are the resources  that are provided in the registered PLMN for direct discovery .
-
This information always comes from registered PLMN
-Authorisation for out of Coverage non-registered PLMN resources (for Public Safety UEs)
In cases where the registered PLMN cannot provide any resources for out of network coverage operation the UE is provisioned with a list table that indicates the resources per different location
-
This information can be provided from a separate entity residing in registered PLMN. 

All the above information can also be pre-provisioned to the UE and how often the UE has to contact the DPF can be operator controlled (for what is called "out of the box operation").

6.1.1.2.1.2
Signaling flow for UE provisioning from DPF
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Figure 6.1.1.2.1.2-1: Signalling flow for UE configuration from DPFs
The UE gets the authorisation for direct services from the DPFs of the local PLMNs. The configuration is happening using "over IP" mechanisms and only IP connectivity is required to allow the UE to access this DPF. For example OMA DM can be used as the protocol to configure the UE.

In this signalling flow the following steps are performed:
Step 0: HPLMN configures UE with PLMN list that support direct discovery.
Step1~4: UE constructs the DPF FQDNs and contacts the local DPFs to receive authorisation info. Standard GBA/GAA authentication can be used to authenticate UE in local DPF. The procedure is as definedin 3GPP TS 33.220 [7]). When the UE roams, it can employ GBA security as detailed in 3GPP TS 33.220 [7], section 4.5. The shared key derived in this procedure is to be used as a master key in the TLS tunnel establishment. This step requires HTTP and TLS client on UE (ME or UICC). Ks_<enc/int>_NAF is used to secure S141 interface.  The UE establishes TLS tunnel to a "local DPF" as in 3GPP TS 33.222 [6], section 5.4. The UE uses PSK-TLS for mutual authentication. Client-side certificates are not employed.
Step 5: Local DPF obtains authorisation info from HPLMN and merges with own policy

Step 6: Local DPF provides authorisation info to UE that applies to this PLMN. The UE stores the authorization information obtained from Local DPF in a secure way. 3GPP SA WG3 should further investigate the exact security aspects of storing the DPF configuration.

6.1.1.2.2
Resource Configuration

The UE needs to know the resources that are dedicated for direct discovery and communication in specific PLMN. The resources that are used for direct discovery and communication can be based on the various deployment scenarios. 

The resources that are dedicated or dynamically allocated for direct discovery can be indicated to the UE when it is "in network coverage" by the eNB using a new SIB. When it is "out of network" it can be provisioned from the local DPF in registered PLMN as defined in section 6.1.1.2.1.1.  
Table 6.1.1.2.2-1: Resource configuration for "in" and "out of coverage" cases

	
	In network coverage
	Out of network coverage

	Registered PLMN
	Read new SIB of the camped cell
	Configured by V- and H-DPF 

	Other PLMNs
	Read new SIB in the band of other PLMN
	Configured by Local DPF


The resource configuration aspects of the various deployment scenarios and related specification impacts will further need to be clarified in RAN WGs. 

6.1.1.2.3
ProSe direct discovery

ProSe Discovery is defined as "the continuous process that identifies another UE in proximity using E-UTRAN". In TR 22.803 [1] there are two types of discovery: open and restricted. Open is the case where there is no explicit permission that is needed from the UE being discovered. Whereas alternatively restricted discovery only takes place with explicit permission from the UE that is being discovered. 

ProSe Discovery can be a standalone service enabler that could for example use information from the discovered UE for certain applications in the UE that are permitted to use this information e.g. "find a taxi nearby", "find me police officer X". Additionally depending on the information obtained ProSe Discovery can be used for subsequent actions e.g. to initiate direct communication. 

There are two roles for the UE in ProSe Discovery:

- Announcing UE: The UE announces certain information that could be used from UEs in proximity that have permission to discover.

- Monitoring UE: The UE that receives certain information that is interested in from other UEs in proximity.

We assume that based on PLMN authorisation as described in section 6.1.1.2.1.1 the UE can act as "announcing UE" only in the band designated by the registered PLMN but act as a "monitoring" UE in the resources authorised by "local PLMNs". 
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Figure 6.1.1.2.3-1: Announcing and monitoring UE roles in different PLMNs
6.1.1.2.3.1
Expressions

6.1.1.2.3.1.1
 Expression Basics

Editor's Note: To be completed

6.1.1.2.3.2
General Direct discovery procedure

The following figure depicts the necessary steps undertaken for direct discovery and various functional entities involved. 
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Figure 6.1.1.2.3.2-1: ProSe Direct discovery procedure

Procedures for announcing UE:

Step 1: An application requests the allocation of an expression Code from the ProSe manager in the UE. 
Editor's Note: The list of functions performed by Prose Manager and which of them are in the scope of 3GPP specifications is FFS.
Step 2: The expression allocation procedure is performed (See section 6.1.1.2.3.1 for more details on this step). This procedure is only performed the first time an Expression Code is allocated

Step 3: The ProSe Manager in the UE provide an Expression Code to the application. 
Step 4 (optional): The application may share this expression code with the interested parties using application layer mechanisms.. Only for 3GPP defined applications e.g. IMS application 3GPP may need to define mechanisms for this step. This step is not necessary for open discovery.
Editor’s note: Risks to an operator arising from the possibility of liability for improper use of ProSe service due to the lack of control on the semantic of the expression codes shared with the interested parties by the application layer need to be studied by SA3.
Editor’s note: The authorisation for an application using an expression code is FFS.

Step 5: In case the UE is authorised to perform discovery, the application via the ProSe manager initiates the announcing of the expression code by the 3GPP layers.
Step 6: The UE starts broadcasting the related expression Code. The broadcast of the expression code can be repeated in a configurable interval.
NOTE: More details for this step to be defined in RAN WGs.
The following procedures for the monitoring UE and they are related to the procedures in the announcing UE e.g. step 7 below is related to step 4 and step 8 can happen after step 6: 

Step 7: The application sends a request to the ProSe manager of the UE to monitor for an expression Code.
Step 8: In case the UE is authorised to perform discovery, ProSe manager of the UE monitors the requested expression Code. It then detects the Code of the announcing UE.

Step 9: The ProSe Manager of the UE passes the detected expression code to the application. 

Editor’s note: The security details and requirements of expression codes in the UE and system will be further studied in SA WG3 and are FFS.

The above steps will be repeated for all the expressions in the monitoring and announcing side each UE is authorised and capable to receive and announce respectively.
6.1.1.2.4
Operational aspects

Editors' Note: Operational aspects for lawful interception need to be defined for direct services based on the SA1 and SA3-LI requirements are FFS.

6.1.1.2.4.1
 Accounting

Reporting of data by the UE that can be used by a server in the network that is defined for this purpose can be triggered at any time. The UE can be configured to periodically report data to this server for accounting purposes via a secure interface if needed. 

NOTE: 
The reporting can use over IP protocols or any form of small data interface that exists (e.g. SMS) or any other possible small data mechanism that could be defined in rel.12.

For the specific cases of "out of E-UTRAN coverage" the UE can be expected to report data to the network that could be used for accounting purposes if needed when it goes back into E-UTRAN coverage.

Editor’s note: Whether such UE-provided info can be considered a trusted source of information to base accounting procedures on or whether other solutions need to be developed is subject to SA3 evaluation.
6.1.1.3
Impact on existing entities and interfaces

Editor's Note: Impacts on existing nodes or functionality will be added.

UE:

- 
The application needs to be modified in order to make use of  ProSe Discovery
-
Procedures for allocation of expressions from the ProSe Manager. 

-
Broadcasting expressions on the air interface. More details to be defined by RAN WGs.

-
Authorisation and provisioning from DPF for using ProSe Discovery

RAN:
-
Method (e.g. new SIB) to signal the resources used for ProSe Discovery (applicable only to cases when the UE is "served by E-UTRAN")
Editor's Note: Impacts on other entities is FFS. 

6.1.1.4
Solution evaluation

Editor’s Note: The fulfillment of requirements in section 4.2 needs will be evaluated. 
6.1.2
Solution D2: Solution for Direct Discovery

6.1.2.1
 Overview
This solution is based on mapping application identities to ProSe private expression codes in the network.
6.1.2.2
 Signaling Flow
The solution is specified with the aid of figure 6.1.2.2-1 shown below. This figure shows two UEs running the same ProSe-enabled application and assumes that the users of those UEs have a "friend" relationship on the considered application. The "3GPP Layers" shown in the figure correspond to the functionality specified by 3GPP that enables mobile applications in the UE to use ProSe discovery services.
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Figure 6.1.2.2-1: Main steps for ProSe direct discovery.

NOTE 1: The ProSe Announcement is assumed to be transmitted on E-UTRA radio in clear. To improve the identity confidentiality properties of the solution, the ProSe Announcement may not contain an expression code but rather a value derived from the expression code that changes from announcement to announcement. The details for these procedures are FFS.

UE-A and UE-B run a ProSe-enabled application, which discovers and connects with an associated application server in the network. As an example, this application could be a social networking application. The application server could be operated by the 3GPP network operator or by a third-party service provider. When operated by a third-party provider, a service agreement is required between the third-party provider and the 3GPP operator in order to enable communication between the ProSe Server in the 3GPP network and the application server.

1.  Regular application-layer communication takes place between the mobile application in UE-A and the application server in the network. This communication is based on an application programming interface (API) which is outside the scope of 3GPP. It is important to note however that this solution does not require changes to this API.

2. The ProSe-enabled application in UE-A retrieves a list of application-layer identifiers, called "friends". Typically, such identifiers have the form of a Network Access Identifier (see RFC 4282), i.e. username@realm. The identity of Adam on the considered application is assumed to be "adam@example.com".
3. The ProSe-enabled application wants to be notified when one of Adam’s friends is in the vicinity of UE-A. For this purpose, it requests from the 3GPP layers to retrieve private expressions codes (i) for the user of UE-A (with an application-layer identity adam@example.com) and (ii) for each one of his friends.

NOTE 2: A "private expression code" is essentially an application-specific identity that hides the real identity of the user and provides identity confidentiality. A ProSe-enabled application in the UE can retrieve only the private expression codes for the friends received in step 2.

4. The 3GPP layers delegate the request to a ProSe server in the 3GPP network. This server can be located either in HPLMN or in a VPLMN. How this ProSe server is selected is out of the scope of this solution. Any ProSe server that supports the considered application can be used. The communication between the UE and ProSe server can take place either over the IP layer or below the IP layer. If the application or the UE is not authorized to use ProSe discovery, then the ProSe server rejects the request.

5. The ProSe server maps all provided application-layer identities to private expression codes. For example the application-layer identity "adam@example.com" is mapped to the private expression code GTER543$#2FSJ67DFSF. This mapping is based on parameters retrieved from the application server in the network (e.g. mapping algorithm, keys, etc.) thus the derived private expression code can be globally unique. In other words, any ProSe server requested to derive the private expression of "adam@example.com" for a specific application, it will derive the same private expression code. The mapping parameters retrieved from the application server describe how the mapping should be done. In this step, the ProSe server and/or the application server in the network authorize also the request to retrieve expression codes for a certain application and from a certain user. It is ensured, for example, that a user can retrieves expression codes only for his friends.

Editor’s Note: Further details about this mapping procedure are FFS.

6. The derived expression codes for all requested identities are sent to the 3GPP layers, where they are stored for further use. In addition, the 3GPP layers notify the ProSe-enabled application that expression codes for the requested identities and application have been successfully retrieved. However, the retrieved expression codes are not sent to the ProSe-enabled application. 

7. The ProSe-enabled application requests from the 3GPP layers to start discovery, i.e. attempt to discover when one of the provided "friends" is in the vicinity of UE-A and, thus, direct communication is feasible. As a response, UE-A announces the expression code of  "adam@example.com" for the considered application (see NOTE 1 above). The mapping of this expression code to the corresponding application-layer identify can only be performed by the friends of Adam, who have also received the expression codes for the considered application.

8. UE-B also runs the same ProSe-enabled application and has executed steps 3-6 to retrieve the expression codes for friends. In addition, the 3GPP layers in UE-B carry out ProSe discovery after being requested by the ProSe-enabled application.

9. When UE-B receives the ProSe Announcement from UE-A, it determines that the announced expression code is known and maps to a certain application and to identity "adam@example.com". The UE-B can determine the application and the application identity that corresponds to the received expression code because it has also received the expression code for adam@example.com (Adam is included in the friend list of UE-B).

The steps 1-6 in the above procedure can only be executed when the UE is inside the network coverage. However, these steps are not required frequently. They are only required when the UE wants to update or modify the friends that should be discovered with ProSe direct discovery. After receiving the requested expression codes from the network, the ProSe discovery (steps 7 and 9) can be conducted either inside or outside the network coverage.

It is noted that an expression code maps to a certain application and to a certain application identity. Thus when a user runs the same ProSe-enabled application on multiple UEs, each UE announces the same expression code.

6.1.2.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.1.2.4
Solution evaluation

Editor’s Note: The fulfillment of requirements in section 4.2 needs will be evaluated. 
6.1.3
Solution D3: Targeted ProSe Discovery

The present solution is a "who is there?" type of solution where a user (the "discoverer") searches to discover a specific target population (the "discoverees").
Editor's Note: it is FFS whether Targeted Prose Discovery is applicable to a group of non-public safety UEs 
6.1.3.1 
Targeted Prose Discovery for Public Safety ProSe-enabled UEs
6.1.3.1.1
Functional description

6.1.3.1.1.1
General
The present solution assumes that a Public Safety group (corresponding to a "GCSE group" in the sense of the definitions in TS 22.468 [8]) is uniquely identified at the application layer with an application layer identifier referred to as App Group ID (e.g. a  SIP URI in the following format: sip:fire.brigade75@first.net).

Similarly, it is assumed that a specific member of a Public Safety group is uniquely identified at the application layer with an application layer identifier referred to as App Personal ID (e.g. a SIP URI in the following format: sip:john.doe@first.net).

In addition to being uniquely identified by the App Group ID, a Public Safety group may also be identified at the 3GPP lower layers via a layer-2 group identifier (referred to here as Layer-2 Group ID).

According to TS 22.468 [8], a Public Safety group can have as many as 500 members. Storing information about individual group members in every Public Safety ProSe-enabled UE may be impractical in that any group update (addition or deletion of an individual member) would need to be propagated to every UE. Encoding a Public Safety Group ID (to which a user belongs) in a portion of the overall user ID may not be practical either, because in case the UE belongs to multiple Public Safety groups, it would have to announce the IDs of all the groups to which it belongs.

Targeted ProSe Discovery reverses the paradigm by having the discoverer UE pro-actively seeking to discover any members of a specific Public Safety group (the "discoveree" UEs), rather than looking for individual group members.

6.1.3.1.1.2
System architecture

The Targeted ProSe Discovery solution described here assumes that the 3GPP lower layers provide  the following service to the discoverer UE and the discoveree UE:

-
The discoverer UE shall be able to broadcast a Targeted Discovery Request message containing at least the following parameters:

-
A parameter uniquely identifying the targeted population (e.g. App Group ID, Layer-2 Group ID, App Personal ID);

-
A parameter uniquely identifying the discoverer (e.g. App Personal ID);

-
The discoverer UE’s Layer-2 identifier allowing the discoveree UEs to send their unicast responses;

-
The discoveree UE, having been solicited with a Targeted Discovery Request message, shall be able to respond with a Targeted Discovery Response message containing at least the following parameters:

-
A parameter uniquely identifying the discoveree (e.g. App Personal ID);

-
The discoveree UE’s Layer-2 identifier allowing the discoverer to potentially engage in ProSe Direct Communication one-to-one.

Editor's Note: Impacts in the radio resources from a L2 broadcast mechanism are FFS. 
6.1.3.1.2
Procedures

Depicted in Figure 6.1.3.1.2-1 is the procedure for Targeted ProSe Discovery.
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Figure 6.1.3.1.2-1: Targeted ProSe Discovery procedure
1. The user of UE1 (the discoverer) wishes to discover whether there are any members of a specific GCSE Group in proximity. UE1 broadcasts a Targeted Discovery Request message containing the unique App Group ID (or the Layer-2 Group ID) of the targeted GCSE Group. The message may also include the discoverer’s unique identifier (App Personal ID of user 1). The Targeted Discovery Request message is received by UE2, UE3, UE4 and UE5. Apart from the user of UE5, all other users are members of the requested GCSE Group and their UEs are configured accordingly.

2a.-2c. Each one of UE2, UE3 and UE4 responds directly to UE1 with a Targeted Discovery Response message which may contain the unique App Personal ID of its user. In contrast, UE5 sends no response message.

6.1.3.1.3
Impact on existing entities and interfaces

 Impacts on existing RAN entities specific to this solution are generic to any ProSe solutions (e.g. designation and announcements of radio resources that can be used for direct radio discovery).

6.1.3.1.4
Solution evaluation

Editor’s Note: To be completed 

6.1.4
Solution D4: EPC-level ProSe Discovery

6.1.4.1
Functional description

6.1.4.1.1
General

The solution described in this clause addresses the EPC-level ProSe Discovery key issue described in clause 5.8. It relies on the Location Services (LCS) architecture and is agnostic of the technology used on the direct link (i.e. "WLAN Direct" or "LTE Direct").

6.1.4.1.2
System architecture

Depicted in Figure 6.1.4.1.2-1 is a system architecture for EPC-level ProSe Discovery.


[image: image12.emf] 

E PC  

U E  

GMLC  

ProSe Server  

RAN  

LCS client  

MME  

3 rd   party  AS  

PC1   ( o ut of 3GPP scope )  

PC2  

PC3  

SLg  

Le  

P C6  


Figure 6.1.4.1.2-1: Architecture for EPC-level ProSe Discovery

New reference points:

PC3:
Reference point between UE and ProSe Server. It is used for ProSe registration, proximity requests and proximity alerts. The PC3 protocol runs in the user plane of EPS.
PC2:
Reference point between ProSe Server and 3rd party Application Server (AS). It is used for ProSe registration and identifier retrieval.
PC6:
Reference point between ProSe Server residing in the HPLMN of the discoverer and the ProSe Server residing in the HPLMN of the discoveree. It is used when the discoverer and the discoveree(s) are subscribers of different PLMNs.
In this solution a ProSe Server resides in the EPC and has the following functions:

-
stores subscriber’s ProSe profile;
-
acts as a location services client (LCS client);
-
interacts with a 3rd party App Server (AS) via the PC2 reference point;
-
interacts with the UE via the PC3 reference point;
-
communicates with ProSe server peers in other PLMNs over the PC6 reference point to support cross-PLMN EPC-level ProSe discovery scenarios;
-
may have interfaces to the charging architecture.
The 3rd party App Server hosts the following functions:

-
stores user’s profile for applications relying on ProSe service (e.g. application IDs, authentication credentials, user’s discovery settings per application, a list of application IDs and ProSe IDs of buddies per application, etc.);
-
interacts with both UE (out of 3GPP scope) and ProSe Server (in 3GPP scope).
It is assumed that the user has a permanent user identifier for ProSe service referred to as its “ProSe ID”. The ProSe ID is encoded in a way that identifies both the user and the PLMN to which it is subscribed (e.g. user@operator.com) and may also include a reference identifying the ProSe Server (e.g. user@proseserver.operator.com). Although an existing permanent identifier (e.g. SIP URI) could be used as the ProSe ID, it is preferable to use a ProSe-specific user identifier in order to prevent unnecessary sharing of user identifiers with the 3rd party Application Server.
6.1.4.1.3
Architecture for Cross-PLMN EPC-level ProSe Discovery

Depicted in Figure 6.1.4.1.3-1 is a system architecture for EPC-level ProSe Discovery with users subscribed to different operators.


[image: image13.emf] 

EPC A  

UE B  

UE A  

EPC B  

GMLC   A  

GMLC   B  

ProSe  Server   A   ProSe  Server   B  

MME   A  

MME   B  

3 rd   party  AS  

PC2  

PC3  

SLg  

Le  

PC2  

PC6  

SLg  

Le  

PC3  


Figure 6.1.4.1.3-1: Architecture for cross-PLMN EPC-level ProSe Discovery

In this approach each of the two Evolved Packet Core (EPC) networks contains a ProSe Server that stores all relevant ProSe information for its own subscribers.
The current locations of UE A and UE B are stored in Gateway Mobile Location Centres (GMLC) residing in each of the two EPC networks.  As in the single operator case, each ProSe Server is an LCS client to a GMLC so that it can look up the current locations of its ProSe subscribers.

Although residing in different PLMNs, the two ProSe Servers are capable of communicating with each other via the PC6 reference point to exchange their subscribers’ ProSe permissions, current locations, etc. 

When the proximity threshold is reached, the requesting subscriber’s ProSe Server informs it of this event and may pass this information on to the other ProSe Server (which then relays this message to the requested UE). This information can be coupled with direct connection establishment information if the subscribers wish to follow up with direct communications.
6.1.4.1.4 
Roaming Architecture 

Editor's Note: The roaming architecture is FFS.
6.1.4.2
Procedures

6.1.4.2.1 
Overall call flow for EPC-level ProSe Discovery

The overall call flow for EPC-level ProSe Discovery is illustrated in Figure 6.1.4.2.1-1. Each procedural box is subsequently described in more detail as a separate call flow.
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Figure 6.1.4.2.1-1: Overall call flow for EPC-level ProSe Discovery 

1. UEs register for ProSe with the ProSe Server residing in their Home PLMNs;

2. UE A makes a proximity request for UE B, i.e. requests that it be alerted for proximity with UE B (possibly indicating a window of time during which the request is valid). ProSe Server A can request periodic updates from ProSe Server B regarding UE B’s location, or it can request an update whenever UE B moves beyond a given threshold;

3. UE locations are reported to the ProSe Servers intermittently. Whenever ProSe Server A receives a location update from ProSe Server B, it performs proximity analysis on UE A and UE B’s locations;

4. When ProSe Server A detects that the UEs are in proximity, it informs UE A that UE B is in proximity.  Optionally, ProSe Server A may inform ProSe Server B, which in turn informs UE B of the detected proximity.

Editor's Note: It is FFS whether the existing GMLC capability for location calculation can be re-used for proximity analysis on UE A and UE B’s locations in step 3.
6.1.4.2.2 
UE registration with ProSe Server

When a user registers with an application server for services such as ProSe, he/she is designated an application identifier (e.g. AppA for user A). This procedure is out of 3GPP specification scope. Then to activate ProSe features such as EPC-level ProSe Discovery for a specific application, the UE registers the application with the ProSe Server, as illustrated in Figure 6.4.2.2-1.
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Figure 6.1.4.2.2-1: UE registration with ProSe Server

1. The user of UE A sends a ProSe Registration message to ProSe Server A to register an application for ProSe. This message includes the UE’s ProSe ID (ProSeA), the Application ID (which identifies the App Server), and the user’s application-specific identifier (AppA);

2. ProSe Server A may interact with the HSS in order to authenticate the request and check whether the UE is authorised for ProSe. Alternatively, all user settings related to authentication and authorisation for ProSe may be configured locally in ProSe Server A, in which case the interaction with the HSS is not needed;

3. ProSe Server A sends a ProSe Registration Request to the App Server indicating that a user of this application (identified as AppA) has requested to register to use ProSe for that application. If the App Server accepts the request, it stores the user’s application-specific ID A (AppA) and ProSe ID (ProSeA) together;

4. The App Server sends a ProSe Registration Response message to ProSe Server A indicating that the registration was successful (or not);
5. ProSe Server A sends a ProSe Registration Ack message to UE A indicating that the registration was successful (or not).
Editor's Note: The deregistration procedure needs to be described.
6.1.4.2.3 
UE makes a Proximity Request

In order to request that it be alerted when it enters proximity with user B, UE A triggers the Proximity Request procedure, as illustrated in Figure 6.1.4.2.3-1.
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Figure 6.1.4.2.3-1: Call flow for Proximity Request

1. UE A sends a Proximity Request message to ProSe Server A indicating its ProSe ID (ProSeA), the application ID, its application-specific ID (AppA), the targeted user B’s application-specific ID (AppB), and potentially a window period. The window parameter is used to indicate the time period during which the request is valid;
2. ProSe Server A sends a Map Request message to the App Server, requesting that it provide the ProSe ID for the targeted user B;
3. The App Server checks user B’s application-specific ProSe permissions, confirms that user A is allowed to discover user B, and sends a Map Response message to ProSe Server A indicating user B’s ProSe ID (ProSeB);
4. ProSe Server A propagates the Proximity Request message to ProSe Server B, indicating the ProSe IDs of both users (ProSeA, ProSeB) and a location update periodicity or trigger. The encoding of the ProSeB identifier allows ProSe Server A to determine ProSe Server B;

5. Depending on UE B’s ProSe profile, UE B may be asked to approve UE A’s proximity request or dynamically change the discovery permission for UE A. Note, user B’s application-specific ProSe permissions may be different than UE B’s ProSe permissions.  Both must permit discovery by user A (UE A);

6. ProSe Server B configures GMLC B for location reporting on UE B and acknowledges the proximity request to ProSe Server A including UE B’s current location (if known);

7.
ProSe Server A configures GMLC A for location reporting on UE A and acknowledges the proximity request 
to UE A.
6.1.4.2.4 
UE Location Reporting

The locations of UE A and UE B are intermittently reported to their corresponding GMLCs, as illustrated in Figure 6.1.4.2.4-1.
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Figure 6.1.4.2.4-1: UE location reporting

1.- 4. The locations of UE A and UE B are reported to their corresponding Prose Servers intermittently;

NOTE:  Currently, deferred location reporting procedures (e.g. change location reporting and periodic location reporting) are supported for GERAN/UTRAN only. It is expected that deferred location reporting will be made available for E-UTRAN in the same release as ProSe.
Editor's Note: Details of using deferred location reporting procedures are FFS.
5. Assuming that ProSe Server A is in charge of determining proximity, ProSe Server B forwards UE B’s location to ProSe Server A periodically or based on a trigger criterion provided by ProSe Server A.

TS 23.271 [9] stipulates that if a UE is in idle mode when a location report is requested, the network will bring the UE into connected mode to perform location estimation. However, it would be preferable if an LCS client (e.g. the ProSe Server) could indicate whether the network should bring the UE into connected mode for location estimation or defer location estimation until the UE is again in connected mode with the option of returning the UE’s latest location estimate (w/ time stamp) in the meantime. This additional attribute in the LCS Location Reporting Request is referred to as “Idle/Connected Sensitivity” and is expected to be defined as an LCS enhancement. Here is an example of how the ProSe Server could make use of the proposed “Idle/Connected Sensitivity”:
a) When UE A requests to be alerted for proximity with UE B, the ProSe Server initially makes a standard location request for UE A and UE B;

b) Based on the received location updates (expressed in GAD shapes as defined in TS 23.032), the ProSe Server determines that the two UEs are roughly within 4-5 km distance of each other. Therefore it makes a new location request with deferred location attributes to the MMEs, the request may indicate that the MMEs may defer location estimation for UEs in Idle mode (by setting the “Idle/Connected Sensitivity” attribute);

c) Based on the most recent location report, the ProSe Server determines that the two UEs are within roughly 1km distance of each other. Knowing that the UEs may soon enter within direct communications range (say 500m), the ProSe Server makes a new location request to the MMEs, indicating that the MMEs must not defer location estimation for UEs in idle mode.

Editor's Note: The benefit of this LCS enhancement for avoiding to bring UE in connected mode unnecessarily needs to be evaluated.

Editor's Note: It is FFS whether C-plane LCS scales well when large user population uses EPC-level ProSe Discovery concurrently.
6.1.4.2.5 
Proximity Alert

When the UEs enter into proximity, the network triggers the Proximity Alert procedure, as illustrated in Figure 6.1.4.2.5-1.
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Figure 6.1.4.2.5-1: Call flow for Proximity Alert 

1.-3. The location of UE B is reported to ProSe Server B, which forwards it to ProSe Server A;

4. ProSe Server A detects that the two UEs are in proximity and alerts UE A by sending a Proximity Alert message;

5. Optionally, ProSe Server A may also request ProSe Server B to send a Proximity Alert message to UE B.
6.1.4.3
Impact on existing entities and interfaces

The solution has no specification impact on existing RAN entities.

The solution may have specification impact on existing EPC entities:

-
The solution would benefit from the LCS enhancements described in clause 6.4.2.4, i.e. support for deferred location reporting in E-UTRAN and the addition of an “Idle/Connected Sensitivity” attribute in the LCS Location Reporting Request.

6.1.4.4
Solution evaluation

Editor’s Note: The fulfillment of requirements in section 4.2 needs will be evaluated. 
6.1.5
Solution D5: IMS based ProSe architecture

6.1.5.1
Functional description

6.1.5.1.1
General

The proximity service communication has the two main requirements on ProSe Discovery and ProSe Communication over E-UTRA as well as over Wi-Fi. These requirements result in functionalities such as monitoring the location of the UE, comparing the location of the UE with the one it wants to discover and alerting the UEs when they are in proximity of each other so that they can setup a D2D communication. The UE itself needs to subscribe to an alerting (or reporting) service for the location of particular UEs. Also in order to establish a D2D communication, some configuration parameters need to be exchanged before, so that there is no explicit user interaction needed. Additionally the ProSe discovery shall be also working in the case when the UEs are roaming in another network; this means that the location reporting has to be transferred between networks, in order to determine the proximity of the UEs. The UEs participating the D2D communication may also belong to different operators.

Therefore the following functionalities have to be supported:

-
Location reporting;

-
Location comparison;

-
Roaming support;

-
Device parameter repository;

-
Secure device to device parameter exchange;

-
Subscription / notification methods for the discovery of a specific UE;

-
Access agnostic to support LTE and Wi-Fi.

6.1.5.1.1
IMS based ProSe Architecture

The following figure shows how ProSe can be realized in IMS with the help of an application server:
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Figure 6.1.5.1.1-1: IMS ProSe Architecture

The ProSe AS is the central functional entity for provisioning the service and it has the following functionality:

-
Repository of device configuration of the ProSe UEs, e.g. Wi-Fi Direct configuration or specific LTE D2D parameters;

-
Acts as LCS Client, i.e. monitors the location of the ProSe UE;

-
If the UEs are subscribed/configured for ProSe service at AS,  the UEs get notifications for being in the proximity of other configured UEs;

-
Determines the location of ProSe configured UEs that are subscribed to be notified once being in proximity of each other.

6.1.5.2
Procedures

6.1.5.2.1
Registration
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Figure 6.1.5.2.1-1: IMS ProSe Architecture

1. The UE performs normal IMS registration.

2. The UE subscribes to the proximity service with the ProSe AS.

3. The ProSe AS responds with an acknowledgement, the SIP OK message.

Editor’s Note It is FFS whether an existing event package or new event package needs to be defined.

6.1.5.2.2
Network initiated Discovery (within network coverage)

In this scenario a UE A explicitly indicates if it should be alerted by the network when a specific UE B is in the proximity of UE A. 
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Figure 6.1.5.2.2-1: Network based proximity discovery
1.
UE A sends a proximity request to ProSe AS A  to be alerted when UE A and UE B are in the proximity of  each other. 

2.
The ProSe AS A requests location reporting of UE A from GMLC A. 

3.
The ProSe AS A requests location reporting of UE B from ProSe AS B. The request is routed to the terminating network via normal SIP routing. The ProSe AS A may include already the D2D configuration of the UE A.

4.
The ProSe AS B requests location reporting of UE B from GMLC B. 

5.
The ProSe AS B sends an acknowledgement back to the ProSe AS A (200 OK). The ProSe AS B may include already the D2D configuration of the UE B. 

6.
Once the ProSe AS A received the ACK, it sends also an acknowledgement of the request to the UE A. From now on the locations of UE A and UE B are monitored and compared, as described in the next steps.

7.
GMLC A periodically checks the location of UE A and GMLC B is periodically checking the location of UE B.

8.
Each time the GMLC B receives the new location of the UE B, it reports the location to the ProSe AS B.

9.
When the ProSe AS B receives location information from the GMLC B, it forwards the location information to the ProSe AS A. 

10.
The ProSe AS A sends an acknowledgement back to the ProSe AS B (200 OK).

11.
 The ProSe AS A compares the received location information from UE A with the one of UE B. The steps 8, 9, 10, 11 and 12 are repeated until proximity is detected. 

12.
The ProSe AS A detects that the two UEs are within the configured alerting range of proximity.

13.
The ProSe AS A sends a proximity alert message to the ProSe AS B. 

14.
The ProSe AS A sends a proximity alert message to the UE A. The UE A acknowledges the message with a SIP 200 OK.

15.
The ProSe AS B sends a proximity alert message to the UE B. The UE B acknowledges the message with a SIP 200 OK.

16.
The ProSe AS B is sending an acknowledgement back to the ProSe AS A.

17.
UE A and UE B can connect directly once they are in coverage of each other.

6.1.5.2.3
UE initiated Discovery (within network coverage)

In this scenario, the UEs detect the proximity by themselves with their D2D radio technology.
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Figure 6.1.5.2.3-1: UE based proximity discovery with network support

1.
UE A detects UE B or vice versa or both detect themselves at the same time. In the following it is assumed for simplicity that UE A detects UE B first.

2.
UE A sends a proximity alert message with the identity of the UE B  to the ProSe AS A. In case UE B would detect UE A too, it would send a similar message to its ProSe AS B with the identity of UE A. 

3.
The ProSe AS A detects the proximity of the two UEs and prepares an alert message for ProSe AS B.

4.
The ProSe AS A sends a proximity alert message that UE A and UE B are within coverage of their D2D radio technology to the ProSe AS B. The ProSe AS A may include already the D2D configuration of the UE A. 

5.
If the UE B has not already alerted the ProSe AS B, it now detects the proximity of the two UEs. 

6.
The ProSe AS B sends an acknowledgement (200 OK) back to the ProSe AS A. The ProSe AS B may include already the D2D configuration of the UE B.

7.
The ProSe AS B sends a proximity alert message with the D2D configuration of the UE A.

8.
ProSe AS A sends an acknowledgment with the D2D configuration of the UE B

9.
UE A and UE B can now connect to each other.

6.1.5.2.4
Network supported D2D Communication (within network coverage)

When the network supports the D2D communication setup, then the SIP signalling is routed via the network but the media is transmitted via D2D directly between the two UEs.
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Figure 6.1.5.2.4-1: Simplified session setup with network support

1.
UE A sends the INVITE to UE B via the IMS, indicating the D2D interface for the media.

2.
UE B acknowledges the request with a 200 OK. 

3.
Media communication is setup directly between the UE A and B via D2D interface.

6.1.5.2.5
Direct D2D Communication (out of network coverage)

There may be situations where the network cannot support the session setup due to low or no radio coverage of the macro cell. This requires that the UEs are already preconfigured and are able to setup a D2D connection without previous exchange of configuration parameters as described in clause 6.1.5.2.2 and 6.1.5.2.3. Basic security like encryption parameters have to be preconfigured too. 
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Figure 6.1.5.2.5-1: Direct session setup without network support

1.
UE A detects UE B via the D2D interface, since the devices are preconfigured, they can directly exchange messages.
2.
UE A sends the INVITE to UE B via the D2D interface.
3.
Since there is no IMS involved, the UE B authorizes the request from UE A and acknowledges it with a 200 OK. 

4.
Media communication is setup directly between the UE A and B via D2D interface.
6.1.5.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.1.5.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
IMS provides authentication, secure transmission, service control and roaming support and is access agnostic. Additionally service continuity scenarios as described in TR 22.803 could be realized with IMS too.

An IMS based solution has the following benefits:

-
Access agnostic, support of Wi-Fi and LTE

-
Security support, ideal for exchanging device configurations like the pre-shared secret for WiFi direct

-
Roaming support

-
Subscribe/Notify methods

-
Easy integration with LCS

-
UE impact is limited to IMS client

-
IMS Service Continuity support

6.1.6
Solution D6: Targeted Discovery based on application-defined Group ID and system provided ProSe ID

6.1.6.1
Functional description

Targeted discovery assumes the party interested in discovering peers knows exactly how to identify the potential discovery targets and so aims at discovering these only as part of the discovery process. This implies application layer communication needs that are well known when discovery is initiated and discovery is functional to the satisfaction of these communications needs. This may also imply or not the existence of particular user or set of users that are communication targets.

Examples are:

-
Public safety agent out of coverage needing to discover a PS relay

-
Public safety agent needing to discover a peer agent device to send to him/her  a video feed from his/her own device

-
Application users discovery in vicinity (determined by the allowed range)

-
Discovery of a particular application user in the vicinity (determined by the allowed range)

This type of discovery is “targeted” in that membership to a group/application is required to discover and be discoverable. So this can be classified as targeted discovery. 

6.1.6.2
Procedures

Targeted Discovery can be regarded as using a “looking for members” type of message to find out if any members of a specific potential application peer group are around. The members of a group share a Group Identifier that is defined at application layer, so it may not be unique globally. 

The preconditions of targeted discovery are:

1. The discovering UE is authorized to discover by the system

2. The UE’s that can be discovered are authorized to participate in discovery

3. The UE’s that initiate targeted discovery know how to address the group by a Group ID

4. The Group membership is validated by a secret key. So overlapping Group ID’s may exist but filtering is operated via application layer shared secrets. It is assumed the UE’s involved in targeted discovery can support a challenge/response method of mutual authentication of group members based on shared secret.

5. The UE identity used for prose (ProSe ID) does not reveal the UE mobile subscriber identity. This identity should be resolvable to (or be the same as) a direct communications address. This identity is application independent. This is provided by 3GPP layer (e.g. at attach time and can be refreshed via MM procedures), or it can be configured in the UE by the manufacturer or derived from e.g. the IMEI SV if no network is available and the device.

6. The application layer identity of the user can be bound to the UE Prose identity to determine interest for further communications; however this is not required for all possible applications.

It should be noted that there is no real logical difference in the logical sequence whether the UE is in or outside network coverage, so the solution is logically applicable to both public safety and non-public safety use cases. Radio layer procedures may change of course, but this is not in scope of TR 23.703. An example message flow for the discovery can be as per the following figure 6.1.6.2.1.
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Figure 6.1.6.2.1-1: Targeted discovery including UE network and application layer ProSe registration

If the UE is not und network coverage, the dashed lines parts are not applicable. Also the Prose registration does not happen and the ProSe IDs is preconfigured in the device. The mapping of ProSe ID’s to application layer ID is based also on pre-configuration or a specific application will enter a user plane exchange to determine interest.

If the UE is under network coverage, the Prose ID is provided by the network e.g. at attach time. This is implicit authorization of ProSe. This may be renewed upon UE or network request as part of MM procedures.

The Group ID is assumed to be associated to the application the discovery is targeting. It is some value that is perhaps hardcoded or assigned to the app by the related application server. 

Once the UE acquires or is configured a Prose ID from the network (when under coverage) it registers with the application server its value and any preferences related to discoverability by other applications members (generally or for e.g. members of the user’s social network)

It should be noted that for a UE to be able to transmit on the broadcast channel for discovery under PLMN coverage, it has to get scheduling grant by the network, which implicitly authorizes then the discovery in the coverage area where the UE is located. When the network is absent, Public safety UE’s are assumed to be authorized to use discovery and be discovered, if their application requires it.

In some applications, the 3GPP Prose ID and the UE attributes exchanged in targeted discovery phase  may not be sufficient to enter into proximity of interest relationship (e.g. when the network is not present and the prose ID cannot be associated securely to a application layer identity). So the two entities may need to further gauge interest via application specific user plane interactions out of the scope of 3GPP. So the application layer interest may differ from interest detected at 3GPP layer via the 3GPP layer discovery.

A UE may locally disable responding Targeted Discovery requests for a group, set of groups, or for all groups based on its user settings and applications status and settings in the UE, or based on operator determined settings. 

The challenge mechanism permits the UE sending the challenge to determine whether the respondents are belonging to the group and are trustworthy members of these groups. The response to the challenge is a function of the ProSe ID of the respondent and the challenge itself. A UE is not allowed to respond to a challenge more than once, so replay based attacks are not possible (i.e. the challenging UE will accept at most one response to a challenge).

At the end of the targeted discovery procedure the UE gains the UE prose ID and the UE attributes for this group (attributes may include e.g. whether the UE can act as a ProSe relay for the specific application). This may then be used for direct communication.

6.1.6.3
Impact on existing entities and interfaces
-
 MME : needs to be able to issue and maintain the ProSeID

-
eNB: Must enable the transmission on a broadcast discovery channel using unicastaddress (ProSe ID) and group address (Group ID) as well as to all devices

-
UE: must register for ProSe at application and 3GPP layer, must support discovery channels and the related RAN layer procedures
6.1.6.4
Solution evaluation

Editor’s Note: The fulfillment of requirements in section 4.2 needs will be evaluated. 
6.1.7
Solution D7: Non targeted Discovery based on application-defined Group ID and system provided ProSe ID.

6.1.7.1
Functional description

Non targeted Discovery assumes the party interest in detecting any potentially available communications peers and to discover the services and communications possibilities these offer. No particular application need is the trigger of this discovery (e.g. the UE user may just trigger a generic discovery) and actually the set up of application layer peerings can be dynamical and a consequence of the discovery process itself.

Examples use cases are:

-
Discovering any available direct communications peers nearby (determined by the allowed range)

-
Discovering any ProSe relay nearby(determined by the allowed range)

In this type of discovery, membership of a specific group/application is not required to discover and be discoverable. So this can be classified as “non-targeted” discovery.

6.1.7.2
Procedures

Non-Targeted discovery can be regarded as a "hello" type of message to find out what sort of potential application peers are around. This may be then followed by targeted discovery and/or direct communications. An example flow is shown here below.

The preconditions of Non-Targeted discovery are:

1) The discovering UE is authorized to discover by the system

2) The UE’s that can be discovered are authorized to participate in discovery

3) The UE’s that initiate non targeted discovery are just interested in discovering what is around

4) There is no intent to authenticate or validate the information received in response as part of the NTdiscovery.

5) The UE identity used for prose (Prose ID) does not reveal the UE subscriber identity. This identity should be resolvable to (or be the same as) a direct communications address. This identity is application independent. This is provided by 3GPP layer (e.g. at attach time and can be refreshed via MM procedures), or it can be configured in the UE by the manufacturer or derived from e.g. the IMEI SV if no network is available.

6) The application and user settings and preferences determine whether the UE responds to non-targeted discovery and if so revealing which application groups a UE is willing to disclose.


[image: image26.emf]UE A Application Network UE B

UE A attempts to discover any UE  

NTDiscovery request (Prose ID A ) sent to a Prose discovery broadcast channel with anycast ID as address

NTDiscovery Response ( supported Group ID’s and attributes, Prose ID B ) sent to a Prose discovery channel 

with radio link layer address A

UE A discovered UE B.

UE a knows groups supported by UE B 

UE A may subsequently initiate a targeted discovery or 

direct communications etc.


Figure 6.1.7.2.1-1: Non-Targeted discovery
Figure 6.1.7.2.1-1 illustrates the operation of this procedure:

The UE is assumed to have obtained a ProSe ID as in figure 6.1.6.2.1-1. If the UE is not under network coverage, the dashed lines parts are not applicable. Also the Prose registration does not happen and the ProSe ID is preconfigured in the device. The mapping of Prose ID’s to application layer IDs is based also on pre-configuration or a specific application will enter a user plane exchange to determine interest.

Since the UE’s are authorized to send broadcast over the discovery channel under network coverage the operator can control Prose usage by a UE for discovery. 

A UE may disable responding non targeted discovery requests based on its user preferences or operator settings.

At the end of the non-targeted discovery procedure the UE gains the UE prose ID, the disclosed group memberships and the UE attributes for these groups (attributes may include e.g. whether the UE can act as a ProSe relay for the specific application). This may then be used for subsequent targeted discovery or direct communication.

6.1.7.3
Impact on existing entities and interfaces
-
 MME : needs to be able to issue and maintain the ProSeID

-
eNB: Must enable the transmission on a broadcast discovery channel using unicastaddress (ProSe ID) and  as well as to all devices

-
UE: must register for ProSe at application and 3GPP layer, must support discovery channels and the related RAN layer procedures
6.1.7.4
Solution evaluation

Editor’s Note: The fulfillment of requirements in section 4.2 needs will be evaluated. 
6.1.8
Solution D8: Network based solution for ProSe discovery

6.1.8.1
Architecture reference model
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Figure 6.1.8.1-1: ProSe architecture (non-roaming)

Basic concept:
- 
ProSe server functionality in MME is utilized to authorize the ProSe discovery and \or ProSe communication. 

- 
The application running in the UE asks ProSe service from the EPS layer functionality in the UE.

- 
ProSe server allocate the ProSe ID per application instance in the UE. The ProSe ID is used for ProSe discovery and ProSe communication.

- 
The ProSe ID is sent to the application server and distributed to other users who are allowed to discover this user.
New Reference points
- U1: 
Reference point used for information exchange needed in order to perform ProSe discovery and communication between two ProSe UEs. 

Roaming scenario is similar to those defined section 4.2 in TS 23.401[11], with the enhancement made above for non-roaming scenario.

6.1.8.2
High Level Functions

6.1.8.2.1
Authorisation for ProSe services
Two levels of authorisation for ProSe services are required:

-
At 3GPP layer, the ProSe Server verifies whether a UE is subscribed to ProSe service in the 3GPP network and whether the application is allowed to use proximity service provided by the 3GPP network. 

-
At the application layer, the application server authorize whether to distribute the ProSe ID to the friends who are allowed to discover this user.

6.1.8.2.2
ProSe ID allocation
The ProSe ID is a temporary user identity specific to an application instance of which the ID is assigned by the ProSe Server. Each application instance, to which proximity service can be provided, will be allocated a unique ProSe ID during the ProSe registration. The ProSe ID also indicates whether it is allocated for open discovery or restrictive discovery. For intra-MME mobility, the ProSe ID doesn’t need to be reassigned. For inter-MME mobility, the application needs to perform ProSe registration and new ProSe ID is reassigned. In this case the new ProSe ID needs to be sent to application server and distributed to the friends who are allowed to discover this user.

6.1.8.2.3
Signalling flow for ProSe registration
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Figure 6.1.8.2.3-1: Signalling flow for ProSe registration procedure
1. The UE performs LTE attach procedure after power on and establishes a PDN connection to PGW.

2. If the application running in the UE wants to use Proximity service, it asks the EPS layer in UE to perform ProSe registration procedure. The request message includes(application id and open/restrictive indication)
3. The EPS layer in UE sends a ProSe registration request NAS signalling to the eNodeB via RRC signalling. The NAS signalling includes the application identity ,the GUTI and the open/restrictive indication. 

4. The ProSe server verifies the subscription of the UE to see whether the indicated Open/Restrictive ProSe service is subscribed. The ProSe Server also authorizes the application identity provided by the UE in ProSe registration request NAS signalling. 
5. If the ProSe service is allowed for the UE and for the application, it asks the eNodeB to allocate the Radio Resource to the UE. RAN group will further study the details.

6. the ProSe Server will assign a ProSe ID to the UE for this application instance. The ProSe ID indicates whether it is allocated for open/restrictive discovery. The ProSe Server sends a ProSe registration ack (ProSe ID) to the UE.
7. The EPS layer in UE sends a ProSe registration complete message to the ProSe Server.
8. The EPS layer in UE sends the ProSe Registration response(the ProSe ID) to the application.
9. The application in the UE registers with application server with the ProSe ID.

10. The Application server stores the mapping between the ProSe ID and the application layer user ID. The ProSe ID is distributed via application layer signalling to other users which is allowed to discover the this user.
6.1.8.2.4
Targeted ProSe Discovery Procedure
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Figure 6.1.8.2.4-1: Signalling flow for Targeted ProSe discovery procedure

1. 
The application running in UE1 get the ProSe ID of the interested user via application layer signalling. If it is decides to discover the proximity of the UE2, the application sends Discovery Request(ProSe ID2) to the EPS layer in the UE1.

2. 
The EPS layer in UE1 makes decision whether to use Open discovery or Restrictive discovery based on the target ProSe ID2. The flowing steps 3-9 only apply to Restrictive discovery, steps 10-12 only apply to Open discovery.

3. 
The EPS layer in UE1 obtains the ProSe discovery radio resource information. When the UE1 is out of coverage it obtains this information from static configuration. When the UE1 is in coverage it obtains this information from the network. The details are FFS.

4. The EPS layer in UE1 broadcasts ProSe discovery signalling(ProSe ID2, ProSe ID1). RAN group will further study the details.
NOTE:
When the UE1 is in EUTRAN coverage the discovery signalling may also be transferred via EPC. The details are FFS.

5. The EPS layer in UE2 receives the discovery signalling and report it to the application indicated by the ProSe ID2, including the source ProSe ID1.

6. The application checks whether it is allowed to be discovered by UE1. If accepted it sends discovery confirmed to the EPS layer of UE2. 

7. The EPS layer in UE2 obtains the ProSe discovery radio resource information. When the UE2 is out of coverage it obtains this information from static configuration. When the UE2 is in the coverage it obtains this information from the network. The details are FFS.

8. The EPS layer in UE2 broadcasts ProSe discovery signalling(ProSe ID1, ProSe ID2) to confirm the ProSe discovery.

NOTE: When the UE2 is in EUTRAN coverage the discovery signalling may also be transferred via EPC. The details are FFS. 

9. The EPS layer in UE1 receives the discovery signalling and report it to the application indicated in step1, including the ProSe ID2.

10. The EPS layer in UE1 obtains the ProSe discovery radio resource information. When the UE1 is out of coverage it obtains this information from static configuration. When the UE1 is in EUTRAN coverage it obtains this information from the network. The details are FFS.

11. The EPS layer in UE1 monitors the broadcasts ProSe discovery signalling including the ProSe ID2.

12. The EPS layer in UE1 reports to the application indicated in step 1, including the ProSe ID2.

6.1.8.3
Solution evaluation

Editor’s Note: The fulfillment of requirements in section 4.2 needs will be evaluated. 
6.1.9
Solution D9: Proximity service Architecture using PDCF
6.1.9.1
Architecture reference model
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Figure 6.1.9.1-1: Non-roaming architecture for Proximity service
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Figure 6.1.9.1-2: Roaming architecture for Proximity service

A new network element PDCF is added into the EPS network. PDCF is the Proximity Discovery and Communication control Functionality. It is connected to the MME, UE and Application Server(s).
In non-roaming scenario, there is only one PDCF in the HPLMN associated with one UE. In a roaming scenario there are two PDCFs associated with one UE.

-
H-PDCF that resides within the H-PLMN;

-
V-PDCF that resides within the V-PLMN.

The H-PDCF contains the subscriber/subscription data needed for Prose service. In the roaming case the subscriber’s Prose service data is given by the H-PDCF to the V-PDCF via the SPb interface. Based on the visitor operator’s policy the V-PDCF may update the ProSe service data obtained from the HPLMN. The UE’s Prose Discovery and Communication is controlled either by the H-PDCF in non-roaming case or by the V-PDCR in the roaming case.

The PDCF include the following function:

-
Prose Subscription data/subscription data management

-
ProSe Service registration of the UE(e.g. Prose UE ID assignment, Prose Service policy download to the UE)

-
EPC-level ProSe discovery authorization/ ProSe direct discovery authorization(e.g. radio resource permission)

-
ProSe communication authorization

-
ProSe Application server interaction for Prose discovery ProSe Service charging related functions

Editor's Note: It is for FFS whether the PDCF is map to one entity or several entities.

For the ProSe service the below new reference points are added: 

PC1: 
the reference point between the ProSe application in the UE and in the application server. It is used to define application level signalling requirements.

PC2: 
the reference point between the PDCF and Application server for Prose service usage;

PC3: 
the reference point between the PDCF and UE for the Registration, Prose Service control Policy control, Prose Service Invoking. 

PC4: 
the reference point between the PDCF and MME for authorization; It is used for the ProSe service authorization, e.g. direct discovery radio resource application permission control. 

PC5: 
the reference point between the ProSe devices for ProSe direct discovery and communication.

PC7: 
the reference point between the H-PDCF and V-PDCF for the Prose Service Data transferring from the HPLMN to the VPLMN. It is control plane interface.
6.1.9.2
Procedures

6.1.9.2.1
ProSe Registration
6.1.9.2.1.1
General
This clause provides the solution for the key issues "Key Issue #3: Configuration and Capability Handling for ProSe" and "Key Issue #6: Authorisation for ProSe capability feature".

6.1.9.2.1.2
 ProSe UE registration

The flow for ProSe UE registration is depicted in Figure 6.1.9.2.1.2-1. ProSe UE registration could be initiated when the UE activates ProSe Service but not activate the ProSe enabled application.
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Figure 6.1.9.2.1.2-1 ProSe UE registration in Roaming case
1. The UE sends ProSe Registration request (IMSI) to the PDCF in Serving PLMN. In the roaming case the PDCF is the V-PDCF. 

Editor's Note: the authentication and security assured communication between UE and PDCF should be studied in SA3.
2. The V-PDCF determines whether the UE is permitted to use the ProSe service in the serving PLMN. If it is permitted and no valid Prose UE context is stored, the V-PDCF sends the Prose UE context request (serving PLMN, IMSI) to the H-PDCF. 
3. The H-PDCF sends back the ProSe UE context response (ProSe UE context). The ProSe UE context includes the subscriber/subscription related data needed for Prose service. For the same user the H-PDCF may send different ProSe UE context to V-PDCF depending on which PLMN UE is camped.
4. The V-PDCF assigns a ProSe UE identity. The V-PDCF sends the Prose Registration response (ProSe UE identity, Prose UE general context) back to the UE. The ProSe UE general Context is only related to UE granularity ProSe service control and not linked to any specific application ProSe service control. The V-PDCF stores the IMSI, ProSe UE identity and the ProSe UE context for late usage.
NOTE: 
The ProSe UE identity assigned to UE is not permanent.
5.
The UE stores the Prose UE identity, ProSe UE general context.
6.1.9.2.1.3 
ProSe application registration

The ProSe application registration process take place in the following cases:

-
Combined with ProSe UE registration process.

-
A separated ProSe application registration process if one ProSe application which requires ProSe service is activated on the UE.
-
A new ProSe UE identity has been assigned by the PDCF.
The flow depicted in the Figure 6.1.9.2.1.3-1 shows that the UE initiates ProSe application registration process. 
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Figure 6.1.9.2.1.3-1 ProSe Application Registration 

1. It is assumed that UE has been registered to PDCF successfully. The UE sends Application Registration Request (IMSI or ProSe UE identity, application ID, application user identity, ProSe service to be activated) to the PDCF. IMSI is used when the UE has not obtained the valid ProSe UE identity. In the roaming case the PDCF is the V-PDCF. 

2. Based on the application ID the PDCF checks the ProSe UE context on whether this application is authorized to use ProSe service. The PDCF sends the ProSe Application Registration Requests (ProSe UE identity, application user ID, ProSe service to be activated) to the Application Server. The ProSe Service to be activated indicates on whether UE want to activate the discovery service. 
3. The Application server recorded the mapping between the application user ID and ProSe UE identity. The application server sends back the Prose Application Registration Response to the PDCF. 

4. The PDCF sends the Application Registration Response (ProSe UE Application context). The ProSe UE Application context is related to application granularity ProSe service control.
5.
The UE stores ProSe UE Application context.
6.1.9.2.2 
ProSe Direct Discovery
6.1.9.2.2.1 
General description

The solutions in this clause are to address the key issue “ProSe Direct Discovery”. 
6.1.9.2.2.2  
ProSe Direct Discovery procedure
For the ProSe Direct discovery it includes two types of UE, i.e. the announcing UE and monitoring UE. 

Announcing UE

Assumption: for the application on the announcing UE, the announcing code that is broadcasted in the radio interface is allocated by the network and the UE stores the announcing code. 

The procedure for ProSe announcing UE includes follow steps:

1. The ProSe-enabled application XY on the announcing UE  requests the access network layer of the UE to announce the application;

2. The access network layer of the UE applies the radio resource for ProSe announcement.
3. The access network layer of the UE broadcast the announcing code which can identify the related application.

For the step 2) radio resource application there are two options. 
Editor Note: Based on the outcome of RAN selection, one of these options will be adopted.
Option A) The RAN only indicates the available radio resources for ProSe announcement. The permitted announcing UE contend with each other for the available radio resource for announcement. In this case, the UE is authorized to use the radio resource via the ProSe registration procedure. 
Option B) The UE need requests the network to allocate radio resources before it performs the announcement. In this case the RAN may also indicate the radio resources for ProSe announcement. The monitoring UE can discover the announcing UEs in its vicinity by monitoring that radio resource.

The detail procedure for option B) is depicted as follows:
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Figure 6.1.9.2.2.2-1: ProSe announcing procedure
1. The ProSe enabled application XY in the UE decides to request ProSe service . It sends the ProSe Announcing req including a NAS message (ProSe UE ID, application ID, Requested Range class, application user ID and announcing code) to the eNB. 
Editor Note: it’s FFS that what’s the granularity of the radio resource used for announcing, for example, whether the UEs need to request for new radio resource when they move to a new cell.

NOTE: 
The communication between the MME and the PDCF is only in control plane.

2. The eNB sends a Prose Announcement Req to the MME. 

3. Based on the Prose UE ID, the MME select the PDCF and delivers the Announcement Auth Req(ProSe UE ID, application ID, Requested Range class) to it.
4. Based on the ProSe UE context stored in the PDCF, PDCF authorize the UE’s request (application ID, Authorized range class) for ProSe announcement.
5. If the UE’s announcing code is not included in step 1 or a new announcing code is needed, the PDCF assigns a new announcing code to the UE. The application server store the mapping mechanism between the announcing code and the application ID/ application user ID.
6. The PDCF sends the Announcement Auth Res(Prose UE ID, announcing code, application ID, Authorized range class) to the MME. 

7. When received the acknowledgement from the PDCF, the MME sends Prose Announcement Res with an indication which indicates the eNB to allocate the announcing radio resource to the UE, a NAS message (Application ID, Announcing code and Authorized range class information) is also included.
8. The eNB allocates announcing radio resource for the UE according to the indication.  

9. The eNB sends the Prose announcing Res message (the allocated announcing radio resource (announcing frequency, announcing periodicity etc.), and the NAS message) to the UE. 

10. The UE start to announce the announcing code based on the allocated announcing radio resource from the eNB. So it is capable to be discovered by the monitoring UEs in the vicinity.

Monitoring UE

For the monitoring UE, there are two options. 
Editor Note: Based on the outcome of RAN selection, one of these options will be adopted.
Option A) The UE has obtained the related announcing code to be discovered. In this case the UE only monitors if the related announcing code is received. If it is received, then the discovering UE regards the destination UE is discovered. The authorized range class is used to control how far the radio signal can be detected.  

Option B) The UE does not have a definite UE to be discovered. In this case the discovering UE just monitors the received radio signal. Per the UE’s interest it may query the network to resolve the identity of a received announcement code. The network may then return the related application layer user ID to the UE, if it is authorized for this application. The detail procedure for option B) is depicted as follows: 

[image: image1.jpg]



[image: image35]
Figure 6.1.9.2.2.2-2 ProSe monitoring procedure
1. The UE performs monitoring.
Editor Note: How the UE obtains the radio resource designated for announcing UEs is FFS.
2. The UE sends the Prose Query Req(Prose UE-A ID, Application user ID-A, Announcing Codes) to the PDCF-A. The announcing codes reflect the identity which the UE is interested and need the network to identify the related Application layer user ID. For the roaming scenario, PDCF A resides in the VPLMN. Application user ID-A is the application layer user ID of the UE-A. 
3. The PDCF-A check the authorization on whether UE-A is permitted to perform monitoring. 

4. If UE-A is permitted to monitor, PDCF-A sends the Prose UE ID query req(Announcing code)to the application server. 

5. The Application server send the Prose UE ID query Res(Prose UE-B ID ) to the PDCF-A.

6. Based on the ProSe UE-B ID, PDCF-A send the ProSe discovery Req( UE-A network layer ID, Application user ID-A, ProSe UE-B ID, announcing code, Application ID) to the PDCF-B 
7. PDCF B verifies whether UE-B is authorized to be discovered. 

8. The PDCF-B send the App Discovery Req(Prose UE-B ID, Application ID, Application user ID-A, announcing code) to the application server. 

9. The application server sends the App Discovery Res(Prose UE-B ID, Application ID, announcing code, Application user ID-B) to the PDCF-B.

10. The PDCF B sends the Prose Discovery Res(UE-B Network layer ID, Application user ID-B, announcing code, Application ID) to the PDCF-A.

11. The PDCF-A sends ProSe Discovery response (Application ID, Application user ID-B, announcing code) to the UE. If multiple announcing code is queried in step 2, per announcing code multiple response is sent back to the UE. 

6.1.9.4

Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.1.9.5 
Solution Evaluation
Editor’s Note: To be completed 

6.1.10
Solution D10: ProSe System Architecture using ProSe Server

This solution is for the key issue #1: ProSe System Architecture. 

6.1.10.1


Architecture reference model
Figure 6.1.10.1-1 shows the general reference architecture for the Proximity Services (ProSe) feature support in EPS. 
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Figure 6.1.10.1-1 Reference architecture model for the ProSe support in EPS (non-roaming).

The ProSe Server is introduced to support the ProSe operations. It is a new logical network entity in the EPC on the 3GPP control plane and implements the following functionality of ProSe Function entity (see sub-clause 4.3.1): 

-
ProSe registration of the UE

-
authorisation of ProSe operations
-
control

-
charging related functions

-
parameterization
-
EPC-level ProSe discovery

-
holding information about applications that are authorized by the operator for the ProSe

It is connected to the MME, ProSe Server(s) in other PLMNs and HSS when applicable. The radio resource utilization and control are handled by the E-UTRAN.

The ProSe entity in the UE is utilized for the ProSe operations of discovery and communication. There can be only one ProSe entity in the UE. This ProSe entity communicates with the ProSe Server on top of NAS signalling. 

APP(s) is an entity at the UE representing the third party applications or application instances in the UE designed for utilizing the proximity services. There may be more than one APP utilizing the ProSe functionality at the same time. 

For the ProSe feature support usage of new reference points is as follows:

PC1: 
reference point between application instance in the UE and application server;

PC2: 
reference point between ProSe Server and application server;

PC3: 
reference point between UE and ProSe Server for ProSe operation related signalling. PC3 is a control plane interface in 3GPP domain. 

Editor’s note: The details of PC3 are FFS.
PC4-1: 
reference point between the ProSe Server and MME enables transfer of ProSe related subscription information relevant within the corresponding PLMN;

PC4-2: 
reference point between the ProSe Server and HSS enables transfer of ProSe related subscription and authentication data for authenticating/authorizing user access to the ProSe services. It’s FFS if all required information can be received from the MME via PC4_1;

PC5: 
reference point between the ProSe-enabled UEs for ProSe direct discovery and communication.

PC6: 
reference point between the ProSe Servers of different PLMNs to enable inter-PLMN ProSe discovery. PC6 may rely on existing S10 between operators for transport.

PC7: 
reference point between the ProSe Server in VPLMN and HPLMN in roaming case to fetch ProSe authorization data and settings from HPLMN. PC7 may rely on existing S10 between operators for transport.

Figure 6.1.10.1-2 shows the general reference architecture for the ProSe support in EPS in case of roaming for home routed traffic scenario. 
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Figure 6.1.10.1-2: Reference architecture model for the ProSe support in EPS in case of roaming, home routed traffic.

6.1.10.2


Procedures

    Editor’s Note: Describes the high-level operation, procedures and information flows for the solution.
6.1.10.3


Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.1.10.4

Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
6.1.11
Solution D11: ProSe Discovery using the architecture of solution 13
This solution covers the key issue #7: ProSe Direct Discovery.
6.1.11.1


Functional description

6.1.11.1.1      General description
The solution presented in this sub-clause 6.1.11 allows the discovery of UEs and of Application users by means of direct radio signals exchanged between UEs. It articulates around the following principles:

-
The identity of an Application user is not disclosed outside the Application

-
The UE identities are not disclosed outside the 3GPP domain

-
Application-level restrictions are enforced solely at the Application.

-    The discovery procedure articulates around a ProSe server (per PLMN) that provides the functions required to support ProSe operation. Signalling between the UE and ProSe server is assumed to take place on control plane.
6.1.11.1.2
Principles of the solution

This solution uses layered approach:

-
ProSe UE discovery of ProSe-enabled UEs in proximity whereby a UE discovers other ProSe-enabled UEs in proximity, provided ProSe is enabled and authorized.

-
Application-level discovery of application users in proximity, enabled by the discovery of UEs in proximity, provided the application is authorized to use ProSe.

The discovery of a UE (respectively Application user) in proximity relies on identifying the UE (respectively Application user). The proximity of Application users relies on the proximity of underlying UEs: two Application users are in proximity if their UEs are in proximity.
6.1.11.2


Procedures

6.1.11.2.1
Registration
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Figure 6.1.11.2.1-1: Registration

1. The UE registers to the ProSe server on the registered PLMN. 

NOTE: 
for out-of-coverage operation this registration step does not take place; the UE ought to be implicitly authorized and configured to use ProSe. In this case it is also pre-configured with a dedicated UE identity.

Editor’s note: Signalling between UE and ProSe Server relies on a control plane signalling via MME. It’s FFS whether the signalling is transparent to MME or not.
Editor’s note: ProSe Server in registered PLMN receives ProSe related subscription data from HPLMN. The details of this information transfer are FFS.

2. The ProSe server determines that the UE is authorized for ProSe and assigns a temporary ProSe UE ID to the UE. ProSe Server can re-allocate the ProSe UE identifier whenever needed.

Editor’s Note: It is FFS if an existing 3GPP level UE identifier can be used or a new identifier within the 3GPP domain is required
As a result of 2 the UE is now allowed to use ProSe. 

6.1.11.2.2

Discoverability

The discoverability procedure is used by an application on the ProSe registered UE to request an application layer discoverability from ProSe server. The application shall provide a ProSe_App_User_ID to the UE. The ProSe_App_User_ID may correspond to a user, a user group, etc. The application should use an application-level mechanism to map the application layer identity to ProSe_App_User_ID in such a way that the privacy and confidentiality of the application layer identity is ensured.
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Figure 6.1.11.2.2-1: Discoverability
1. The application requests the UE that it wants to be discoverable by the ProSe_App_User_ID. The request includes the App ID. As an alternative, the UE itself determines the appropriate App ID (if App IDs are “owned” by the operator). 

Editor’s note: It’s FFS how the App ID is selected.
2. The UE forwards the request from the application to the ProSe server, including its ProSe UE ID, the application App ID and the ProSe_App_User_ID. 

3. The ProSe server determines using the received App ID that the application is authorized to use ProSe. It creates an entry for this UE storing the received App ID and ProSe_App_User_ID. The ProSe server indicates the entry index corresponding to the {App ID; ProSE_App_User_ID} pair for this UE, within the acknowledgement to the UE. This index value is later used in the discovery phase together with the ProSe UE ID. Comparatively to expression code allocation in sub-clause 6.2.2, the ProSe server allocates the value (here index value for the UE) for the application user within certain application but here the value is associated with the ProSe UE ID to form a complete announcing information. It is to be noted that multiple indices, corresponding to multiple application users being discoverable, can be associated to the ProSe UE ID in the announcing phase.

4.

The UE confirms the successful completion of the discoverability procedure to the application. 
The application user is now discoverable using ProSe, according to the restrictions enforced at the application and possibly by the operator.

6.1.11.2.3
Discovery

The discovery procedure is used by a discovering UE (respectively application user) to request a discovery of a discoverable UE (respectively application user) and, after ProSe server confirms the discovery is allowed, to perform the discovery. The prerequisites for the discovery procedures are:

-
UE1 and UE2 are successfully registered to the ProSe Server; and

-
The application on UE2 completed the discoverability procedure using App ID1 and ProSe_App_User_ID2 successfully; and

-
 ProSe_App_User_ID2 is available to the application (App ID1) on UE1 via application specific mechanisms.
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Figure 6.1.11.2.3-1: Discovery using UE identifier and Application user index

1. App1 on UE1 requests UE1 to be able to discover ProSe_App_User_ID2 by means of ProSe.

2. UE1 determines it holds no UE identity record for {App ID1; ProSe_App_User_ID2} and therefore requests for it from the ProSe Server. The ProSe server creates a UE relationship recording that UE1 (ProSe UE ID1) is interested in UE2 (ProSe UE ID2) given the interest for {App ID1, ProSe_App_User_ID2}. Optionally, the ProSe server can also validate whether UE1 is authorized to discover { App ID1, ProSe_App_User_ID2} on UE2.

3. The ProSe server retrieves ProSe UE ID2 based on the {App ID1; ProSe_App_User_ID2} received from UE1, as well as the Entry index (“1”) of {App ID1; ProSe_App_User_ID2} for ProSe UE ID2. The ProSe server responds back to UE1 indicating ProSe UE ID2 and the index “1”.

UE1 is now able to discover the proximity specifically of {App ID1; ProSe_App_User_ID2} by monitoring the occurrence of ProSe UE ID2 together with index “1” on the radio resources assigned for ProSe discovery. Exact means for the allocation are to be done by RAN WGs. 

4. Application user at app1 in UE2 requests to be discovered and issues a request to be discovered to UE2, indicating the ProSe_App_User_ID2.

5. Upon receipt of the REQ DiscoverMe from App 1, UE2 sends a DiscoverMe signal on the radio resources assigned for ProSe discovery., indicating its ProSe UE ID2 as well as the index value (“1”) corresponding to {App ID1, ProSe_App_User_ID2}.

6. UE1 receives a discovery signal containing ProSe UE ID2) and index value “1”. UE1 determines it holds a record for ProSe UE ID2, and thereafter also determines the index value received (“1”) matches a recorded index it holds for ProSe UE ID2. Matching the ProSe UE ID and index value, UE1 retrieves the record {App ID1, ProSe_App_User_ID2}. It then notifies App 1 (App ID1) it has discovered ProSe_App_User_ID2.

Editor’s Note: Support for inter-PLMN discovery is FFS.

NOTE: 
Any change in a ProSe UE identifier of a given UE must be communicated to all UEs interested in this UE. The ProSe server maintaining the list of which UEs are interested in which UEs provides means for the ProSe server to inform the needed UEs whenever required. Moreover, the ProSe server can enforce operator control as per the stage 1 requirement “The permission to be discoverable is given by the user and shall be executed by the EPS, subject to operator control, on a per-application basis.” (see TS 22.278 [3]). 

Editor’s Note: It’s FFS how the ProSe Server enforces the operator control.
6.1.11.3

Impact on existing entities and interfaces

Editor's Note: Impacts on existing nodes or functionality will be added.
6.1.11.4

Solution evaluation

Editor’s Note: To be completed.

6.2
ProSe Communication
6.2.1
Solution C1: ProSe communications in Group Owner mode

6.2.1.1
Functional description

6.2.1.1.1
General

The solution described in this clause addresses the key issue “ProSe one-to-many communications” described in clause 5.12. It is designed to work in or out of network coverage.

The ProSe Group Owner modes may be used whenever there is a possibility for stable group ownership, such as the relay use cases (i.e. UE-to-UE Relay and UE-to-Network Relay). In that sense, the present clause also addresses the “Relay for Public Safety ProSe” key issue described in clause 5.5.

The ProSe Group Owner model may also be used for ProSe one-to-one communication, described in clause 5.4 as key issue “ProSe Direct Communication one-to-one”.

6.2.1.1.2
System architecture

Depicted in Figure 6.2.1.1.2-1 is the architecture for ProSe communications in Group Owner mode.
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Figure 6.2.1.1.2-1: Architecture for ProSe communications in Group Owner mode
New or enhanced reference points:

PC5:
This is the “lower layer” (ProSe) reference point between a UE and a UE acting as a ProSe Group Owner. It provides basic IP connectivity between the two UEs.

The salient features of this architecture are:

· Before direct communication can be established between two or multiple ProSe-enabled UEs, these UEs need to become members of the same ProSe Group. Essentially, a ProSe Group is a private IP network composed by one or more member UEs that can securely communicate with any IP-based application. Each ProSe group is characterised by a locally unique identity. The procedure with which a new ProSe Group is created is called “group formation” procedure.
· One of the UEs in a ProSe Group plays the role of the “Group Owner” (UE_3 in Figure 6.2.1.1.2-1) i.e. implements special functionality that facilitates the group formation and operation. A Group Owner is similar to a wireless access router: It announces the group (e.g. by broadcasting a certain group identity) and admits or rejects new UEs that request to become group members. It also authenticates new group members and provides them with IP configuration data. The Group Owner creates the group identity with a pseudo-random fashion so that the group identity can be assumed locally unique, i.e. unique across all other groups that operate in the same area.
· The Group Owner (GO) is within the transmission range of all ProSe Group members, however, the ordinary (non-GO) ProSe Group members need not be within transmission range of each other;

· There is a clear ProSe Group formation process whereby:

-
Individual members join the ProSe Group by performing mutual authentication with the GO;

-
Each ProSe Group member is assigned an IP address/prefix by the GO;

-
The ProSe Group members form a distinct IP subnet;

· All traffic exchanged within the ProSe Group is forwarded via the GO:

-
The group leader behaves also as a communication bridge, i.e. it receives all transmissions from the group members and (if necessary) forwards the transmissions to other group members (e.g. based on the L2 or L3 destination address);

-
Multicast traffic (i.e. traffic destined to some or all ProSe Group members) sent by an ordinary ProSe Group member is delivered in unicast mode to the GO, which subsequently distributes it to all ProSe Group members; the distribution from the GO can be in either unicast or multicast mode (e.g. depending on the number of ProSe Group members);

-
The GO may be in position to perform a centralised radio resource control from the GO;

-
The GO may be able to provide some QoS support;

· Strong security:

-
The GO may be in position to authenticate each UE individually and generate security material during the group formation process; 

ProSe one-to-many communications in Group Owner mode are IP-based. IP packets are encapsulated within layer-2 frames. As a minimum, the layer-2 frame header consists of the following fields:

-
Destination Layer-2 ID: this identifier can take the form of either an individual (unicast) or a group (multicast) identifier; multicast identifiers are used when the data distribution from the GO to the group members is in multicast mode;

-
Source Layer-2 ID: this identifier is always set to the individual (unicast) identifier of the sender’s device;

Other aspects of the layer-2 frames are in the scope of RAN groups.

UEs engaging in joining the same ProSe Group learn their respective Layer-2 IDs during the group formation process. Multicast Layer-2 IDs (used only when the Group Owner relies on multicast distribution to other ProSe Group members) are assigned using application-layer signalling.
6.2.1.2
Procedures

6.2.1.2.1
Procedures for ProSe Group formation

A ProSe Group can be formed either (i) autonomously by one or more UEs without any network involvement or (ii) with network assistance, as described in the following two sections.

6.2.1.2.1.1
Autonomous ProSe Group formation

The autonomous ProSe Group formation is particularly useful in scenarios where a ProSe Group needs to be formed outside the network coverage, e.g. to enable direct communication between public safety UEs that need to handle an emergency situation in an isolated area or where network coverage is not available. 
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Figure 6.2.1.2.1.1-1: ProSe-enabled UEs arranged in ProSe Groups

An autonomous ProSe Group may be created with one of the following ways:

-
A ProSe-enabled UE may create a ProSe Group by autonomously becoming a Group Owner (see Group D in Figure 6.2.1.2.1.1-1). This UE creates a new group identity and advertises the existence of the ProSe Group (e.g. by broadcasting the group identity on designated radio channel(s)) and serves requests from other ProSe-enabled UEs that want to become group members. In this case, the ProSe Group starts as a single-member group (the Group Owner is the only initial member).

-
A ProSe-enabled UE may start a ProSe Group after it discovers (e.g. by using ProSe Direct Discovery) another ProSe-enabled UE in close proximity. These two UEs negotiate the Group Owner role, i.e. one of them is elected to function as Group Owner. In this case, the ProSe Group starts as a two-member group.

An autonomous ProSe Group can be expanded (i) when other UEs request to join the group or (ii) when other UEs are invited to join the group. The invitation to the group is useful when two UEs need to directly communicate, but they are not members of a common ProSe Group. If, for example, UE-5 is member of group Group B and wants to establish direct communication with UE-8, which is not a member of group Group B, the UE-5 may send an invitation request message to UE-8 and trigger it to join group Group B.

Only the Group Owner can accept new members to the group, thus all join requests need to be sent to the Group Owner. The Group Owner can be discovered by its broadcast transmissions. When the Group Owner accepts a new ProSe-enabled UE to join the group, it provides to this UE the necessary security information (a pre-shared key) for securing all further communications with the Group Owner.

When two ProSe-enabled UEs need to establish direct communication, they need first to create a new ProSe Group. One of these UEs will be assigned the role of Group Owner and, subsequent to mutual authentication, will provide IP configuration information to the other UE. If necessary, the group may be kept closed by rejecting other UEs to join this group.

An autonomous ProSe Group can be created by using E-UTRA Rel-12 radio technology. 

Editor's Note: It is FFS if WiFi Direct can also be used for autonomous ProSe Group formation. 
6.2.1.2.1.2
Group Formation with Network Assistance

Editor's Note: To be completed.
6.2.1.3
Impact on existing entities and interfaces
The solution has no specification impact on existing RAN entities.

The solution has no specification impact on existing EPC entities.

6.2.1.4
Solution evaluation
Editor’s Note: The fulfillment of requirements in section 4.2 needs will be evaluated. 
6.2.2
Solution C2: Direct Communications Point to point with authorization based on application-defined Group ID and system provided ProSe ID

6.2.2.1
Functional description

This solution is expected to apply for all direct communication cases (in and (for Public Safety UE’s) out of coverage). It is assumed the calling party UE knows the Group ID and the ProSe ID (which also is or maps to radio link layer addresses) of the communication peer (called party), perhaps after a targeted discovery process or by pre-configuration or auto-configuration. 

As per Targeted discovery based on application-defined Group ID and system provided ProSe ID defined in section 6.1.6, the Group Id is also associated to a secret that may be used for application layer encryption. The network may provide additional encryption keys for UE’s in coverage, however the Group secret may be used when UE are out of coverage for encryption. During the authorization process, for UE’s under network coverage, the eNB may also get configured also with information related to transmission (e.g. applicable radio resources information). The UE also may receive additional configuration information (like security keys). Default configuration information sufficient to perform communication is assumed for Public safety UE’s operating out of coverage.   It also assumed that, if application level authorization was required by the operator, the MME can reach an application server for application layer validation and authorization of communications. This may be triggered e.g. by the specific application used or subscription of the UE’s. The address of this application server (or its FQDN) may be provided by the UE or it could be, if the application group is supported directly by the operator via a business agreement, resolved locally by the MME based on the received value of the the Group ID. The MME may reject the establishment of the direct link even if the application server may grant it, based on 3GPP layer considerations alone.  

If direct communication is rejected, the UE’s, if they are under network coverage, may continue to communicate via the infrastructure as they are assumed to have an active default PDN connection as they are in connected mode in EUTRAN while the authorization procedure is ongoing.
UE’s can exchange direct communication establishment signalling using the discovery channel. This makes it possible to asynchronously enter into communication without the need of network initiated paging.

A possible system architecture for the case of UE’s under coverage is the following (omitting explicitly calling out the two UE’s):
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The user plane path to the application server is optional and is used primarily for application registration and UE configuration. The optional prose authorization interface is shown as a direct logical interface between MME and the prose application, but in principle the S11-S5 path may mediate the application interaction, via a PCRF Rx interface.

6.2.2.2
Procedures

The following procedures are instrumental to the establishment of a direct communication link point to point between two ProSe enabled UE’s, whether one, both or none of them are under network coverage. The establishment of a data link entails instructing the entities involved (UE’s and, if in coverage, eNB’s) on the terms of the communication establishment. 

Under network coverage the eNB’s involved in communication (the ones where the UE is in RRC connected state when while the procedure for establishment of the data link are ongoing) are involved in getting the communication authorized and set up. The message flow in Figure 6.2.2.2-1 here below is an example of how this could work.
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4) S1-AP -Authorise Direct communication request (Group ID, Prose ID A, Prose ID B, Appl.Server IP@; in coverage indication flags)

10) Direct communication  (Prose ID A, Prose ID B, Group ID) Sent on a dedicated traffic channel secured with shared secret 

possibly provided by the network as part of transmission parameters, or pre-configured

5) S1-AP Grant Direct communication (Group ID, Prose ID A, Prose ID B, quotas (optional), Transmission parameters )
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Figure 6.2.2.2-1: Case of two UE's under network coverage ( if dashed lines apply) or out of coverage (dashed line does not apply). 

UE A is the initiator of direct communication. UE B is the called party. It is assumed in step 1 the initiator contacts the called party using the discovery channel as a medium for session set up signalling, using the Prose ID of the target as address.

If UE B accepts communication establishment, it would respond on the discovery channel using the prose ID of the calling party as address. 

At the end of step 2, both UE’s know if the peer has accepted direct communication and know whether the peer is in or out of coverage of one eNB (as this information is exchanged between the UE’s).

At this stage the UE’s, if they are under coverage, enter, if they were not already, RRC connected state in the respective radio access node and start the authorization steps.

The UE initiating the communication in step 1 appears to its MME as the one asking for communication authorization (possibly also at application level), using the ProSe ID’s that are assigned by the network to the UE’s. For the eNB to be able to resolve the MME the UE is homed to, the Prose ID must implicitly identify the MME the UE is homed to. The IP address or the name of the server where the MME needs to optionally check for application layer authorization and maybe obtain data volume quotas and possibly other necessary information, is provided by the UE’s (another option is that the name of the application is resolved to the right IP address by the MME based on business agreements, solely based on a agreed-upon Group ID). The Application is assumed to have the current Prose ID available for the two UE’s available via a registration mechanism.

The “in coverage indication flags” indicate which of the two parties is in coverage. In the case depicted in figure 1, both UE’s notify the other UE they are in coverage, so these flags are set to true.

It should be noted that the message for communication authorization include first the Prose ID of the initiator of communication and second the called party ProSe ID. The in coverage indication flags provide the network with information as to whether the called and calling party are in coverage.

In the message flow indicated in figure 6.2.2.2-1 here above both parties are in coverage when the dashed lines apply also. Otherwise when the UE’s are out of network coverage the respective dashed lines do not apply.

The MME of the calling party is in charge of asking for authorization if the calling party is in coverage. Otherwise it will be the called party MME as in figure 6.2.2.2-2. When none of the UE’s is in coverage, no authorization step is assumed and local authorization to direct communication out of network coverage is assumed for public safety UE’s.

It should be noted that the MME obtaining authorization from the application (i.e. the calling party MME, as per the flow above) , contacts  the MME of the other UE only in case both UE’s are under coverage, as per figure 6.2.2.2-1.

When the Calling party UE is not under coverage, then MME and eNB of the called party (if different from those of the calling party) would be in charge to request authorization, as described in figure 6.2.2.2-2.  In this case the in coverage flag of the calling party is set to FALSE and the MME of called party takes action to get application level authorization and will not wait for a message from the MME of the calling party.
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Figure 6.2.2.2- 2 - Direct communication when the called party UE only is in coverage

Conversely, when only the calling party is in coverage, the MME and eNB of the calling party only (if different if different from those of the called party) would be involved in communication authorization and set up, as depicted in figure 6.2.2.2-3. In this case the in-coverage flag of the called party would be set to FALSE and the MME of the calling party would not send an authorization message to the called party MME as in figure 6.2.2.2-1.
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Figure 6.2.2.2- 3 - Direct communication when the calling party UE only is in coverage
When the Two UE’s are finally authorized to communicate the UE’s receive from the MME(s) also transmission parameters configuration (including e.g. secret keys, frequencies, power range, QoS, filters to determine which traffic should go on direct link and which on infrastructure path). In absence of network coverage it is assumed that transmission parameters are pre-configured in the UE. Also application layer encryption may be adopted if link layer encryption was not available outside network coverage. Some transmission parameters also apply to the eNB.

At step 10 in figure 6.2.2.2-1, or 8 in figure 6.2.2.2-2 and 6.2.2.2- 3, direct communications is started. This step may include RAN signalling between or with UE’s out of coverage to further coordinate transmission. During this phase the initiator acts as DHCP server for IP address assignment on the Link, unless the called party acts as a relay, and the calling party is not a relay, in which case the IP address is assigned by the called party. 

Also, throughout the procedures, the Radio network nodes may coordinate e.g. via X2 for optimal transmission, but this is not in scope of SA2 study and more in scope of RAN activities, so this detail is not provided here.

If the UE’s are not authorized to use Prose, they (if applicable) can continue to communicate via the infrastructure as they are already in RRC connected state.
6.2.2.3
Impact on existing entities and interfaces
MME :

- 
needs to be able to issue and maintain the ProSeID

- 
need to support interactions with eNB’s and  applications for ProSe direct communications authorization.

eNB: 

- 
must enable the transmission on a broadcast discovery channel using unicastaddress (ProSe ID) and group address (Group ID) as well as to all devices

-
must support the direct communications links transmissions

- 
must be involved in direct link set up.

UE: 

-
must register for ProSe at application and 3GPP layer, must support discovery channels and the related RAN layer procedures
6.2.2.4
Solution evaluation

Editor’s Note: The fulfillment of requirements in section 4.2 needs will be evaluated. 
6.2.3
Solution C3: Network independent LTE Direct Communication (one-to-one)
6.2.3.1
Functional description

As defined in section 4.1.1 two different modes for ProSe direct communication need to be supported for ProSe "one-to-one" Direct Communication.

This solution defines procedures for the network independent mode. 

The different phases that occur before the direct communication between two UEs can commence over IP are the following:

1.
Discovery phase: the originating UE has discovered the UE that is interested to initiate communication to.
The procedures of the Discovery phase for this solution alternative are described in different sections.

NOTE 1:  This phase may not be needed for public safety scenarios.
2.
Direct connectivity phase: the originating UE is performing direct alert (similar to the paging procedure in the WAN case) and initiates the process to setup the Direct connection. This involves exchanging RRC and NAS signalling to exchange information like IP addresses, QoS etc. Session keys are also being setup at this phase. 

3.
Direct communication phase: the originating UE is initiating direct communication (over IP) with the terminating UE. This involves any form of “over IP” signalling as/if required e.g. SIP to setup a VoIP session
The following assumptions apply as part of this solution alternative and are applicable to ProSe-enabled Public Safety UEs only:

-
Security material for Direct communication is (pre-)provisioned in the UEs

-
Direct connection is initiated "autonomously" between the UEs in resources provisioned by the ProSe Function or RAN e.g. via SIB when the UE is "in coverage"

-
No Direct connection context kept when the UE is not in Direct-connected state 
Editor's Note: The concept of QoS for Direct communication is FFS and so is whether dedicated Direct bearers will be needed/used. This will also depend on the capabilities of AS layers. 
6.2.3.2

Procedures

    Editor’s Note: Describes the high-level operation, procedures and information flows for the solution.

6.2.3.2.1


Autonomous Direct Connection Setup

As described in section 6.2.3.1 this procedure makes use of the discovery solution 1, and is only applicable to an authorised ProSe-enabled Public Safety UE. 
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Figure 6.2.3.2.1-1: Autonomous Direct Connection Establishment procedure 

1. Optional Discovery procedure as defined in different sections. 

2. The originating and terminating UEs if authorised using direct radio signals to allow the UEs to establish radio link.

NOTE 1: More details about this step to be defined in RAN WGs.
3.
The originating UE sends Direct Connection request including a Connection id and security parameters to establish the Direct bearer. 

4.
Authentication is performed, based for example on pre-provisioned UE-specific digital certificates. 

NOTE 2: More details about this step to be defined in SA3 TR.
5.
If authentication is successful, the terminating UE sends a Direct Connection accept message including the connection id the IP address of UE-2 used for direct communication (if available) and proposed QoS parameters for the bearer. Other parameters are FFS.

6. 
The originating UE sends a Direct Connection complete message with connection id, (if available) the IP address of UE-1 used for communication and acceptance of the QoS parameters used for communication. Other parameters are FFS. 

Editor's Note: It is FFS whether the QoS for the default bearer could be exchanged in earlier steps.

7.
The Direct radio bearer is setup and communication can start.

6.2.3.3

Configuration information direct communication
The following information is provisioned for autonomous direct communication one-to-one:

Authorisation for direct communication
Is the UE authorised to perform Direct Communication in this PLMN? (yes/no) 
-
This information always comes from the registered PLMN
Is the ProSe enabled Public Safety UE authorized to "autonomous connection procedures" in this PLMN? (yes/no)
-
This information always provided from the registered PLMN
Additional information 

For "out of E-UTRAN coverage" operation also the resources (e.g. frequency bands) that the UE would use for direct services need to be provisioned. 
This information can be common for direct discovery and communication and indicates to the UE, what are the resources (e.g. frequency bands used) that are provided in the registered PLMN for direct discovery and communication
-
 This information always provided from the registered PLMN

In cases where the registered PLMN cannot provide any resources for direct communication e.g. out of E-UTRAN coverage, the UE is pre-provisioned with a list table that indicates the resources (e.g. frequency bands used) per different location
-
This information can be provided from HPLMN. 

6.2.3.4
 
Direct bearer concept

The Direct bearer can be considered similar to the concept to EPS bearer in case of WAN communication. 
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Figure 6.2.3.4-1: Direct bearer concept- autonomous connection

Editor's Note: The concept of D2D TFT, whether it is needed, how it is provisioned and whether it can be expanded when the UE is "out of E-UTRAN coverage" is FFS.

6.2.3.4.1


IP address allocation
IPv6 only IP address is used for the Direct link.

The UE auto-configures a link local IPv6 Address following procedures defined in RFC 4862 [11]. This address can be used for direct communication with another UE as long as no session continuity to the WAN is required.

In addition to that the UE may use a /64 IPv6 prefix that is locally stored to form a globally unique address. 

Editor's Note: It is FFS how the /64 IPv6 prefix is provisioned in the UE for the "autonomous direct connection use" that can happen when the UE is "out of coverage". Options include: a) provisioned, b) provided during PDN connection establishment (as per normal procedures) and not released when the UE goes "out of coverage". Other options are FFS.

Editor's Note: Other mechanisms for allocation of IP address e.g. DHCP are FFS
6.2.3.5

Direct Connection Management States

The Direct Connection Management States in the UE are defined for the signalling connection on the U2 reference point.

6.2.3.5.1


DCM-IDLE

A UE is in DCM-IDLE state when no NAS signalling connection or context exists between the UE and any other UE. When at this state the UE shall monitor the relevant radio resources for Direct Alert signalling.

The UE shall enter the DCM-CONNECTED state when a signalling connection is established with at least one other UE. The initial NAS message that initiates a transition of the UE from DCM-IDLE to DCM-CONNECTED state is the Direct Connection Request.

6.2.3.5.2


DCM-CONNECTED

For a UE in the DCM-CONNECTED state, there exists a signalling connection between the UE and at least another UE. When at this state the UE continues to monitor the relevant radio resources for Direct Alert signalling. 

The UE stays at this state if signalling connections are established with additional UEs.

The UE shall enter the DCM-IDLE state when its signalling connections to all other UEs have been released or broken. This release or failure is explicitly indicated to the UE or detected by the UE.

6.2.3.5.1


State Transition and Functions
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Figure 6.2.3.5.1-1: DCM state model in the UE

Editor's Note: The time it is required to switch from DCM_CONNECTED to DCM_IDLE is FFS. .

6.2.3.6

Mobility Aspects

Editor's Note: Mobility and service continuity aspects for the autonomous case are FFS.

6.2.3.7

Operational aspects

6.2.3.7.1


Lawful Intercept

Editor's Note: Lawful intercept aspects for the autonomous case are FFS.

6.2.3.7.2
 
Accounting

Reporting of data by the UE that can be used by a server in the network that is defined for this purpose can be triggered at any time. The UE can be configured to periodically report data to this server for accounting purposes via a secure interface if needed. 

NOTE: 
The reporting can use over IP protocols or any form of small data interface that exists (e.g. SMS) or any other possible small data mechanism that could be defined in rel.12.

For the specific cases of "out of E-UTRAN coverage" the UE can be expected to report data to the network that could be used for accounting purposes if needed when it goes back into E-UTRAN coverage.

Editor’s note: Whether such UE-provided info can be considered a trusted source of information to base accounting procedures on or whether other solutions need to be developed is subject to SA3/SA5 evaluation.
6.2.3.8

Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.

UE:

-
Support of discovery procedures 

-
Support for autonomous direct connection procedures defined in this section

-
Support for authorisation and provisioning from the ProSe Function
6.2.3.9

Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 

6.2.4
Solution C4: Network-authorised LTE Direct Communication (one-to-one)
6.2.4.1
Functional description
As defined in section 4.1.1  two different modes for ProSe direct communication need to be supported for ProSe "one-to-one" Direct Communication. 

This solution defines procedures for the network authorised mode. 

The different phases that occur below before the direct IP communication between two UEs can commence are the following:

1. 
Discovery phase: the originating UE has discovered the UE that is interested to initiate communication to.  The procedures of the Discovery phase for this solution alternative are described in different sections.
NOTE 1:  This phase may not be needed for public safety scenarios.
2.
Network assistance for Direct connection establishment: the originating and terminating UEs exchange signalling with the network before they establish the Direct connection. This may involve obtaining authorisation for using ProSe Direct Communication and obtaining  direct communication parameters such as security keys etc. 

3.
Direct connectivity phase: the originating UE initiates the process to setup the Direct connection. This involves exchanging RRC and NAS signalling to convey information like IP addresses, QoS etc. Session keys are also being setup at this phase. 

4. 
Direct communication phase: the originating UE is initiating direct communication (over IP) with the terminating UE. This involves any form of “over IP” signalling as/if required e.g. SIP to setup a VoIP session.

The following assumptions apply as part of this solution alternative and are applicable to all ProSe-enabled UEs under E-UTRAN coverage:

-
Network-authorised direct communication can only apply between two UEs in the same serving MME or different MMEs.;

Editor's Note: The case of UEs in different serving MMEs is FFS.

-
Direct connection setup shall always involve the network. The UE exchanges signalling with the network in order to obtain authorisation and obtain security keys that could be used for confidentiality and integrity protection of Direct connection;
- 
ProSe-enabled UEs will always be in ECM-CONNECTED to network when attempting/performing direct communications;

-
RAN control can apply to the Direct bearer and can also trigger termination of the Direct connection e.g. due to Radio Resource Management reasons;

-
Security keys are provided by the serving MME;

-
Each Direct bearer can be mapped "one-to-one" with an equivalent EPS bearer in order to facilitate path switch between direct connection and infrastructure;

- 
Revocation of authorisation of the Direct bearer from the network (e.g. with network initiated context modification) requires the bearer to be moved back to the network;

-
When the UE is not in connected state in direct mode i.e. when the Direct communication terminates,  the context in the two UEs is dropped. The Direct "inactivity timer" can be in sync associated with the network inactivity timer i.e. the UE to release the Direct context when it transitions to idle mode w.r.t. the network.

Editor's Note: The concept of QoS for Direct communication is FFS and so is whether dedicated Direct bearers will be needed/used. This will also depend on the capabilities of AS layers. 
6.2.4.2

Procedures

    Editor’s Note: Describes the high-level operation, procedures and information flows for the solution.

6.2.4.2.1

Network Authorised Direct Connection Setup


[image: image50.emf]UE-1 UE-2

1. Discovery procedure

2. NW Authorised Direct Conn. origination/termination (as in section 6.2.4.2.2.1 and 6.2.4.2.2.2)

4. Direct Connection Request (Direct Connection id, security params.)

5. Security procedures

6. Direct Connection Accept (proposed default QoS, IP address 1)

7. Direct Connection Complete( default QoS, IP address 2)

8. Direct radio bearer established

3. Direct Alert/Resp.


Figure 6.2.4.2.1-1: Network-authorised Direct Connection Establishment procedure 

1.
Discovery procedure 
2. 
The originating UE performs the network authorised procedures as defined in section 6.2.4.2.1.1 in order to obtain authorisation for establishing a Direct connection and obtain keys from the network. The keys are exchanged and the connection is authorised by the terminating network and accepted by the terminating UE following the procedures defined in next sections. 

The following steps are almost identical to the network independent Direct Connection establishment procedure.

3. 
The originating and terminating UEs if authorised use direct radio signals to allow the UEs to establish direct link. 

NOTE 1: More details about this step to be defined in RAN WGs.
Editor's Note: It is FFS whether this step is necessary for the network authorised case, or it can be fulfilled via the eNB e.g. in step 2.
4.
The originating UE sends Direct Connection request including security parameters to establish the Direct bearer. 

5.
Security procedures are performed, including security keys exchange. The UEs are using the keys obtained from the network as part of the network authorised originating and terminating procedures. 

NOTE 2: More details about this step to be defined in SA3 TR.
6.
The terminating UE sends a Direct Connection Accept message including the IP address of UE-2 used for direct communication and proposed QoS parameters for the bearer. Other parameters are FFS.

7. 
The originating UE sends a Direct Connection Complete message with the IP address of UE-1 used for communication and acceptance of the QoS parameters used for communication. Other parameters are FFS. 

Editor's Note: It is FFS whether the QoS for the default could be exchanged in earlier steps.

8.
The Direct radio bearer is setup and communication can start.

6.2.4.2.1.1
Network Authorised Direct Connection Originating Procedure 

This procedure is followed by the UE in order to obtain authorisation from the network and also all the parameters needed to establish direct communication with another UE served by the same MME.
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Figure 6.2.4.2.1.1-1: Network Authorised Direct Connection Originating Procedure 

0. 
UE-1 is EPS attached and is idle or active mode. 

1. 
If discovery is used the originating UE discovers the UE of interest.

2. 
The originating UE sends Extended Service Request message for originating Direct connectivity that includes the expression code of the terminating UE obtained. Other parameters are FFS. 

Editor's Note: How the MME will find the terminating UE identity is FFS. 
Editor's Note: The case of UEs in different serving MMEs is FFS.

3.
Step 3 corresponds to steps 3~12 of section 5.3.4.1 of TS 23.401 [11] without any modification and is performed in order to establish the EPS bearers the UE has active at the time.
4.
The MME --based on the information received from the UE in step 2-- finds the terminating UE and proceeds with the rest of the procedures described in section 6.2.4.2.1.2 or section 6.2.4.2.1.3 depending on whether the UE is in idle or active mode w.r.t. the network. 

Editor's Note: This signalling step included in this "box" (terminating procedures) can happen in parallel to some of the following steps.

5. 
MME S1-AP Initial Context Update message indicating Direct Connection established is sent to the eNB. This message also includes the association between the EPS bearer(s) and corresponding Direct bearer(s) to be established. As part of this message, MME sends an Activate Direct Connection message indicating to UE to start the Direct Connection procedure. This message also provides the Direct communication security material to the UE.
6.
The eNodeB sends RRC reconfiguration message indicating the activation of Direct Connection that triggers  UE-1 to start the Direct Connection procedure to establish the Direct radio bearer.

7.
The eNodeB confirms the allocation of resources and sends an S1-AP message to MME.

8. The two UEs perform steps 3~8 in section 6.2.4.2.1 to establish the Direct radio bearer. 
6.2.4.2.1.2
Network Authorised Direct Connection Terminating Procedure in Idle mode

This procedure is followed when the UE on the terminating side is in idle mode w.r.t. the network. It is used to obtain authorisation from the network and also all the parameters needed to establish direct communication with another UE to originate the connection.
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Figure 6.2.4.2.1.2-1: Network Authorised Direct Connection Terminating Procedure in idle mode 

1. Network Authorised Direct Connection procedures defined in section 6.2.4.2.1.1 steps 1~2.
2. MME sends a paging request indicating paging for a Direct connection.

3. The terminating UE sends Extended Service Request message for originating Direct connectivity. Other parameters are FFS.

4.
Step 3 corresponds to steps 3~12 of section 5.3.4.1 of TS 23.401 [11] without any modification and is performed in order to establish the EPS bearers the UE has active at the time.

5. 
MME S1-AP Initial Context Update message indicating that the Direct Connection is established is sent to the eNB. This message also includes the association between the EPS bearer(s) and corresponding Direct bearer(s) to be established. As part of this message, MME sends an Activate Direct Connection message indicating to UE to start the Direct Connection procedure. This message also provides the Direct communication security material to the UE.
6.
The eNodeB sends RRC reconfiguration message indicating the activation of Direct Connection that will trigger  UE-1 to start the Direct Connection procedure.

7.
The eNodeB confirms acceptance and sends an S1-AP message to MME.

8. The two UEs perform steps 3~8 in section 6.2.4.2.1 to establish the Direct radio bearer. 
6.2.4.2.1.3
Network Authorised Direct Connection Terminating Procedure in active mode

This procedure is followed when the UE on the terminating side is in active mode w.r.t. the network. It is used to obtain authorisation from the network and also all the parameters needed to establish direct communication with another UE to originate the connection.
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Figure 6.2.4.2.1.3-1: Network Authorised Direct Connection Terminating Procedure in active mode

1. 
Network Authorised Direct Connection procedures defined in section 6.2.4.2.1.1 steps 1~2.

2. 
MME sends a paging notification for a Direct connection. The eNodeB forwards the paging message to the UE indicating Direct connection. This message is sent over the existing RRC connection of the UE.
3. The terminating UE sends Extended Service Request message for originating Direct connectivity. Other parameters are FFS.

4. 
The MME sends S1-AP Initial Context Setup Request message indicating Direct Connection to the eNodeB. This message also includes the association between the EPS bearer(s) and corresponding Direct bearer(s) to be established. As part of this message, MME sends an Activate Direct Connection message indicating to UE to start the Direct Connection procedure. This message also provides the Direct communication security material to the UE. This step also activates the radio and S1 bearers for all the active EPS Bearers (as in section 5.3.4.1 of TS 23.401 [11]). 
5.
The eNodeB sends RRC reconfiguration message indicating the activation of Direct Connection that will trigger UE-2 to start the Direct Connection procedure. At this step the authorisation from the RAN for using Direct communication is performed. It is also indicated the activation of Direct Connection that will trigger UE-2 to start the Direct Connection procedure, e.g. start monitoring the radio resources for direct alert messages.
6.
The eNodeB confirms acceptance and sends an S1-AP message to MME.

7. The two UEs perform steps 3~8 in section 6.2.4.2.1 to establish the Direct radio bearer. 
6.2.4.3
Configuration information for direct communication
The following information is provisioned for network authorised direct communication one-to-one:

Authorisation for direct communication
Is the UE authorised to perform Direct Communication in this PLMN? (yes/no) 
-
This information always comes from the registered PLMN
6.2.4.4
 Direct bearer concept

The Direct bearer can be considered similar to the concept of EPS bearer in the case of WAN communication. 
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Figure 6.2.4.4-1: Direct bearer concept
Editor's Note: Whether the concept of D2D TFT is needed and how it is provisioned and whether it can be expanded when the UE is "out of E-UTRAN coverage" is FFS.

6.2.4.4.1
IP address allocation
IPv6 only IP address is used for the Direct link.

For the network-authorised case, the IP address can be linked to a EPS bearer and use the /64 IPv6 prefix that is assigned to the associated EPS bearer and allocated via one of the mechanisms defined for IPv6 prefix allocation in TS 23.401 [11]. 

6.2.4.5
Direct Connection Management States

The Direct Connection Management States in the UE are defined for the signalling connection on the U2 reference point.

In the network-authorised procedure, the UE Direct Connection Management States will be synchronised with the ECM states.

6.2.4.5.1
DCM-IDLE

A UE is in DCM-IDLE state when no NAS signalling connection or context exists between the UE and any other UE. 

The UE shall enter the DCM-CONNECTED state when a signalling connection is established with at least one other UE. The initial NAS message that initiates a transition of the UE from DCM-IDLE to DCM-CONNECTED state is the Direct Connection Request.

6.2.4.5.2
DCM-CONNECTED

For a UE in the DCM-CONNECTED state, there exists a signalling connection between the UE and at least another UE. 

The UE shall enter the DCM-IDLE state when its signalling connection to the other UE has been released or broken. This release or failure is explicitly indicated to the UE or detected by the UE.

When a UE changes to DCM‑CONNECTED state and if a direct radio bearer cannot be established, or the UE cannot maintain a bearer in the DCM-CONNECTED state, the corresponding direct bearer is transferred to the network.

The DCM-CONNECTED state in the UE is always synchronised with the ECM-CONNECTED state w.r.t. the network. That is, if the UE is in the DCM-CONNECTED state w.r.t. at least one other UE, then that UE must also be in the ECM-CONNECTED state w.r.t. the network if under E-UTRAN coverage. 

6.2.4.5.1

State Transition and Functions
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Figure 6.2.4.5.1-1: DCM state model in the UE

6.2.4.6
Mobility Aspects

Editor's Note: Mobility and service continuity aspects for the autonomous case are FFS.
6.2.4.7
Operational aspects

Operational aspects for accounting, lawful interception need to be defined for direct services based on the SA1 requirements.
6.2.4.7.1
Lawful interception

In this solution this is based on the disabling of the direct Path so that traffic goes via the EPC. Then the interception is happening as normal over the EPC and should be transparent to user since this is controlled from the network like e.g. SIPTO activation. The detailed requirements and procedures will be defined in SA WG3 and SA3-LI.

6.2.4.7.2
 Accounting

Reporting of data by the UE that can be used by a server in the network that is defined for this purpose can be triggered at any time. The UE can be configured to periodically report data to this server for accounting purposes via a secure interface if needed. 

NOTE: 
The reporting can use over IP protocols or any form of small data interface that exists (e.g. SMS) or any other possible small data mechanism that could be defined in rel.12.

Editor’s note: Whether such UE-provided info can be considered a trusted source of information to base accounting procedures on or whether other solutions need to be developed is subject to SA3/SA5 evaluation.
6.2.4.8
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
UE

-
Support of discovery procedures 

-
Support of network authorised connection establishment procedures described in this section

-
Support for authorisation and provisioning from ProSe Function
MME

-
Support network authorised connection establishment described in this section:

-
Authorisation for direct connection setup

-
Mapping of direct connection bearer to EPS bearer

-
Determination that two UEs are served by the same MME based on the discovery information

-
Security procedures, providing security keys to the UEs for the direct connection

RAN

-
Support network authorised connection establishment described in this section: 

-
Authorisation and control of the radio resources used for direct connection

6.2.4.9
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
6.X
New Function/Topic

6.X.Y
Solution X: <Title of Solution>

6.X.Y.1
Functional description

    Editor’s Note: General description, assumption, and principles of the solution. 
6.X.Y.2
Procedures
    Editor’s Note: Describes the high-level operation, procedures and information flows for the solution.
6.X.Y.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.X.Y.4
Solution evaluation
Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
7
Evaluation 

Editor's note:
this clause contains the overall evaluation of various solutions.

8
Conclusions
Editor’s Note: The clause will capture agreed conclusions from the Key Issues and Architecture Solutions clauses. 

Annex A: Interactions with GCSE_LTE for Public Safety
A.1
General

This Annex is intended for capturing certain aspects for interaction with GCSE_LTE (such as Public Safety relays) which would include text that may be outside of the ProSe WI scope (currently this is unclear), but whose inclusion should greatly contribute to the clarity and applicability of the solutions described in the main body of this TR.
A.2
ProSe communications in Group Owner mode and Public Safety Relays

Depicted in Figure A.2-1 is a possible architecture for GCSE communications via a ProSe UE-to-Network Relay supporting ProSe communications in Group Owner mode described in clause 6.2.1.
Editor’s Note: Application layer and related reference points (GC1, GC1bis). It is FFS whether these aspects will be studied as part of ProSe or GCSE_LTE.
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Figure A.2-1: Architecture for GCSE communication via a ProSe UE-to-Network Relay
New reference points:

GC1:
The reference point between the GCSE application in the UE and in the GCSE application server. It is used to define application level signalling requirement to enable Multipoint functionality for GCSE_LTE, and possibly for session establishment and floor control usages, etc. It is studied in TR 23.768.
GC1bis:
The reference point between GCSE application clients residing in the UE and in the ProSe UE-to-Network Relay.
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UE A powers and obtains or is pre-configured with a globally unique Prose ID A and the Group ID’s related to its applications


ProSe Registration 


UE A registers with the application its unique Prose ID, its prose status and prose settings for each buddy (if any)


UE B registers with the application its unique Prose ID, its prose status and prose settings for each buddy (if any)


UE A and UE B belong to the same application group. This has a unique Group ID and a shared secret. 


1-TDiscovery request (challenge A, prose ID A, Attributes ) sent to a Prose discovery channel with Group ID as address


2-TDiscovery Response (response A, challenge B(optional), Prose ID B, Attributes ) sent to a Prose discovery channel  with Prose ID A related address


3-TDiscovery ACK (Response B(optional)) sent to a Prose discovery channel with Prose ID B related address


UE A discovered UE B.
application layer interest  is determined via lookup of mapping of prose ID to application layer ID’s – this mapping could be out of band.
Communication may ensue


UE B powers and obtains or is pre-configured with a globally unique Prose ID B and the Group ID’s related to its applications
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4. Expression Code Request


Application-ID
MyID=”adam@example.com”
List<FriendIDs>



