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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope
The objective of this technical specification is to specify interworking between MC systems and LMR systems that satisfy the MCPTT requirements in 3GPP TS 22.179 [2], MCCoRe requirements in 3GPP TS 22.280 [x] and the MCData requirements (SDS only) in 3GPP TS 22.282 [3].
The present document refers to an InterWorking Function (IWF). The structure and functionality of the IWF is out of scope of the present document. The definition of reference points between the IWF and MC systems and the interactions between the IWF and MC systems are in scope of the present document.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[3]
3GPP TS 22.179: "Mission Critical Push to Talk (MCPTT) over LTE; Stage 1".
[4]
3GPP TS 22.282: "Mission Critical Data services over LTE".

[5]
3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".

[6]
3GPP TS 23.282: "Functional architecture and information flows to support Mission Critical Data (MCData); Stage 2".
[7]
3GPP TS 23.379: "Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT); Stage 2".
[8]
3GPP TS 24.383: "Mission Critical Push To Talk (MCPTT) Management Object".

[9]
3GPP TS 26.179: "MCPTT - Codecs and media handling".
[10]
3GPP TS 33.180: "Security of the mission critical service"
[11]
ETSI TR 103 269-1: "TCCE Critical Communications Architecture; Part 1: Critical Communications Architecture Reference Model".
[12]
ETSI EN 300 392‑1: "Terrestrial Trunked Radio (TETRA); Voice plus Data; Part 1: General Network Design".
[13]
ETSI ETS 300 392‑11‑22: "Terrestrial Trunked Radio (TETRA); Voice plus Data (V+D); Part 11: Supplementary services stage 2; Sub-part 22: Dynamic Group Number Assignment (DGNA)".

[14]
ETSI EN 300 395-2: "Terrestrial Trunked Radio (TETRA): Speech codec for full-rate traffic channel; Part 2: TETRA codec".

[15]
ETSI TR 103 269-1: "TCCE Critical Communications Architecture; Part 1: Critical Communications Architecture Reference Model".
[16]
IEEE 1588-2008: "IEEE Standard for a Precision Clock Synchronization Protocol for Networked Measurement and Control Systems".
[17]
IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification".
[18]
ITU‑T Recommendation E.218: "Management of the allocation of terrestrial trunk radio Mobile Country Codes".
[19]
TIA TIA‑102.AABC‑D: "Project 25 Trunking Control Channel Messages".
[20]
TIA TIA‑102.AABD‑B: "Project 25 Trunking Procedures".
[21]
TIA TIA‑102.BACA‑B: "Project 25 Inter-RF Subsystem Interface Messages and Procedures for Voice Services, Mobility Management, and RFSS Capability Polling Services".
[22]
TIA TSB‑102‑B: "Project 25 TIA‑102 Document Suite Overview".
[23]
TIA TIA-102.BABA: "Project 25 Vocoder Description".

[24]
TIA TIA-102.BABA-1: "Project 25 Half Rate Vocoder Addendum".

[25]
TIA TIA-102.AABH-B: "Project 25 Dynamic Regrouping Messages and Procedures".

Editor's note:
Remove unused references prior to presentation to plenary
3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Interworking: A means of communication between mission critical systems and LMR systems whereby MC users obtaining service from a mission critical system can communicate with LMR users who are obtaining service from one or more LMR systems.
Interworking function: Adapts LMR Systems to mission critical systems via the IWF interface and supports interworking between LMR systems and mission critical systems. 
Interworking group: A group, which is composed of group members from MC system and LMR system and defined in MC system or LMR system.
LMR system: The collection of applications, services, and enabling capabilities required to provide LMR service for a mission critical organization. 
LMR user: A user of an LMR service, who has a device with the capability to participate in LMR services. The term LMR user is defined for discussion purposes only and is out of scope of the present specification.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

ACELP
Algebraic Code-Excited Linear Prediction (TETRA)

CCA
Critical Communications Application (TETRA)

DGNA 
Dynamic Group Number Assignment (TETRA) 
E2EE
End-to-End Encryption

EVS
Enhanced Voice Services

GMS
Group Management Server

GSSI
Group Short Subscriber Identity (TETRA)

GTSI
Group TETRA Subscriber Identity (TETRA)

IAT
Inter-Arrival Time

IKI
Inter-KMF Interface

IMBE
Improved MultiBand Excitation

ISSI
Individual Short Subscriber Identity (TETRA)

ITSI
Individual TETRA Subscriber Identity (TETRA)
IWF
InterWorking Function

KMF
Key Management Facility

KMS
Key Management Service

LIP
Location Information Protocol (TETRA)

LMR
Land Mobile Radio

MCC
Mobile Country Code (TETRA)

MCPTT
Mission Critical Push To Talk
MIKEY
Multimedia Internet KEYing
MNC
Mobile Network Code (TETRA)
MS
Mobile Station (TETRA)

NTP
Network Time Protocol
OTAR
Over-The-Air Rekeying

P25
Project 25

PTP
Precision Time Protocol

SAKKE
SAkai Kasahara Key Encryption

SGID
Subscriber Group ID (P25)
SUID
Subscriber Unit ID (P25)
SWB
Super WideBand

TCCE
TETRA and Critical Communications Evolution

TETRA
TErrestrial Trunked Radio

UE
User Equipment

UID
Unit ID (P25)

UKEK
Unique Key Encryption Key
URI
Uniform Resource Identifier

WACN
Wide Area Communications Network (P25)

WB-AMR
WideBand Adaptive Multi-Rate
Editor's note:
Remove unused definitions and abbreviations prior to presentation to plenary
4
Introduction

The present document describes the architecture to support the interworking between the MC system and the LMR system to satisfy interworking requirements specified in 3GPP TS 22.179 [3] and 3GPP TS 22.282 [4].
5.
Assumptions and architectural requirements

5.1
Key management

Interworking requirements for key management for E2EE include:

a)
a mechanism to securely (i.e. authenticity, integrity, confidentiality) share a traffic encryption key generated by the IWF (or an entity within the LMR system represented by the IWF) for a private call sessions between a party in an MCPTT system and the IWF;

b)
a mechanism to securely convey to group members in MC systems, the LMR encryption key or set of encryption keys associated with an MC service group or set of MC service groups, to be used for encryption of interworking group calls spanning the multiple systems;

c)
a mechanism to securely share with temporary group members in MC systems, the LMR encryption key(s) associated with a temporary MC service group to be used in interworking group calls spanning the multiple systems;

d)
key management solutions shall not preclude the ability of an IWF to allow one or more individual Mission Critical Organizations from having sole control over and sole access to the traffic encryption keys used for the entity's media traffic and users' Unique Key Encryption Keys (UKEKs);

e)
key management solutions shall support the ability of the IWF to decrypt/reencrypt the media traffic for zero or more groups; and,

f)
for deployments where Mission Critical Organizations wish to use LMR E2EE mechanisms: 

i)
a mechanism to securely provision an MC service client with the user's UKEK; and,

ii)
a mechanism to convey LMR OTAR message contents.

6.
Involved business relationships

Editor's note:
This subclause is a placeholder for information about involved business relationships. This clause will be removed if there is no content in time for presentation to plenary.
7.
Functional model

7.1
General
7.2
Functional model description

Figure 7.2‑1 shows the functional model for the application plane for interworking between MC systems and LMR systems. Functional entities and interfaces depicted on the right-hand side of the IWF‑x interfaces are defined in 3GPP TS 23.280 [5], 3GPP TS 23.379 [7], and 3GPP TS 23.282 [6].
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Figure 7.2-1: Functional model for application plane for interworking
7.3
Functional entities description

7.3.1
IWF
The IWF supports most of the functionality of peer MCPTT and MCData systems, with exceptions specified in the present document. The IWF supports any necessary protocol translation and identity mapping between the MC systems and the IWF. The internal function of the IWF is out of scope of the present document. 

7.4
Reference points
7.4.1
Reference point IWF‑1 (between the IWF and the MCPTT server)

The IWF‑1 reference point, which exists between the IWF and the MCPTT server, provides peer to peer interconnection between an LMR system and the MCPTT system. IWF‑1 supports the same functionality as MCPTT‑3 as defined in 3GPP TS 23.379 [7], except as specified in the present document. The IWF‑1 interface is supported by the same signalling plane protocol(s) as defined for MCPTT‑3 except as specified in the present document.
7.4.2
Reference point IWF‑2 (between the IWF and the MCData server)
The IWF‑2 reference point, which exists between the IWF and the MCData server, provides SDS interconnection between an LMR system and the MCData system. IWF‑2 supports the same functionality as MCData‑SDS‑1 and MCData‑SDS‑2, as defined in 3GPP TS 23.282 [6] except as specified in the present document. The IWF‑2 interface is supported by the same signalling plane protocol(s) as defined for MCData‑3 except as specified in the present document.
7.4.3
Reference point IWF‑3 (between the IWF and the group management server)
The IWF‑3 reference point, which exists between the IWF and the group management server, provides group management interconnection between an LMR system and the MC service system. IWF‑3 is based upon CSC‑7, as defined in 3GPP TS 23.280 [5] except as specified in the present document. 

8.
Identities

8.1
Identity mapping

The IWF provides centralised support for interworking between an MCPTT or MCData system and an LMR system.
In MCPTT systems, the identity of an LMR user is provided as an MCPTT ID, and the identity of an LMR group is provided as an MCPTT group ID, which can be used by the IWF to derive the corresponding identities used in an LMR system. Similarly, in MCData systems, the identity of an LMR user is provided as an MCData ID, and the identity of an LMR group is provided as an MCData group ID, which can be used by the IWF to derive the corresponding identities used in an LMR system.
Identities provided on IWF reference points are described in clause 8 of 3GPP TS 23.280 [5].
The IWF shall perform the identity mapping between an MCPTT or MCData system and an LMR system during exchange of signalling and media messages.
9.
Application of functional model to deployments

Editor's note:
This subclause is a placeholder for functional model to deployments information. This clause will be removed if there is no content in time for presentation to plenary.
10.
Procedures and information flows

10.1
Affiliation

10.1.1
Information flows for affiliation

10.1.1.1
General

Except as specified in the subclauses below, information flows for affiliation are defined in 3GPP TS 23.280 [5].

10.1.1.2
IWF group affiliation request
Table 10.1.1.2-1 describes the information flow IWF group affiliation request between the IWF and an MC service server and between an MC service server and the IWF.

Table 10.1.1.2-1: IWF group affiliation request

	Information element
	Status
	Description

	MC service ID (NOTE)
	O
	The MC service ID of the originator (LMR user or MC service user) who triggers the MC service group affiliation request.

	MC service group ID list
	M
	A list of one or more MC service group IDs to which the originator intends to affiliate and is defined in the destination MC service system.

	NOTE: 
The MC service ID is not included if the IWF is affiliating itself to the group and not on behalf of a particular user.


Editor's note:
How to indicate which service the affilation is for is FFS.
10.1.1.3
IWF group affiliation response

Table 10.1.1.3-1 describes the information flow IWF group affiliation response between the IWF and an MC service server and between an MC service server and the IWF.

Table 10.1.1.3-1: IWF group affiliation response

	Information element
	Status
	Description

	MC service ID (NOTE)
	O
	The MC service ID of the originator (LMR user or MC service user) who triggered the MC service group affiliation request.

	MC service group ID list
	M
	A list of one or more MC service group IDs to which the originator intends to affiliate and is defined in the destination MC service system.

	Affiliation status per MC service group ID
	M
	Indicates the affiliation result for every MC service group ID in the list.

	NOTE: 
The MC service ID is not included if the IWF is affiliating itself to the group and not on behalf of a particular user.


10.1.1.4
IWF group de-affiliation request
Table 10.1.1.4-1 describes the information flow IWF group de-affiliation request between the IWF and an MC service server and between an MC service server and the IWF.

Table 10.1.1.4-1: IWF group de-affiliation request

	Information element
	Status
	Description

	MC service ID (NOTE)
	O
	The MC service ID of the originator (LMR user or MC service user) who triggers the MC service group de-affiliation request.

	MC service group ID list
	M
	A list of one or more MC service group IDs to which the originator intends to de-affiliate.

	NOTE: 
The MC service ID is not included if the IWF is de-affiliating from the group and not on behalf of a particular user.


Editor's note:
How to indicate which service the de-affiation is for is FFS.

10.1.1.5
IWF group de-affiliation response

Table 10.1.1.5-1 describes the information flow IWF group de-affiliation response between the IWF and an MC service server and between an MC service server and the IWF.

Table 10.1.1.5-1: IWF group de-affiliation response

	Information element
	Status
	Description

	MC service ID (NOTE)
	O
	The MC service ID of the originator (LMR user or MC service user) who triggers the MC service group de-affiliation request.

	MC service group ID list
	M
	A list of one or more MC service group IDs to which the originator intends to de-affiliate.

	De-affiliation status per MC service group ID
	M
	Indicates the de-affiliation result for every MC service group ID in the list.

	NOTE: 
The MC service ID is not included if the IWF is de-affiliating from the group and not on behalf of a particular user.


10.1.2
Affiliation procedures 

10.1.2.1
General

The participating system of the group, which may be the LMR system or the MCPTT system, may inform the controlling system of the group concerning group affiliations, and may pass affiliation related signalling to the controlling system in one of the following ways:

-
Every group affiliation in the participating system results in an affiliation sent to the controlling system, which may contain the identity (with appropriate translation by the IWF) of the affiliating group member; or

-
A group affiliation is sent from the participating system to the controlling system when the first group member affiliates to the designated group in the participating system, and a group de-affiliation is sent to the controlling system when the last group member de-affiliates, and no other group affiliation signalling is sent.

In the second option, only the group identity is sent from participating system to controlling system and group members' identities are not sent. This implies that when a call is set up or the floor is requested by a client in the participating system, the identity of the client will not be perceived by the controlling system as having previously affiliated to the group.
10.1.2.2
Group affiliation to group defined in MCPTT system
The LMR system may affiliate its group members to the interworking group via the IWF. 

For group regroup, the affiliated group members are automatically affiliated to the temporary group.
The signalling procedure of interworking group affiliation is described in figure 10.1.2.2-1.

Pre-conditions:

1.
The group to be affiliated to is defined in the MCPTT system.

2.
The IWF is connected to and is authorized to interwork with the MCPTT system.
3.
The interworking group information is available at the IWF.

4.
The mapping relationship of group and user identities between MCPTT system and LMR system has been configured at the IWF.

NOTE 1: 
For all the signalling messages passing through the IWF between MCPTT system and LMR system, the IWF shall perform the identity conversion and protocol translation.
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Figure 10.1.2.2-1: Group affiliation to group defined in MCPTT system
1.
The IWF sends an IWF group affiliation request to the MCPTT server on behalf of the LMR system.

2a.
MCPTT server checks if the group policy is locally cached. If the group policy is not locally cached on the MCPTT server then MCPTT server requests the group policy from the group management server.

2b.
MCPTT server receives the group policy from the group management server.

3.
Based on the group policy and user subscription, the MCPTT server affiliates the IWF to the group. If a separate affiliation for each LMR user is expected, the status of the affiliating user is stored by the MCPTT server as the status associated with an MCPTT ID provided by the IWF that corresponds to the identity of that LMR user. If a separate affiliation for each LMR user is not expected, an affiliation status for the group using an identity provided by the IWF is stored, however no individual user's affiliation status is stored.
4.
The MCPTT server sends the group affiliation status update message to the group management server, the group management server stores and updates the group affiliation status.

5.
The MCPTT server returns an IWF group affiliation response to the IWF.

NOTE 2:
How the LMR user(s) affiliates to a group is outside the scope of the present document.
10.1.2.3
Group de-affiliation to group defined in MCPTT system

The signalling procedure of interworking group de-affiliation is described in figure 10.1.2.3-1.

The LMR system manages the individual de-affiliation requests from the LMR users. The LMR system may de-affiliate its group members from the interworking group via the IWF.

Pre-conditions:

1.
The mapping relationship of group and user identities between MCPTT system and LMR system has been configured at IWF. 

2.
The affiliation procedure described in subclause 10.1.2.2 was previously performed.

NOTE 1:
For all the signalling messages passing through the IWF between MCPTT system and LMR system, the IWF shall perform the identity convert and protocol translation.
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Figure 10.1.2.3-1: Group de-affiliation to group defined in MCPTT system
1.
The IWF sends an IWF group de-affiliation request to the MCPTT server on behalf of the LMR system.

2.
If a separate de-affiliation from each LMR user is expected and based on the group policy and user subscription, the MCPTT server may de-affiliate the LMR group member from the group. Further, the MCPTT server may store the affiliation status of the user(s) for the requested MC service group(s). If a separate de-affiliation from each LMR user is not expected, the de-affiliation signalling de-affiliates the IWF and therefore entire LMR system from the group.
3.
The MCPTT server sends the group de-affiliation status update message to the group management server, the group management server stores and updates the group affiliation status.

4.
The MCPTT server returns an IWF group de-affiliation response to the IWF.

NOTE 2:
How the LMR user(s) de-affiliate from a group is outside the scope of the present document.
10.2
Group management

10.2.1
Information flows for group management

10.2.1.1
General

Except as specified in the subclauses below, information flows for group management are defined in 3GPP TS 23.280 [5].
10.2.1.2
IWF group add member request

Table 10.2.1.2-1 describes the information flow IWF group add member request from the group management client to the group management server and from the group management client to the IWF.

Table 10.2.1.2-1: IWF group add member request

	Information element
	Status
	Description

	MC service ID list
	M
	List of MC service IDs that are part of the group to be added corresponding to the list of the configured services

	MC service list (see NOTE)
	O
	List of MC services whose service communications are to be enabled on the group.

	MC service group ID
	M
	MC service group ID of the group

	NOTE:
This information element shall be included in the message for creating a group configured for multiple MC services. MCPTT and MCData are valid services for interworking.


10.2.1.3
IWF group add member response

Table 10.2.1.3-1 describes the information flow IWF group add member response from the group management server to the group management client and from the IWF to the group management server.

Table 10.2.1.3-1: IWF group add member confirmation response
	Information element
	Status
	Description

	MC service ID list
	M
	List of MC service IDs that are part of the group to be added corresponding to the list of the configured services

	MC service group ID
	M
	MC service group ID of the group

	Result
	M
	For each MC service ID in the list above, the result indicates whether the addition of the MC service ID is authorized.


10.2.1.4
IWF group creation notify

Table 10.2.1.4-1 describes the information flow IWF group creation notify from the group management server to the MC service server(s) and from the group management server to the IWF.
NOTE:
When group is configured for multiple MC services, the IWF group creation notify message is sent from the group management server to the MC service servers configured for the group.
Table 10.2.1.4-1: IWF group creation notify
	Information element
	Status
	Description

	MC service group ID
	M
	MC service group ID that was created based on the MC service ID list and the MC services enabled on them

	MC service ID list
	M
	List of MC service IDs that are part of the created group 


10.2.2
Interworking group creation
This procedure describes creation of an interworking group in MCPTT system which includes both MCPTT users and LMR users. An LMR user is represented by an MCPTT ID in the MCPTT system's group management system as if the LMR user were homed on a peer MCPTT system.

The signalling procedure is described in figure 10.2.2‑1.

Pre-conditions:

1.
An MCPTT client is registered and its respective MCPTT user is authenticated and authorized to use the MCPTT service.

2.
The mapping relationships of group and user identities between the MCPTT system and the LMR system have been configured at the IWF.
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Figure 10.2.2-1: Group creation between MCPTT and LMR system
1.
MCPTT user at group management client initiates interworking group creation by sending group creation request to group management server. A list of MCPTT IDs corresponding to the LMR users is included.

2.
The group management server performs authorization check.

3.
The group management server sends an IWF group add member request to the IWF, informing the IWF that one or more members being added to the group belong to the IWF.

4.
The IWF performs an authorization check whether the LMR users can be included in the group creation. The IWF may reject the authorization check if the group or one of the MCPTT IDs are unknown to the IWF or are not mapped to LMR identities in the IWF configuration.

5.
The IWF returns the IWF group add member response to the group management server. The IWF may reject the request in step 3 depending upon the decision in step 4.

6.
The group management server creates and stores the information of the interworking group as group configuration data as described in 3GPP TS 23.280 [5]. The users of the group may be automatically affiliated if so configured.

7.
The group management server notifies the MCPTT server regarding the group creation with the information of the group members. 

8.
The group management server notifies the IWF regarding the group creation.

9.
The group management server notifies the MCPTT users.
10.
The group management server returns a group creation response to the group management client of the authorized user.
NOTE:
How IWF interacts with LMR system is outside the scope of the present document.

10.3
Group call

10.3.1
General

10.3.2
Information flows for group call over interworking group

10.3.2.1
General

Except as specified in the subclauses below, information flows for group call are referred in 3GPP TS 23.379 [7].
10.3.2.2
Group call request (IWF – MCPTT server)

Table 10.3.2.2-1 describes the information flow group call request from the IWF to the MCPTT server and from the MCPTT server to the IWF.
Table 10.3.2.2-1 Group call request information elements

	Information Element
	Status
	Description

	MCPTT ID
	M(NOTE)
	The MCPTT ID of the calling party

	MCPTT group ID
	M
	The MCPTT group ID of the interworking group on which the call is initiated

	SDP offer
	M
	Media parameters of MCPTT server

	Broadcast indicator
	O
	Indicates that the group call request is for a broadcast group call

	NOTE:
If the LMR system does not provide the calling party identity when the group call is originated from LMR system, then this information element may be set to a MCPTT ID reserved for LMR user at IWF.


10.3.2.3
Group call response (IWF – MCPTT server)
Table 10.3.2.3-1 describes the information flow group call response from the MCPTT server to IWF and from IWF to MCPTT server.

Table 10.3.2.3-1 Group call response information elements

	Information Element
	Status
	Description

	MCPTT ID
	M
	The MCPTT ID of the target MCPTT group member

	MCPTT group ID
	M
	The MCPTT group ID of the group on which the call is requested

	SDP answer
	M
	Media parameters selected


10.3.3
Group call over interworking group

10.3.3.1
General
This subclause describes the group call between MCPTT system and LMR system over a interworking group host at the MCPTT server. The LMR users is presented in this interworking group as MCPTT IDs or MCPTT group ID linked to the LMR system.
10.3.3.2
Group call initiated by MCPTT user over interworking group defined in MCPTT system
The signalling procedure is described in figure 10.3.3.2-1.

Pre-conditions:

1.
The interworking group information is known at the GMS and IWF by configuration or group creation.

2.
MCPTT client 1 is registered and its respective user - MCPTT user 1 is authenticated and authorized to use the MCPTT service. 

3.
The users in this interworking group have been affiliated to the interworking group.

4.
The mapping relationship of group and user identities between MCPTT system and LMR system has been configured at IWF.
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Figure 10.3.3.2-1: Group call initiated by MCPTT user over interworking group defined in MCPTT system
1.
MCPTT user at MCPTT client 1 would like to initiate a group call for the selected interworking group identified by MCPTT group ID. 

2.
MCPTT client 1 sends a group call request including MCPTT group ID, SDP offer with media parameters towards the MCPTT server, which hosts the interworking group selected by the user. If there is a floor request to transmit, then the group call request contains an indication of an implicit floor request.
3.
MCPTT server checks whether the user of MCPTT client 1 is authorized to initiate a group call over the selected interworking group. If authorized and the group call is ongoing for that group, the MCPTT server adds the requesting MCPTT client 1 to the existing group call and notifies the MCPTT client 1 that the group call is already in progress. Otherwise, MCPTT server resolves the MCPTT group ID with GMS and gets the group information. 

Editor's note:
Whether resolving MCVideo group ID with GMS is not needed is FFS.
4.
MCPTT server proceeds group call setup procedures to call sub-group from MCPTT system as described in 3GPP TS 23.379 [7].

5.
MCPTT server sends a group call request including interworking group identity towards the IWF.

6.
Upon receiving the group call request, the IWF performs the identity conversion and protocol translation, and calls the LMR users.

NOTE 1:
How the LMR users is called is outside the scope of the present document.

7.
IWF then returns group call response to the MCPTT server. If E2EE is specified, then the MCPTT users and the LMR users shall use the same codec. If E2EE is not specified, the MCPTT users and the LMR users can use different codecs and transcode is needed at the IWF.

8.
The MCPTT server sends group call request the MCPTT client 1 about successful call establishment.

9.
Group call over the interworking group has successfully established media plane for communication and either user can transmit media. The MCPTT system where the interworking group is defined is the controlling system of the group call. For successful call establishment for group call with floor request from MCPTT client 1, floor participant at MCPTT client 1 is granted floor by the floor control server within MCPTT server, giving it permission to transmit. At the same time group members are informed that floor is taken.

10.3.3.3
Group call initiated by LMR user over interworking group defined in MCPTT system.

The signalling procedure is described in figure 10.3.3.3-1.

Pre-conditions:

1.
The interworking group information is known at the GMS and IWF by configuration or group creation.
2.
MCPTT client 1 is registered and its respective user - MCPTT user 1 is authenticated and authorized to use the MCPTT service.

3.
The users in this interworking group have been affiliated to the interworking group.

4.
The mapping relationship of group and user identities between MCPTT system and LMR system has been configured at IWF.
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Figure 10.3.3.3-1: Group call initiated by LMR user over interworking group defined in MCPTT system
1.
Upon receiving the group call from the LMR user, the IWF performs identity conversion and protocol translation. For a group call with floor control, floor control is to be established.

NOTE 1:
How LMR user initiates a group call with or without floor control is outside the scope of the present document.

2.
The IWF sends a group call request including MCPTT group ID to MCPTT server host group for call establishment. If floor control is requested by the calling LMR user, an indication of implicit floor request is included. If no calling party identity is received from the LMR system, the calling party identity in the group call request may be set to a MCPTT ID reserved for LMR user at IWF.

3.
If the group call is ongoing for that group, the MCPTT server adds the requesting LMR user to the existing group call and notifies the LMR user that the group call is already in progress. Otherwise, the MCPTT server resolves the group ID with GMS to get the group information. MCPTT server calls the affiliated users from MCPTT system as described in 3GPP TS 23.379 [7]. If E2EE is specified, then the MCPTT users and the LMR users shall use the same codec. If E2EE is not specified, the MCPTT users and the LMR users can use different codecs and transcode is needed at the IWF.

Editor's note:
Whether resolving MCVideo group ID with GMS is not needed is FFS.
4.
MCPTT server sends group call request to the IWF to call the LMR users from the LMR system. The MCPTT ID of the calling party complies with that in step 2.

5.
The IWF performs the identity conversion and protocol translation. And calls the LMR users from LMR system.

NOTE 2:
How the LMR users from LMR system being called is outside the scope of the present document.

6.
The IWF performs the identity conversion and protocol translation and sends group call response to the MCPTT server.

7.
The MCPTT server confirms the successful establishment of the group call. 

8.
A group call response is returned to the initiating LMR user from LMR system via the IWF for confirmation of the successful call establishment.
9.
The interworking group call has successfully established media plane for communication and either user can transmit media. The MCPTT system where the interworking group defined is the controlling system of the group call. For successful call establishment for group call with floor control request from LMR user, the MCPTT client 1 is informed that floor is taken.

NOTE 3:
How the floor control is managed in the LMR system is outside the scope of the present document.
10.4
Private call

10.4.1
Information flows for private calls

10.4.1.1
General

The remaining subclauses of the parent subclause of this subclause define the information flows that differ from those in 3GPP TS 23.379 [7]. Refer to 3GPP TS 23.379 [7] for information flows not defined here.
10.4.1.2
IWF private call request 

Table 10.4.1.2-1 describes the information flow IWF private call request from the MCPTT server to the IWF and the IWF to the MCPTT server.

Table 10.4.1.2-1: IWF private call request information elements

	Information Element
	Status
	Description

	MCPTT ID
	M
	The MCPTT ID of the calling party

	MCPTT ID
	M
	The MCPTT ID of the called party

	Use floor control indication
	M
	This element indicates whether floor control will be used for the private call.

	SDP offer
	M
	Media parameters of MCPTT client. 

	Encryption Algorithm
	O
	Encryption algorithm to use for the call. The field can also indicate whether the encryption algorithm choice is determined from information in the media stream.

	Encryption mode
	M
	Whether E2EE will be used.

	Requested commencement mode
	O
	An indication of the commencement mode to be used.

	Implicit floor request
	O
	An indication that the user is also requesting the floor. 


Editor's note:
The need for the Encryption algorithm parameter is FFS.
10.4.1.3
IWF private call response

Table 10.4.1.3-1 describes the information flow IWF private call response from the MCPTT server to the IWF and the IWF to the MCPTT server.

Table 10.4.1.3-1: IWF private call response information elements 

	Information Element
	Status
	Description

	MCPTT ID
	M
	The MCPTT ID of the calling party

	MCPTT ID
	O
	The MCPTT ID of the called party

	Acceptance confirmation
	O
	An indication whether the user has positively accepted the call.

	SDP answer
	M
	Media parameters selected

	Result
	M
	Result of the IWF private call request: success or failure

	Encryption Algorithm(s) response
	O
	A list of one or more alternative encryption algorithm(s) to use for the call.

	Use floor control indication response 
	O
	This element indicates whether the floor control indication in the request is acceptable.

	Implicit floor request response
	O
	This element indicates whether the indication that the user is also requesting the floor in the request is acceptable. 


Editor's note:
The need for the Encryption algorithm(s) response parameter is FFS.
10.4.1.4
IWF ringing

Table 10.4.1.4-1 describes the information flow IWF ringing from the MCPTT server to the IWF and the IWF to the MCPTT server.

Table 10.4.1.4-1: IWF ringing information elements

	Information Element
	Status
	Description

	MCPTT ID
	M
	The MCPTT ID of the calling party

	MCPTT ID
	M
	The MCPTT ID of the called party

	Ringing indication
	O
	Indication to the caller.


10.4.2
Private call setup in automatic commencement mode – users in multiple systems

In this procedure, an MCPTT user is initiating an MCPTT private call (automatic commencement mode) for communicating with a user in an LMR system, with or without floor control enabled. 

In figure 10.4.2-1, an MCPTT client initiates establishment of an MCPTT private call with an LMR user. 
Pre-conditions:
1.
The calling MCPTT user has selected automatic commencement mode for the call;
2.
The MCPTT client is registered to the MCPTT service, as per procedure in subclause 10.2 in 3GPP TS 23.379 [7].
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Figure 10.4.2-1: Private call setup in automatic commencement mode – users in multiple systems

1.
The MCPTT user at the MCPTT client would like to initiate an MCPTT private call. The MCPTT client sends an MCPTT private call request towards the MCPTT server. The MCPTT private call request contains: 
-
the MCPTT ID corresponding to the LMR called user and an SDP offer containing one or more media types; 
-
the encryption algorithm;

-
the encryption mode (encrypted or not)

-
an indication of whether the MCPTT client is requesting the floor;

-
requested commencement mode (automatic in this case); and

-
an indication of whether the call is to be full or half duplex (whether to establish floor control).

Editor's note:
The need for the encryption algorithm parameter is FFS.
2.
The MCPTT server checks whether the MCPTT user at the MCPTT client is authorized to initiate the private call. If the IWF private call request is requesting automatic commencement mode then the MCPTT server also checks whether the MCPTT user at the MCPTT client is authorized to initiate a call in automatic commencement mode.

3.
If authorized, the MCPTT server sends the IWF private call request towards the IWF, including the original parameters with possible modification to the listed media types.
4.
The IWF sends an IWF private call response to the MCPTT server, indicating alternative values for any parameters that the IWF cannot support.

5. 
The MCPTT server forwards the MCPTT private call response to the MCPTT client. If the result parameter indicates success, then the MCPTT client proceeds to step 6. Otherwise, if the parameters returned in the MCPTT private call response are acceptable to the MCPTT client, then the MCPTT client can send a new MCPTT private call request with the new parameters and behaves according to those parameters. The calling MCPTT user may be notified of the change in parameters, for example, that the call is to be without floor control. The MCPTT user can choose to end the call rather than continue with the new parameters. If the parameters returned are not acceptable to the MCPTT client, then the call fails.
6.
The MCPTT client has successfully established media plane for communication to the IWF and either end can transmit media. For successful call establishment of a private call with implicit floor control request from the MCPTT client, floor participant at the MCPTT client is granted floor by the floor control server at MCPTT service provider, giving it permission to transmit. At the same time the IWF is informed by the floor control server at MCPTT service provider that the floor is taken.
10.4.3
Private call setup in manual commencement mode – users in multiple systems

In this procedure, an MCPTT user is initiating an MCPTT private call (manual commencement mode) for communicating with an LMR user via an IWF, with or without floor control enabled. 

In figure 10.4.3-1, an MCPTT client initiates establishment of an MCPTT private call with an LMR user. 
Pre-conditions:

1.
The calling MCPTT user has selected manual commencement mode for the call. 
2.
The MCPTT client is registered to the MCPTT service, as per procedure in subclause 10.2 in 3GPP TS 23.379 [7].
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Figure 10.4.3-1: Private call setup in manual commencement mode – users in multiple systems

1.
The MCPTT user at the MCPTT client would like to initiate an MCPTT private call. The MCPTT client sends an MCPTT private call request towards the MCPTT server. The MCPTT private call request contains:

-
the MCPTT ID corresponding to the called LMR user and an SDP offer containing one or more media types; 
-
the encryption algorithm;

-
the encryption mode (encrypted or not)

-
an indication of whether the MCPTT client is requesting the floor;

-
requested commencement mode (manual in this case); and

-
an indication of whether the call is to be full or half duplex (whether to establish floor control).

Editor's note:
The need for the encryption algorithm parameter is FFS.

2.
The MCPTT server checks whether the MCPTT user at the MCPTT client is authorized to initiate the private call. If the IWF private call request is requesting manual commencement mode then the MCPTT server also checks whether the MCPTT user at the MCPTT client is authorized to initiate a call in manual commencement mode.

3.
If authorized, the MCPTT server sends the IWF private call request towards the IWF, including the original parameters with possible modification to the listed media types.
4.
The IWF sends an IWF private call response to the MCPTT server, which may indicate alternative values. If the IWF modifies any parameters, the IWF should not proceed with the call setup (the scenario will either restart from step 1 or will be abandoned by the MCPTT client). The call is restarted because the steps to continue with a new set of parameters from the calling party is the same as the steps above, starting with step 1, which is to essentially restart the call.
5. 
The MCPTT server forwards the MCPTT private call response to the MCPTT client. If the result parameter indicates failure, the MCPTT client may abandon the call. If the parameters in the MCPTT private call response have changed and are acceptable to the MCPTT client, then the MCPTT client can send a new MCPTT private call request with the new parameters to the MCPTT server and behaves according to those parameters. The calling user may be notified of the change in parameters, for example, that the call is to be without floor control. The calling user may choose to end the call rather than continue with the new parameters.
6.
The receiving IWF sends an IWF ringing to the MCPTT server while waiting for the call to be accepted.

7.
The MCPTT server forwards the MCPTT ringing to the MCPTT client. The MCPTT client may indicate to the MCPTT user that the LMR user has been notified, e.g. by producing ringback audio.

8.
Once the call has been accepted by the called user, the IWF sends an IWF private call response to the MCPTT server.

9.
The MCPTT server forwards the MCPTT private call response to the MCPTT client. The MCPTT client may indicate to the MCPTT user that the call is connected, e.g. by stopping the ringback audio.
10.
The MCPTT client has successfully established media plane for communication to the IWF. For successful call establishment of a private call with implicit floor control request from the MCPTT client, floor participant at the MCPTT client is granted floor by the floor control server at MCPTT service provider, giving it permission to transmit. At the same time the IWF is informed by the MCPTT floor control that the floor is taken.
Editor's note:
Information flows between the MCPTT client and the MCPTT server may need to be enhanced in existing specifications to add new parameters.
10.5
Floor override without using floor revoked
10.5.1
Floor override without using floor revoked on an interworking group

This procedure describes the case where a transmitting radio cannot be signalled that the floor has been taken or revoked. Within the context of interworking between MCPTT and LMR systems, this condition can occur due to both MCPTT and LMR users obtaining the floor simultaneously, or the floor granted to an LMR user is taken by an MCPTT user.
Figure 10.5.1‑1 shows the high-level procedure where an MCPTT session is already established between the floor participants (with floor granted to an LMR user represented by the IWF) and the floor control server (with an override based on priority and configured to permit the transmission of overridden floor participant from the IWF). The group is defined in the MCPTT system and the MCPTT Server is the floor control server. Only two UEs involved in the session are shown for simplicity.

Pre-conditions

1.
The MCPTT floor control server has been configured to support override.

2.
The override supported in this case permits both the overridden floor participant and the overriding floor participant to be transmitting.

3.
An MCPTT session is established between an MCPTT client, the interworked system, and MCPTT server.

4.
Session is ongoing.
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Figure 10.5.1‑1: Floor override (overridden continues to transmit) during an interworking session

1.
It is assumed that the floor participant B (represented by the IWF in the figure) has been given the floor and is transmitting voice media.

2.
Floor participant A, having a floor priority which is relatively higher than that of floor participant B, wants to send voice media over the session.

3.
Floor participant A sends a floor request message to the floor control server.

4.
The floor control server determines to accept the floor request from floor participant A based on arbitration result e.g., according to the floor priority information that is received in the floor request message.

5a.
Floor control server responds with a floor granted message to floor participant A.

5b.
Floor control server sends a floor taken message to the other floor participants (via the IWF). Floor participant B continues transmitting the (overridden) voice media transmission.

NOTE 1:
All other floor participants (not shown) that are part of this group call receive a floor taken message, so that the other floor participants learn who the newly granted talker (overriding) is.

6a.
The floor granted causes the user of floor participant A to be notified.

6b.
Floor participant B cannot be notified of the status because it is unable to receive the message and continues transmitting.

7.
Floor participant A (overriding) starts sending voice media over the session established beforehand.

NOTE 2:
Floor participant B is still sending voice (overridden). The list of floor participants that receive the overriding, overridden, or both transmissions is based on configuration.

NOTE 3:
When floor participant A stops transmitting, if floor participant B is still sending voice, then the floor is granted back to floor participant B and audio is routed to all current floor particpants.
10.6
Prioritization and pre-emption
10.6.1
Information flows for prioritization and pre-emption
10.6.1.1
Information flows for emergency alerts

Editor's note:
Add information flows

10.6.1.2
Information flows for emergency calls

Editor's note:
Add information flows for emergency calls.
10.6.2
Emergency calls

10.6.2.1
General

This subclause addresses various aspects of emergency call interworking.
10.6.2.2
Emergency call procedure

Figure 10.6.2.2‑1 shows the procedure for an emergency call initiated by a user in the LMR system. The figure is based upon the figure for emergency calls in 3GPP TS 23.379 [7], subclause 10.6.2.6.1.1. This scenario assumes that the LMR group is mapped at the IWF to an interworking group defined in the MCPTT system.
NOTE 1:
For simplicity, a single MCPTT server is shown in place of a user home MCPTT server and a group hosting MCPTT server.
NOTE 2:
The emergency interworking call procedures reuse the information flows defined 3GPP TS 23.379 [7].
Pre-conditions:

1.
The MCPTT group is an interworking group, previously defined on the group management server with MCPTT client 1 and MCPTT client 2 affiliated to that MCPTT group. 

2.
The initiating LMR user is a member of the interworking group defined in the MCPTT system and has an MCPTT ID on the group list in the group management server.
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Figure 10.6.2.2-1: Emergency group call

1.
An LMR user initiates an emergency group call. The IWF maps the LMR group on which the emergency is placed, to the MCPTT interworking group.
2.
The IWF sends an MCPTT emergency group call request including a MCPTT group ID to the MCPTT server hosting the MCPTT group. The request contains an indication of the MCPTT emergency. The MCPTT server records the MCPTT identity of the LMR user that initiated the MCPTT emergency group call and retains the identity until the MCPTT emergency is cancelled. Once an MCPTT emergency call has been initiated, the MCPTT group is in an in-progress emergency state until cancelled. The IWF may indicate in its request that an MCPTT emergency alert is to be sent when initiating an MCPTT emergency group call.

3.
The MCPTT server checks whether the MCPTT ID of the LMR user is authorized for initiation of MCPTT emergency calls on the indicated MCPTT group.

4.
The MCPTT server implicitly affiliates the MCPTT ID of the LMR user to the MCPTT emergency group if the user is not already affiliated. If the IWF is configured to affiliate on behalf of all of its group member in a single affiliation step, the MC service server affiliates the IWF instead of an individual MC service ID.

5.
The MCPTT server configures the priority of the underlying bearers for all MCPTT participants in the MCPTT group. 

NOTE 3:
IWF actions for priority are out of scope of the present document.
NOTE 4:
Successive calls during the MCPTT group's in-progress emergency state will all receive the adjusted bearer priority.

6.
MCPTT server sends the MCPTT emergency group call request towards the MCPTT clients of each of those affiliated MCPTT group members. The request contains an indication of the in-progress emergency. The request contains an indication of an MCPTT emergency alert if the request from the originator indicated MCPTT emergency alert.

7.
MCPTT users are notified of the incoming MCPTT group call.

8.
The receiving MCPTT clients send the MCPTT emergency group call response to the MCPTT server to acknowledge the MCPTT emergency group call request. For a multicast call, these acknowledgements are not sent.
9.
The MCPTT server sends the MCPTT emergency group call response to the MCPTT ID of the LMR user via the IWF to inform of the successful MCPTT emergency call establishment.
NOTE 5:
How the LMR group members are called within the LMR system is outside the scope of the present document.

NOTE 6:
Step 9 can occur at any time following step 5, and immediately following step 8 depending on the conditions to proceed with the call.

10.
The LMR user via the IWF, MCPTT client 2 and MCPTT client 3 have successfully established media plane for communication.
10.6.2.3
Emergency cancel

The emergency cancel process follows the "MCPTT emergency group call cancel" procedure define in 3GPP TS 23.379 [7] with exceptions described here:

-
Emergency cancel notifications are sent to group members on the LMR system via the IWF.

-
For LMR implementations that cancel emergencies automatically, the IWF implementations shall, based upon local policy, either convert automatic cancellations so that they behave as if the cancellation comes from an authorized (LMR) user or block automatic cancellations from reaching IWF-1 entirely.

-
In the case of an interworking group, where the group might not have all LMR group members in its configuration, each LMR user that is expected to interact with the MCPTT system must be given a corresponding MCPTT user ID in the MCPTT system, as described subclause 10.2.1. This enables the MCPTT system to identify the user and authorize the user's actions (such as emergency cancel) against the user's profile.
10.6.2.4
Losing audio
For LMR systems where a user cannot be pre-empted, the IWF identifies the audio as losing audio to the system. Subclause 10.5 is applicable to losing audio during emergency calls as well as non-emergency calls.

10.6.2.5
Default emergency group 
In MCPTT, the user's profile determines whether an emergency is raised on the user's currently selected group or on a configured default emergency group. It's up to the IWF and the LMR system to which it is connected to determine what group the emergency is raised on and whether an alert is also sent when the emergency is raised. From the perspective of the MCPTT system, all emergency behavior by the IWF on behalf of its users mapped to MCPTT shall comply with behaviors defined in 3GPP TS 23.379 [7]. The implementation shall ensure that emergency related parameters of a group or private call are adhered to. For example, an MC service group must be configured in the MC sevice group managment system for emergency alerts in order for an emergency alert to be sent on it. This can be enforced through proper configuration of both LMR and MCPTT systems or can be enforced at run time by the IWF.

10.6.2.6
Emergency private call 
An emergency private call to an LMR user will have emergency priority for the portion of the call transported in the MCPTT system and the LTE EPS but will not receive priority on the LMR system in LMR systems that do not support emergency treatment for private calls.
10.6.2.7
LMR systems that do not track group emergencies 
The MCPTT system tracks the emergency state of every group. In interworked LMR systems that do not track the emergency state of groups, only a UE in emergency state will be given emergency priority on the LMR system when talking. For any user talking on an emergency group, the portion of the call transported by the MCPTT system will receive emergency priority.

10.6.3
Imminent peril calls

LMR systems do not support imminent peril. Imminent peril calls may be propagated into the LMR system by the IWF as normal group calls or the IWF may reject imminent peril calls.
10.6.4
Emergency alerts

In this procedure, an LMR user is initiating an emergency alert via the IWF. Figure 10.6.4-1 shows the procedure for an emergency alert initiated by a user in the LMR system. This subclause is based upon subclause for MCPTT emergency alerts in 3GPP TS 23.379 [7], subclause 10.6.2.6.3.1.
NOTE 1:
For simplicity, a single MC service server is shown in place of a user home MC service server and a group hosting MC service server.
NOTE 2:
The information flows for emergency alert interworking reuse the information flows defined 3GPP TS 23.280 [5].
Pre-conditions:

1.
The MC service group is previously defined on the group management server with MC service client 2 and MC service client 3 affiliated to that MC service group.

2.
The IWF may or may not have carried out an explicit affiliation procedure with the MC service group.
3.
An emergency alert is requested on the LMR system.
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Figure 10.6.4-1 MC service emergency alert

1.
The IWF initiates an MC service emergency alert.

NOTE 3:
How the IWF determines the emergency condition is out of scope of the present document.

2.
IWF requests the MC service server to send an IWF emergency alert request to the designated MC service group. If the location of the LMR user is not available to the IWF, the IWF emergency alert shall contain an indication that location is not available.

3.
MC service server checks whether the MC service user ID that represents the LMR user is authorized for initiation of MC service emergency alerts for the indicated MC service group. The MC service determines the affiliation status of the group members.

4.
The MC service server sends the MC service emergency alert response to the IWF to confirm the IWF emergency alert request. 
NOTE 4:
MC service group calls made to this MC service group by the IWF will be sent as emergency calls until the IWF determines that the LMR user no longer has an emergency condition. 
5.
The MC service server sends an MC service emergency alert request towards the MC service clients of each of those affiliated MC service group members. The MC service emergency alert request message shall contain the following information: Location, MC service ID and MC service group ID (i.e., MC service user's selected MC service group or dedicated MC service emergency group, as per MC service group configuration) and the MC service user's mission critical organization name.
6.
MC service users are notified of the MC service emergency.

7.
The receiving MC service clients send the MC service emergency alert response to the MC service server to acknowledge the MC service emergency alert.

8.
The MC service server implicitly affiliates the client represented by the IWF to the emergency group if the IWF client is not already affiliated. If the IWF is configured to affiliate on behalf of all of its group member in a single affiliation step, the MC service server affiliates the IWF instead of an individual MC service ID.

NOTE 5:
Step 8 can be performed any time between step 2 and immediately after step 7.

NOTE 6:
Sending the emergency alert without making a request to also start an emergency call does not put the group into the ongoing emergency condition.

NOTE 7:
Sending the emergency alert does not put the other UEs in the group into an emergency state.
Annex A (normative):
Configuration
Editor's note:
This annex is a placeholder for any configuration information unique to interworking. This annex will be removed if there is no content in time for presentation to plenary.
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