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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Previous Releases have separately specified the following features:

-
Enhanced policy control to allow the operator to perform service based QoS policy control for GPRS access for their session-based PS applications;

-
IP Flow-based charging to allow for more granularity for end-user charging, accounting and online credit control.

While some level of convergence between these functions has already been achieved in previous Releases, a full harmonization and merger of these functions is specified hereby to allow for optimizing realtime interactions in the PS network.

NOTE: The present document replaces 3GPP TS 23.125 [xx] from this Release onwards.

1
Scope

The present document specifies the overall stage-2 level functionality for Policy and Charging Control that encompasses the following high level functions for IP-CANs (e.g. GPRS, I-WLAN, Fixed Broadband, etc…):

· Flow Based Charging, including charging control and online credit control;

· QoS policy control (e.g. gating control, QoS class control, etc…).

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[<seq>]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

[1]
3GPP TR 41.001: "GSM Release specifications".

[2]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

[y]
3GPP TS 32.240: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Telecommunication management; Charging management; Charging architecture and principles".

[z]
RFC 4006: "Diameter Credit-Control Application"

[x]
3GPP TS 23.207: “End-to-end Quality of Service (QoS) concept and architecture”
3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

Definition format

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

Authorised QoS: The maximum QoS that is authorised for a service data flow. In case of an aggregation of multiple service data flows within one bearer (e.g. for GPRS a PDP context), the combination of the "Authorised QoS" information of the individual service data flows is the "Authorised QoS" for the bearer. It contains the QoS class and the data rate.

Binding: The association between a service data flow and the bearer (for GPRS the PDP context) transporting that service data flow.

Binding mechanism: The method for creating, modifying and deleting bindings.
Gating control: The process of blocking or allowing packets, belonging to a service data flow, to pass through to the desired endpoint. 

IP network connection: The association between an UE and an IP network (for GPRS, APN) and the allocated UE IP address. 

Packet flow: A specific user data flow carried through the PCEF. A packet flow can be an IP flow. 

PCC rule: A set of information enabling the detection of a service data flow and providing parameters for policy control and/or charging control. 

Service data flow: An aggregate set of packet flows. 

Service data flow filter: A set of IP header parameter values/ranges used to identify one or more of the packet flows constituting a service data flow. A service data flow filter of a PCC rule that is predefined in the GW may use parameters that extend the packet inspection beyond the IP 5 tuple.

Service data flow template: The set of service data flow filters in a PCC rule, required for defining a service data flow.

Session based service: An end user service requiring application level signalling, which is separated from service rendering.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AF
Application Function

CRF
Charging Rules Function

FBC
Flow Based Charging

IP-CAN
IP Connectivity Access Network

OFCS
Offline Charging System

OCS
Online Charging System

PCC
Policy and Charging Control

PCEF
Policy and Charging Enforcement Function

PCRF
Policy and Charging Rules Function

PDF
Policy Decision Function

PEP
Policy Enforcement Point

SBLP
Service Based Local Policy

SPR
Subscription Profile Repository

TPF
Traffic Plane Function

4
High level requirements

4.1


General requirements

Editors’ note: The requirements currently included in TS 23.125 need to be checked to ensure all appropriate text is included in this TS. 

Editors’ note: Check TR 23.803 for suitable text to cover backwards compatibility requirements.

It shall be possible for the PCC architecture to base decisions upon subscription information. 

It shall be possible to apply policy and charging control to any kind of 3GPP IP-CAN. Applicability of PCC to other IP-CANs is not restricted.

The PCC architecture shall discard packets that don't match any service data flow filter of the active PCC rules. It shall also be possible for the operator to define generic charging rules (with wild-carded service data flow filters) to allow for default charging for packets that don't match any service data flow filter of the active PCC rules.

The PCC architecture shall allow the charging control to be applied on a per service data flow basis, independent of the policy control.

The PCC architecture shall have a binding method that allows the unique association between service data flows and their bearer. 

A single service data flow template shall suffice, to detect a service data flow, for the purpose of both policy control and flow based charging.

PCC rules may be predefined or dynamically provisioned upon bearer establishment/modification.

The number of realtime PCC interactions shall be minimized. This requires a single optimized interface between the PCC nodes.

PCC shall be enabled on a per PDN basis (represented by an access point and the configured range of IP addresses) at the PCRF. It shall be possible for the operator to configure the PCC architecture to perform charging control, policy control or both for a PDN access.  

4.2 
Charging related requirements

In order to allow for charging control, the information in the PCC rule identifies the service data flow and specifies the parameters for charging control. The PCC rule information may depend on subscription data.

For the purpose of charging correlation between application level (e.g. IMS) and bearer level, applicable charging identifiers shall be passed along within the PCC architecture, if such identifiers are available.
4.3


Policy control requirements

The  policy control features comprise gating control and  QoS control. 

Editor's note: QoS control per service data flow is FFS.

Gating  control shall be applied on a per service data flow basis.

To enable the PCRF gating control decisions, the AF shall report session events (e.g. session termination, modification) to the PCRF. For example, session termination, in gating control, may trigger the blocking of packets or "closing the gate".

Bearer QoS control allows the PCC architecture to control the "Authorised QoS" of a bearer. Criteria such as the QoS subscription information may be used together with service-based, subscription-based, or a default PCRF internal policies to derive the “Authorized QoS” of a bearer.

Editor's note:
Separate service-data-flow-level QoS control and minimum QoS authorization are FFS.

The enforcement of the “Authorized QoS” for a bearer shall allow for a downgrading of the requested bearer QoS as part of bearer establishment and modification. 

Editor's note:
the ability to upgrade the requested bearer QoS as part of bearer establishment and modification is FFS.

Editors’ note:
QoS enforcement shall be supported in line with PEP capabilities defined for SBLP in TS 23.207 [xx].

5 
Architecture model and reference points

5.1


Reference architecture

The PCC functionality is comprised by the functions of the Policy and Charging Enforcement Function, the Policy and Charging Rules Function, the Application Function, the Online Charging System, the Offline Charging System and the Subscription Profile Repository. The PCC architecture extends the architecture of an IP-CAN, where the Policy and Charging Enforcement Function is a functional entity in the Gateway node implementing the IP access to the PDN (i.e. for GPRS, the GGSN, and for WLAN, the PDG).
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Figure 5.1: Overall PCC logical architecture

5.2


Reference points

5.2.1

Rx reference point
The Rx reference point resides between the AF and the PCRF.

Editors’ note: The Rx reference point shall combine Rel-6 Rx reference point together with Rel-6 Gq reference point within a single protocol. This single protocol shall allow Rel-7 Rx to be backwards compatible with all Rel-6 capabilities of Gq and Rx reference points (i.e. Rel-7 PCRF can support interacting with Rel-6 AFs and Rel-7 AFs can support interacting with a Rel-6 PDF and/or Rel-6 CRF).

This reference point enables transport of application level session information from  AF to PCRF. Such information includes, but is not limited to: 

· IP filter information to identify the service data flow for gating control and/or differentiated charging;

· Media/application bandwidth requirements for QoS control.

5.2.2

Gx reference point
The Gx reference point resides between the PCEF and the PCRF. 

The Gx reference point enables a PCRF to have dynamic control over the PCC behaviour at a PCEF.

Editors’ note-i:
The evolved Gx reference point shall allow for all Rel-6 Gx capabilities enabling the use of service data flow based charging rules.

Editors’ note-ii:
In the PCC architecture the existing functionality from previous releases of the Go reference point is realized together with Gx reference point with a single protocol, using single message sequence to communicate both SBLP decisions and FBC decisions. Thus, the existing rel-6 Gx protocol shall be enhanced with the necessary information elements to fulfil also SBLP requirements as described in clause 4.3 of the present specification.

Editors’ note-iii:
Rel-7 Gx shall evolve the charging rules defined in TS 23.125 [xx] to support gating functionality (uplink and downlink). 

The Gx reference point enables the signalling of PCC rules, which govern the PCC behaviour, and it supports the following functions:

· Initialisation and maintenance of connection;

· Request for PCC Rules (from PCEF to PCRF);

· Provision of PCC Rules (from PCRF to PCEF);

· Indication of Bearer Service Termination (from PCEF to PCRF).

The information contained in a PCC rule is defined in clause 6.3.

5.2.3

Sp reference point

The Sp reference point lies between the SPR and the PCRF.

The Sp reference point allows the PCRF to request subscription information related to bearer level policies from the SPR based on a subscriber ID. For example, the subscriber ID can be IMSI. The reference point allows the SPR to notify the PCRF when the subscription information has been changed if the PCRF has requested such notifications. 

Editor’s Note: Authorization of service usage based on subscription information may also be undertaken on the application level. Precedence and resolution of possible conflicts between bearer level and application level service authorization is FFS.

5.2.4

Gy reference point

The Gy reference point resides between the OCS and the PCEF.

The Gy reference point allows online credit control for service data flow based charging. The functionalities required across the Gy reference point use existing functionalities and mechanisms, based on RFC 4006 [z].
5.2.5

Gz reference point

The Gz reference point resides between the PCEF and the OFCS.

The Gz reference point enables transport of service data flow based offline charging information.
The Gz interface is specified in TS 32.240 [y].

6



Functional description

6.1


Overal description

6.1.1
Binding mechanism

The binding is an association between a service data flow, and the bearer deemed to transport the service data flow. The binding mechanism creates bindings.

For an IP-CAN with a single bearer per IP network connection, there is no traffic mapping to consider. For such an IP-CAN, the binding mechanism may use equality between one or more of the following parameters to create the binding:

a) The UE IP address.

b) The UE identity (of the same kind).

Note:
In case the UE identity in the IP-CAN matches the application level identity for the user (identities of different kind), the PCRF needs to maintain, or have access to, the mapping between the identities. Such mapping is not subject to specification within this TS.

For an IP-CAN that allows for multiple bearers for each IP network connection, the binding mechanism shall consider the  available traffic mapping information for the creation of a binding for each of the service data flows. 

The binding mechanism shall associate the PCC rule with the bearer that will carry the service data flow. The service data flow filter shall be compared with the traffic mapping information to identify the correct bearer.

Editor’s note: The service data flow template maps the downlink packets of the service data flow to the bearer in the binding association.

The UE dictates what bearer shall be used for uplink IP flows. The PCRF shall however assume that for bi-directional  service data flows, both downlink and uplink packets travel on the same bearer.

Editor’s note: An  AF providing an accurate service data flow description minimises the risk for the authorization occurring on multiple bearers.

6.2 Functional entities

6.2.1
Policy Control and Charging Rules Function (PCRF)

The PCRF encompasses policy control decision and flow based charging control functionalities.

Editor’s note: This functional entity encompass the harmonization of the PDF and CRF release 6 logical entities.

The PCRF provides network control regarding the service data flow detection, gating, QoS and flow based charging (except credit management) towards the PCEF. 

The PCRF shall apply the security procedures, as required by the operator, before accepting service information from the AF.
The PCRF shall decide how a certain service data flow shall be treated in the PCEF, and ensure that the PCEF user plane traffic mapping and treatment is in accordance with the user's subscription profile. 

Editor’s note: For GPRS, it shall be possible to support policy control on a per PDP context basis.

The PCRF may check that the service information provided by the AF is consistent with the operator defined policy rules before storing the service information. The service information shall be used to derive the QoS for the service. The PCRF may reject the request received from the AF and as a result the PCRF shall indicate, in the response to the AF, the service information that can be accepted by the PCRF.
Editors Note:
For Go it was defined that the controller provides the authorized QoS to the PEP. In PCC it is FFS what the gain and benefits would be to change this concept such that the PCRF receives the requested QoS. Then the PCRF checks it against the authorized QoS and hence may downgrade the requested QoS from the PCEF when it exceeds the authorized QoS.

The PCRF may use the subscription information as basis for the policy and charging control decisions. The subscription information may apply for both session based and non-session based services. 

Editors’ note: The subscription specific information for each service may contain e.g. max QoS class and max bit rate for each APN the subscriber has access permission to and a corresponding charging key.

6.2.1.1
Input for PCC decisions

The PCRF shall accept any of the following input as a basis for decisions on PCC rule operations:

Note-i: The following structure represents the information that may be available in the PCRF for PCC rule generation.

-
Per access point (e.g.: for GPRS, APN):

-
PCC rule information for services provided. Note, a PCC rule can be complete by itself or require further information from the AF and/or SPR.

-
Per IP network connection (e.g.: UE IP address):

-
APN, for GPRS only;

-
PLMN identity, or more detailed location information if available.

Note-ii:
Depending on the kind of IP-CAN, the limited update rate for the location information at the PCEF may permit the UE to move outside the area indicated in the detailed location information without noticing the PCEF.

-
Requested QoS, for a bearer.

-
Per user (e.g.: IMSI, or other UE identity for the bearer access):
-
…

-
Per (service) session (e.g.: UE IP address and other identifiers that are FFS):

-
Information for assembling the service data flow template(s) describing how to detect user plane traffic for the service

-
Gate status

-
Authorised QoS

6.2.2
Policy and Charging Enforcement Function (PCEF)

The PCEF encompasses service data flow detection, policy enforcement and flow based charging functionalities. 

Editor’s note: This functional entity encompass the harmonization of the PEP and TPF release 6 logical entities. 

This functional entity is located at the Gateway (e.g. GGSN in the GPRS case, and PDG in the WLAN case). It provides the service data flow detection, user plane traffic handling, the bearer QoS handling, and service data flow counting as well as online and offline charging interactions.

A PCEF shall ensure that an IP packet, which is discarded at the PCEF as a result from policy enforcement or flow based charging, is neither reported for offline charging nor cause credit consumption for online charging.

Note:
For certain cases e.g. suspected fraud an operator shall be able to block the service data flow but still be able to account for any packets associated with any blocked service data flow for that bearer.

For a service data flow that is subject to policy control, the PCEF shall allow the service data flow to pass through the Gateway if and only if the corresponding gate is open. If the PCEF receives an Authorization token and Flow Id(s) from an UE, the PCEF shall report them to the PCRF over Gx.

For a service data flow that is subject to charging control, the PCEF shall allow the service data flow to pass through the Gateway if and only if there is a corresponding active charging rule with and, for online charging, the OCS has authorized the applicable credit with that Charging key. The PCEF may let a service data flow pass through the Gateway during the course of the credit re-authorization procedure.

A PCEF may be served by one or more PCRF nodes. The PCEF shall contact the appropriate PCRF based on the access point connected to and, optionally, a UE identity information that is applicable in that kind of IP-CAN.
Editor’s note:
For GPRS the PCRF address(es) are configured in the PCEF (GGSN) per APN.

Editor’s note: For GPRS, the PCEF shall contact the appropriate PCRF based on the APN, which is the primary mechanism. Optionally, the IMSI or MSISDN may, in addition to the APN, be used as input for selection of the appropriate PCRF.

The PCEF shall, on request from the PCRF, modify a PCC rule, using the equivalent PCEF behaviour as the removal of the old and the installation of the new (modified) PCC rule. The PCEF shall modify a PCC rule as an atomic operation. The PCEF shall not modify a predefined PCC rule on request from the PCRF.

Editor´s note: It is FFS whether PCC rules need to be installed and activated as separate procedures.

6.2.3
Application Function (AF)

The Application Function (AF) is an element offering applications that require the control of IP bearer resources. The AF shall communicate with the PCRF to transfer dynamic session information, required for PCRF decisions. One example of an AF is the P-CSCF of the IM CN subsystem.

The AF may receive an indication that the service information is not be accepted by the PCRF and the service information that can be accepted by the PCRF. In that case, the AF rejects the service establishment towards the UE. If possible the AF forwards service information to the UE that can be accepted by the PCRF.
An AF may communicate with multiple PCRFs. The AF shall contact the appropriate PCRF based on either:

-
the end user IP Address; and/or

-
other UE identify information the AF is aware of.

Note:
By using the end user IP address, an AF is not required to acquire any UE identity in order to provide information, for a specific user, to the PCRF.

6.2.4
Subscription Profile Repository (SPR)

Editor's note: The SPR's relation to existing subscriber databases need to be considered, specifically HSS, AAA and AF need to be considered.

The SPR logical entity contains all subscriber/subscription related information needed for subscription-based policies and bearer level charging rules by the PCRF. The SPR may be combined with or distributed accross other databases in the operator's network, but those functional elements and their requirements for the SPR are out of scope of this TS.

6.3
Policy control and charging rule

Editor's note-i: To be filled with relevant information from section 5.2 of TS 23.125.

Editors’ note-ii: The following list defines additions needed for Rel-6 Gx reference point to support Rel-5/Rel-6 Go functionality:

-
New parameter for the "Authorised QoS" information from PCRF to PCEF, so the PCEF can enforce the Authorised QoS at any time.

-
Service data flow description needs to be completed with enable/disable information for proper gating;

7 Procedures and flows
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