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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

User Plane integrity protection allows the network operator and the UE detect that user plane data has been modified in transit between each other.
Recently, several potential attacks on the 3GPP AN interface and AN infrastructure have come to light that can be mitigated by the use of integrity protection on the User Plane over at least the radio interface.  This protection is currently available for a 5G AN with a 5G core but not for LTE with EPC, LTE with a 5G Core, or for EN-DC. Integrity protection is currently specified for the control plane to protect signalling messages but is only currently specified for 5G user plane up to 64Kb per bearer.

Furthermore, supporting User Plane Integrity Protection (UP IP) at full data rate for 5G NR with 5G Core has been identified as an issue in Rel-15 and thus a UE capability-based negotiation was introduced in 5G system. Key issues and Potential enhancements to support UP IP up to the full data rate need to be studied while meeting the expected peak data throughput and lower latency as the NR and LTE radio capabilities evolve.
5G and LTE can be implemented independently and together in a number of ways.  These are described in 3GPP TR 38.801 [2] (clause 7.2) and are summarised as:
- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

1
Scope

The present document studies the key issues and potential solutions for integrity protecting the user plane, including potential enhancements needed to support UP IP up to the full data rate, in the following combinations as defined in 3GPP TR 38.801 [2] (clause 7.2):

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G Core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G Core with eUTRA 

- Option 7 - 5G Core based Dual Connectivity (eUTRA master - NR secondary)

This document does not detail key issues, solutions, evaluations, conclusions and recommendations for GERAN and UTRAN.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 38.801:"Study on new radio access technology: Radio access architecture and interfaces"
3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
3GPP Network Options

Editor's note: This section will detail the network combinations presented in the introduction.

Editor's note: In all the options, highlight the level of support currently for User Plane integrity protection on a per network option.
5
Key Issues

5.1
Key Issue 1: UP integrity activation in EPS

5.1.1
Issue description

In the 5G system, as currently specified, UP security activation is separate from CP security activation and is based on a UP policy sent by the core network. In EPS, as currently specified, UP and CP AS security are activated simultaneously by the AS SMC.

For the introduction of UP integrity in EPS, it needs to be specified how UP integrity is activated in a secure way.

5.1.2
Network options affected
This key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

5.1.3
Threat description

-
If UP integrity activation is not secure, a man-in-the-middle could deceive the UE into sending UP traffic unprotected that is supposed to be protected.

5.1.4
Security requirements 

-
The system shall support secure activation of UP integrity.

5.2
Key Issue #2: Secure negotiation of integrity protection support in EPS

5.2.1
Issue description

Integrity protection for the user plane is not currently supported in EPS. Neither it is possible to introduce it in a backward-compatible way. Therefore, to introduce such feature, it must be considered that upgraded entities (network nodes or UEs) supporting the feature will coexist and interact with legacy ones for a long period of time. It is then expected that the network and the UE must be able to negotiate the support of such feature to be able to activate it in the first place. If this feature is not securely negotiated, a man the middle can deceive the network into not activating the feature. In other terms, the feature would be vulnerable to bidding-down attacks.
5.2.2
Network options affected

This key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT
5.2.3
Threat description

In case the negotiation of the user plane integrity protection feature is not secure, a man in the middle could deceive the network into not activating the feature.
5.2.4
Security requirements 

The system shall support a secure negotiation of the user plane integrity protection feature while maintaining backward compatibility.

5.x
Key Issue x: <Key Issue Title>

5.x.1
Issue description

Editor's Note: give a background to the key issue here
5.x.2
Network options affected
This key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

Editor's note: delete the ones that are not applicable.
5.x.3
Threat description

Editor's Note: Describe threats here.  Try to separate them out so that it is easy to see how the threats map to the requirements in the next section.
5.x.4
Security requirements 

Editor's Note: add concise requirements here, preferably as a list.  If you cannot define the requirements yet put an editor's note saying that the requirements are to be added.
6
Potential Solutions

6.x
Solution #x: 'Title of solution'
6.x.1
Introduction

Editor's Note: give an overview of the solution making sure that you identify which key issues are being addressed in this solution.
Editor's Note: please identify the network elements and interfaces affected by the solution.

6.x.2
Network options affected
This solution is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

Editor's note: delete the ones that are not applicable.

6.x.3
Solution Description

Editor's Note: describe the solution in detail here
6.x.4
Solution Evaluation
Editor's Note: write an evaluation of the solution against the relevant key issues here (or have an editor's note saying that it is to be added later.)
7
Conclusions

Editor's Note: This section will contain the overall conclusions for this study
8
Recommendations

Editor's Note: This section will contain any recommendations for further work
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