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[bookmark: foreword][bookmark: _Toc22835029]Foreword
This clause is mandatory; do not alter the text in any way other than to choose between "Specification" and "Report". 
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In drafting the TS/TR, pay particular attention to the use of modal auxiliary verbs! TRs shall not contain any normative provisions.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc14183621][bookmark: _Toc22835030]
1	Scope
The present document details the following:
-	The security assumptions relating to security communication in 5G.
-	The security assumptions related to protecting subscriber privacy.
-	The home network parameters that are relevant to securing the communication in 5G and protecting subscriber privacy.
-	Key Issues, threats and requirements relevant to securing the communication in 5G and protecting subscriber privacy.
-	Solutions that potentially resolve the key issues described.
The present document does not describe the storage of security parameters in the UE or the serving network or the transportation of secure information between the home network and the serving network.
[bookmark: _Toc14183622][bookmark: _Toc22835031]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security Architecture and Procedures for 5G System".

…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[bookmark: _Toc14183623][bookmark: _Toc22835032]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc14183624][bookmark: _Toc22835033]3.1	Terms
Editor's Note: 'authentication subscription data' and 'subscription data' need to be defined.
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.

[bookmark: _Toc14183625][bookmark: _Toc22835034]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)
<ACRONYM>	<Explanation>
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[bookmark: _Toc14183627][bookmark: _Toc22835036]4.1	Overview
Editor's Note: Content to be added to this section
[bookmark: _Toc14183628][bookmark: _Toc22835037]4.2	Models for ARPF and UDR setup
[bookmark: _Toc14183629][bookmark: _Toc22835038]4.2.1	Model #A: Security parameters stored only in the ARPF
Editor's Note: Content to be added to this section

[bookmark: _Toc14183630][bookmark: _Toc22835039]4.2.2	Model #B: Security parameters stored only in the UDR
Editor's Note: Content to be added to this section

[bookmark: _Toc14183631][bookmark: _Toc22835040]4.2.3	Model #C: Security parameters stored both in the ARPF and the UDR
Editor's Note: Content to be added to this section

[bookmark: _Toc14183632][bookmark: _Toc22835041]4.3	Primary Authentication
Editor's Note: Content to be added to this section
[bookmark: _Toc14183633][bookmark: _Toc22835042]4.4	Secondary Authentication
Editor's Note: Content to be added to this section
[bookmark: _Toc14183634][bookmark: _Toc22835043]4.5	Privacy
3GPP TS 33.501 [2] defines a mechanism for subscription identifier privacy over-the-air. It uses the SUCI which is a privacy preserving identifier generated at the UE and containing the concealed SUPI, using a Home Network Public Key securely provisioned in the USIM and in control of the home network. 
The Home Network Private Key used for subscriber privacy is protected from physical attacks in the UDM: TS 33.501 section 6.2.2.1, specifies that "the ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI".
In the network side, the SIDF (Subscription Identifier De-concealing Function) is responsible for de-concealment of the SUCI using a Home Network Private Key. The SIDF is a service offered by UDM and holds the Home Network Public Key Identifier(s) for the private/public key pair(s) used for subscriber privacy. 

[bookmark: _Toc14183635][bookmark: _Toc22835044]5	Parameters relevant to securing 5G communication
[bookmark: _Toc14183636][bookmark: _Toc22835045]5.1	Overview
Editor's Note: Content to be added to this section

[bookmark: _Toc14183637][bookmark: _Toc22835046]5.2	Milenage AKA authentication
Editor's Note: Content to be added to this section

[bookmark: _Toc14183638][bookmark: _Toc22835047]5.3	TUAK AKA authentication
Editor's Note: Content to be added to this section

[bookmark: _Toc14183639][bookmark: _Toc22835048]5.4	EAP methods for authentication
Editor's Note: Content to be added to this section

[bookmark: _Toc14183640][bookmark: _Toc22835049]5.5	Proprietary authentication algorithms
Editor's Note: Content to be added to this section

[bookmark: _Toc14183641][bookmark: _Toc22835050]5.6	AMF related parameters
Editor's Note: Content to be added to this section

[bookmark: _Toc14183642][bookmark: _Toc22835051]5.7	Counter related parameters
Editor's Note: Content to be added to this section

[bookmark: _Toc14183643][bookmark: _Toc22835052]6.	Key Issues

6.1	Key Issue #<X>: Separation of authentication subscription data from subscription data
6.1.1	Key issue details
The Unified Data Repository (UDR) is located in the same PLMN as the NF service consumers are storing or retrieving data from UDR using Nudr services. Data stored in the UDR are subscription data, authentication subscription data, policy data, structured data for exposure, and application data (see 3GPP TS 29.505).
Nudr is an intra-PLMN interface and allows NF consumers to use its service to retrieve, create, update, subscribe for change notifications, unsubscribe for change notifications and delete data stored in the UDR, based on the set of data applicable to the consumer.
6.1.2	Security threats
UDR can be accessed by several NFs. If authentication subscription data is accessible in the same branche of the data model as subscription data, also other NFs than UDM may be able to access those data.
6.1.3	Potential security requirements
Sensitive data such as authentication subscription data should be compartmentalized from subscription data.
For authentication subscription data, which are sensitive data, the access shall be limited to UDM only.
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[bookmark: _Toc14183649][bookmark: _Toc22835058]7.x	Solution #<x>: <Solution Title>
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[bookmark: _Toc14183651][bookmark: _Toc22835060]7.x.2	Solution details
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