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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, certain modal verbs have the following meanings:

shall

indicates a mandatory requirement to do something

shall not
indicates an interdiction (prohibition) to do something

NOTE 1:
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
NOTE 2:
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should

indicates a recommendation to do something

should not
indicates a recommendation not to do something

may

indicates permission to do something

need not
indicates permission not to do something

NOTE 3:
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can

indicates that something is possible
cannot

indicates that something is impossible

NOTE 4:
The constructions "can" and "cannot" shall not to be used as substitutes for "may" and "need not".

will

indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

will not

indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

might
indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

might not
indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

In addition:

is
(or any other verb in the indicative mood) indicates a statement of fact

is not
(or any other negative verb in the indicative mood) indicates a statement of fact

NOTE 5:
The constructions "is" and "is not" do not indicate requirements.
1
Scope

The present document specifies the media plane control protocols and interactions with the media needed to support a Mission Critical Push To Talk (MCPTT) system interworking with a Land Mobile Radio (LMR) system. This interworking includes both the signalling and the media planes between the MCPTT system and the LMR system. The function between the MCPTT system and the LMR system is referred to as an Interworking Function (IWF).

The IWF supports the basic group and other features as specified in 3GPP TS 23.283 [24].
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 24.379: "Mission Critical Push To Talk (MCPTT) call control Protocol specification".

[3]
IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications".

[4]
3GPP TS 24.483: "Mission Critical Services (MCS) Management Object (MO)".

[5]
3GPP TS 23.379: "Functional architecture and information flows to support mission critical communication services; Stage 2".

[6]
3GPP TS 29.468: "Group Communication System Enablers for LTE (GCSE_LTE); MB2 Reference Point; Stage 3".

[7]
IETF RFC 5761: "Multiplexing RTP Data and Control Packets on a Single Port".

[8]
Void.
[9]
3GPP TS 25.446: "MBMS synchronization protocol (SYNC)".

[10]
3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".

[11]
3GPP TS 24.008: "Mobile radio interface layer 3 specification; Core Network protocols; Stage 3".

[12]
3GPP TS 24.481: "Mission Critical Services (MCS) group management Protocol specification".

[13]
3GPP TS 24.484: "Mission Critical Services (MCS) configuration management protocol specification".

[14]
Void.

[15]
IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".

[16]
IETF RFC 3711: "The Secure Real-time Protocol (SRTP)".

[17]
IETF RFC 6509: "MIKEY-SAKKE: Sakai-Kashar Key Encryption in Multimedia Internet KEYing (MIKEY)".
[18]
3GPP TS 33.180: "Security of the mission critical service".

[19]
3GPP TS 23.032: "Universal Geographical Area Description (GAD)".
[20]
IETF RFC 5795: "The Robust Header Compression (ROHC) Framework".

[21]
IETF RFC 3095: "RObust Header Compression (ROHC): Framework and four profiles: RTP, UDP, ESP, and uncompressed".

[22]
IETF RFC 5225: "RObust Header Compression Version 2 (ROHCv2): Profiles for RTP, UDP, IP, ESP and UDP-Lite".

[23]
3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".
[24]
3GPP TS 23.283: "Mission Critical Communication Interworking with Land Mobile Radio Systems".

[25]
3GPP TS 24.380: "Mission Critical Push To Talk (MCPTT) media plane control".

[26]
3GPP TS 29.379: "Mission Critical Push To Talk (MCPTT) call control interworking with LMR systems".
[27]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) Stage 1".



3
Definitions of terms, symbols and abbreviations
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Floor participant: The floor participant functional entity is responsible for floor requests. In the present document this term can be a floor participant that can be in either an MCPTT system (ref. 3GPP TS 23.379 [5]) or in an IWF.

IWF floor control server: A floor control server that is in the IWF.
IWF floor participant: A floor participant that is in the IWF.
IWF media endpoint: A media endpoint that is in the IWF.
Media endpoint: The end producer or consumer of media and floor control traffic (see also "IWF media endpoint").
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.379 [5] apply:

Floor control

Floor participant

Floor control server

Group call

MCPTT call

Mission critical push to talk
Private call

SIP core

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.283 [28] apply:
Interworking Function (IWF)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 29.379 [26] apply:

IWF performing the controlling role
IWF performing the non-controlling
IWF performing the participating role
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.380 [25] apply:

Active floor request queue

Conversation

Effective priority

Media burst

Media plane control protocols

Passive floor request queue

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.180 [18] apply:

Group Master Key (GMK)

Group Master Key Identifier (GMK-ID)

Private Call Key (PCK)

Private Call Key Identifier (PCK-ID)

Signalling Protection Key (SPK)

Signalling Protection Key Identifier (SPK-ID)

For the purposes of the present document, the following terms and definitions given in IETF RFC 3711 [16] apply:

SRTP master key (SRTP-MK)

SRTP master key identifier (SRTP-MKI)

SRTP master salt (SRTP-MS)


3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].




GMK
Group Management Key 
GMK-ID
Group Master Key Identifier
GMS
Group Management Server

GUK-ID
Group User Key Identifier 

IP
Internet Protocol

MBMS
Multimedia Broadcast and Multicast Service

MCPTT
Mission Critical Push To Talk


PCK
Private Call Key 

PCK-ID
Private Call Key Identifier

PTT
Push-To-Talk

RFC
Request For Comment

RTCP
RTP Control Protocol

RTP
Real-time Transport Protocol
SPK
Signalling Protection Key

SPK-ID
Signalling Protection Key Identifier
SRTCP
Secure RTCP

SRTP
Secure RTP
SRTP-MK
SRTP master key

SRTP-MKI
SRTP master key identifier

SRTP-MS
SRTP master salt
SSRC
Synchronization SouRCe

UE
User Equipment

4
General
4.1
Overview
4.1.1
Floor Control

4.1.2
Pre-established session call control

4.1.3
MBMS subchannel control

4.2
Internal structure of media plane control entities
4.2.1
Controlling MCPTT function
4.2.2
MCPTT client

4.2.3
Participating MCPTT function

4.2.4
Non-controlling MCPTT function of an MCPTT group
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The media plane control channel
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General
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4.3.3
Establishing a media plane control channel

5
Roles
5.1
General

This clause associates the IWF with the MCPTT roles described in the stage 2 architecture document (see 3GPP TS 23.379 [5]).
5.2
Client
The IWF acts on behalf of all users homed in the IWF. There are no client procedures specified in the present document and specific client handling within the LMR system is out of scope.
5.3
IWF performing the controlling role
An IWF performing the controlling role shall:

1.
support the role of a controlling MCPTT function as specified in 3GPP TS 23.379 [5];

2.
support negotiating media plane control channel media level attributes as specified in clause 4.3;

3.
provide floor control arbitration logic with an interface to MCPTT clients as described in clause 4.2.1 and support the related procedures as specified in clause 6.3;

4.
provide a network media interface as described in clause 4.2.1 and support associated procedures as specified in clause 6.3;

5.
provide a media distributor with a floor control interface towards the MCPTT clients as described in 3GPP TS 24.380 [25] clause 4.2.1 and support associated procedures in clause 6.3;

6.
support the on-network mode floor control protocol elements as specified in clause 8: and

7.
support media plane security as specified in clause 13.

An IWF performing the controlling role may:

1.
provide a floor request queue as described in clause 4.2.1 and support the related procedures as specified in clause 6.3 and clause 4.3.

5.4
IWF performing the participating role
An IWF performing the participating role shall:

1.
support the role of a participating MCPTT function;

2.
distribute floor control messages as described in clause 6.3 and support associated procedures as specified in clause 6.4;

3.
perform endpoint floor control signalling as the floor participant on behalf of users homed in the IWF; and
NOTE:
Floor control is modelled as a floor participant that is part of the IWF performing the participating role, and sits "behind" the participating role. This is for modelling purposes only and does not impose any particular structure or implementation on the IWF.
4.
support media plane security as specified in clause 13.

5.5
IWF performing the non-controlling role
An IWF performing the non-controlling role of an MCPTT group shall:

1.
support floor control involving groups from multiple MCPTT systems as specified in 3GPP TS 29.379 [26];

2.
provide a floor control interface towards the controlling MCPTT function as described in clause 4.2.4 and support the related procedures as specified in clause 6.5;

3.
provide a media interface towards the controlling MCPTT function as described in clause 4.2.4 and support the related procedure as specified in clause 6.5;

4.
provide a media distributor as described in clause 4.2.4 and the related procedures as specified in clause 6.5; and

5.
support media plane security as specified in clause 13.

6
Floor control

6.1
General

6.2
Floor participant procedures

6.3
Floor control server procedures
6.4
IWF performing the participating role floor control procedures
6.5
IWF performing the non-controlling role of an MCPTT group
7
Off-network floor control
Off-network floor control is not applicable to an IWF.
8
Coding

8.1
Introduction
The message and field formats specified in 3GPP TS 24.380 [25] clause 8.1 shall be used.
8.2
Floor control
The procedures specified in 3GPP TS 24.380 [25] clause 8.2 shall be used with the following clarification.  

The field formats specified in 3GPP TS 24.380 [25] clause 8.2 shall be supported except for fields and field values used for the following features:

-
multi-talker;

-
ambient listening; and

-
functional alias.
8.3
Pre-established session call control
Pre-established session call control is not applicable to the IWF.
8.4
MBMS subchannel control
MBMS subchannel control is not applicable to the IWF.
8.5
MBMS notifications
MBMS notifications are not applicable to the IWF.
9
Call setup control over pre-established session
Call setup control over a pre-established session is not applicable to the IWF.
10
MBMS procedures

MBMS procedures are not applicable to the IWF.
11
Configurable parameters
11.1
Timers

11.2
Counters

12
Extensions within the present document
No extensions are defined in the present document. 

The IWF shall support the session description types defined in 3GPP TS 24.380 [25] clause 12.1.
13
Media plane security
13.1
General
Media plane security provides integrity and confidentiality protection of individual media streams and media plane control messages in MCPTT sessions.
The media plane security is based on the 3GPP MCPTT security solution including key management and end-to-end media and floor control messages protection as defined in 3GPP TS 33.180 [18].
Various keys and associated key identifiers protect:

1.
RTP transported media;

2.
RTCP transported media control messages (i.e. RTCP SR packets, RTCP RR packets, RTCP SDES packets); and

3.
RTCP APP transported floor control messages.

In an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:

1.
if protection of media is negotiated, the GMK and the GMK-ID of the MCPTT group protect the media sent and received by MCPTT clients and users homed in the IWF;

2.
if protection of floor control messages between the IWF performing the participating role and the controlling MCPTT function or between the IWF performing the controlling role and the participating MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the IWF performing the participating role and the controlling MCPTT function or between the IWF performing the controlling role and the participating MCPTT function; and
3.
if protection of media control messages between the IWF performing the participating role and the controlling MCPTT function or between the IWF performing the controlling role and the participating MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the IWF performing the participating role and the controlling MCPTT function or between the IWF performing the controlling role and the participating MCPTT function.
In an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:

1.
if protection of media is negotiated, the GMK and the GMK-ID of the temporary MCPTT group protect the media sent and received by an MCPTT client and a user homed in the IWF;
2.
if protection of floor control messages between the IWF performing the participating role and the non-controlling MCPTT function or between the IWF performing the non-controlling role and the participating MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the IWF performing the participating role and the non-controlling MCPTT function or between the IWF performing the non-controlling role and participating MCPTT function;

3.
if protection of floor control messages between the IWF performing the non-controlling role and the controlling MCPTT function or between the IWF performing the controlling role and the non-controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the IWF performing the non-controlling role and the controlling MCPTT function or between the IWF performing the controlling role and the non-controlling MCPTT function;
4.
if protection of media control messages between the IWF performing the participating role and the non-controlling MCPTT function or between the IWF performing the non-controlling role and the participating MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the IWF performing the participating role and the non-controlling MCPTT function or between the IWF performing the non-controlling role and the participating MCPTT function; and
5.
if protection of media control messages between the IWF performing the non-controlling role and the controlling MCPTT function or between the IWF performing the controlling role and the non-controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the IWF performing the non-controlling role and the controlling MCPTT function or between the IWF performing the controlling role and the non-controlling MCPTT function.
In an on-network private call:

1.
if protection of media is negotiated, the PCK and the PCK-ID protect media sent and received by the MCPTT client and the user homed in the IWF;

2.
if protection of floor control messages between the IWF performing the participating role and the controlling MCPTT function or between the IWF performing the controlling role and the participating MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the IWF performing the participating role and the controlling MCPTT function or between the IWF performing the controlling role and the participating MCPTT function; and

3.
if protection of media control messages between the IWF performing the participating role and the controlling MCPTT function or between the IWF performing the controlling role and the participating MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the IWF performing the participating role and the controlling MCPTT function or between the IWF performing the controlling role and the participating MCPTT function.
The GMK and the GMK-ID are distributed to the MCPTT clients using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12].
The GMK and the GMK-ID are distributed to the IWF by the MCPTT GMS per the procedures specified in 3GPP TS 24.481 [12] for distribution of the GMK and GMK-ID to an MCPTT server.
How the GMK and the GMK-ID are distributed to floor participants homed in the IWF is out of scope of the present document.
The SPK and the SPK-ID are configured in the IWF for all the roles it performs.

If a private call that passes through the IWF is initiated by an MCPTT client, the PCK and the PCK-ID are generated by the MCPTT client initiating the private call and provided to the IWF using SIP signalling according to 3GPP TS 24.379 [2], using the Connect message described in clause 8.3.4.
If a private call that passes through the IWF is initiated by a user homed in the IWF, the PCK and the PCK-ID are generated by the IWF and provided to the MCPTT client receiving the private call using SIP signalling according to 3GPP TS 24.379 [2], using the Connect message described in clause 8.3.4.
NOTE :
The distribution and provisioning of LMR keys by the LMR system to entities in the MCPTT system is out of scope.
13.2
Derivation of SRTP/SRTCP master keys

Each key (i.e. GMK, PCK, SPK) and its associated key identifier (i.e. GMK-ID, PCK-ID, SPK-ID) described in clause 13.1 are used to derive SRTP-MK, SRTP-MS and SRTP-MKI.

SRTP-MK, SRTP-MS and SRTP-MKI are used in encryption of media or floor control messages in SRTP as specified in IETF RFC 3711 [16] and 3GPP TS 33.180 [18].
13.3.1
General

Void.

13.3.2
The IWF performing the participating role
The IWF performing the participating role:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.
if protection of floor control messages between the IWF performing the participating role and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the participating role:

A)
shall encrypt floor control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

B)
shall decrypt floor control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2;
3.
if protection of floor control messages between the IWF performing the participating role and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the participating role:
A)
shall encrypt floor control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

B)
shall decrypt floor control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2;

4.
if protection of media control messages between the IWF performing the participating role and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the participating role:

A)
shall encrypt media control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

B)
shall decrypt media control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
5.
if protection of media control messages between the IWF performing the participating role and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the participating role:

A)
shall encrypt media control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
B)
shall decrypt media control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2.
13.3.3
The IWF media endpoint
The IWF media endpoint:

1.
in an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:

A)
if protection of media is negotiated and the GMK and the GMK-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in clause 13.2;
2.
in an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:
A)
if protection of media is negotiated and the GMK and the GMK-ID of the temporary MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the constituent MCPTT group:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in clause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in clause 13.2; and
3.
in an on-network private call:

A)
if:

i)
protection of media is negotiated in an originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2]; or

ii)
protection of media is negotiated in a terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2];

then:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in clause 13.2. 

13.3.4
The IWF performing the controlling role
The IWF performing the controlling role:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.
in an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:

A)
if protection of floor control messages between the IWF performing the controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

ii)
shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

B)
if protection of media control messages between the IWF performing the controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

ii)
shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2;

3.
in an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:
A)
if protection of floor control messages between the IWF performing the controlling role and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt floor control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and
ii)
shall decrypt floor control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

B)
if protection of media control messages between the IWF performing the controlling role and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt media control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

ii)
shall decrypt media control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

4.
in an on-network private call:

A)
if protection of floor control messages between the IWF performing the controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

ii)
shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

B)
if protection of media control messages between the IWF performing the controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the controlling role:

i)
shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2;

ii)
shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2.
13.3.5
The IWF performing the non-controlling role
The IWF performing the non-controlling role:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.
if protection of floor control messages between the IWF performing the non-controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the non-controlling role:

A)
shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

B)
shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2;
3.
if protection of floor control messages between the IWF performing the non-controlling role and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the non-controlling role:

A)
shall encrypt floor control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

B)
shall decrypt floor control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2;
4)
if protection of media control messages between the IWF performing the non-controlling role and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the non-controlling role:

A)
shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

B)
shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

5)
if protection of media control messages between the IWF performing the non-controlling role and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the IWF, then the IWF performing the non-controlling role:

A)
shall encrypt media control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2; and

B)
shall decrypt media control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in clause 13.2.
14
SDP offer/ answer procedures
14.1
General

The IWF shall operate per 3GPP TS 24.380 [25] clause 14.1.
14.2
Generating an SDP offer

The IWF shall generate an SDP offer per 3GPP TS 24.380 [25] clause 14.2.

14.3
Generating the SDP answer

The IWF shall generate an SDP answer per 3GPP TS 24.380 [25] clause 14.3.

14.4
Offerer processing of the SDP answer

The IWF shall process an SDP answer per 3GPP TS 24.380 [25] clause 14.4.

14.5
Modifying the media plane control channel

The IWF shall support modification of the media plane control channel per 3GPP TS 24.380 [25] clause 14.5.
14.6
The use of SDP offer / answer procedures in off-network mode

The use of SDP offer / answer procedures in off-network mode is not applicable to the IWF.
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