3GPP TS 29.244 V0.3.0 (2016-11)
Technical Specification

3rd Generation Partnership Project;

Technical Specification Group Core Network and Terminals;

Interface between the Control Plane and the User Plane of EPC Nodes;
Stage 3
(Release 14)
[image: image1.jpg]



[image: image2.png]=

A GLOBAL INITIATIVE




The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP..
The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.
This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and Reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.

.


Keywords

<keyword[, keyword, …]>

MCC selects keywords from stock list.

3GPP

Postal address

3GPP support office address

650 Route des Lucioles - Sophia Antipolis

Valbonne - FRANCE

Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet

http://www.3gpp.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2016, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).

All rights reserved.

UMTS™ is a Trade Mark of ETSI registered for the benefit of its members

3GPP™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners
LTE™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners

GSM® and the GSM logo are registered and owned by the GSM Association

Contents

6Foreword

1
Scope
7
2
References
7
3
Definitions, symbols and abbreviations
7
3.1
Definitions
8
3.2
Symbols
8
3.3
Abbreviations
8
4
Protocol Stack
8
4.1
Introduction
8
4.2
UDP header and port numbers
9
4.2.1
General
9
4.2.2
Request message
9
4.2.3
Response message
9
4.3
IP header and IP addresses
9
4.3.1
General
9
4.3.2
Request Message
9
4.3.3
Response Message
10
4.4
Layer 2
10
4.5
Layer 1
10
5
General description
10
5.1
Introduction
10
5.2
Packet Forwarding Model
10
5.2.1
General
10
5.3
Data Forwarding between the CP and UP functions
12
5.3.1
General
12
5.4
Policy and Charging Control
12
5.4.1
General
12
5.4.2
Service Detection and Bearer binding
13
5.4.3
Gating Control
13
5.4.4
QoS Control
13
5.4.5
DL DSCP marking for application detection
14
5.4.6
Usage Monitoring
14
5.4.7
Redirect Function
15
6
Procedures
15
6.1
Introduction
15
6.2
Sx Node Related Procedures
15
6.2.1
General
15
6.2.2
Heartbeat Procedure
15
6.2.2.1
General
15
6.2.2.2
Heartbeat Request
15
6.2.2.3
Heartbeat Response
16
6.3
Sx Session Related Procedures
16
6.3.1
General
16
6.3.2
Sx Session Establishment Procedure
16
6.3.2.1
General
16
6.3.2.2
CP Function behaviour
16
6.3.2.3
UP Function behaviour
16
6.3.3
Sx Session Modification Procedure
17
6.3.3.1
General
17
6.3.3.2
CP Function behaviour
17
6.3.3.3
UP Function behaviour
17
6.3.4
Sx Session Deletion Procedure
17
6.3.4.1
General
17
6.3.4.2
CP Function behaviour
17
6.3.4.3
UP Function behaviour
18
7
Messages and message formats
18
7.1
Introduction
18
7.2
Message Format
18
7.2.1
General
18
7.2.2
Message Header
18
7.2.2.1
General format
18
7.2.2.2
PFCP Header for Node related Messages
19
7.2.2.3
PFCP Header for Session related Messages
20
7.2.2.4
Usage of the PFCP Header
20
7.2.2.4.1
General
20
7.2.3
Information Elements
21
7.2.3.1
General
21
7.2.3.2
Presence requirements of Information Elements
21
7.2.3.3
Grouped Information Elements
22
7.2.3.4
Information Element Type
22
7.3
Message Types
22
7.4
Sx Node Related Messages
23
7.4.1
General
23
7.4.2
Heartbeat Messages
23
7.4.2.1
Heartbeat Request
23
7.4.2.2
Heartbeat Response
23
7.5
Sx Session Related Messages
23
7.5.1
General
23
7.5.2
Sx Session Establishment Request
24
7.5.3
Sx Session Establishment Response
28
7.5.4
Sx Session Modification Request
29
7.5.5
Sx Session Modification Response
35
7.5.6
Sx Session Deletion Request
36
7.5.7
Sx Session Deletion Response
36
7.5.8
Sx Session Report Request
36
7.5.9
Sx Session Report Response
36
7.6
Error Handling
37
7.6.1 
Protocol Errors
37
7.6.2 
Different PFCP Versions
37
7.6.3 
PFCP Message of Invalid Length
37
7.6.4 
Unknown PFCP Message
37
7.6.5 
Unexpected PFCP Message
37
7.6.6 
Missing Information Elements
38
7.6.7 
Invalid Length Information Element
38
7.6.8 
Semantically incorrect Information Element
38
7.6.9 
Unknown or unexpected Information Element
39
7.6.10
Repeated Information Elements
39
8
Information Elements
39
8.1
Information Elements Format
39
8.1.1
Information Element Format
39
8.1.2
Information Element Types
39
8.2
Information Elements
40
8.2.1
Cause
40
8.2.2
Source Interface
41
8.2.3
F-TEID
41
8.2.4
PDN Instance
42
8.2.5
SDF Filter
42
8.2.6
Application ID
42
8.2.7
Gate Status
43
8.2.8
MBR
43
8.2.9
GBR
44
8.2.10
QER Correlation ID
44
8.2.11
Precedence
44
8.2.12
DL Transport Level Marking
45
8.2.13
Volume Threshold
45
8.2.14
Time Threshold
45
8.2.15
Monitoring Time
45
8.2.16
Subsequent Volume Threshold
45
8.2.17
Subsequent Time Threshold
45
8.2.18
Inactivity Detection Time
45
8.2.19
Reporting Triggers
45
8.2.20
Redirect Information
45
Annex A (informative): Change history
47


Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document specifies the Packet Forwarding Control Protocol (PFCP) used on the interface between the control plane and the user plane function in a split SGW, PGW and TDF architecture in EPC. 
The architecture reference model and stage 2 information are specified in 3GPP TS 23.214 [2].

PFCP shall be used over the Sxa, Sxb, Sxc and the combined Sxa/Sxb reference points.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".

[3]
3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".

[4]
IETF RFC 768: "User Datagram Protocol".

[5]
IETF RFC 791: "Internet Protocol".

[6]
IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification". 

[7]
3GPP TS 23.203: "Policy and charging control architecture; Stage 2".
[8]
3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".

[9]
3GPP TS 29.274: "3GPP Evolved Packet System. Evolved GPRS Tunnelling Protocol for EPS (GTPv2)".
[10]
3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".
[11]
3GPP TS 29.213: "Policy and Charging Control signalling flows and Quality of Service (QoS) parameter mapping".
3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

Match Field: a field of the Packet Detection Information of a Packet Detection Rule against which a packet is attempted to be matched. 

Matching: comparing the set of header fields of a packet to the match fields of the Packet Detection Information of a Packet Detection Rule.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CP function
Control Plane function

IP
Internet Protocol

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6 

PFCP
Packet Forwarding Control Protocol

FAR
Forwarding Action Rule

PDI
Packet Detection Information

PDR
Packet Detection Rule

PGW
PDN Gateway

PGW-C
PDN Gateway Control plane function
PGW-U
PDN Gateway User plane function
QER
QoS Enforcement Rule
SDF
Service Data Flow

SGW
Serving Gateway

SGW-C
Serving Gateway Control plane function
SGW-U
Serving Gateway User plane function
TDF-C
Traffic Detection Function Control plane function
TDF-U
Traffic Detection Function User plane function
UDP
User Datagram Protocol

UP function
User Plane function
4
Protocol Stack
4.1
Introduction
Editor's Note:
Describe the transport (Protocol stack) for the control plane and the user plane (user plane forwarding).
The protocol stack for the Sx reference point shall be as depicted in Figure 4.1-1.

[image: image3.wmf]-

 

 

 

PFCP

 

 

 

UDP

 

 

 

IP

 

 

 

L2

 

 

 

L1

 

 

 

PFCP

 

 

 

UDP

 

 

 

IP

 

 

 

L2

 

 

 

L1

 

 

 

CP function

 

 

 

UP function

 

 

 

 

 

Sx reference point

 

 

 


Figure 4.1-1: PFCP stack
4.2
UDP header and port numbers

4.2.1
General

A User Datagram Protocol (UDP) compliant with IETF RFC 768 [4] shall be used.
4.2.2
Request message

The UDP Destination Port number for a Request message shall be xxxx. It is the registered port number for PFCP. 
Editor's note:
The UDP port to be used for PFCP needs to be registered at IANA.
The UDP Source Port for a Request message is a locally allocated port number at the sending entity.

4.2.3
Response message

The UDP Destination Port value of a Response message shall be the value of the UDP Source Port of the corresponding Request message.

The UDP Source Port of a Response message shall be the value from the UDP Destination Port of the corresponding message.

4.3
IP header and IP addresses

4.3.1
General

In this subclause, "IP" refers either to IPv4 as defined by IETF RFC 791 [5] or IPv6 as defined by IETF RFC 2460 [6]. A PFCP entity shall support both IPv4 and IPv6.

4.3.2
Request Message

The IP Destination Address of a Request message shall be an IP address of the peer entity. 
During the establishment of an Sx Session, the CP and the UP functions select and communicate to each other the IP Destination Address at which they expect to receive subsequent Request messages related to that Sx Session.

The IP Source Address of a Request message shall be an IP address of the sending entity.

4.3.3
Response Message

The IP Destination Address of a Response message shall be copied from the IP Source Address of the corresponding Request message.

The IP Source Address of a Response message shall be copied from the IP destination address of the corresponding Request message.
4.4
Layer 2

Typically Ethernet should be used as a Layer 2 protocol, but operators may use any other technology.

4.5
Layer 1

Operators may use any appropriate Layer 1 technology.
5
General description
5.1
Introduction

Editor's Note:
Show figure to show the impacted/separated nodes and interfaces. Add general statements about interface principles and the protocol.
5.2
Packet Forwarding Model

5.2.1
General

The packet forwarding scenarios supported over the Sx reference points are specified in 3GPP TS 23.214 [2].

The CP function controls the packet processing in the UP function by establishing, modifying or terminating Sx Session contexts and by configuring (i.e. adding, modifying or deleting) PDRs, FARs, QERs and/or URRs per Sx session context, whereby an Sx session context may correspond to an individual PDN connection, a TDF session, or a standalone session not tied to any PDN connection or TDF session used e.g. for forwarding Radius, Diameter or DHCP signalling between the PGW-C and the PDN. 

Each PDR shall contain a PDI, i.e. one or more match fields against which incoming packets will be matched, and may be associated to the following rules providing the set of instructions to apply to packets matching the PDI:

-
one or more FARs, which contain instructions related to the processing of the packets as follows:

-
an Apply-Action parameter, which indicates whether the UP function shall forward, drop or buffer the packet with or without notifying the CP function about the arrival of a DL packet;  

-
forwarding and/or buffering parameters, which the UP function shall use if the Apply-Action parameter requests the packets to be forwarded or buffered respectively. These parameters may remain configured in the FAR regardless of the Apply-Action parameter value, to minimize the changes to the FAR during the transitions of the UE between the idle and connected modes.

NOTE 1:
Buffering refers here to the buffering of the packet in the UP function. The UP function is instructed to forward DL packets to the CP function when applying buffering in the CP function. 

-
one or more QERs, which contains instructions related to the QoS enforcement of the traffic;

-
one or more URRs, which contains instructions related to traffic measurement and reporting.

Editor's note:
Details on how the CP and UP functions shall handle the QERs and URRs, e.g. when the DL traffic is buffered in the UP or CP function, are FFS.

The same FAR and/or URR may only be associated to one or multiple PDRs of the same Sx session context. 

The same QER may be associated to one or multiple PDRs of the same or multiple Sx session contexts. For instance, the enforcement of APN-AMBR in the PGW-U may be achieved by associating the same QER (via the same QoS Enforcement Rule Correlation ID) to all the PDRs corresponding to the non-GBR bearers of all the UE's PDN connections to the same APN. A QER that is associated to multiple Sx sessions shall be configured, with the same QER contents, in each of these Sx sessions.

On receipt of a packet, the UP function shall perform a lookup of the configured PDRs, starting with the PDRs with the highest precedence and continuing then with PDRs in decreasing order of precedence, until a PDR is found to match the incoming packet. Only the highest precedence PDR matching the packet shall be selected, i.e. the UP function shall stop the PDRs lookup once a matching PDR is found.

A packet matches a PDR if all the match fields of the PDI of the PDR are matching the corresponding packet header fields. If a match field is not included in the PDI, it shall be considered as matching all possible values in the header field of the packet. If the match field is present and does not include a mask, the match field shall be considered as matching the corresponding header field of the packet if it has the same value. If the match field is present and includes a mask (e.g. IP address with a prefix mask, the match field shall be considered as matching the corresponding header field of the packet if it has the same value for the bits which are set in the mask. 
The match fields of the PDI may correspond to outer and/or inner packet header fields, e.g. uplink bearer binding verification in the PGW-U may be achieved by configuring a PDR with the PDI containing the local GTP-U F-TEID (for outer IP packet matching) and the SDF filters of the data flows mapped to the bearer (for inner IP packet matching).

The CP function shall not configure more than one PDR with the same match fields in the PDI (i.e. with the same set of match fields and with the same value). The CP function may configure PDRs with the same value for a subset of the match fields of the PDI but not all. For instance, the CP function may configure two PDRs which differ by having one match field set to a specific value in one PDR and the same match field not included in the other PDR (thus matching any possible value). 

The CP function may configure a PDR with all match fields wildcarded (i.e. all match fields omitted in the PDI) and with the lowest precedence, to control how the UP function shall process packets unmatched by other PDRs. The CP function may configure the UP function to send these packets to the CP function or to drop them. 

The UP function should drop packets unmatched by any PDRs.

The packet processing flow in the UP function is illustrated in Figure 5.2.1-1.
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Figure 5.2.1-1: Packet processing flow in the UP function
At the termination of an Sx session, the UP function shall delete the Sx session context and all the associated non-preconfigured rules. 

NOTE 2:
When a QER is associated to multiple Sx sessions, deleting the QER in one Sx session does not result in deleting the QER in the other Sx sessions to which the QER was also associated. 
5.3
Data Forwarding between the CP and UP functions

5.3.1
General

Forwarding of user plane data between the CP and UP functions may take place as part of the following scenarios (see 3GPP TS 23.214 [2]).

Table 5.3.1-1: Data forwarding scenarios between the CP and UP functions

	
	Scenario description
	Data forwarding direction
	Applicable to

	1
	Forwarding of user-plane packets between the UE and the CP function 
	UP to CP function

CP to UP function
	PGW

	2
	Forwarding of packets between the CP function and the external PDN / SGi 
	UP to CP function

CP to UP function
	PGW

	3
	Forwarding of packets subject to buffering in the CP function
	UP to CP function

CP to UP function
	SGW


Editor's note:
Forwarding of user-plane packets between the UP function and the CP function may also take place for lawful interception (pending SA2/SA3 requirements) and restoration scenarios (pending CT4 conclusions on the restoration study).

Editor's note:
It is FFS how the CP function sends End Marker packets to UP function.

User plane packets shall be forwarded between the CP and UP functions by encapsulating the user plane packets using  GTP-U encapsulation (see 3GPP TS 29.281 [3]). 

For forwarding data from the UP function to the CP function, the CP function shall configure PDR(s) per Sx session context, with the PDI identifying the user plane traffic to forward to the CP and with a FAR set with the Interface Direction "CP function side" and set to perform GTP-U encapsulation and to forward the packets to a GTP-u F-TEID uniquely assigned in the CP function per Sx session and PDR. The CP function shall then identify the PDN connection and the bearer to which the forwarded data belongs by the F-TEID in the header of the encapsulating GTP-U packet.

For forwarding data from the CP function to the UP function, the CP function shall configure one or more PDR(s) per Sx session context, with the PDI set with the Interface Direction "CP function side" and identifying the GTP-u F-TEID uniquely assigned in the UP function per PDR, and with a FAR set to perform GTP-U decapsulation and to forward the packets to the intended destination. URRs and QERs may also be configured.

Sx session contexts may correspond to individual PDN connections, TDF sessions, or standalone sessions not tied to any PDN connection or TDF session used e.g. for forwarding RADIUS, Diameter or DHCP signalling between the PGW-C and the PDN. 

The CP function may establish one Sx-u tunnel per:

-
 bearer of PDN connection e.g. for the data forwarding scenarios 1 and 3;

-
 UP function or PDN e.g. for the data forwarding scenario 2.

5.4
Policy and Charging Control

5.4.1
General
Editor's Note:
add introduction chapter for PCC.
5.4.2
Service Detection and Bearer binding

Service detection refers to the process that identifies the packets belonging to a service data flow or application. See subclauses 6.2.2.2 and 6.8.1 of 3GPP TS 23.203 [7].

Bearer binding is the procedure that associates a service data flow to an IP-CAN bearer deemed to transport the service data flow. UL bearer binding verification refers to the process of discarding uplink packets due to no matching service data flow template for the uplink direction. See subclauses 6.1.1.4 and 6.2.2.2 of 3GPP TS 23.203 [7].

Service detection is controlled over the Sxa, Sxb and Sxc reference points by configuring Packet Detection Information in PDRs to match the intended service data flows or application. 

The mapping of DL traffic to bearers is achieved by configuring and associating FARs to the downlink PDRs, with FARs set to forward the packets to the appropriate downstream bearers (S5/S8 or S1/S12/S4/Iu).

Uplink bearer binding verification is achieved by configuring Packet Detection Information in uplink PDRs containing the local F-TEID of the uplink bearer, the UE IP address, and the SDF filter or the Application ID. As a result, uplink packets received on the uplink bearer but that do not match the SDF filter or Application detection filter associated to the uplink PDRs are discarded. 

NOTE 1:
For PCC Rules that contain an application identifier (i.e. that refer to an application detection filter), uplink traffic can be received on other IP-CAN bearers than the one determined by the binding mechanism. The detection of the uplink part of the service data flow can be activated in parallel on other bearers with non-GBR QCI (e.g. the default bearer) in addition to the bearer where the PCC rule is bound to. See subclauses 6.1.1.1 and 6.2.2.2 of 3GPP TS 23.203 [7]. Therefore the uplink PDRs for these bearers can be provisioned with the PDI containing this service data flow and the local F-TEID of the uplink bearer. 
NOTE 2:
To avoid the PGW-U discarding packets due to no matching service data flow template, the operator can apply open PCC rules (with wildcarded SDF filters) to allow for the passage of packets that do not match any other candidate SDF template. Therefore an uplink PDR can be provisioned with the PDI containing only the local F-TEID of the uplink bearer. 

5.4.3
Gating Control

Gating control refers to the process within the PGW-U and TDF-U of enabling or disabling the forwarding of IP packets, belonging to a service data flow or detected application's traffic, to pass through to the desired endpoint (see subclause 4.3.2 of 3GPP TS 23.203 [7]). 
The PGW-C and TDF-C controls the gating in the PGW-U and TDF-U by creating PDR(s) for the service data flow(s) or application's traffic to be detected, and by associating a QER, including the Gate Status IE, to the PDRs.

The Gate Status IE indicates whether the service data flow or detected application traffic is allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or in downlink directions.
The PGW-U and TDF-U shall identify UL and DL flows by the Source Interface IE in the PDI of the PDRs. A Source Interface set to "Access side" identifies an UL flow, while a Source Interface set to "Core side" or "SGi-LAN" identifies a DL flow. The PGW-U and TDF-U shall apply UL and DL gating accordingly.

Editor's Note:
It is FFS whether "SGi-LAN" may also be used for an UL flow, and if so, how the UP function differentiate UL and DL flows. 

5.4.4
QoS Control

QoS control refers to the authorization and enforcement of the maximum QoS that is authorized 

-
at the session level (APN-AMBR or TDF session UL and DL bitrates)

-
at the bearer level (GBR, MBR for GBR bearers)

-
at the service data flow (SDF) or application level.

See subclause 4.3.3 of 3GPP TS 23.203 [7] and subclause 4.5.5 of 3GPP TS 29.212 [8].

The CP function shall control the QoS enforcement in the UP function by: 

-
creating the necessary PDR(s) to represent the service data flow, application, bearer or session; 

-
creating QERs for the QoS enforcement at session level, bearer level and SDF/application level;

-
associating the session level QER to all the PDRs defined for the session;

-
associating the bearer level QER to all the PDRs associated to the bearer;

Editor's Note: the need for associating the bearer level QER to all the PDRs associated to the bearer is FFS. Subclause 7.8.3 of 3GPP TS 23.214 [2] documents such requirement. However subclause 6.4.2.1 of 3GPP TS 29.213 [11] specifies that the MBR or GBR per bearer is the Sum of the MBR or GBR for all the PCC Rules bound to that bearer. So it may be sufficient to only provision MBR and GBR per SDF. 

Editor's Note:
Resource sharing is FFS. This may require the need to enforce QER for multiple PDRs/SDFs.
-
associating the SDF or application QER to the PDRs associated to the SDF or application.
The same QER may be associated to UL and DL PDRs. The UP function shall identify the UL and DL flows by the Source Interface IE in the PDRs. "Access side" identifies an UL flow, while "Core side" or "SGi-LAN" identifies a DL flow. The UP function shall enforce the QoS for the UL or DL flows accordingly.

The PGW-C shall map the precedence of a PCC rule to the precedence of the PDRs associated to the corresponding service data flows. 
Editor's Note:
TS 23.214 also specifies a precedence parameter within a QER. The precedence of each QER determines then the order in which the QERs are applied. The need for precedence in the QER is FFS. 

5.4.5
DL DSCP marking for application detection

DL DSCP marking for application indication refers to the process in the TDF of marking detected downlink application traffic with a DSCP value received within an installed ADC rule matching this traffic. See Annex U of 3GPP TS 23.203 [7] and subclauses 4.5.2.7 and 4b.5.14 of 3GPP TS 29.212 [8].

DL DSCP marking for application indication is controlled by the TDF-C by associating a QER, including the ToS or Traffic Class within the DL Transport Level Marking IE, to the PDR matching the DL traffic to be marked.

Policy and charging control in the downlink direction by the PCEF for an application detected by the TDF is performed by the PGW-C configuring a PDR with a PDI containing an SDF Filter with the corresponding DSCP value. 
Editor's Note:
It is FFS how to control over Sx the tunnelling of the DL traffic between the TDF and the PCEF. 

5.4.6
Usage Monitoring

Usage Monitoring Control refers to the process of monitoring the user plane traffic in the PGW-U or TDF-U for the accumulated usage of network resources per: 

-
individual or group of service data flows; 

-
individual or group of applications; 

-
IP-CAN session, possibly excluding an individual SDF or a group of service data flow(s), and/or
-
TDF session, possibly excluding an individual application or a group of application(s).
See subclauses 4.4, 6.2.2.3 and 6.6 of 3GPP TS 23.203 [7] and subclauses 4.5.16, 4.5.17, 4b.5.6, 4b.5.7 of 3GPP TS 29.212 [8].

Usage Monitoring Control is supported over the Sxb and Sxc reference points by activating in the UP function the reporting of usage information towards the CP function, as specified in subclauses 5.3 and 7.8.4 of 3GPP TS 23.214 [2]. 

The CP function shall control the Usage Reporting in the UP function by: 

-
creating the necessary PDR(s) to represent the service data flow, application or session; 

-
creating a URR for each Monitoring key; and

-
associating the URR to 

-
all the PDRs of the Sx session, for usage monitoring at IP-CAN or TDF session level, possibly excluding the PDRs matching the SDFs or Applications excluded from the usage monitoring at session level; or

-
the PDR(s) of the Sx session associated to the individual or group of SDF(s) or Application(s), for usage monitoring at SDF or application level.
5.4.7
Redirect Function
The Redirection function of uplink application traffic is an option applicable over the Gx and Sd reference points as specified in 3GPP TS 23.203 [7].
If the redirection is enabled, the PGW-C or TDF-C shall provision the redirection destination within a FAR associated to the PDRs corresponding to the traffic to be redirected, over the Sxb or Sxc reference point, as specified in 3GPP TS 23.214 [2]. The redirection destination may be provided by the PCRF or be preconfigured in the PGW-C/TDF-C, as specified in 3GPP TS 23.203 [7] and furtherly provisioned by the PGW-C/TDF-C to the PGW-U/TDF-U as part of an FAR, or may be preconfigured in the PGW-U/TDF-U. A redirect destination provided in an FAR over Sxb/Sxc interface shall override the redirect destination preconfigured in the PGW-U/TDF-U.
Editor's Note:
Redirection of uplink application's traffic by the CPfunction is FFS.

Editor's Note
The handling of preconfigured redirection information in the PGW-U/TDF-U is FFS.
6
Procedures
6.1
Introduction
Editor's Note:
Description of the procedures, like path management 

6.2
Sx Node Related Procedures

6.2.1
General

Editor's Note:
General description for node related procedures and the following subclauses should describe the  procedures.

6.2.2
Heartbeat Procedure
6.2.2.1
General 

Two messages are specified for PFCP heartbeat procedure: Heartbeat Request and Heartbeat Response.

Editor Note: The usage of Echo Request / Response procedure for EPC nodes is specified in 3GPP TS 23.007 [17] it needs to be decided if  we adopted the description there and add Heartbeat procedure or if we need to add the description in this specification.

6.2.2.2
Heartbeat Request

The CP function or the UP function may send an Heartbeat Request on a path to the peer node to find out if it is alive. Heartbeat Request messages may be sent for each peer with which an Sx control association is established. 

For each peer with which an Sx control association is established, a CP function or UP function shall be prepared to receive an Heartbeat Request at any time and it shall reply with an Heartbeat Response.  

6.2.2.3
Heartbeat Response

The message shall be sent as a response to a received Heartbeat Request.

6.3
Sx Session Related Procedures

6.3.1
General

Editor's Note:
General description of content of the subclause.
6.3.2
Sx Session Establishment Procedure

6.3.2.1
General
The Sx session establishment procedure shall be used to setup a session between CP function and UP function and configure Rules in the UP function so that the UP function can handle incoming packets.

Editor's Note: 
The case that messages may exceed a size of 1500 Octets needs to be investigated and if Message segmentation on PFCP level instead of IP level needs to be supported.
6.3.2.2
CP Function behaviour

The CP function initiates the Sx session establishment procedure to create a Sx session for a PDN connection, or IP-CAN session or TDF session or for applying a certain IP packets treatment which is not associated with any PDN connection.
The CP function:

-
shall send the Sx session Establishment Request message with a new Sx Session ID together with Rules to be created.
-
may assign a local F-TEID for the access side and/or core side and provide it in the PDI, if F-TEID allocation is performed in CP function.

Editor's Note:
Possible additions are FFS.

When the CP function receives an Sx Session Establishment Response with cause success, the UP function shall continue with the procedure which triggered the Sx session establishment procedure.
6.3.2.3
UP Function behaviour

When the UP function receives an Sx Session establishment request message it shall:

-
store and apply the rules received in the request and send an Sx Session Establishment Response with cause "success", if all rules in the Sx Session establishment request are stored and applied.
-
Other wise (at least one rule failed to be stored or applied) return an appropriate error cause value with the Rule ID(s) of the Rule(s) causing the error, discard all the received rules and not create any Sx session context.
6.3.3
Sx Session Modification Procedure

6.3.3.1
General
The Sx session modification procedure shall be used to modify an existing Sx session, e.g. to configure a new rule, to modify an existing rule, to delete an existing rule. 

6.3.3.2
CP Function behaviour

The CP function initiates the Sx Session modification procedure to modify an existing Sx session, e.g. triggered by an modification of PDN connection, IP CAN session or TDF session.

The CP function shall:

-
include a complete PDI if the PDI in the existing PDR is to be updated;

-
remove locally the reference to a rule in the PDRs when the related Rule is deleted . 
-
provide all the Updated Rules. Updated Rules contain only the information which are changed, added and/or deleted. The CP function may add Update PDR, Update FAR, Update URR and Update QER.

Editor's Note:
Possible additions are FFS.
When the CP function receives an Sx Session Modification Response with the cause "success" it shall continue with the procedure which has initiated the Sx session modification procedure.

6.3.3.3
UP Function behaviour

When the UP function receives a Sx Session Modification Request it shall:

-
send the Sx Session modification Response message with a rejection cause code set to "session context not found" if the Session ID included in the Sx Session Modification Request message is unknown;
-
discard any updates on the Sx session context included in the Sx Session Modification Request message if the request is rejected and send an Sx Session Modification Response with an appropriate error cause together with additional information e.g. indicating the Rule ID(s) of the Rule(s) causing the error. In this case, the UP function shall continue with the existing Sx session context for the Sx session as if the Sx Modification Request had not been received;

-
remove all rules identified by a Rule ID to be removed and remove the Rule ID from the PDR(s) from where they are referenced.
-
send the Sx Session Modification Response with an acceptance cause code if all requested modification are accepted and performed successfully. 

6.3.4
Sx Session Deletion Procedure

6.3.4.1
General
The Sx Session Deletion procedure shall be used to delete an existing Sx session between CP function and UP function. 

6.3.4.2
CP Function behaviour

The CP function initiates an Sx session deletion procedure towards the UP function to delete an existing Sx session e.g. when the corresponding PDN is deleted.
The CP shall:

-
send an Sx Session Deletion Request with the Session ID identifying the Sx session.

When the CP function receives Sx Session Deletion Response with cause success, the CP function shall continue with the procedure which triggers the Sx session deletion procedure.
6.3.4.3
UP Function behaviour

When the UP function receives a Sx Session Deletion Request it shall:

-
send the Sx Session Deletion Response message with a rejection cause code set to "session context not found" if the  session ID include in the Sx Session deletion Request message is unknown;
-
send the Sx Session Deletion Response message with an acceptance cause code if all requested deletions are accepted and all rules associated with the Sx session are deleted.
Editor's Note:
It needs to be decided if the reporting should be performed in a new stand alone message exchange with CP function or attached to the Sx Session deletion Response.

7
Messages and message formats
7.1
Introduction
Editor's Note:
This section defines messages and formats used on Sx interface. 

7.2
Message Format
7.2.1
General
The format of a PFCP message is depicted in Figure 7.2.1-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to m
	PFCP message header
	

	
	m+1 to n
	Zero or more Information Element(s)
	

	
	
	
	


Figure 7.2.1-1: PFCP Message Format
A PFCP message shall contain the PFCP message header and may contain subsequent information element(s) dependent on the type of message.

7.2.2
Message Header 
7.2.2.1
General format
The PFCP uses a variable length header. The Protocol header length shall be a multiple of 4 octets. Figure 7.2.2.1-1 illustrates the format of the PFCP Header. 
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	Spare
	Spare
	Spare
	Spare
	T

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	m to k(m+3)
	
	If T flag is set to 1, then TEID shall be placed into octets 5-8. Otherwise, TEID field is not present at all.

	n to (n+2)
	
	Sequence Number

	(n+3)
	
	Spare


Figure 7.2.2.1-1: General format of PFCP Header
Editor's Note:
It is FFS whether to use a "TEID" in the header.

Editor's Note:
It is FFS if the Source "TEID" should be added in the header.

Editor's Note:
It is FFS if the Session ID should be added in the header.

Editor's Note:
It is FFS how to handle Sequence Number per session or per Node.

Where:

-
if T = 0, TEID field is not present, k = 0, m = 0 and n = 5;

-
if T = 1, TEID field is present, k = 1, m = 5 and n = 9.

The usage of the PFCP header is defined in subclause 7.2.2.4. 
Octet 1 bits shall be coded as follows:

-
Bits 6-8 represent the Version field.

-
Bit 5-2 are spare, the sender shall set them to "0" and the receiving entity shall ignore them.
-
Bit 1 represents the TEID flag (T).

7.2.2.2
PFCP Header for Node related Messages

The PFCP message header for the node related messages shall not contain the TEID field, but shall contain the Sequence Number field, followed by one spare octet as depicted in figure 7.2.2.2-1. The spare bits shall be set to zero by the sender and ignored by the receiver. 
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	Spare
	Spare
	Spare
	Spare
	T=0

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Sequence Number (1st Octet)

	6
	
	Sequence Number (2nd Octet)

	7
	
	Sequence Number (3rd Octet)

	8
	
	Spare


Figure 7.2.2.2-1: PFCP Message Header for node related messages

7.2.2.3
PFCP Header for Session related Messages

For The PFCP message header, for session related messages, shall contain the TEID and Sequence Number fields followed by one spare octet. The PFCP header is depicted in figure 7.2.2.3-1. The spare bits shall be set to zero by the sender and ignored by the receiver.
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	Spare
	Spare
	Spare
	Spare
	T=1

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Tunnel Endpoint Identifier (1st Octet)

	6
	
	Tunnel Endpoint Identifier (2nd Octet)

	7
	
	Tunnel Endpoint Identifier (3rd Octet)

	8
	
	Tunnel Endpoint Identifier (4th Octet)

	9
	
	Sequence Number (1st Octet)

	10
	
	Sequence Number (2nd Octet)

	11
	
	Sequence Number (3rd Octet)

	12
	
	Spare


Figure 7.2.2.3-1: PFCP message Header for session related messages

7.2.2.4
Usage of the PFCP Header
7.2.2.4.1
General
The format of the PFCP header is specified in subclause 7.2.2.1. 

The usage of the PFCP header shall be as defined below. 

The first octet of the header shall be used is the following way:

-
Bits 8 to 6, which represent the PFCP version, shall be set to decimal 1 ("001").

-
Bit 5 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

-
Bit 4 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

-
Bit 3 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it. 

-
Bit 2 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

-
Bit 1 represents a "T" flag, which indicates if TEID field is present in the PFCP header or not. If the "T" flag is set to 0, then the TEID field shall not be present in the PFCP header. If the "T" flag is set to 1, then the TEID field shall immediately follow the Length field, in octets 5 to 8. Apart from the node  related messages , in all Sx specific messages the value of the "T" flag shall be set to "1".

The usage of the fields in octets 2 - n of the header shall be as specified below.

-
Octet 2 represents the Message type field, which shall be set to the unique value for each type of control plane message. Message type values are specified in Table 7.3-1 "Message types".  

-
Octets 3 to 4 represent the Message Length field. This field shall indicate the length of the message in octets excluding the mandatory part of the PFCP header (the first 4 octets). The TEID (if present) and the Sequence Number shall be included in the length count. The format of the Length field of information elements is specified in subclause 8.2 "Information Element Format".

-
T=1, and therefore octets 5 to 8 represent the Tunnel Endpoint Identifier (TEID) field. This field shall unambiguously identify a tunnel endpoint in the receiving Packet Forward Control entity. The Tunnel Endpoint Identifier is set by the sending entity in the PFCP header of all control plane messages to the TEID value provided by the corresponding receiving entity (CP or UP). If a peer's TEID is not available the TEID field shall be present in a PFCP header, but its value shall be set to "0", "Conditions for sending TEID=0 in PFCP header". 
NOTE:
The TEID in the PFCP header of a message is set to the TEID value provided by the corresponding receiving entity regardless of whether the source IP address of the request message and the IP Destination Address provided by the receiving entity for subsequent request messages  are the same or not.
-
Octets 9 to 11 represent PFCP Sequence Number field.
7.2.3
Information Elements

7.2.3.1
General

The format of PFCP Information Elements is defined in subclause 8.2. 
7.2.3.2
Presence requirements of Information Elements

IEs within PFCP messages shall be specified with one of the following presence requirement:

-
Mandatory: this means that the IE shall be included by the sending entity, and that the receiver diagnoses a "Mandatory IE missing" error when detecting that the IE is not present. A response including a "Mandatory IE missing" cause, shall include the type of the missing IE.

-
Conditional: this means that
-
the IE shall be included by sending entity if the conditions specified are met;

-
the receiver shall check the conditions as specified in the corresponding message type description, based on the parameter combination in the message and/or on the state of the receiving node, to infer if a conditional IE shall be expected. Only if a receiver has sufficient information, if a conditional IE, which is necessary for the receiving entity to complete the procedure, is missing, then the receiver shall abort the procedure.

-
Conditional-Optional: this means that
-
the IE shall be included by a sending entity complying with the version of the specification, if the conditions specified in the relevant protocol specification are met. An entity, which is at an earlier version of the protocol and therefore is not up-to-date, cannot send this IE.

-
the receiver need not check the presence of the IE in the message. If the receiver checks the presence of the Conditional-Optional IE, then the IE's absence shall not trigger any of the error handling procedures. The handling of an absence or erroneous such IEs shall be treated as Optional IEs as specified in subclause 7.6.
-
Optional: this means that 
-
the IE shall be included as a service option. Therefore, the IE may be included or not in a message. The handling of an absent optional IE, or an erroneous optional IE is specified in subclause 7.6.

For conditional IEs, the clause describing the PFCP message explicitly defines the conditions under which the inclusion of each IE becomes mandatory or optional for that particular message. These conditions shall be defined so that the presence of a conditional IE only becomes mandatory if it is critical for the receiving entity. The definition might reference other protocol specifications for final terms used as part of the condition.

For grouped IEs, the presence requirement of the embedded IE shall follow the rules:

-
If the grouped IE is Mandatory within a given message: the presence requirements of individual embedded IEs are as stated within the Mandatory grouped IE for the given message.
-
if the grouped IE is Conditional within a given message: if the embedded IE in the grouped IE is Mandatory or Conditional, this embedded IE is viewed as Conditional IE by the receiver. If the embedded IE in the grouped IE is Conditional-Optional, this embedded IE is viewed as Optional IE by the receiver. If the embedded IE in the grouped IE is Optional, this embedded IE is viewed as Optional IE by the receiver.

-
if the grouped IE is Conditional-Optional within a given message: if the embedded IE in the grouped IE is Mandatory or Conditional, this embedded IE is viewed as Conditional-Optional IE by the receiver. If the embedded IE in the grouped IE is Conditional-Optional, this embedded IE is viewed as Optional IE by the receiver. If the embedded IE in the grouped IE is Optional, this embedded IE is viewed as Optional IE by the receiver.

-
if the grouped IE is Optional within a given message: all embedded IEs in the grouped IE are viewed as Optional IEs by the receiver.

In all of the above cases, appropriate error handling as described in subclause 7.6 shall be applied for protocol errors of the embedded IEs.
Only the Cause IE at message level shall be included in the response if the Cause contains a value that indicates that the request is not accepted regardless of whether there are other mandatory or conditional IEs defined for a given response message. 
The following are exceptions:

-

Editor's Note:
Potential exceptions to the above rule are FFS. 

If the Cause IE at Grouped IE level contains a value that indicates that the Grouped IE is not handled correctly, the other IEs in this Grouped IE, other than the Cause IE, may not be included.

7.2.3.3
Grouped Information Elements

A Grouped IE is an IE which may contain other IEs. 

Grouped IEs have a length value in the TLV encoding, which includes the added length of all the embedded IEs. Overall coding of a grouped IE with 4 octets long IE header is defined in subclause 8.2. Each IE within a grouped IE also shall also contain 4 octets long IE header.

Grouped IEs are not marked by any flag or limited to a specific range of IE type values. The clause describing an IE in this specification shall explicitly state if it is a Grouped IE.

NOTE:
Each entry into each Grouped IE creates a new scope level. Exit from the grouped IE closes the scope level. The PFCP message level is the top most scope. 

If more than one grouped IEs of the same type, but for a different purpose are sent with a message, these IEs shall have different IE types.

If more than one grouped IEs of the same type and for the same purpose are sent with a message, these IEs shall have exactly the same IE type to represent a list.

7.2.3.4
Information Element Type
An IE in a PFCP message or Grouped IE is identified by its IE Type and described by a specific row in the corresponding tables in clause 7. 

If several IEs with the same Type are included in a PFCP message or Grouped IE, they represent a list for the corresponding IE name.

An IE Type value uniquely identifies a specific IE.
One IE type value is specified for Vendor Specific IEs.
7.3
Message Types

The PFCP message types to be used over the Sxa, Sxb and Sxc reference points are defined in Table 7.3-1.

Table 7.3-1: Message Types

	Message Type value (Decimal)
	Message
	Applicability

	
	
	Sxa
	Sxb
	Sxc

	0
	Reserved
	
	
	

	
	Sx Node related messages
	
	
	

	1
	Sx Heartbeat Request
	X
	X
	X

	2
	Sx Heartbeat Response
	X
	X
	X

	3 to 49
	For future use
	
	
	

	
	Sx Session related messages
	
	
	

	50
	Sx Session Establishment Request
	X
	X
	X

	51
	Sx Session Establishment Response
	X
	X
	X

	52
	Sx Session Modification Request
	X
	X
	X

	53
	Sx Session Modification Response
	X
	X
	X

	54
	Sx Session Deletion Request
	X
	X
	X

	55
	Sx Session Deletion Response
	X
	X
	X

	56
	Sx Session Report Request
	X
	X
	X

	57
	Sx Session Report Response
	X
	X
	X

	58 to 99
	For future use. 
	
	
	

	
	Other messages
	
	
	

	100 to 255 
	For future use
	
	
	


7.4
Sx Node Related Messages
7.4.1
General
Editor's Note:
In this subclause and the following the configuration message and their content should be added.
7.4.2
Heartbeat Messages

7.4.2.1
Heartbeat Request

Table 7.4.2.1-1: Information Elements in Heartbeat Request

	Information elements
	P
	Condition / Comment
	IE Type

	Private Extension
	O
	
	Private Extension


7.4.2.2
Heartbeat Response

Table 7.4.2.2-1: Information Elements in Heartbeat Response

	Information elements
	P
	Condition / Comment
	IE Type

	Private Extension
	O
	
	Private Extension


7.5
Sx Session Related Messages

Editor's Note:
In this subclause and the following the session related message and their content should be added.

7.5.1
General
This subclause specifies the session related messages used over the Sxa, Sxb and Sxc reference points.
7.5.2
Sx Session Establishment Request

The Sx Session Establishment Request shall be sent over the Sxa, Sxb and Sxc interface by the CP function to establish a new Sx session context in the UP function.

Table 7.5.2-1: Information Elements in an Sx Session Establishment Request

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Session-ID
	M
	This IE shall uniquely identify the Sx session in the CP function
	X
	X
	X
	

	Create PDR
	M
	This IE shall include one or more PDRs to be associated to the Sx session.
See Table 7.5.2-2.
	X
	X
	X
	Create PDR

	Create FAR
	M
	This IE shall include one or more FARs to be associated to the Sx session.
See Table 7.5.2-4.
	X
	X
	X
	Create FAR

	Create URR
	C
	This IE shall be present if a measurement action shall be applied to packets matching one or more PDR(s) of  this Sx session. 
Several IEs within the same IE type may be present to represent multiple URRs.
See Table 7.5.2-7.
	X
	X
	X
	Create URR

	Create QER
	C
	This IE shall be present if a QoS enforcement action shall be applied to packets matching one or more PDR(s) of this Sx session.

Several IEs within the same IE type may be present to represent multiple QERs.  
See Table 7.5.2-8.
	-
	X
	X
	Create QER


Editor’s note: IEs and conditions of IEs are FFS.
Editor’s note: It needs to be decided how to structure the session ID. 
It needs to be decided if Session ID should be moved to the message header.
It is FFS how the UP and CP identify uniquely an Sx session.
Table 7.5.2-2: Create PDR IE within Sx Session Establishment Request
	Octet 1 and 2
	
	Create PDR IE Type = 1(decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that Sx session.
	X
	X
	X
	PDR ID

	Precedence
	M
	This IE shall indicate the PDR's precedence to be applied by the UP function when looking for a PDR matching an incoming packet.
	X
	X
	X
	Precedence

	PDI
	M
	This IE shall contain the PDI against which incoming packets will be matched. 
See Table 7.5.2-3.
	X
	X
	X
	PDI

	FAR ID 
	M
	This IE shall contain the FAR IDs to be associated to the PDR.
	
	
	
	FAR ID

	URR ID
	C
	This IE shall be present  if a measurement action shall be applied to packets matching this PDR.

When present, this IE shall contain the URR IDs to be associated to the PDR. 

Several IEs within the same IE type may be present to represent a list of URRs to be associated to the PDR.
	X
	X
	X
	URR ID

	QER ID 
	C
	This IE shall be present if a QoS enforcement action shall be applied to packets matching this PDR.

When present, this IE shall contain the QER IDs to be associated to the PDR. Several IEs within the same IE type may be present to represent a list of QERs to be associated to the PDR.
	-
	X
	X
	QER ID

	Application start/Stop Notification 
	C
	This IE shall be present over the Sxb and Sxc interface if the CP function requests the UP function to report an application start and stop. 
	
	
	
	Application Notification


Editor'sNote:
It needs to be clarified if Precedence in the PDR is associated to all PDR belonging to a session or if this is relevant for the node. This depends on how UP is designed to detect a packet looking for session and in second step for matching PDR. Or if UP detects packet based on precedence of the PDRs active in the UP.

Table 7.5.2-3: PDI IE within Sx Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Source Interface
	M
	This IE shall identify whether the PDR applies to incoming packets from the access side (i.e. UL traffic), the core side or SGi-LAN (i.e. DL traffic), or the CP function side (i.e. data forwarded from the CP function).
	X
	X
	X
	Source Interface

	Local F-TEID 
	O
	If present, this IE shall identify the local F-TEID to match for an incoming packet. 

The CP function shall set the CHOOSE (CH) bit to 1  if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	F-TEID

	PDN Instance
	O
	If present, this IE shall identify the PDN instance to match for the incoming packet.
	-
	X
	X
	PDN Instance

	UE IP address 
	O
	If present, this IE shall identify the source or destination IP address to match for the incoming packet. 
	-
	X
	X
	UE IP address

	SDF Filter
	O
	If present, this IE shall identify the SDF filter to match for the incoming packet. 
	-
	X
	X
	SDF Filter

	Application ID
	O
	If present, this IE shall identify the Application ID to match for the incoming packet. 
	-
	X
	X
	Application ID


Editor’s note: additional IEs and conditions of IEs are FFS.
Table 7.5.2-4: Create FAR IE within Sx Session Establishment Request
	Octet 1 and 2
	
	Create FAR IE Type = 3 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	This IE shall uniquely identify the FAR among all the FARs configured for that Sx session.
	
	
	
	FAR ID

	Apply Action
	M
	This IE shall indicate the action to apply to the packets, See subclause 4.x.
	
	
	
	Apply Action

	Forwarding parameters
	
	This IE shall be present when the Apply-Action requests the packets to be forwarded. It may be present otherwise. 

When present, it shall contain the forwarding instructions to be applied by the UP function when the Apply-Action requests the packets to be forwarded. 

See table 7.5.2-5.
	
	
	
	Forwarding Parameters

	Buffering parameters
	
	This IE may be present. 

When present, it shall contain the buffering instructions to be applied by the UP function when the Apply-Action requests the packets to be buffered. See table 7.5.2-6.
	
	
	
	Buffering Parameters


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.2-5: Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Forwarding Parameters IE Type = 4 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Interface direction
	M
	This IE shall identify whether the outgoing packet is sent to the "access side" (i.e. DL traffic), the "core side" (i.e. UL traffic), the "CP function side" (i.e. data forwarded to the CP function) or to "SGi-LAN".
	X
	X
	X
	

	Precedence
	C
	This IE shall be present if the PDR is associated to more than one FAR. When present, this IE shall indicate the FAR's precedence among all the FARs associated to the PDR, i.e. the order in which to apply the FAR.
	X
	X
	-
	

	PDN instance
	O
	When present, this IE shall identify the PDN instance towards which to send the outgoing packet.
	-
	X
	-
	

	Redirect Information
	C
	This IE shall be present if redirection of traffic by the UP function is required. See 8.x.
	-
	X
	X
	Redirect Information

	Outer header removal 
	O
	This IE may be present over Sxa and Sxb. 
	X
	X
	-
	

	Outer header creation 
	O
	If present it shall contain the F-TEID of the remote PFCP peer.
	X
	X
	-
	

	Outer header marking 
	
	
	
	
	
	

	Forwarding policy 
	
	
	
	
	
	

	Container for header enrichment
	
	
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.2-6: Buffering Parameters IE in FAR 
	Octet 1 and 2
	
	Buffering-Parameters IE Type = 5 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	
	
	
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.2-7: Create URR IE within Sx Session Establishment Request 

	Octet 1 and 2
	
	Create URR IE Type = 6 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for this Sx session.
	-
	X
	X
	URR ID

	Volume Threshold
	C
	This IE shall be present if volume-based usage reporting is required. When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR.
	-
	X
	X
	Volume Threshold

	Time Threshold
	C
	This IE shall be present if time-based usage reporting is required. When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR.
	-
	X
	X
	Time Threshold

	Monitoring Time
	O
	When present, this IE shall contain the time at which the UP function shall re-apply the volume or time threshold. 
	-
	X
	X
	Monitoring Time

	Subsequent Volume Threshold
	
	This IE may be present if the Monitoring Time IE is present. When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Volume Threshold

	Subsequent Time Threshold
	
	This IE may be present if the Monitoring Time IE is present. When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Time Threshold

	Inactivity Detection Time
	C
	This IE shall be present if the Time Threshold IE is present and the time measurement need to be suspended when no packets are received during a given inactivity period. When present, it shall contain the duration of the inactivity period.
	-
	X
	X
	Inactivity Detection Time

	Reporting Triggers
	M
	This IE shall indicate the trigger(s) for reporting network resources usage to the CP function.
	-
	X
	X
	Reporting Triggers


Editor’s note: additional and conditions of IEs are FFS.
Table 7.5.2-8: Create QER IE within Sx Session Establishment Request 

	Octet 1 and 2
	
	Create QER IE Type = 7 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	QER ID
	M
	This IE shall uniquely identify the QER among all the QER configured for that Sx session
	-
	X
	X
	QER ID

	Precedence
	M
	
	-
	X
	X
	Precedence

	QER Correlation ID
	C
	This IE shall be present if the UP function is required to correlate the QERs of several Sx sessions, for APN-AMBR enforcement of multiple UE's PDN connections to the same APN.
	-
	X
	-
	QER Correlation ID

	Gate Status
	M
	This IE shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
	-
	X
	X
	Gate Status

	Maximum bitrate
	C
	This IE shall be present if an MBR enforcement action shall be applied to packets matching this PDR. When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection; 

-
the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;

-
the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;

-
the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.

	-
	X
	X
	MBR

	Guaranteed bitrate
	C
	This IE shall be present if a GBR has been authorized to packets matching this PDR. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of: 

-
the bearer GBR, for a QER that is referenced by all the PDRs of a GBR bearer;

-
the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.

	-
	X
	X
	GBR

	DL Transport Level Marking
	C
	This IE shall be set if DL DSCP marking shall be applied to the packets matching the PDR.
	-
	-
	X
	DL Transport Level Marking

	Extension Header
	
	
	
	
	
	


Editor’s note: additional and conditions of IEs are FFS.
Editor’s note:
Extension Header may be in the FAR as outer header marking.
7.5.3
Sx Session Establishment Response

The Sx Session Establishment Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Establishment Request.

Table 7.5.3-1: Information Elements in a Sx Session Establishment Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause

	Created PDR 
	C
	If present, this IE shall contain the PDR information associated to the Sx session. There may be several instances of this IE.

See table 7.5.3-2.
	X
	X
	-
	Created PDR


Editor’s note: IEs and conditions of IEs are FFS.
Editor’s note: If the handling of one or more rule cause an error the UP rejects the request and may report the rule(s) which causes the error to be clarified and added. 
Table 7.5.3-2: Created PDR IE within Sx Session Establishment Response 

	Octet 1 and 2
	
	Created PDR IE Type = 8 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	
	X
	X
	-
	

	Local F-TEID 
	C
	If the UP function allocates the F-TEID, this IE shall contain the local F-TEID to be used for this PDR.
	X
	X
	-
	


Editor’s note: additional and conditions of IEs are FFS.
7.5.4
Sx Session Modification Request 

The Sx Session Modification Request is used over the Sxa, Sxb and Sxc interface by the CP function to request the UP function to modify the Sx session.

Table 7.5.4-1: Information Elements in a Sx Session Modification Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Session-ID
	M
	
	X
	X
	X
	

	Remove PDR
	C
	This IE when present may contain one ore more PDR Rules which are requested to be removed. See Table 7.5.4-8.
	X
	X
	X
	Remove PDR

	Remove FAR
	C
	This IE when present may contain one or more FAR Rules which are requested to be removed. See Table 7.5.4-9.
	X
	X
	X
	Remove FAR

	Remove URR
	C
	This IE when present may contain one or more URR Rules which are requested to be removed. See Table 7.5.4-10.
	X
	X
	X
	Remove URR

	Remove QER
	C
	This IE when present may contain one or more QER Rules which are requested to be removed. See Table 7.5.4-11.
	-
	X
	X
	Remove QER

	Create PDR
	C
	PDRs which need to be created. 

See Table 7.5.2-2.
	X
	X
	X
	Create PDR

	Create FAR
	C
	FARs which need to be created. 

See Table 7.5.2-4.
	X
	X
	X
	Create FAR

	Create URR
	C
	URRs which need to be created. 

See Table 7.5.2-7.
	X
	X
	X
	Create URR

	Create QER
	C
	QERs which need to be created. 

See Table 7.5.2-8.
	-
	X
	X
	Create QER

	Update PDR
	C
	PDRs which need to be modified. 

See Table 7.5.4-2.
	X
	X
	X
	Update PDR

	Update FAR
	C
	FARs which need to be modified. 

See Table 7.5.4-3.
	X
	X
	X
	Update FAR

	Update URR
	C
	This IE shall be present if URR(s) previously created for the Sx session need to be modified.

Several IEs within the same IE type may be present to represent a list of modified URRs. Previously URRs that are not modified shall not be included.See Table 7.5.4-6.
	X
	X
	X
	Update URR

	Update QER
	C
	This IE shall be present if QER(s) previously created for the Sx session  need to be modified. 
Several IEs within the same IE type may be present to represent a list of modified QERs. 

Previously created QERs that are not modified shall not be included.
See Table 7.5.4-7.
	-
	X
	X
	Update QER


Editor’s note: 
additional and conditions of IEs are FFS.
Editor’s note: 
The modification procedure it is assumed that only the delta changes are provided, it need to be clarified how to perform change of values, add new values and cancel values..

Editor’s note: 
It needs to be decided how to structure the session ID. 
It needs to be decided if Session ID should be moved to the message header.
It is FFS how the UP and CP identifying uniquely a session.
Table 7.5.4-2: Update PDR IE within Sx Session Modification Request
	Octet 1 and 2
	
	Update PDR IE Type = 9 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	
	X
	X
	X
	

	Precedence
	C
	This IE shall be present if there is a change in the PDR's precedence to be applied by the UP function when looking for a PDR matching an incoming packet.
	
	
	
	

	PDI
	C
	This IE shall be present if there is a change within the PDI against which incoming packets will be matched. When present, this IE shall replace the PDI previously stored in the UP function for this PDR. See Table 7.5.2-3.
	X
	X
	X
	PDI

	FAR ID 
	
	If present, this IE shall contain the FAR IDs to be associated to the PDR which are new.
	X
	X
	X
	FAR ID

	URR ID 
	
	This IE shall be present if a measurement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contains the list of all the URR IDs to be associated to the PDR.
	X
	X
	X
	URR ID

	QER ID 
	
	This IE shall be present if a QoS enforcement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contain the list of all the QER IDs to be associated to the PDR.
	-
	X
	X
	QER ID

	Application start/Stop Notification 
	C
	This IE shall be present if the CP function requests a change in the UP function to report an application start and stop. 
	-
	X
	X
	Application Notification


Editor’s note: additional IEs and conditions are FFS.
Table 7.5.4-3: Update FAR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update FAR IE Type = 10 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	If present, this IE shall identify whether the PDR applies to incoming packets from the access side (i.e. UL traffic), the core side (i.e. DL traffic), or the CP function side (i.e. data forwarded from the CP function).
	X
	X
	X
	FAR ID

	Apply Action
	
	
	
	
	
	Apply Action

	Updated Forwarding parameters
	C
	See table 7.5.4-4.
	X
	X
	X
	Update Forwarding Parameters

	Updated Buffering parameters
	C
	See Table 7.5.4-5.
	X
	X
	X
	Update Buffering Parameters


Editor’s note: additional IEs and conditions are FFS.
Table 7.5.4-4: Update Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Update Forwarding Parameters IE Type = 11 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Interface direction
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Precedence
	C
	This IE shall only be provided if it is changed
	
	
	
	

	PDN instance
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Redirect Information
	C
	This IE shall be present if the instructions regarding the redirection of traffic by the UP function need to be modified.See 8.2.x.
	-
	X
	X
	Redirect Information

	Outer header removal 
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Outer header creation 
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Outer header marking 
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Forwarding policy 
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Container for header enrichment
	C
	This IE shall only be provided if it is changed
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-5: Update Buffering Parameters IE in FAR 
	Octet 1 and 2
	
	Update Buffering Parameters IE Type = 12 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	
	
	
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-6: Update URR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update URR IE Type = 13 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	X
	X
	X
	URR ID

	Volume Threshold
	C
	This IE shall be present if the Volume Threshold needs to be modified. When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR.
	-
	X
	X
	Volume Threshold

	Time Threshold
	C
	This IE shall be present if the Time Threshold needs to be modified. When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR.
	-
	X
	X
	Time Threshold

	Monitoring Time
	C
	This IE shall be present if the Monitoring Time needs to be modified. When present, this IE shall contain the time at which the UP function shall re-apply the volume or time threshold. 
	-
	X
	X
	Monitoring Time

	Subsequent Volume Threshold
	C
	This IE shall be present if the Subsequent Volume Threshold needs to be modified. When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Volume Threshold

	Subsequent Time Threshold
	C
	This IE shall be present if the Subsequent Time Threshold needs to be modified. When present, it shall indicate the time usage value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Time Threshold

	Inactivity Detection Time
	C
	This IE shall be present if the Time Threshold IE has been provided to the UP function and the Inactivity Detection Time needs to be modified. When present, it shall indicate the duration of the inactivity period after which time measurement needs to be suspended when no packets are received during this inactivity period. 
	-
	X
	X
	Inactivity Detection Time

	Reporting Triggers
	C
	This IE shall be present if the Reporting Triggers need to be modified. When present, this IE shall indicate the trigger(s) for reporting network resources usage to the CP function.
	-
	X
	X
	Reporting Triggers


Editor’s note: additional IEs and conditions are FFS.
Table 7.5.4-7: Update QER IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update QER IE Type = 14 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Rule ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	-
	X
	X
	QER ID

	Precedence
	
	See NOTE 1.
	
	
	
	

	QER Correlation ID
	C
	This IE shall be present if the QER correlation ID in this QER needs to be modified.

See NOTE 1.
	-
	X
	-
	QER Correlation ID

	Gate Status
	C
	This IE shall be present if the Gate Status needs to be modified. When present, it shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
See NOTE 1.
	-
	X
	X
	Gate Status

	Maximum bitrate
	C
	This IE shall be present if an MBR enforcement action applied to packets matching this PDR need to be modified. 

When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection; 

-
the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;
-
the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;
-
the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.
See NOTE 1.
	-
	X
	X
	MBR

	Guaranteed bitrate
	C
	This IE shall be present if a GBR authorization to packets matching this PDR needs to be modified. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of: 

-
the bearer GBR, for a QER that is referenced by all the PDRs of a GBR bearer;

-
the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.
See NOTE 1.
	-
	X
	X
	GBR

	Transport level marking
	C
	This IE shall be set if DL DSCP marking for packets matching the PDR needs to be modified.
See NOTE 1.
	-
	-
	X
	DL Transport Level Marking

	Extension Header
	
	See NOTE 1.
	
	
	
	

	NOTE 1:
The IEs which do not need to be modified shall not be included in the Update QER IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update QER IE.


Editor’s note: additional IEs and conditions of IEs are FFS.
Editor’s note:
It is FFS how to encode the Update QER IE to stop applying some QoS enforcement action in the UP function.
Table 7.5.4-8: Remove PDR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Remove PDR IE Type = 15 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	Identifies the PDRs to be deleted.


	X
	X
	X
	PDR ID


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-9: Remove FAR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Remove FAR IE Type = 16 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	Identifies the FARs to be deleted.
	X
	X
	
	FAR ID


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-10: Remove URR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Remove URR IE Type = 17 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	Identifies the URRs to be deleted.
	X
	X
	X
	URR ID


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.4-11: Remove QER IE Sx Session Modification Request 

	Octet 1 and 2
	
	Remove QER IE Type = 18 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	QER ID
	M
	Identifies the QERs to be deleted.
	-
	X
	X
	QER ID


Editor’s note: IEs and conditions of IEs are FFS.
7.5.5
Sx Session Modification Response 

The Sx Session Modification Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Modification Request.

Table 7.5.5-1: Information Elements in a Sx Session Modification Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause

	Created PDR
	C
	If present, this IE shall contain the PDR information associated to the Sx session. 

See Table 7.5.3-2.
	X
	X
	-
	Created PDR


Editor's Note: If removal/update/creation of one or more rule fails the whole request is rejected and it needs to be clarified if the Rules which causes the error are reported to the CP. This needs to be clarified in the Procedure Clause.

7.5.6
Sx Session Deletion Request 

The Sx Session Deletion Request shall be sent over over the Sxa, Sxb and Sxc interface by the CP function to request the UP function to delete the Sx session.
Table 7.5.6-1: Information Elements in a Sx Session Deletion Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Session-ID
	M
	
	X
	X
	X
	


Editor’s note: It needs to be decided how to structure the session ID. 
It needs to be decided if Session ID should be moved to the message header.
It is FFS how the UP and CP identifying uniquely a session.
7.5.7
Sx Session Deletion Response 
The Sx Session Deletion Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Deletion Request.

Table 7.5.7-1: Information Elements in a Sx Session Deletion Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause


7.5.8
Sx Session Report Request 

The Sx Session Report Request shall be sent over the Sxa, Sxb and Sxc interface by the UP function to report information to the UP function.
Table 7.5.8-1: Information Elements in a Sx Session Report Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Session-ID
	M
	
	X
	X
	X
	


Editor's Note: Details on the IEs and conditions are FFS.
7.5.9
Sx Session Report Response
The Sx Session Report Response shall be sent over the Sxa, Sxb and Sxc interface by the CP function to the UP function as a reply to the Sx Session Report Request.

Table 7.5.9-1: Information Elements in a Sx Session Report Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause


Editor's Note: Details on the IEs and conditions are FFS.
7.6
Error Handling

7.6.1 
Protocol Errors

A protocol error is defined as a message or an Information Element received from a peer entity with an unknown type, or if it is unexpected, or if it has an erroneous content. 

The term silently discarded is used in the following subclauses to mean that the receiving PFCP entity's implementation shall discard such a message without further processing or that the receiving PFCP entity discards such an IE and continues processing the message. The conditions for the receiving PFCP entity to silently discard an IE are specified in the subsequent subclauses.

The handling of unknown, unexpected or erroneous PFCP messages and IEs shall provide for the forward compatibility of PFCP. Therefore, the sending PFCP entity shall be able to safely include in a message a new conditional-optional or an optional IE. Such an IE may also have a new type value. Any legacy receiving PFCP entity shall, however, silently discard such an IE and continue processing the message. 

If a protocol error is detected by the receiving PFCP entity, it should log the event including the erroneous message and may include the error in a statistical counter. 
For Response messages containing a rejection Cause value, see subclause 7.2.3.2.

The receiving PFCP entity shall apply the error handling specified in the subsequent subclauses.
If the received erroneous message is a reply to an outstanding PFCP message, the PFCP transaction layer shall stop retransmissions and notify the PFCP application layer of the error even if the reply is silently discarded.

7.6.2 
Different PFCP Versions

If a PFCP entity receives a message of an unsupported PFCP version, it shall return an indication that the version is not supported. 
Editor's Note:
It is FFS how to provide the information that the version is not supported.
7.6.3 
PFCP Message of Invalid Length

If a PFCP entity receives a message, which is too short to contain the respective PFCP header, the PFCP-PDU shall be silently discarded.

If a PFCP entity receives a Request message within an IP/UDP packet of a length that is inconsistent with the value specified in the Length field of the PFCP header, then the receiving PFCP entity should log the error and shall send the Response message with Cause IE value set to "Invalid Length".

If a PFCP entity receives a Response message within an IP/UDP packet of a length that is inconsistent with the value specified in the Length field of the PFCP header, then the receiving PFCP entity should log the error and shall silently discard the message.

7.6.4 
Unknown PFCP Message

If a PFCP entity receives a message with an unknown Message Type value, it shall silently discard the message.

7.6.5 
Unexpected PFCP Message

If a PFCP entity receives an unexpected request message, for example a known message that is sent over an interface for which the message is not defined, or a message that is sent over an interface for which the message is defined, but the direction is incorrect, then the PFCP entity shall silently discard the message and shall log an error.

If a PFCP entity receives an unexpected response message which is not a request message, for example a message for which there is no corresponding outstanding request, it shall discard the message and may log an error. 

7.6.6 
Missing Information Elements

A PFCP entity shall check if all mandatory IEs are present in the received Request message. Apart from Echo Request message, if one or more mandatory information elements are missing in the received Request message, the PFCP entity should log the error and shall send a Response message with Cause IE value set to "Mandatory IE missing" with the type of the missing mandatory IE.

If a PFCP entity receives a Response message with Cause IE value set to "Mandatory IE missing", it shall notify its upper layer.

A PFCP entity shall check if all mandatory IEs are present in the received Response message without a rejection Cause value. If one or more mandatory information elements are missing, the PFCP entity shall notify the upper layer and should log the error.

A PFCP entity shall check if conditional information elements are present in the received Request message, if possible (i.e. if the receiving entity has sufficient information available to check if the respective conditions were met). If one or more conditional information elements are missing, a PFCP entity should log the error and shall send a Response message with Cause IE value set to "Conditional IE missing" together with the type of the missing conditional IE.

A PFCP entity shall check if conditional information elements are present in the received Response message without a rejection Cause value, if possible (i.e. if the receiving entity has sufficient information available to check if the respective conditions were met). If one or more conditional information elements are missing, a PFCP entity shall notify the upper layer and should log the error.
For Response messages containing a rejection Cause value, see subclause 7.2.3.2.

Absence of an optional information element shall not trigger any error handling.

7.6.7 
Invalid Length Information Element

An information element has an invalid length when the actual length of the IE is different from the value of the Length field in the IE header. Here, the actual length of the IE means the length of the content field of the received IE.
If a PFCP message contains more than one information elements and one or more of them have invalid length, the receiving PFCP entity can detect which of the IEs have invalid length only in the following cases:

-
If the Length value in the IE header is greater than the overall length of the message;

-
If the invalid length IE is the last one in the message.

Apart from Echo Request message, if a receiving PFCP entity detects information element with invalid length in a Request message, it shall send an appropriate error response with Cause IE value set to "Invalid length" together with the type of the offending IE.

7.6.8 
Semantically incorrect Information Element

Apart from Echo Request message, the receiver of a PFCP signalling message Request including a mandatory or a verifiable conditional information element with a semantically invalid Value shall discard the request, should log the error, and shall send a response with Cause set to "Mandatory IE incorrect" together with a type and instance of the offending IE.

The receiver of a PFCP signalling message Response including a mandatory or a verifiable conditional information element with a semantically invalid Value shall notify the upper layer that a message with this sequence number has been received and should log the error. 

If a PFCP entity receives an information element with a value which is shown as reserved, it shall treat that information element as invalid and should log the error. If the invalid IE is received in a Request, and it is a mandatory IE or a verifiable conditional IE, the PFCP entity shall send a response with Cause set to "Mandatory IE incorrect" together with a type and instance of the offending IE.

The principle is: the use of reserved values invokes error handling; the use of spare values can be silently discarded and for IEs with spare values used, processing shall be continued ignoring the spare values.

The receiver of a PFCP signalling message including an optional information element with a Value that is not in the range defined for this information element value shall discard this IE, but shall treat the rest of the message as if this IE was absent and continue processing. The receiver shall not check the content of an information element field that is defined as "spare".

All semantically incorrect optional information elements in a PFCP signalling message shall be treated as not present in the message.

7.6.9 
Unknown or unexpected Information Element

The receiver of a PFCP message including an unexpected information element with a known Type value that is not defined for this message shall discard the IE and log an error. The receiver shall process the message.

NOTE:
An Information Element in an encoded PFCP message or grouped IE is identified by the IE Type. 

7.6.10
Repeated Information Elements

An Information Element is repeated if there is more than one IE with the same IE Type in the scope of the PFCP message (or in the scope of the grouped IE). Such an IE is a member in a list.

If an information element is repeated in a PFCP signalling message in which repetition of the information element is not specified, only the contents of the information element appearing first shall be handled and all subsequent repetitions of the information element shall be ignored. When the number of repetitions of information elements is specified, only the contents of specified repeated information elements shall be handled and all subsequent repetitions of the information element shall be ignored.

8
Information Elements
8.1
Information Elements Format
8.1.1
Information Element Format
Figure 8.1.1-1 depicts the format of an Information Element.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = xxx (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to (n+4)
	IE specific data or content of a grouped IE
	


Figure 8.1.1-1: Information Element Format

An IE has the following mandatory fields:

-
Type: this field indicates the type of the Information Element. The valid values of the IE type are defined in clause 8.1.2.
- 
Length: this field contains the length of the IE excluding the first four octets, which are common for all IEs (Type and Length) and is denoted "n" in Figure 8.1.1-1. Bit 8 of the lowest numbered octet is the most significant bit and bit 1 of the highest numbered octet is the least significant bit.

8.1.2
Information Element Types

A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1. The last column of this table indicates whether the IE is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.

Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. 

Table 8.1.2-1: Information Element Types 

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	0 to 65535
	Spare. For future use.
	
	


8.2
Information Elements 

8.2.1
Cause

Cause IE is coded as depicted in Figure 8.2.1-1.
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 19 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Cause value
	

	
	a(n+1) to a(n+2)
	Type of the offending IE
	

	
	a(n+3) to a(n+4)
	Length of the offending IE = 0
	


Figure 8.2.1-1: Cause

Cause is a variable length IE, which may have either of the following two lengths values:

-
If n = 2, a = 0 and the Cause IE shall be 6 octets long. Therefore, octets "a(n+1) to a(n+4)" will not be present.

-
If n = 6, a = 1 and the Cause IE will be 10 octets long.

The Cause value shall be included in a response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value indicates the explicit reason for the rejection. 

If the rejection is due to a mandatory IE is faulty or missing, the offending IE shall be included within an additional field "a(n+1) to a(n+4)". Only Type field of the offending IE that caused the rejection has a meaning. The length in the Octet a(n+3) to a(n+4) shall be set to "0". 

Table 8.2.1-1: Cause values

	Message Type
	Cause value 

(decimal)
	Meaning

	
	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	
	1 to 255
	spare for future use

	
	
	


Editor's Note: 
Cause codes need to be filled when related descriptions are added. 

Editor's Note: 
For GTP we differentiated if the cause was used in an initial message or in a response message. Do we need to distinguish this for PFCP as well or can we remove the column?
Grouping of error causes is FFS.

8.2.2
Source Interface
The Source Interface IE type shall be coded as shown in Figure 8.x-1. It indicates the type of the interface from which an incoming packet is received.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 20 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Spare
	Interface value
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.2-1: Source Interface

The Interface value shall be coded as a 4 bits binary integer as specified in in Table 8.2.2-1.

Table 8.2.2-1: Interface value
	Interface value
	Values (Decimal)

	Access
	0

	Core
	1

	SGi-LAN
	2

	CP-function
	3

	Spare
	4 to 15


8.2.3
F-TEID
The F-TEID IE type shall be coded as shown in Figure 8.2.3-1. It indicates an F-TEID.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 21 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Spare
	CH
	V6
	V4
	

	
	6 to 9 
	TEID
	

	
	m to (m+3) 
	IPv4 address
	

	
	p to (p+15) 
	IPv6 address
	

	
	k to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.3-1: F-TEID

The following flags are coded within Octet 5:

-
Bit 1 – V4: If this bit is set to "1" and the CH bit is not set, then the IPv4 address field shall be present, otherwise the IPv4 address field shall not be present.

-
Bit 2 – V6: If this bit is set to "1" and the CH bit is not set, then the IPv6 address field shall be present, otherwise the IPv6 address field shall not be present.
-
Bit 3 – CH (CHOOSE): If this bit is set to "1", then the UP function shall assign an F-TEID with an IP4 or an IPv6 address if the V4 or V6 bit is set respectively. 
At least one of the V4 and V6 flags shall be set to "1", and both may be set to "1".

Octet 6 to 9 (TEID) shall contain a GTP-U TEID. If both IPv4 and IPv6 addresses are present in the F-TEID IE, then the TEID value shall be shared by both addresses.

Octets "m to (m+3)" and/or "p to (p+15)" (IPv4 address / IPv6 address fields), if present, it shall contain the respective IP address values.

8.2.4
PDN Instance
The PDN Instance IE type shall be coded as shown in Figure 8.x-1. It indicates a PDN instance.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 22 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	PDN Instance
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.4-1: PDN Instance

Editor's Note:
the encoding of the PDN Instance value is FFS.
8.2.5
SDF Filter
The SDF Filter IE type shall be coded as shown in Figure 8.2.5-1. It contains an SDF Filter.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 23 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to x
	SDF Filter value
	

	
	y to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.5-1: SDF Filter

Editor's Note:
the encoding of this the SDF Filter value is FFS.
8.2.6
Application ID
The Application ID IE type shall be coded as shown in Figure 8.2.6-1. It contains an Application Identifier referencing an application detection filter in the UP function (e.g. its value may represent an application such as a list of URLs).

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 24 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to (n+4)
	Application Identifier
	


Figure 8.2.6-1: Application ID

The Application Identifier shall be encoded as an OctetString (see 3GPP TS 29.212 [8]).

8.2.7
Gate Status
The Gate Status IE shall be coded as shown in Figure 8.2.7-1. It indicates whether the service data flow or application's traffic is allowed to be forwarded (gate is open) or shall be discarded (gate is closed) in uplink and/or in downlink direction.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 25 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	UL Gate
	DL Gate 
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.7-1: Gate Status

Table 8.2.7-1: UL Gate 

	UL Gate 
	Value (Decimal)

	OPEN
	0

	CLOSED
	1

	For future use. Shall not be sent. If received, shall be interpreted as the value "1".
	2, 3


Table 8.2.7-2: DL Gate 

	DL Gate 
	Value (Decimal)

	OPEN
	0

	CLOSED
	1

	For future use. Shall not be sent. If received, shall be interpreted as the value "1".
	2, 3


Editor's Note: The need for a gate status "close after measurement report (for termination action "discard")" is FFS.

8.2.8
MBR
The MBR IE type shall be coded as shown in Figure 8.2.8-1. It indicates the maximum bit rate allowed for the uplink and/or downlink directions.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 26 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 9
	UL MBR
	

	
	10 to 14
	DL MBR
	

	
	15 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.8-1: MBR

The UL/DL MBR fields shall be encoded as kilobits per second (1 kbps = 1000 bps) in binary value. The UL/DL MBR fields may require converting values in bits per second to kilobits per second when the UL/DL MBR values are received from an interface other than GTPv2 interface. If such conversions result in fractions, then the value of UL/DL MBR fields shall be rounded upwards. The range of UL/DL MBR is specified in 3GPP TS 36.413 [10].
NOTE:
The encoding is aligned on the encoding specified in 3GPP TS 29.274 [9].

8.2.9
GBR
The GBR IE type shall be coded as shown in Figure 8.2.10-1. It indicates the guaranteed bit rate authorized for the uplink and/or downlink directions.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 27 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 9
	UL GBR
	

	
	10 to 14
	DL GBR
	

	
	15 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.9-1: GBR

The UL/DL GBR fields shall be encoded as kilobits per second (1 kbps = 1000 bps) in binary value. The UL/DL GBR fields may require converting values in bits per second to kilobits per second when the UL/DL GBR values are received from an interface other than GTPv2 interface. If such conversions result in fractions, then the value of UL/DL GBR fields shall be rounded upwards. The range of UL/DL GBR is specified in 3GPP TS 36.413 [10].
NOTE:
The encoding is aligned on the encoding specified in 3GPP TS 29.274 [9].

8.2.10
QER Correlation ID
The QER Correlation ID IE type shall be coded as shown in Figure 8.2.10-1. It contains a QoS Enforcement Rule Correlation ID to correlate QERs from different Sx sessions.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 28 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 8
	QER Correlation ID value
	

	
	9 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.10-1: QER Correlation ID

The QER Correlation ID value shall be encoded as an Unsigned32 binary integer value. 

Editor's Note:
QER Correlation ID values from different CP functions shall not overlap. How to ensure this is FFS.
8.2.11
Precedence
The Precedence IE type shall be coded as shown in Figure 8.2.11-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 29 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 8
	Precedence value
	

	
	9 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.11-1: Precedence

The Precedence value shall be encoded as an Unsigned32 binary integer value. 

8.2.12
DL Transport Level Marking
The DL Transport Level Marking IE type shall be coded as shown in Figure 8.2.12-1. It indicates the DSCP to be used for DL transport level marking (see subclause 5.4.5).

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 30 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 6
	ToS/Traffic Class
	

	
	7 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.12-1: DL Transport Level Marking

The ToS/Traffic Class shall be coded on two octets as an OctetString. The first octet shall contain the IPv4 Type-of-Service or the IPv6 Traffic-Class field and the second octet shall contain the ToS/Traffic Class mask field. See subclause 5.3.15 of 3GPP TS 29.212 [8].

8.2.13
Volume Threshold
Editor's Note: the encoding of this IE is FFS.

8.2.14
Time Threshold
Editor's Note: the encoding of this IE is FFS.

8.2.15
Monitoring Time
Editor's Note: the encoding of this IE is FFS.

8.2.16
Subsequent Volume Threshold
Editor's Note: the encoding of this IE is FFS.

8.2.17
Subsequent Time Threshold
Editor's Note: the encoding of this IE is FFS.

8.2.18
Inactivity Detection Time
Editor's Note: the encoding of this IE is FFS.

8.2.19
Reporting Triggers
Editor's Note: the encoding of this IE is FFS.

8.2.20
Redirect Information

Redirect Information is coded as depicted in Table 8.2.20-1.

Table 8.2.20-1: Redirect Information 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1-2
	Type = 38 (decimal)
	

	
	3-4
	Length = n
	

	
	5
	Spare
	RATY
	

	
	6-7
	length=a
	

	
	8-(8+a)
	Redirect Server Address
	

	
	(8+a+1) to (n+4) 
	These octet(s) is/are present only if explicitly specified
	


RATY: is used to indicate the Redirect Address Type:

0000: Ipv4

0001:Ipv6

0010:URL

0011:SIP

0100 to 1111: Spare, for future use

Editor's Note:
Details or a reference about the Redirect Address Type needs to be added. Redirect Server Address shall be encoded in UTF8 format. Its length is dependend on the Redirect Address Type.

Editor's Note:
It is FFS whether the Redirect Information should contain a parameter for enabling/disabling the redirection in the UP function, or if this is achieved by provisioning/deprovisioning the Redirect Information IE. 
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