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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document specifies the signalling control protocols needed to support Mission Critical Data (MCData) communications as specified by 3GPP TS 23.282 [2]. The present document specifies both on-network and off-network protocols.

The present document utilises the common functional architecture to support mission critical services as specified in 3GPP TS 23.280 [3], in support of MCData communications.

The MCData service can be used for public safety applications and also for general commercial applications e.g. utility companies and railways.
The present document is applicable to User Equipment (UE) supporting the MCData client functionality, and to application servers supporting the MCData server functionality.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.282: "Functional architecture and information flows to support Mission Critical Data (MCData); Stage 2";

[3]
3GPP TS 23.280:" Common functional architecture to support mission critical services; Stage 2";
[4]
IETF RFC 3261 (June 2002): "SIP: Session Initiation Protocol".
[5]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[6]
IETF RFC 3428 (December 2002): "Session Initiation Protocol (SIP) Extension for Instant Messaging".

[7]
IETF RFC 6050 (November 2010): "A Session Initiation Protocol (SIP) Extension for the Identification of Services".

[8]
IETF RFC 3841 (August 2004): "Caller Preferences for the Session Initiation Protocol (SIP)".
[9]
IETF RFC 4826 (May 2007): "Extensible Markup Language (XML) Formats for Representing Resource Lists".
3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

4
General
4.1
MCData overview
Editor's Note: This will give an overall overview of the MCData service explaining the structure of this document and also the procedures that it refers to in other documents. It will explain the enablement of on-network and off-network MCData service, and its relation to the underlying capabilities of E-UTRAN
4.2
Identity, URI and address assignments
4.2.1
Public Service identities

4.2.2
MCData session identity
4.2.3
MCData client ID
4.3
Pre-established sessions

4.4
Emergency Alerts
4.5
MCData Protocol

4.6
Security
Editor's Note: End-to-end communication security via the media plane will be the same as MCPTT. Protection of sensitive application data e.g. MCData Group ID and MCData ID will be the same as MCPTT (confidentiality and integrity protection). However new procedures will be required for protection of  the MCData signalling data and MCData payload sent via the signalling plane or media plane.
4.6.1
End-to-end communication security

4.6.2
Protection of sensitive application data.
5
Functional entities

5.1
Introduction

This clause associates the functional entities with the MCData roles described in the stage 2 architecture document (see 3GPP TS 23.282 [2]).

5.2
MCData client

5.3
MCData server
5.3.1
General
Editor's Note: There will be a need to split the MCData Server into originating participating MCData function, terminating participating  MCData function and controlling MCData function
5.3.2
Functional connectivity models
6
Common procedures

6.1
Introduction

This clause describes the common procedures for each functional entity.
6.2
MCData client procedures
6.2.1
Distinction of requests at the MCData client

Editor's Note: This subclause will contain description of how each request is identified at the MCData client.

6.2.1.1
SIP MESSAGE request

The MCData client needs to distinguish between the following SIP MESSAGE request for originations and terminations:

-
SIP MESSAGE request routed to the MCData client with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds"  in a P-Asserted-Service header field. Such requests are known as "SIP MESSAGE request for standalone SDS for terminating MCData client";

Editor's Note: Other SIP MESSAGEs will need to be, e.g. the case of transmission control for "send data without mandatory download" when the MCData client receives a control indication.
6.2.2
MCData conversation items

6.2.2.1
Generating a Standalone SDS Message 

Editor's Note: This subclause will describe the creation of the content of the Standlone SDS message sent end-to-end between the originating client and terminating client. The message will contain the encoding of the MCData signalling control data (e.g. conversation ID, message ID, disposition request, etc) and also the encoding of the payload. If the standalone message starts a new conversation, then the client generates a new conversation id. If the standalone message is a reply to a message in an existing conversation, then the client includes an in-Reply-To-message-ID with the value of the Message ID that is being responded to.

6.2.2
Disposition Notifications

6.2.2.1
Generating a Delivery Notification 

Editor's Note: This subclause is related to SDS

NOTE:
The triggering of a delivery notification is as a result of the MCData client receiving a message.
6.2.2.2
Generating a Read Report 

Editor's Note: This subclause is related to SDS

NOTE:
The triggering of a read notification is at some later point when the MCData user has read a previously received message.
6.2.2.3
Generating a Download Completed Notification

Editor's Note: This subclause is related to FD
6.3
MCPTT server procedures
6.3.1
Distinction of requests at the MCData server
6.3.1.1
SIP MESSAGE request
Editor's Note: This subclause will contain description of how each request is identified at the MCData server.

The MCData server needs to distinguish between the following SIP MESSAGE request for originations and terminations:

-
SIP MESSAGE request routed to the originating participating MCData function with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds"  in a P-Asserted-Service header field. Such requests are known as "SIP MESSAGE request for standalone SDS for originating participating MCData function";

-
SIP MESSAGE request routed to the terminating participating MCData function with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds"  in a P-Asserted-Service header field. Such requests are known as "SIP MESSAGE request for standalone SDS for terminating participating MCData function";
7
Registration and service authorisation

7.1
General
7.2
MCData client procedures
7.3
MCData server procedures
8
Affiliation
8.1
General
8.2
MCData client procedures
8.3
MCData server procedures
9
Short Data Service (SDS)
9.1
General

9.2
On-network SDS

9.2.1
General
9.2.1.1
Sending an SDS message

NOTE:
In the following procedures, the size of a standalone Short Data Service (SDS) message refers to the overall size of message which includes the SIP header fields, application signalling and application payload.

When the MCData user wishes to send:

-
a one-to-one standalone Short Data Service (SDS) message to another MCData user; or
-
a group standalone Short Data Service (SDS) message to a pre-configured group or to particular members of the pre-configured group;

the MCData client:
1)
shall follow the procedures in subclause 11.1 for transmission control; and 

2)
if the procedures in subclause 11.1 are successful:

a)
if the size of the standalone SDS message is less than or equal to 1300 bytes, shall follow the procedures specified in subclause 9.2.2.2.1; or

b)
if size of the standalone SDS message is greater than 1300 bytes, shall follow the procedures specified in subclause 9.2.3.1.1.

When the MCData user wishes to:

-
initiate a Short Data Service (SDS) session with another MCData user; or
-
initiate a group Short Data Service (SDS) session to a pre-configured group or to particular members of the pre-configured group;

the MCData client:
1)
shall follow the procedures in subclause 11.1 for transmission control; and 

2)
if the procedures in subclause 11.1 are successful, shall follow the procedures specified in subclause 9.2.4.1.1.

9.2.1.2
Handling of received standalone SDS messages and disposition requests

When a MCData client has received a standalone SDS message, the MCData Client:
1)
may store the message payload in local storage along with the message identifier;

Editor's Note: The above bullet needs to be modified to point to message identifier in the protocol once the protocol has been decided upon.

2)
shall determine whether the payload is for user consumption and:

a)
if the payload is for user consumption, may notify the MCData user; and
b)
if the payload is not for user consumption, may perform actions based upon the content of the payload;

NOTE 1:
The actions taken when the payload contains application data not meant for user consumption or command instructions are based upon the contents of the payload. If thepayload content is addressed to a non-MCData application that is not running, the MCData client starts the local non-MCData application and delivers the payload to that application.

NOTE 2:
User consent is not required before accepting the data.
3)
if the received SIP message contained a disposition request and:

a)
if the disposition request is a request for a delivery notification, shall follow the procedures specified in subclause 6.2.2.1; and

b)
if the disposition request is a request for a read notification, shall follow the procedures specified in subclause 6.2.2.2.

Editor's Note: The above bullets needs to be modified to point to the encoding of the disposition request when the protocol is decided upon.
9.2.2
Standalone SDS using signalling control plane

9.2.2.1
General

The procedures in the subclauses of the parent subclause are used by a MCData functional entity to send or receive:

-
a one-to-one standalone SDS message using the signalling control plane; or

-
a group standalone SDS message using the signalling control plane.
9.2.2.2
MCData client procedures
9.2.2.2.1
MCData client originating procedures

Editor's Note: Security related aspects (e.g. encryption of payload and signalling data and delivery of the encryption key) will need to be added to this subclause or reference to another subclause.

The MCData client shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6] with the clarifications given below.

The MCData client:
1)
shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];

2)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];

3)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), in a P-Preferred-Service header field according to IETF RFC 6050 [7] in the SIP MESSAGE request;

4)
may include a P-Preferred-Identity header field in the SIP MESSAGE request containing a public user identity as specified in 3GPP TS 24.229 [5];
5)
shall set the Request-URI to the public service identity identifying the participating MCData function serving the MCData user;
Editor's Note: Need to decide how to specify the parameters that are required by the MCData server to route the message.The MCData client needs to provide the called party MCData ID. The controlling function will use the MCData ID of the called-party to determine the PSI of the terminating participating function to route the message to. Such data could be included in a XML MIME type (as in MCPTT) or could be included as part of a new protocol. Additionally, security related aspects need to be considered.
6)
if a one-to-one standalone SDS message is to be sent:

a)
shall insert in the SIP MESSAGE request an application/resource-lists+xml MIME body with the MCData ID of the target MCData user, according to rules and procedures of IETF RFC 4826 [9]; and

b)
shall insert in the SIP MESSAGE request an application/vnd.3gpp.mcdata-info+xml MIME body with a <request-type> element set to a value of "one-to-one-sds";
7)
if a group standalone SDS message is to be sent:

a)
shall insert in the SIP MESSAGE request an application/vnd.3gpp.mcdata-info+xml MIME body with:

i)
the <request-type> element set to a value of "group-sds";
ii)
the <mcdata-request-uri> element set to the MCData group identity; and
iii)
the <mcdata-client-id> element set to the MCData client ID of the originating MCData client; and
b)
if the MCData user wishes to target specific members of the MCData group identified by the MCData group identity included in the <mcdata-request-uri> element above, shall insert in the SIP MESSAGE request a resource-lists MIME body with the MCData IDs of the target MCData users of that MCData group, according to rules and procedures of IETF RFC 4826 [9];
8)
shall generate a standalone SDS message as specified in subclause 6.2.2.1; and

Editor's Note: The above subclause will explains how the MCData signalling control data and payload are encoded in the standalone SDS message.
9)
shall send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [5].

Editor's Note: Procedures need to be added for when the originating client receives a disposition notification for the data transfer.

9.2.2.2.2
MCData client terminating procedures

Editor's Note: Security related aspects (e.g. delivery of the encryption key for payload encryption and for signalling data protection) will need to be added to this subclause.

Upon receipt of a "SIP MESSAGE request for standalone SDS for terminating MCData client", the MCData client:

1)
may reject the SIP MESSAGE request if there are not enough resources to handle the SIP MESSAGE request;

2)
if the SIP MESSAGE request is rejected in step 1), shall respond toward participating MCData function with a SIP 480 (Temporarily unavailable) response and skip the rest of the steps of this subclause;

3)
shall generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [5];

4)
shall send the SIP 200 (OK) response towards the MCData server according to rules and procedures of 3GPP TS 24.229 [5]; and
5)
shall handle the received message as specified in subclause 9.2.1.2.
9.2.2.3
Participating MCData function procedures
9.2.2.3.1
Originating participating MCData function procedures

Editor's Note: This subclause refers to subclause 4.x for warning header field and warning strings. While MCPTT created an ABNF for MCPTT error codes, it is apparent that the same will need to be provided for MCData. This is still to be done.

Upon receipt of a "SIP MESSAGE request for standalone SDS for originating participating MCData function", the participating MCData function:
1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP MESSAGE request with a SIP 500 (Server Internal Error) response. The participating MCData function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [4] and skip the rest of the steps;

2)
shall determine the MCData ID of the calling user from the public user identity in the P-Asserted-Identity header field of the SIP MESSAGE request, and shall authorise the calling user;

NOTE:
The MCData ID of the calling user is bound to the public user identity at the time of service authorisation, as documented in subclause 7.3.
Editor's Note: Procedures in subclause 7.3 are not yet available.
3)
if the participating MCData function cannot find a binding between the public user identity and an MCData ID or if the validity period of an existing binding has expired, then the participating MCData function shall reject the SIP MESSAGE request with a SIP 404 (Not Found) response with the warning text set to "1xx user unknown to the participating function" in a Warning header field as specified in subclause 4.x, and shall not continue with any of the remaining steps;
4)
if the <request-type> element in the application/vnd.3gpp.mcptt-info+xml MIME body of the SIP MESSAGE request is:

a)
set to a value of "group-sds", shall determine the public service identity of the controlling MCPTT function associated with the MCData group identity in the <mcdata-request-uri> element of the application/vnd.3gpp.mcptt-info+xml MIME body in the SIP MESSAGE request; or

b)
set to a value of "one-to-one-sds", shall determine the public service identity of the controlling MCData function hosting the one-to-one standalone SDS service for the calling user;
5)
if unable to identify the controlling MCData function for standalone SDS, it shall reject the SIP MESSAGE request with a SIP 404 (Not Found) response with the warning text "1xx unable to determine the controlling function" in a Warning header field as specified in subclause 4.x, and shall not continue with any of the remaining steps;

6)
shall determine whether the MCData user identified by the MCData ID is authorised for MCData communications by following the procedures in subclause 10.1;

7)
if the procedures in subclause 10.1 indicate that the user identified by the MCData ID:

-
is not allowed to initiate MCData communications, shall reject the "SIP MESSAGE request for standalone SDS for originating participating MCData function" with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "1xx user not authorised to transmit data" in a Warning header field as specified in subclause 4.x, and shall not continue with the rest of the steps in this subclause;
--
is not allowed to initiate group MCData communications on this group identity, shall reject the "SIP MESSAGE request for standalone SDS for originating participating MCData function" with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "1xx user not authorised to transmit data on this group identity" in a Warning header field as specified in subclause 4.x, and shall not continue with the rest of the steps in this subclause;
-
is not allowed to initiate one-to-one MCData communications due to message size, shall reject the "SIP MESSAGE request for standalone SDS for originating participating MCData function" with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "1xx user not authorised for one-to-one MCData communications due to message size" in a Warning header field as specified in subclause 4.x, and shall not continue with the rest of the steps in this subclause; and
-
is not allowed to initiate group MCData communications on this group identity due to message size, shall reject the "SIP MESSAGE request for standalone SDS for originating participating MCData function" with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "1xx user not authorised for MCData communications on this group identity due to message size" in a Warning header field as specified in subclause 4.x, and shall not continue with the rest of the steps in this subclause;
8)
if the message size is larger than 1300 bytes, shall reject the "SIP MESSAGE request for standalone SDS for originating participating MCData function" with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "1xx message too large to send over signalling control plane" in a Warning header field as specified in subclause 4.x;

Editor's Note: Stage 2 indicates that the MCData server could reject the request due to policy related to limitting certain types of message/content to certain members due to location (message can contain location information of the sending user) or user privilege, but there is no configuration related to this in Stage 2 yet. Hence at this stage it is unclear how to implement such checks.

9)
shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6];
10)
shall set the Request-URI of the outgoing SIP MESSAGE request to the public service identity of the controlling MCData function hosting the one-to-one standalone SDS service;

11)
shall copy all MIME bodies included in the incoming SIP MESSAGE request to the outgoing SIP MESSAGE request;

12)
shall include the MCData ID of the originating user in the <mcdata-calling-user-identity> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the outgoing SIP MESSAGE request;

13)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), into the P-Asserted-Service header field of the outgoing SIP MESSAGE request;

14)
shall set the P-Asserted-Identity in the outgoing SIP MESSAGE request to the public user identity in the P-Asserted-Identity header field contained in the received SIP MESSAGE request; and

15)
shall send the SIP MESSAGE request as specified to 3GPP TS 24.229 [5].

Upon receipt of a SIP 202 (Accepted) response in response to the SIP MESSAGE request in step 16):

1)
shall generate a SIP 202 (Accepted) response as specified in 3GPP TS 24.229 [5]; and

2)
shall send the SIP 202 (Accepted) response to the MCDataclient according to 3GPP TS 24.229 [5].
Upon receipt of a SIP 200 (OK) response in response to the SIP MESSAGE request in step 16):

1)
shall generate a SIP 200 (OK) response as specified in 3GPP TS 24.229 [5]; and

2)
shall send the SIP 200 (OK) response to the MCData client according to 3GPP TS 24.229 [5].

Upon receipt of a SIP 4xx, 5xx or 6xx response to the SIP MESSAGE request in step 16) the participating MCData function:

1)
shall generate a SIP response according to 3GPP TS 24.229 [5];

2)
shall include Warning header field(s) that were received in the incoming SIP response; and

3)
shall forward the SIP response to the MCData client according to 3GPP TS 24.229 [5].
9.2.2.3.2
Terminating participating MCData function procedures
Upon receipt of a "SIP MESSAGE request for standalone SDS for terminating participating MCData function", the participating MCData function:
1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP MESSAGE request with a SIP 500 (Server Internal Error) response. The participating MCData function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [4] and skip the rest of the steps;

2)
shall use the MCData ID present in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SIP MESSAGE request to retrieve the binding between the MCDataID and public user identity of the terminating MCData user;
3)
if the binding between the MCDataID and public user identity of the terminating MCData user does not exist, then the participating MCData function shall reject the SIP MESSAGE request with a SIP 404 (Not Found) response, and shall not continue with the rest of the steps;

4)
shall generate a SIP MESSAGE request accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6];

5)
shall include in the SIP MESSAGE request all Accept-Contact header fields and all Reject-Contact header fields, with their feature tags and their corresponding values along with parameters according to rules and procedures of IETF RFC 3841 [8] that were received (if any) in the incoming SIP MESSAGE request;

6)
shall set the Request-URI of the outgoing SIP MESSAGE request to the public user identity associated to the MCData ID of the terminating MCData user;

7)
shall populate the outgoing SIP MESSAGE request with the MIME bodies that were present in the incoming SIP MESSAGE request;

Editor's Note: The above bullet needs modification based upon the decisions of the protocol for MCData to specify the exact MIME bodies

8)
shall copy the contents of the P-Asserted-Identity header field of the incoming SIP MESSAGE request to the P-Asserted-Identity header field of the outgoing SIP MESSAGE request; and

9)
shall send the SIP MESSAGE request as specified in 3GPP TS 24.229 [5].

Upon receipt of a SIP 200 (OK) response in response to the above SIP MESSAGE request, the participating MCData function:

1)
shall generate a SIP 200 (OK) response as specified in 3GPP TS 24.229 [5]; and

2)
shall send the SIP 200 (OK) response to the controlling MCData function according to 3GPP TS 24.229 [5].

Upon receipt of a SIP 4xx, 5xx or 6xx response to the above SIP MESSAGE request, the participating MCData function:

1)
shall generate a SIP response according to 3GPP TS 24.229 [5];

2)
shall include Warning header field(s) that were received in the incoming SIP response; and

3)
shall forward the SIP response to the controlling MCData function according to 3GPP TS 24.229 [5].
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11
Transmission and Reception Control
11.1
General
The MCData functional entities (as specified in subclause 5.2 and subclause 5.3) check if the MCData is allowed to initiate MCData communications by following the procedures specified below:

Editor's Note: For MCData communications on a group, TS 23.282 has the ability to enable each MCData service individually for a group. This does not appear to be part of Transmission and Reception control configuration in TS 23.282, so such checks will need to be specified elsewhere.

1)
if the MCData user profile is configured such that the transmission of data is not permitted, the MCData functional entity shall determine that the MCData user is not allowed to initiate MCData communications and shall not continue with the rest of the steps;

Editor's Note: The appropriate configuration needs to be created in TS 24.383 and TS 24.384 and the above statement needs to be improved.

2)
if the MCData user wishes to initiate group MCData communications and the MCData user is not permitted to transmit data in the group identified by the MCData group identity in the request, the MCData functional entity shall determine that MCData user is not allowed to initiate group MCData communications on this group identity, and shall not continue with the rest of the steps;

Editor's Note: The appropriate configuration needs to be created in TS 24.383 and TS 24.384 and the above statement needs to be improved.

3)
if the MCData user wishes to initiate one-to-one MCData communications to another MCData user and the size of the payload is greater than the maximum amount of data that the MCData user can transmit in a single request during one-to-one communications, the MCData functional entity shall determine that the MCData user is not allowed to initiate one-to-one MCData communications due to message size and shall not continue with the rest of the steps;

Editor's Note: The appropriate configuration needs to be created in TS 24.383 and TS 24.384 and the above statement needs to be improved.

4)
if the MCData user wishes to initiate group MCData communications and the size of the payload is greater than the maximum amount of data that the MCData user can transmit in a single request during group communications in the group identified by the MCData group identity in the request, the MCData functional entity shall determine that the MCData user is not allowed to initiate group MCData communications on this group identity due to message size and shall not continue with the rest of the steps; and

Editor's Note: The appropriate configuration needs to be created in TS 24.383 and TS 24.384 and the above statement needs to be improved.

5)
the MCData functional entity shall determine that the MCData user is allowed to initiate MCData communications.
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Annex A (informative):
Signalling flows

Annex B (normative):
Media feature tags within the current document

B.1
General

This subclause describes the media feature tag definitions that are applicable for the 3GPP IM CN Subsystem for the realisation of the Mission Critical Data (MCData) service.

B.2
Definition of media feature tag for Mission Critical Data (MCData) communications Short Data Service (SDS)
Media feature tag name: g.3gpp.mcdata.sds
Editor's Note: this media feature tag needs to be registered with IANA when the release 14 is completed.

ASN.1 Identifier: 1.3.6.1.8.2.x

Summary of the media feature indicated by this media feature tag: This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Data (MCData) communications Short Data Service (SDS).

Values appropriate for use with this media feature tag: Boolean
The media feature tag is intended primarily for use in the following applications, protocols, services, or negotiation mechanisms: This media feature tag is most useful in a communications application, for describing the capabilities of a device, such as a phone or PDA.

Examples of typical use: Indicating that a mobile phone supports the Mission Critical Data (MCData) communications Short Data Service (SDS).
Related standards or documents: 3GPP TS 24.282: "Mission Critical Data (MCData) signalling control Protocol specification"

Security Considerations: Security considerations for this media feature tag are discussed in subclause 11.1 of IETF RFC 3840 [16].
B.3
Definition of media feature tag for Mission Critical Data (MCData) communications File Distribution (FD)
Media feature tag name: g.3gpp.mcdata.fd
Editor's Note: this media feature tag needs to be registered with IANA when the release 14 is completed.

ASN.1 Identifier: 1.3.6.1.8.2.x

Summary of the media feature indicated by this media feature tag: This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Data (MCData) communications File Distribution (FD).

Values appropriate for use with this media feature tag: Boolean
The media feature tag is intended primarily for use in the following applications, protocols, services, or negotiation mechanisms: This media feature tag is most useful in a communications application, for describing the capabilities of a device, such as a phone or PDA.

Examples of typical use: Indicating that a mobile phone supports the Mission Critical Data (MCData) communications File Distribution (FD).

Related standards or documents: 3GPP TS 24.282: "Mission Critical Data (MCData) signalling control Protocol specification"

Security Considerations: Security considerations for this media feature tag are discussed in subclause 11.1 of IETF RFC 3840 [16].
Annex C (normative):
ICSI values defined within the current document

C.1

General

This subclause describes the IMS Communications Service Identifier (ICSI) definitions that are applicable for the 3GPP IM CN Subsystem for the realisation of the Mission Critical Data (MCData) service.

NOTE:
The template has been created using the headers of the table in http://www.3gpp.org/specifications-groups/34-uniform-resource-name-urn-list

C.2
Definition of ICSI value for the Mission Critical Data (MCData) communications Short Data Service (SDS)
C.2.1
URN

urn:urn-7:3gpp-service.ims.icsi.mcdata.sds
C.2.2
Description

This URN indicates that the device has the capabilities to support the Mission Critical Data (MCData) Short Data Service (SDS) IMS communication service. This URN is also used by the device to associate a SIP request with the Mission Critical Data (MCData) Short Data Service (SDS) IMS communication service.
C.2.3
Reference

3GPP TS 24.282: "Mission Critical Data (MCData) signalling control Protocol specification".
C.2.4
Contact

Name: Ricky Kaura
Email: ricky.kaura@samsung.com
C.2.5
Registration of subtype

Yes

C.2.6
Remarks

This URN is included in the "g.3gpp.icsi-ref" media feature tag in the Contact header field of SIP requests (not SIP MESSAGE) and responses, and the Accept-Contact header fields of non-register SIP requests.

This URN can be included by the device in the P-Preferred-Service header field of SIP requests, and is asserted by the network into the P-Asserted-Service header field of SIP Requests.

C.3
Definition of ICSI value for Mission Critical Data (MCData) communications File Distribution (FD)
C.3.1
URN

urn:urn-7:3gpp-service.ims.icsi.mcdata.fd
C.3.2
Description

This URN indicates that the device has the capabilities to support the Mission Critical Data (MCData) File Distribution (FD) IMS communication service. This URN is also used by the device to associate a SIP request with the Mission Critical Data (MCData) File Distribution (FD) IMS communication service.
C.3.3
Reference

3GPP TS 24.282: "Mission Critical Data (MCData) signalling control Protocol specification".
C.3.4
Contact

Name: Ricky Kaura
Email: ricky.kaura@samsung.com
C.3.5
Registration of subtype

Yes

C.3.6
Remarks

This URN is included in the "g.3gpp.icsi-ref" media feature tag in the Contact header field of SIP requests (not SIP MESSAGE) and responses, and the Accept-Contact header fields of non-register SIP requests.

This URN can be included by the device in the P-Preferred-Service header field of SIP requests, and is asserted by the network into the P-Asserted-Service header field of SIP Requests.

C.4
Definition of ICSI value for Mission Critical Data (MCData) communications Enhanced Service (ES)
C.4.1
URN

urn:urn-7:3gpp-service.ims.icsi.mcdata.sds.es
C.4.2
Description

This URN indicates that the device has the capabilities to support the Mission Critical Data (MCData) Enhanced Service (ES) IMS communication service. This URN is also used by the device to associate a SIP request with the Mission Critical Data (MCData) Enhanced Service (ES) IMS communication service.
C.4.3
Reference

3GPP TS 24.282: "Mission Critical Data (MCData) signalling control Protocol specification".
C.4.4
Contact

Name: Ricky Kaura
Email: ricky.kaura@samsung.com
C.4.5
Registration of subtype

Yes

C.4.6
Remarks

This URN is included in the "g.3gpp.icsi-ref" media feature tag in the Contact header field of SIP requests (not SIP MESSAGE) and responses, and the Accept-Contact header fields of non-register SIP requests.

This URN can be included by the device in the P-Preferred-Service header field of SIP requests, and is asserted by the network into the P-Asserted-Service header field of SIP Requests.

Annex D (normative):
XML schemas

D.1
XML schema for transporting MCData identities and general services information
D.1.1
General

This subclause defines XML schema and MIME type for transporting MCData identities and general services information.
D.1.2
XML schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema

  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  targetNamespace="urn:3gpp:ns:mcdataInfo:1.0"

  xmlns:mcdatainfo="urn:3gpp:ns:mcdataInfo:1.0"
  elementFormDefault="qualified"

  attributeFormDefault="unqualified"
  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

  <xs:import namespace="http://www.w3.org/2001/04/xmlenc#"/>

  <!-- root XML element -->
  <xs:element name="mcdatainfo" type="mcdatainfo:mcdatainfo-Type" id="info"/>

  <xs:complexType name="mcdatainfo-Type">

    <xs:sequence>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mcdatainfo:anyExtType" minOccurs="0"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType> 

  <xs:element name="mcdata-Params" type="mcdatainfo:mcdata-ParamsType"/>

  <xs:complexType name="mcdata-ParamsType">

    <xs:sequence>
      <xs:element name="mcdata-access-token" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="request-type" type="xs:string" minOccurs="0"/>

      <xs:element name="mcdata-request-uri" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-calling-user-id" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-called-party-id" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-calling-group-id" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="alert-ind" type="mcdatainfo:contentType" minOccurs="0"/>

      <xs:element name="originated-by" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-client-id" type="mcdatainfo:contentType" minOccurs="0"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mcdatainfo:anyExtType" minOccurs="0"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:simpleType name="protectionType">

    <xs:restriction base="xs:string">

       <xs:enumeration value="Normal"/>

       <xs:enumeration value="Encrypted"/>

    </xs:restriction>

  </xs:simpleType>

  <xs:complexType name="contentType">

    <xs:choice>

      <xs:element name="mcdataURI" type="xs:anyURI"/>

      <xs:element name="mcdataString" type="xs:string"/>

      <xs:element name="mcdataBoolean" type="xs:boolean"/>

      <xs:any namespace="##other" processContents="lax"/>

      <xs:element name="anyExt" type="mcdatainfo:anyExtType" minOccurs="0"/>

    </xs:choice>

    <xs:attribute name="type" type="protectionType"/>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="anyExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

</xs:schema>

D.1.3
Semantic

The <mcdatainfo> element is the root element of the XML document. The <mcdatainfo> element can contain subelements.

NOTE 1:
The subelements of the <mcdata-info> are validated by the <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/> particle of the <mcdata-info> element

If the <mcdatainfo> contains the <mcdata-Params> element then:

1)
the <mcdata-access-token>, <mcdata-request-uri>, <mcdata-calling-user-id>, <mcdata-called-party-id>, <mcdata-calling-group-id>, <alert-ind>, <originated-by> and <mcdata-client-id> can be included with encrypted content;

2)
for each element in 1) that is included with content that is not encrypted:

a)
the element has the "type" attribute set to "Normal";

b)
if the element is the <mcdata-request-uri>, <mcdata-calling-user-id>, <mcdata-called-party-id> or <mcdata-calling-group-id> or <originated-by> then the <mcdataURI> element is included;

c)
if the element is the <mcdata-access-token> or <mcdata-client-id>, then the <mcdataString> element is included; and

d)
if the element is <alert-ind> then the <mcdataBoolean> element is included;

3)
for each element in 1) that is included with content that is encrypted:

a)
the element has the "type" attribute set to "Encrypted";

b)
the <xenc:EncryptedData> element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included and:

i)
can have a "Type" attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content";

ii)
can include an <EncryptionMethod> element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm";

iii)
can include a <KeyInfo> element with a <KeyName> element containing the base 64 encoded XPK-ID; and

iv)
includes a <CipherData> element with a <CipherValue> element containing the encrypted data.

NOTE 2:
When the optional attributes and elements are not included within the <xenc:EncryptedData> element, the information they contain is known to sender and the receiver by other means.
If the <mcdatainfo> contains the <mcdata-Params> element then:
1)
the <mcdata-access-token> can be included with the access token received during authentication procedure as described in 3GPP TS 24.382 [49];
2)
the <request-type> can be included with:

a)
a value of "one-to-one-sds" to indicate that the MCData client wants to initiate a one-to-one SDS request
b)
a value of "group-sds" to indicate the MCData client wants wants to initiate a group SDS request
3)
the <mcdata-request-uri> can be included with an MCData group ID;
4)
the <mcdata-calling-user-id> can be included, set to MCData ID of the originating user;

5)
the <mcdata-called-party-id> can be included, set to the MCData ID of the terminating user;

6)
the <mcdata-calling-group-id> can be included to indicate the MCData group identity to the terminating user;

7)
the <alert-ind> can be:
a)
set to "true" to indicate that an alert to be sent; or

b)
set to "false" to indicate tha an alert to is be cancelled;
8)
the <originated-by> can be included, set to the MCData ID of the originating user of an MCData emergency alert when being cancelled by another authorised MCDATA user;
9)
the <mcdata-client-id>: can be included, set to the MCData client ID of the MCData client that originated a SIP INVITE request, SIP REFER request or SIP MESSAGE request.
The recipient of the XML ignores any unknown element and any unknown attribute.

D.1.4
IANA registration template

Editor’s note [CT1#95, C1-154478]: The MIME type application/vnd.3gpp.mcdata-info +xml as defined in this subclause is to be registered in the IANA registry for Application Media Types based upon the following template. The registration is to be started when work on the MCImp-MCDATA-CT WID completes.
Your Name:

<MCC name>

Your Email Address:

<MCC email address>

Media Type Name:

Application

Subtype name:

vnd.3gpp.mcdata-info+xml

Required parameters:

None

Optional parameters:

"charset"
the parameter has identical semantics to the charset parameter of the "application/xml" media type as specified in section 9.1 of IETF RFC 7303.

Encoding considerations:

binary.

Security considerations:

Same as general security considerations for application/xml media type as specified in section 9.1 of IETF RFC 7303. In addition, this media type provides a format for exchanging information in SIP, so the security considerations from IETF RFC 3261 apply.

The information transported in this media type does not include active or executable content.

Mechanisms for privacy and integrity protection of protocol parameters exist. Those mechanisms as well as authentication and further security mechanisms are described in 3GPP TS 24.229.

This media type does not include provisions for directives that institute actions on a recipient's files or other resources.

This media type does not include provisions for directives that institute actions that, while not directly harmful to the recipient, may result in disclosure of information that either facilitates a subsequent attack or else violates a recipient's privacy in any way.

This media type does not employ compression.

Interoperability considerations:

Same as general interoperability considerations for application/xml media type as specified in section 9.1 of IETF RFC 7303. Any unknown XML elements and any unknown XML attributes are to be ignored by recipient of the MIME body.

Published specification:

3GPP TS 24.282 "Mission Critical Data (MCData) signalling control;Protocol specification" version 14.0.0, available via http://www.3gpp.org/specs/numbering.htm.
Applications which use this media type:

Applications supporting the service continuity as described in the published specification.

Fragment identifier considerations:

The handling in section 5 of IETF RFC 7303 applies.

Restrictions on usage:

None

Provisional registration? (standards tree only):

N/A

Additional information:

1.
Deprecated alias names for this type: none

2.
Magic number(s): none

3.
File extension(s): none

4.
Macintosh File Type Code(s): none

5.
Object Identifier(s) or OID(s): none

Intended usage:

Common

Person to contact for further information:

-
Name: <MCC name>

-
Email: <MCC email address>

-
Author/Change controller:

i)
Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG

ii)
Change controller: <MCC name>/<MCC email address>
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