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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The scope is to study encrypted traffic detection and verification, including:
-
Solutions for encrypted traffic detection and verification.
-
Solutions for how to manage the information for encrypted traffic detection and verification.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Architectural Assumptions

Editor's note:
This clause will define the underlying architectural assumptions for architecture enhancements of EPS and 5G System to support encrypted traffic detection and verification.
The following architectural assumptions apply:

-
solutions shall be able to detect encrypted traffic that includes IPv4, IPv6, and non-IP.
-  
solutions shall be able to verify the authenticity of the encrypted traffic detection information if it is provided by the UE or by an AF. The details of this verification should be studied by SA3.

5
Key Issues
Editor's note:
This clause will describe the key issues for architecture enhancements of EPS and 5G System to support encrypted traffic detection and verification.
5.1
Key Issue #1: Encrypted traffic detection and verification in the presence of an agreement between AS and MNO
5.1.1
General description
This key issue will study the solution(s) for encrypted traffic detection and verification in the presence of an agreement between AS and MNO, including:
-
Architectural assumptions.
-
Retrieval and management of information for encrypted traffic detection and verification.
-
Extending of existing parameter or define new parameter.
The solution should be considered if it can be applied to EPS, 5GS or both.
NOTE:
Whether the traffic verification is needed is solution dependent.
5.2
Key Issue #2: Detection of encrypted traffic for applications without agreements with the MNO
5.2.1
General description
This Key Issue addresses encrypted traffic detection for applications for which no agreement with the MNO exist and no interfaces between Application Server(s) and the MNO exist. Specifically, the study addresses:

-
Scenarios and limitations for the detection of encrypted traffic when applications have no SLA agreement with the MNO.
-
Required information to enable encrypted traffic detection.
-
Models for the MNO to obtain such information.
-
Impact on existing mechanisms to re-use existing mechanisms (e.g. SDCI) to perform traffic detection.
6
Solutions
Editor's note:
This clause is intended to document the agreed architecture solutions. Each solution should clearly describe which of the key issues it covers and how.
6.1
Solution #1: UE-Assisted Solution
6.1.1
Functional Description

6.1.1.1
General
The clauses below specify a solution that enables the network to detect the application associated with an encrypted data flow by using the "detection information" embedded by the UE into the first packet that initiates the encrypted data flow. This solution relies only on the "detection information" provided by the UE and does not require interfaces with external application servers, thus, it fulfils the requirements of Key Issue #2 (detection of encrypted traffic for applications without agreements with the MNO).

The key features of this UE-assisted solution are the following:

1.
The UE has an Encrypted Traffic Detection Function (UE-ETDF) which detects when a new encrypted data flow is initiated by a UE application, and embeds an "AppKey" to the first packet of the encrypted data flow. An AppKey is the "encrypted traffic detection information" provided by the UE and it is used by the network to detect the application associated with an encrypted data flow. 

2.
If the UE does not have a UE-ETDF, the UE can retrieve a UE-ETDF from a trusted network function in the HPLMN, called NW-ETDF.

3.
During the PDU session establishment, the UE indicates if it is capable of providing "encrypted traffic detection information" and, if it is, the UE is provided with a list of application identities. The UE must provide "encrypted traffic detection information" to the network when one of these applications initiates an encrypted data flows over the PDU session.

4.
The "encrypted traffic detection information" provided by the UE is the Application Key (AppKey) associated with the application that initiated the encrypted data flow. The AppKey for every application is created by the UE-ETDF and by the NW-ETDF. 

5.
If the UE-ETDF is modified in any way (e.g. by a malicious user), then the AppKeys created by the UE-ETDF will not match the AppKeys created by the NW-ETDF. Therefore, the network will receive unknown AppKeys from the UE and will determine that the UE-ETDF has been compromised. It is assumed that an UE application cannot include an AppKey itself in the user-plane packet. An AppKey can only be inserted by the UE-ETDF.
6.
When the network (the UPF) receives a known AppKey in a user-plane packet of an encrypted data flow, the network uses this AppKey to detect the application associated with the encrypted data flow.

6.1.1.2
Reference Architecture
As shown in figure 6.1.1.2-1, two new functions are introduced: An Encrypted Traffic Detection Function in the UE (UE-ETDF) and an Encrypted Traffic Detection Function in the network (NW-ETDF). The UE-ETDF can communicate with the NW-ETDF over a new interface (Netdf) by using the user plane (i.e. IP transport).
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Figure 6.1.1.2-1: Reference architecture for 5GS

6.1.1.2.1
UE-ETDF

The UE-ETDF is a UE functional component that can be either pre-installed in the UE or can be retrieved from the NW-ETDF, as discussed below. The UE-ETDF performs the following functions:

(a)
It derives an Application Key (AppKey) for each application provided by the network during the PDU session establishment procedure;

(b)
It detects when a new encrypted data flow is initiated in the UE (e.g. by detecting TCP SYN packets to port 443);

(c)
It determines the UE application that initiated the encrypted data flow; and

(d)
It piggybacks in the first packet of an encrypted data flow an AppKey which can be used by a network (UPF) to determine the application that initiated the encrypted data flow. How the AppKey is created for an application is discussed later. The AppKey is essentially the "encrypted traffic detection information" that is provided by the UE to the network. The AppKey should not be confused with a security key. As explained below, the AppKey of an application is a number derived from the application identity (e.g. by using as a hash function).

The main objective of UE-ETDF is to include an AppKey in the first packet of an encrypted data flow. The first packet of an encrypted data flow can be e.g. a TCP SYN packet to port 443, a TLS ClientHello packet, a UDP packet to port 80 (QUIC), etc. When the UE-ETDF detects the first packet that initiates an encrypted data flow, it determines the application that triggered this packet and then piggybacks to this first packet the AppKey corresponding to this application. As shown in figure 6.1.1.2.1-1, the AppKey is piggybacked only to the first packet of an encrypted data flow. The subsequent packets of the encrypted data flow do not carry the AppKey or any other additional information. The UPF in the network uses the AppKey in the first packet of an encrypted data flow to associate this data flow with the application that corresponds to this AppKey.
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Figure 6.1.1.2.1-1

The AppKey can be piggybacked to the first packet of an encrypted data flow with various mechanisms. For example:

1.
When the UE uses IPv6 communication, the AppKey could be included in a new IPv6 Extension Header, as shown below.
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2.
When the UE uses IPv4 communication, the AppKey could be included by using a new Protocol Type.

3.
The AppKey could be included in the TCP header, e.g. by using a new TCP Option.

4.
The AppKey could be included in the TLS header, e.g. by using a new TLS Extension Type.

5.
The first packet could be encapsulated within GRE and use the AppKey as a GRE Key, as shown below. 
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Editor's note:
The exact mechanism for including the AppKey into the first packet of an encrypted data flow is FFS.

6.1.1.2.2
NW-ETDF

The NW-ETDF performs the following functions:
(a)
Upon request, it provides to UE an instance of the UE-ETDF over a secure connection (e.g. over a TLS connection). The NW-ETDF provides to every UE a unique instance of the UE-ETDF, i.e. a UE-ETDF with a unique "signature".

(b) For every UE-ETDF instance delivered to a UE, the NW-ETDF stores the signature of the UE-ETDF instance and the device identity of the UE.

(c) It calculates the Application Key (AppKey) of each application provided by the PCF. How each AppKey is calculated is explained in Fig. 6.1.2.2-1, steps 3-6. The AppKeys together with their associated application identities are forwarded to UPF and are used in UPF for detecting the application that initiated an encrypted data flow.




The solution does not require multiple NW-ETDFs; a single NW-ETDF is sufficient.

6.1.2
Procedures




















6.1.2.1
UE-ETDF Retrieval

If the UE-ETDF is not pre-installed in the UE, the UE may request to retrieve the UE-ETDF from the NW-ETDF as shown in the figure below. This procedure is optional and is required only once. 

Editor’s note: It is FFS if the UE-ETDF retrieval procedure is required or if it can be avoided.
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Figure 6.1.2.1-1

A.
The UE determines it has no UE-ETDF and attempts to retrieve it from the NW-ETDF in HPLMN. For this purpose, the UE discovers the IP address of NW-ETDF (e.g. by making a DNS query or by using pre-configured information), establishes a secure connection with the NW-ETDF (e.g. with TLS/SSL) and sends a request to NW-ETDF, including its Device-ID (e.g. IMEI), its Operating System ID (OS-ID) and, optionally, a Vendor-ID. The OS-ID is required so that the NW-ETDF can provide a UE-ETDF suitable for the UE’s operating system. The Vendor-ID is optional and can be useful when the NW-ETDF needs to provide a vendor-specific UE-ETDF to the UE.

B.
The NW-ETDF creates a unique instance of the UE-ETDF for this UE. A unique instance is required so that every UE has a UE-ETDF with a different "signature". The signature of the UE-ETDF is calculated by an algorithm known only to the UE-ETDF and to the NW-ETDF (e.g. by using a hash function). It is assumed that any other entity (other than UE-ETDF and NW-ETDF) cannot derive the signature of a UE-ETDF because it cannot determine the algorithm for calculating the signature. As discussed in the next clause, the signature of the UE-ETDF is used by the UE-ETDF and by the NW-ETDF for calculating the AppKeys that should be provided by the UE as "encrypted data traffic detection information".

The NW-ETDF creates the UE-ETDF instance by considering the OS-ID and, optionally, the Vendor-ID provided by the UE. 

C.
The NW-ETDF calculates the signature of the created UE-ETDF instance. 

D. The NW-ETDF stores the calculated signature together with the Device-ID provided by the UE. This signature will be used later when the NW-ETDF is requested to provide one or more AppKeys for this UE.

E.
The NW-ETDF sends the created UE-ETDF instance to the UE over the secure connection. 

6.1.2.2
PDU Session Establishment for Encrypted Traffic Detection
A UE, which has a UE-ETDF function and can provide "encrypted traffic detection information" to the network, may request the establishment of a PDU session as shown in Fig. 6.1.2.2-1. During the PDU session establishment procedure the UE indicates to the network that it is capable of providing "encrypted traffic detection information" and the network provides to UE the applications for which "encrypted traffic detection information" should be sent. In addition, the AppKey for each one of these applications is created by the UE and by the network.
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Figure 6.1.2.2-1

1.
The UE sends a PDU Session Establishment Request that contains an ETDF Container. This container indicates to the network that the UE can provide "encrypted data traffic detection information" for the encrypted data flows sent over this PDU session. The ETDF Container includes the UE’s Device-ID (e.g. IMEI) and the UE’s OS-ID (e.g. Android, iOS, etc.).

Editor’s Note: The UE may not include the ETDF Container in every PDU Session Establishment Request message but it may include the ETDF Container in the initial Registration Request message sent to AMF. The AMF may then store the ETDF Container in the UE Context and may forward the ETDF Container to SMF whenever the UE requests a new PDU session. Whether this approach is better is FFS.

2.
The SMF receives the PDU Session Establishment Request (via the AMF) and requests policy from PCF by invoking the Npcf_SMPolicyControl_Get operation, as specified in TS 23.502 [3], clause 5.2.5.4.2. The ETDF Container provided by the UE is forwarded to PCF.

3.
Since the PCF receives the ETDF Container, it knows that the UE is capable of providing "encrypted data traffic detection information". The PCF creates the list of applications for which the UE should provide "encrypted data traffic detection information". For example, the PCF creates the list [App-1, App-2, App-3] if the network wants to detect the encrypted data flows associated with App-1, App-2 and App-3. The PCF takes into account the OS-ID in the received ETDF Container in order to create the application identities for the operating system supported by the UE. The PCF requests from the NW-ETDF the AppKeys associated with the applications in the list. The PCF may provide a random number, Rand, to NW-ETDF for calculating the AppKeys.

4.
Based on the Device-ID received from PCF, the NW-ETDF retrieves the signature of the UE-ETDF in the UE. In case the UE-ETDF was retrieved from the NW-ETDF (as shown in Fig. 6.1.2.1-1), the NW-ETDF calculated and stored the signature before delivering the UE-ETDF to UE. In case the UE-ETDF was not retrieved from NW-ETDF (but was pre-installed in the UE), the NW-ETDF is provisioned with the signature of the UE-ETDF. How this provisioning is performed is outside the scope of 3GPP specifications. 

5.
The NW-ETDF uses the stored signature of the UE-ETDF, the Rand (if provided) and the Application identity to calculate the AppKey for this application. The calculation of the AppKey could be based on a proprietary hash function, as shown below. If a Rand value is used, then the AppKey calculated for an application will be different every time the AppKey is calculated.
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6.
The NW-ETDF provides to PCF an AppKey for each one of the requested applications.

7.
The PCF sends to SMF the requested PCC rules and the authorized QoS (as already specified in TS 23.502 [3]). In addition, it sends to SMF the application identities and the associated AppKeys received from NW-ETDF. If the PCF has sent a Rand value to NW-ETDF, it sends this Rand value to SMF too.

8. 
The SMF sends encrypted packet detection rules to UPF. Each rule includes an AppKey and the associated application.

9.
Now the UPF can use the AppKeys received from the UE (in the first packet of each encrypted data flow) to detect the application associated with every encrypted data flow. This is further discussed in the next clause.

10.
The SMF sends a PDU Session Establishment Accept message to UE, which includes an ETDF Container. This container indicates to UE that it should activate encrypted traffic detection and it should provide AppKeys to the network over the user plane. These AppKeys assist the network detecting the application associated with every encrypted data flow. The ETDF Container includes the list of applications for which the UE should provide "encrypted data traffic detection information" (i.e. the list created by PCF in step 3) and includes the Rand, if it is received from PCF in step 7.

11.
The UE-ETDF in the UE calculates its own signature.

12.
The UE-ETDF in the UE uses its own signature, the Rand and the Application identity to calculate the AppKey for each application in the received list. It uses exactly the same calculation as the NW-ETDF in step 5. Thus, the UE derives exactly the same AppKeys as the AppKey derived by NW-ETDF and provided to UPF.

13.
The PDU session establishment procedure is completed. After that, the UE-ETDF detects the encrypted data flows initiated by the applications in the received list and, in the first packet of every encrypted data flow, it adds the AppKey of the application which initiated this flow.
6.1.2.3
User-Plane Procedure
After the ETDF Authentication and Provisioning is executed, the network can reliably detect an application associated with an encrypted data flow by using the "detection information" (the AppKey) provided by the UE. The entire procedure is shown in the figure below.
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Figure 6.1.2.3-1: User-plane procedure for encrypted traffic detection

1.
The PDU session establishment procedure is executed, as discussed in the previous clause.
2.
The UE-ETDF detects the first packet of an encrypted data flow and finds the UE application which initiated this data flow. The first packet of an encrypted data flow could be a TCP SYN packet to port 443, a TLS ClientHello packet, etc.

3.
If the application which initiated the encrypted data flow is included in the list of applications received from the network, then the UE-ETDF shall provide detection information for this data flow. This detection information is the AppKey corresponding to the application that initiated the data flow. The UE-ETDF retrieves the AppKey corresponding to the application that initiated the data flow and embeds this AppKey in the first packet of the data flow.

4.
Subsequently, the UE transmits the data packet of the encrypted data flow to the network including the AppKey. As discussed in clause 6.1.1.2.1, the AppKey could be embedded in an IPv6 header (e.g. by using a new IPv6 Extended Header), in an IPv4 packet (e.g. by using a new Protocol Type), in a GRE header, etc. The AppKey is constructed as a small-length number (e.g. 16 bits) that can be easily embedded into the first data packet.

5.
When the UPF receives the packet, it uses the embedded AppKey to detect the application associated with the new encrypted data flow. As discussed before, the UPF has received from PCF (via SMF) a list of application ids and their corresponding AppKeys.

6.
Finally, the UPF forwards the packet to its final destination (the remote server) after removing the AppKey.

7.
If the UPF is provisioned with traffic policy for the detected application, the UPF applies this policy for all the packets of the encrypted data flow. These packets share the same value of 5-tuple (source/destination address, source/destination port, protocol).
6.1.3
Impact on existing entities and interfaces
Editor's note:
Impacts on existing nodes or functionality will be added.
6.2
Solution #2: Network-Initiated encrypted traffic detection with agreement between AF and MNO

6.2.1
Functional Description

With the agreement between AF and MNO to support encrypted traffic detection and verification, this solution proposes the following features at network functions in support of encrypted traffic detection:

-
SMF determines when to enable encrypted traffic detection and initiates encrypted traffic detection procedure towards NEF.

-
AF provides packet flow description (PFD) to the SMF according to requested traffic information.


-
SMF generates traffic detection rules (TDRs).

-
UPF performs traffic detection based on TDR(s), and reports traffic detection information to SMF.

-
A security mechanism is introduced to provide secure channel between AF and network function in MNO:

-
For the receiver: Public key of receiver shall be used to encrypt and transmit sensitive material and Private key of receiver shall be used to decrypt the contents.

-
For the sender: Private key of sender shall be used to sign the payload/message, and Public key of the sender will be used at the receiver to verify the authenticity of the message.

The security mechanism requires that SMF and AF have negotiated public key with each other using e.g. one of the following negotiation methods:
-
Manually installed by IT and/or verification with the Certificate authority.

-
Diffie Hellman key exchange between AF and SMF during network bootstrap.

-
TLS protocol between SMF and AF for establishing secure communication. In this case, the Signature and encryption for the protocol's message e.g. traffic detection is not needed as all the communication is encrypted using shared key.

Editor's note:
The exact security mechanism will be defined by SA WG3.

6.2.2
Procedures
6.2.2.1 Network initiated Traffic Detection Procedure
The network initiated Traffic detection procedure is as shown in Figure 6.2.2-1.
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Figure 6.2.2-1: Network initiated Traffic detection procedure
0.
UE initiates PDU Session Establishment Procedure as in TS 23.502 [3] clause 4.3.2.2 with the following addition:
a. Step 7b: The SMF indicates the Encrypted Traffic detection capability and retrieve Encrypted traffic detection policies.
1.
[AF to NEF]: Based on agreement, the AF initiates TDS (Traffic detection Service) Configuration Procedure for a UE in following scenarios: when an application is starting and is initiating encrypted traffic transmission or may use encrypted traffic transmission. If the AF has no contact details for the NEF, it may determine the IP address(es)/port(s) of the NEF by performing a DNS query using the External Identifier or using a locally configured NEF identifier. The detailed TDS Configuration Procedure is depicted in clause 6.2.2.2.

2.
Based on local policies stored at SMF or received from the PCF in Step 0 for the Encrypted traffic detection policies, e.g. Application ID Lists, PDU Session types, DNN(s), S-NSSAI(s), Detection Time/Duration, UE categories, etc., the SMF determines to activate encrypted traffic detection service (TDS) for a UE. The SMF initiates TDS activation procedure to the AF via NEF. The SMF obtains available NEF information from the following method:

-
NEF address preconfigured in the SMF (i.e., NEF FQDN); or

-
NEF address received from the AMF/UDM; or

-
The SMF invokes Nnrf_NFDiscovery service operation from NRF to discover the NEF address as described in clause 5.2.7.3.2 of TS 23.502 [3].



3.
[SMF to NEF]: with NEF address information, the SMF sends Nnef_TDS_Activate_Request message to NEF. This message shall be signed using private key of SMF and optionally encrypted using public key of AF and include the following information: External Identifier of the UE or Group External Identifier for a group of UEs, Requested Traffic Information, e.g. DNN (Data Network Name), External Application ID(s), which is to be used for identifying the traffics of the UE or a group of UEs; Security parameters of the traffic to be enabled for encrypted traffic detection, including a public key, security algorithm, and a random number; Activation Notification policies of each external application ID(s) for requesting notification from AF/Application server. The notification policies may include valid time period, and notification type, e.g. control plane messaging, user plane detection token. If notification type is set as control plane messaging, the SMF subscribes to NEF event exposure service operation. The notification procedure is depicted in clause 6.2.2.3. If wildcard is indicated for the information of External Application ID(s), the AF notifies any decrypted traffic session.


4.
The NEF queries UDM for translating the Application ID to External Application ID. The NEF then further stores SMF information. External Application ID, and the corresponding External identifier in the UE context.

5.
[NEF to AF]: The NEF sends Traffic Detection Info (TDI) request message by forwarding the request message sent by SMF towards AF based on UE context stored in Step1, in which the AF address corresponds to either the N33 Destination Address received during TDS Configuration, or the address of the AF which sent the TDS Configuration Request.

6.
Upon reception of the TDI request, the AF firstly verifies the authenticity of the message using its private key, calculates the tag value using the received security parameters and stores the tag value. Further, the AF identifies the traffic to be detected based on Requested Traffic Information, and generates the packet flow description, PFD(s), in which each PFD includes PFD ID, External Application Identifier, and associated detection information according to PDU session type.

-
For IPv4 or IPv6 PDU Session type: detection information is a combination of: IPv4/IPv6 PDU Session information, IP Packet Filter Set where IP Packet Filter Set can be based on at least any combination of: Source/destination IP address or IPv6 prefix, Source / destination port number, Protocol ID of the protocol above IP/Next header type, Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask, Flow Label (IPv6), Security parameter index, Packet filter direction, any other set of values required to identify the traffic (IPv4).

-
For Ethernet PDU Session type; detection information is a combination of: Ethernet PDU Session information, Ethernet Packet Filter Set, wherein Ethernet Packet Filter Set can be based on at least any combination of: Source/destination MAC address (specified as address ranges), Ethertype as defined in IEEE 802.3, Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) VID fields as defined in IEEE 802.1Q, Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) PCP/DEI fields as defined in IEEE 802.1Q, IP Packet Filter Set in case Ethertype indicates IPv4/IPv6 payload, Packet filter direction.

-
For Non-IP Session type: detection information is a combination of: NIDD PDU Session Information, Non-IP Data Delivery (NIDD) configuration including packet size, NIDD Duration, AF Identifier, TTRI, T8/N33 Destination Address, TLTRI (T8/N33 Long Term Transaction Reference ID).

7-8.
[AF to SMF via NEF]: In responding to the TFD request message in Step 5, the AF sends a TFD response message to the NEF. This response message shall also be signed using private key of AF and optionally encrypted using public key of SMF.


The AF sends a TFD response message to the NEF including the information: AF identifier, one or more External Application Identifier(s) and corresponding PFD(s), PFD operation(s), and DNN(s), in which PFD operation for each Application identifier indicating that the PFD is to be created, updated or removed in the operator's network, TTRI (T8/N33 Transaction Reference ID), which is a parameter refer to TDS request transactions between the NEF and the AF when using N33 interface, TLTRI (T8/N33 long term TR ID), which is a parameter which refers to long term transaction (e.g. TDS Configuration, Group Message Request) between the NEF and the AF when using N33 interface, and tag value for authenticating the traffic flow information, which is calculated using the public key, random number, and selected algorithm.


The NEF translates each external Application Identifier to the corresponding Application Identifier known at the SMF/PCF.


9.
When receiving Nnef_TDS_Activate_Request (PFD) message, the SMF verifies the authenticity of the traffic detection response using private key of the SMF and may additionally interact with the PCF to retrieve the policy rule(s) using PCF service, e.g. use Npcf_PolicyControl_Get Request (Application ID(s), PFD(s), and PFD operation(s)) message and Npcf_PolicyControl_Get Response (policy rule(s)) message. The service operation of Npcf_PolicyControl_Get Request/Response can be a new service operation for traffic detection or use Npcf_SMPolicyControl_Get Request/Response service operation for session management as defined in TS 23.502 [3]. 
Editor's note:
The security mechanism is for FFS in SA3.

10.
[SMF to UPF]: Based on received Nnef_TDS_Activate_Response message in Step 8 and and policy rules in Step 9, the SMF generates detection rule(s) (TDRs) filter for the control of the traffic detection at the UPF and sends a N4 Session Establishment/Modification procedure for enabling traffic detection to the UPF. The N4 Session Establishment request message contains one or more traffic detection filters, in which each TDR is with the following information: TDR ID, traffic detection indication for enable/disable the TDR, PFD, reporting policy of the traffic detection( e.g. reporting frequency: per packet, per packet numbers, periodic reporting duration, per time interval of traffic detection). The TDR includes start/stop time of traffic detection, and detection measures (e.g. number of packets, average traffic transmission duration, and average packets size, etc.).

11.
The UPF detects the traffic according to the traffic flow detection filter. It also reports the detected traffic information to the SMF. This is corresponding to TS 23.501 [2], clause 4.4.2.2: N4 Session Level Reporting Procedure.
6.2.2.2 TDS Configuration Procedure

The AF initiates TDS (Traffic detection Service) Configuration Procedure for a UE in following scenarios: when an application is starting and is initiating encrypted traffic transmission or may use encrypted traffic transmission.
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Figure 6.2.2-2: TDS Configuration Procedure
1.
The AF sends TDS_Configuration Request message to provide traffic detection information in UE context at NEF. The message includes external identifier of the UE, External Application identifier(s) and traffic detection service configuration information (e.g. encrypted traffic detection policies) to the NEF.
2.
The NEF uses Nudr_UDM-Query_Request service operation to check if TDS Request for the received External Identifier is authorized, and to receive information for TDS, if required. The UDR examines the Nudr_UDM-Query_Request, e.g. with regard to the existence of External Identifier and maps the external identifier to SUPI. The UDR sends Nudr_UDM_Query_Response (SUPI, Result) to the NEF to acknowledge acceptance of the TDS Authorization.

3.
The NEF further transfers an AF request to the relevant PCF based on TS 23.502 [3] clause 4.3.6.4, in which the procedure is used for provisioning policies of encrypted traffic detection. 

4.
The NEF sends TDS Configuration_Response message to acknowledge acceptance of the TDS Configuration Request to the AF. If the TDS Configuration is accepted, the NEF creates an association between the External Identifier and SUPI in UE context.
6.2.2.3 Encrypted Traffic Activity Notification Procedure
If notification type is set as control plane messaging in Step 3 in Figure 6.2.2-1: Network-initiated traffic detection procedure, the SMF subscribes to NEF event exposure service operation. Figure 6.2.2-3 shows the notification procedure using notification type for control plane messaging.
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Figure 6.2.2-3: Notification procedure (control plane notification type)

1: When an encrypted traffic session is activated and identified with the association to an External Application ID and an DNN for the UE, the AF sends TDS_notification message to the SMF via NEF, in which the information elements contains in TDS_Notification message is the same as TDS_response message in Step 7 in Figure 6.2.2-1.
2: The SMF is notified with the notification events and the information contained in TDS_Notification messagefrom Nnef_EventExposure_Notify service operation provided by the NEF.

3-4: Same as Step 8-10 in Figure 6.2.2-1.

5: The NEF sends TDS_Notification Ack message to AF.

If notification type is user plane detection token, the AF inserts the detection token in initiated encrypted data packet (e.g. IPv4/IPv6/GRE/Ethernet header, etc.) which is for notifying the UPF the triggering of the encrypted traffic session for the application. The information of the association between the application identifier and detection token can be provided to the UPF in step 7-11 as part of the Network initiated Traffic detection procedure.
6.2.3
Impact on existing entities and interfaces

Editor's note:
Impacts on existing nodes or functionality will be added.
SMF: 
· Determine if enabling encrypted traffic detection and initiating encrypted traffic detection procedure towards NEF during/after PDU session establishment/modification procedure.

· Support Security feature

· Store Encrypted Traffic Detection policies locally or Interact with PCF to retrieve Encrypted Traffic Detection policies

· Generate traffic detection rules (TDRs).

· Send TDRs to configure impacted UPF(s) over N4

AF: 

· Support Security feature

· Send packet flow description (PFD) as encrypted traffic detection information to the SMF via NEF.

· Send Notification message to SMF via NEF or Insert detection token in user plane packet, e.g. TCP, to UPF.

UPF: 

· Enforce encrypted traffic detection based on TDR

· Send traffic detection reports to SMF.

PCF:

· Provision encrypted traffic detection policies

6.3
Solution #3: UE assisted encrypted traffic detection

6.3.1
Functional Description

Editor's Note:
General description, assumption, and principles of the solution.

The solution relies on the exchange of service identification information and its authentication information among the UE, Core Network, and the content provider which are mapped in the Core Network to specific traffic filter information (e.g. IP 5-Tuple). Such information is then used in the traffic sent in the control plane to enable the Core Network to verify the validity of the data and implement policies defined by the policy infrastructure (e.g. QoS, charging, etc.).
Related parameters

Service identification information includes: 

· Service ID: used to refer to the application/service that needs to be identified
· Filter information: used to refer to IP or Non-IP packet characteristics (e.g. 5-Tuple,) corresponding to the HTTPS session.
Editor’s Note: If and how to detect the Non-IP data is FFS.
Authentication information includes: 

· (Authentication) key, which can be transmitted to any UE or network element. UE can get the key via HTTPS session by OTT server. The core network can get this key in term of PFD from PFDF.
This key is stored in PFDF per service ID.
· Random, which is generated by OTT server every time the HTTPS handshake occurs. The UE can get the Random via HTTPS session and further send to core network via UL NAS message.
   Calculated value

· It is calculated by authentication information (Random, Key) using a certain algorithm (e.g. by HASH computation).
Precondition:

-
A Service ID (which may identify a specific application provided by the third party) and related authentication information are negotiated between the Core network and content provider. This is in order to enable appropriate traffic identification, validation and policing by the CN.

-
The authentication information is used to generate a calculated value (e.g. by hash computation) for authentication.
-
Multiple Service IDs can be generated by the content provider, and specific authentication information associated to each Service ID. This enables to distinguish in the Core Network different applications from the same content provider.

-
The Service ID(s) and the corresponding authentication information are made available at the UE, the Core Network and the content provider.
-    Each HTTPS handshake is corresponding to the filter information 
Authentication mechanism
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Figure 6.3.1-1: Authentication mechanism

Based on figure 6.3.1-1, if the calculated value-1 equals to calculated value-2, the authentication is successfully passed.
Editor’s Note: It is FFS if the UE may send wrong Service ID and how the SMF can verify if the UE provides the correct Service ID.
6.3.2
Procedures

Editor's Note: Describes the high-level operation, procedures and information flows for the solution.

Before each HTTPS handshake has its corresponding Ethernet, TCP, UDP session. Different HTTPS session between the certain UE and OTT Server has different filter information. 

Each application/service has its own Service ID. The basic mechanism is that every time the HTTPS is established, the UE will tell the core network about the filtering information corresponding to the given HTTPS session that is used for a certain application/service. 

In order to identify that the Service ID and filtering information are valid, the authentication information is introduced for verification. UE acquires Authentication information from OTT server as soon as HTTPS session established. 
Right after HTTPS session established, this filtering information and service ID together with authentication information are sent by UE to the core network. When core network verified it is valid using authentication information, then the core network considers the service ID and filtering information are valid and corresponds the filtering information to the HTTPS session which is related to the Service ID. And the traffic detection will be performed using the filter installed using the filtering information in UPF/PGW-U.

NOTE 1: the certain algorism computing the calculated value in UE and network sides was installed in advance based on SLA. (Similarly like AKA procedure, the computing function has been installed in USIM and AuC in advance) 
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Figure-6.3.2-1: procedure for encrypted traffic detection
Step 0: During the perform PDU/PDN connectivity procedure, the SMF/PGW-C acquires the service ID which is one to one corresponding to the Application ID from PCF, and the corresponding key from PFDF. A list of service IDs/Appication IDs and the corresponding keys will be transmitted to SMF/PGW-C via PDU/PDN Connectivity.

Step 1: The HTTP TLS handshake is completed in application layer. The mobile network is not aware of this behavior.

NOTE 2: it is assumed that the data for HTTP TLS handshake can be allowed in operator’s network e.g. using default bearer or URSP policy based on SLA.
Step 2: Right after the HTTP TLS handshake, the OTT server sends authentication and service related parameters to UE via the established HTTPS session. The parameters includes Service ID, Random, Key .

UE calculates a Calculated value-1 from RAND and Key 
Step 3: UE sends to SMF Authentication data (RAND,  and result-1 ), Service ID, Flow information (e.g. Flow id and/or 5 Tuple) in SM-NAS 

Step 4: SMF also calculates a Calculated value-2 from service ID, RAND, Key, Filter Information (e.g. IP-5Tuple). If the Calculated value-2 is the same as the Calculated value-1 sent by UE, then the verification is successful and SMF takes the Service ID and flow information as valid.

NOTE 3: some of the inputs for calculated value may not be needed
Step 5-6: SMF/PGW-C interacts with UPF/PGW-U to install a filter using filter information to detect the application and also installed other policy rules if needed. 
Step 7: UPF/PGW-U deletes the filter corresponding to the application e.g. when a valid timer expires or the application data is gone.

6.3.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
This solution avoids any extension on existing user plane protocol. It is using control plane to deliver the related parameters for authentication instead of any user plane impact/extension e.g. extended HTTPS header, with the following impacts:

· The UE shall be able to acquire the authentication parameters sent from OTT server via HTTP session. The UE shall be able to derive the calculated value from service ID and Key and other parameters.

· The SMF/PGW-C shall be able to acquire the key from PFDF, and the Service ID from PCF which has one to one mapping to Application ID. Identify and derive Result from RAND and Key.

· SMF/PGW-C will acquire the key per service ID/Applicaton ID from PFDF during PDU/PDN connectivity procedure

6.4
Solution #4 to Key Issue #1: Encrypted traffic detection and verification in the presence of an agreement between AS and MNO
6.4.1
Functional Description
This solution proposes the following:

· It is assumed there is an agreement between AS (Content Provider) and MNO which includes the mapping between the application and the corresponding policy.

· It’s assumed that Server Name Indication is used to identify the encrypted traffic, as described in Annex X of TS 23.203
· The solution uses the Server Name Indication in the TLS header to identify the domain name associated with an encrypted data flow and it is assumed that the Server Name Indication is not obscured. The solution does not work with encrypted data flows using protocols other than TLS (e.g. IPsec).

· Solution applies both to 5GC and EPS.

· AF provisions the application´s PFDs by using the Northbound (e.g. T8) API for PFD Management.
· When the UE initiates the application to the AS (e.g. HTTPS encrypted traffic), application policy provisioning procedure may be provisioned from AF to the MNO´s 5GC using existing procedure. 
· When receiving the application policy provision request from AF, the 5GC creates the PCC rule of the application based on the mapping between the application policy and the application, and the 5GC initiates N4 session modification procedure to install the QoS and charging enforcement rules for the encrypted traffic of the application to the UPF.
· When the UE sends the encrypted traffic data corresponding to the application, UPF detects the application traffic based on matching domainNames PFD rules together with the IP-addresses returned from DNS server to verify domainNames based PFD detection rules for fraud-prevention purposes, and when this is done, the UPF applies the QoS and charging enforcement rules to the encrypted traffic.
6.4.2
Procedures

6.4.2.1
Encrypted traffic detection and verification in the presence of an agreement between AS and MNO
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Figure 6.4.2.1-1 Sequence diagram for the proposed solution 

The sequence diagram for the proposed solution is depicted in Figure 6.4.2.1-1 and shows the case of 5GC, but it also applies to EPS. The detailed steps are:

0. As preconditions:
· Before UE initiates application to the AF, the agreements for the mapping between the application and the application policy should be made between the AS (Content provider) and the MNO. 
· Each application of the content provider could be identified as (external)AppId, and make the (external)AppId available in the AF. The application policy corresponding to the corresponding (internal)AppId is stored in PCF.
· AF provisions to MNO the PFD rules for the application through Northbound API for PFD Management. 

· UE triggers PDU session establishment. As part of this, SMF, through PFD pull procedure, fetch the PFD from NEF/PFDF when the PCC-rule with ADC (AppId) is received from PCF (unless the application detection rules are already available) and then provisions it to the UPF 

· UE initiates HTTPS connection to AF, and the AF retrieves the (external)AppId of the application which UE initiates, e.g. according to the URL of the HTTP GET message. 

In th following, steps 1-5 are executed if the application detection is based dynamic PCC rule(s) triggered by AF application policy provisioning request. 

1. AF sends to MNO´s NEF the Application policy provision request message, which includes UE IP and the (external)AppId. MNO´s NEF authorizes the request and maps the (external)AppId to an (internal)AppId.
1a. NEF sends Application policy provision response to the AF.

2. NEF forwards the Application policy provision request message to the PCF using existing procedure.
2a. PCF sends Application policy provision response to the NEF.
3. PCF makes policy decision based on the received AppId, and creates a (Dynamic) PCC-rule with AppId and includes it in the PDU Session modification request to the SMF.
3a. SMF sends the PDU Session modification response to the PCF.

4. SMF generates QoS and charging enforcement rules based on the PCC rules, and sends the QoS and charging enforcement rules to the UPF in the N4 Session Modification request.

NOTE: It is assumed SMF already has the PFDs for the AppId (see preconditions above). If not, SMF triggers the PFD pull procedure to fetch the PFD from NEF/PFDF.
5.  UPF sends N4 Session Modification response to the SMF.

6. UE sends the encrypted traffic data corresponding to the application. UE triggers TCP and TLS connection (specifically, TLS Client Hello message including the SNI field) to an IP address retrieved from DNS for the server-name indicated in the SNI field. For simplicity, DNS, TCP signaling and TLS handshake is not shown.

7. UPF detects that the SNI included in the TLS Client Hello matches with one of the server-names (domainNames) provided in the PFD and verifies that the destination IP address matches with an IP address retrieved from the DNS for the server-name. UPF identifies this traffic as pertaining to the target application and applies the QoS and charging enforcement rules to the correspondingly detected traffic flow.
6.4.3
Impacts on existing entities and interfaces

The following nodes are impacted:

NEF:

· No impact (existing Northbound APIs can be reused).

PCF: 
· No impact.
· Existing procedure is reused for PCF to create the PCC rule corresponding to the (internal)AppId provided by the NEF, and then send the PCC rule to the SMF.
SMF: 

· No impact.
· Existing procedure is reused for SMF to send the QoS and charging enforcement rules to the UPF.
AF:
· No impact.
· Existing procedure is reused for AF to send the application policy provision which contains the (external)AppId to the PCF (through NEF) when the UE initiates the application.

UPF: 

· No impact.

· Existing functionalities are reused. When receiving the UE’s UL packets, the UPF identifies the application traffic by matching domainNames PFD rules together with the IP-addresses returned from DNS server to verify domainNames based PFD detection rules for fraud-prevention purposes. If successful, the UPF enforces the QoS and charging enforcement rules corresponding to the application´s encrypted traffic. If not successful, UPF might block the traffic. These are existing functionality.
UE:

· No impact.

6.5
Solution #5: Encrypted traffic detection and verification in the presence of an agreement between AS and MNO

6.5.1
Introduction

This solution applies to the 5G system to address the Key Issue " Encrypted traffic detection and verification in the presence of an agreement between AS and MNO ". Three aspects are addressed in the solution:

1) The specific information to identify the encrypted traffic, which is used for the encrypted traffic detection by the UPF.

2) How to create the service policy for the encrypted traffic dynamically, and how to associate the service policy with the encrypted traffic.

3) How to verify the legality of the association between the encrypted traffic and the service policy in order to prevent abusing the association by other UE.

6.5.2
Functional Description

The main functional description are as follows:

· It is assume that the agreement which includes the mapping between the policy and the service has been achieved between content provider and MNO.

· When the UE initiates service to the AS, e.g., the HTTPS connection establish procedure, the AF initiates service policy provision procedure to the 5GC. 
· When receiving the service policy provision request from AF, the 5GC obtains the PCC rule of the sevice based on the mapping between the service policy and the service, and the 5GC initiates PDU session modification procedure to install the QoS and charging enforcement rules for the encrypted traffic of the service to the UPF. During such procedure, the 5GC allocates the service label and key as the encrypted traffic identifier and verification key used by the data path node (including UE and UPF). The 5GC sends the service label and the key to the UE and UPF during the PDU session modification procedure.
· When the UE sends the encrypted traffic data corresponding to the service, the UE encapsulates the service label and verification parameters (calculated based on the key) outside the encrypted data payload. When receving the encapsulated data, the UPF verifies the verification parameters, if successful, the UPF obtain and enforce the QoS and charging enforcement rules to the encrypted traffic. 
· This solution applies to both IP and non-IP based data transfer.
6.5.3
Support of interworking

Editor's note: This clause describes how EPC-5GC interworking is supported in this solution.
6.5.4
Procedures

6.5.4.1
Encrypted traffic detection and verification in the presence of an agreement between AS and MNO
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Figure 6.5.4.1-1 Generation of service label and verification key 

NOTE 1: Before UE initiates service to the AF, the agreements for the mapping between the service and the service policy should be made between the Content provider and the MNO. Each service of the content provider could be identified by service ID, and make the service ID available in the AF. The service policy corresponding to the service ID is stored in PCF.

0. UE initiates https connection establish to AF, and the AF decides the service ID of the service which UE initiates, e.g., according to the URL of the HTTP Get message. 

NOTE 2: The AF provides the service ID to the UE’s application during the https connection procedure via some implement means (e.g., RPC remote call mechanism).

1. The AF sends the Service policy provision request message to the PCF, which includes the UE IP address and the service ID.
2. PCF makes policy decision (both UL and DL policy of the service) based on the service ID, and the PCF finds the SMF serving the PDU Session corresponding to the UE IP address and sends PDU Session policy modification request to the SMF, which includes the UE IP address, service ID and PCC rules corresponding to the service ID.
NOTE 3: The service label needs to be unique per PDU Session.
3. SMF allocates the service label and verification key for the service ID, and the SMF setup the mapping between the service label, verification key and the PCC rules.
4. SMF sends PDU Session modification request to the UE, which includes the service ID, service label and the verification key.

5. UE returns the PDU Session modification response message to the SMF.
6. SMF generates QoS and charging enforcement rules based on the PCC rules, and sends the QoS and charging enforcement rules, service label and key to the UPF via the N4 message.

7. SMF sends the PDU Session modification response to the PCF.

8. PCF sends service policy provision response to the AF.
Encrypted traffic detection and verification by user plane:
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Figure 6.5.4.1-2 Encrypted traffic detection and verification
This solution requires support by the UE’s applications and the AF.
For the UE side:
When receiving the NAS message (PDU session modification request) from SMF, the UE sets up the mapping between the service ID and service label/key. 
When the UE’s application sends the packets, the UE’s application encapsulates the service ID outside the payload of the packets, e.g., TLS option header.

NOTE 4:
The solution requires the UE’s application to support encapsulation of the service ID. In other words, the solution is not applicable to the UE’s applications which do not support encapsulation of the service ID.
When the UE receives the packets from the UE’s application, the UE obtains the service ID , and use the service ID to query the service label corresponding to the service ID.

The UE uses the service label, key and 5-tuple of the packets as the inputs to calculate a HASH value. 

The UE encapsulates the service label and the HASH value as the extend header outside the encrypted data, e.g. encapsulated between the PDCP layer and the UE’s IP layer. 

Editor's note:
Further investigation is needed if the UE can encapsulate the service label and HASH value in other layer, e.g. in the TCP/IP header.

Editor's note:
Further investigation is needed how to prevent malicious behavior of the UE, e.g. a malicious UE may provide a false service label to the network.
For the UPF side:
When the UPF receives the UE’s UL packets, the UPF verifies the HASH value from the extend header: UPF obtains the 5-tuple of the packets, and the UPF uses the 5-tuple , the service label from the extend header and the key corresponding to the service label, which received from SMF, as the inputs to calculate the HASH value.  The UPF compares the calculated HASH value with the HASH value from extend header, if they are same, then the verification is successful, and the UPF enforce the QoS and charging enforcement rules corresponding to the service label to the encrypted traffic.

If the UPF verifies the HASH value successfully, the UPF records the relationship between the 5-tuple and the service label. When the UPF receives the DL data from N6, the UPF reverses the 5-tuple of the packets, and using the reversed 5-tuple to query the service label, and then enforce the DL rules corresponding to the service label to the DL data.

NOTE 5: It is only applicable to the deducible traffic, which contains the same content the for the uplink and downlink data flow.
6.5.5
Impacts on existing entities and interfaces

The following nodes are impacted:

PCF: 

· The PCF obtains the PCC rules corresponding to the service ID which is provided by the AF, and sends the service ID and corresponding PCC rules to the SMF.
SMF: 

· The SMF allocates the service label and verification key when receiving the service ID and corresponding PCC rules from the PCF.
· The SMF sends the service ID, service label and verification key to the UE.
· The SMF sends the QoS and charging enforcement rules, service label and verification key to the UPF.
AF:
· AF sends the service policy provision which containg the service ID to the PCF when the UE initiates service for the application.

UPF: 

· When receiving the UE’s UL packets, the UPF verifies the HASH value from the extend header. If successful, the UPF enforce the QoS and charging enforcement rules corresponding to the service label to the encrypted traffic.
· For deducible traffic, the UPF records the relationship between the 5-tuple and the service label, and enforces the DL rules corresponding to the service label to the DL data.
UE:

The UE encapsulates the service label and the HASH value as the extend header outside the encrypted data, which is encapsulated between the PDCP layer and the UE’s IP layer.
6.6
Solution #6: NW triggered encrypted traffic detection

6.6.1
Functional Description

Editor's Note:
General description, assumption, and principles of the solution.

When encrypted traffic needs to be detected, the OTT server will trigger a message e.g. via T8 to ask Core Network to install the corresponding filters for traffic detection. The procedure is very similar to existing PCRF initiated session modification without flow/bearer establishment on RAN side.
6.6.2
Procedures

Editor's Note: Describes the high-level operation, procedures and information flows for the solution.
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Figure 6.6.2-1: procedure for encrypted traffic detection

Step 0-1: As soon as TLS handshake is finished, the OTT Server initiates an Application detection request, including

· the filter information (IP-Tuple, Ethernet tuple and/or any other possible extension) 

· the valid timer, which is used to indicate how long the filter will be installed

· Application id

· Any other parameters, e.g. Reference id, PDN Connection information used for verification (by SCEF) and/or Rx/T8 association under existing mechanism.

The request message will be verified by SCEF using existing mechanism as defined in TS 23.682.
Step 2: the PCRF initiates the session modification procedure to install the filter for encrypted traffic detection, whereas the Core Network does not need to interact with RAN for QoS flow/bearer establishment.
Step 3: The encrypted traffic detection is performed using the installed filter. Given that the HTTPS connection may be released soon and then re-established again in a short time, more HTTPS handshakes for the application may be established corresponding to the same filter and OTT does not need to ask for new message (step-2) as long as the valid timer in step-1 does not expires.
Step 4-5: [Optional] The OTT Server may ask to release the traffic filters. Otherwise, the filters will be removed when the valid time expires. 
6.6.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
The impact here is to introduce a valid timer in Rx/T8 interface and Core network needs to identify and apply the valid timer to keeping the installed filter for a certain time.

6.7
Solution #7: Network-Controlled UE-Assisted Traffic Detection
6.7.1
Functional Description

6.7.1.1
General
The solution proposes a mechanism for network-controlled UE-assisted Encrypted Traffic Detection Service (ETDS) in which the following applies:

-
the UE detects applications in the UE requiring connectivity and reports such applications to the network, under the assumption that the UE upper layers make application information available to the lower layers

· Based on traffic reporting from the UE, the SMF uses PFD(s) and policies retrieved from the PCF to generate traffic detection rule(s) (TDRs) and sends the TDR(s) to the UPF. UPF performs encrypted traffic detection based on TDR(s), and PFD per session type and reports detection measurements to the SMF.
-
the network controls what applications are reported by the UE to the network, and under which conditions, via dynamic policies that the network configures in the UE. The network has the ability to start and stop the reporting based on policies in the network, and to restrict the reporting only to specific applications

-
two options are proposed for the reporting: a control-plane solution using NAS SM signalling, and a user-plane solution

-
no interface or agreement between an external application server and the MNO is required.

The solution proposes a user-plane option and a control-plane option for the encrypted traffic reporting.
6.7.1.2
Reference Architecture
The following figures describe, on top of the 5GS reference architecture, the added functionality required for the encrypted traffic detection. 
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Figure 6.7.1.2-1: Encrypted Traffic Detection Non-Roaming 5G System Architecture 
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Figure 6.7.1.2-2: Encrypted Traffic Detection Non-Roaming 5G System Architecture with untrusted non-3GPP access.
The two architectures are presented as examples, and the functional changes apply also to other scenarios (e.g. roaming, etc.)

The ENTRADE architecture contains the following functional elements:

-
Policy Control Encrypted Traffic Detection (PCC-ETD). PC-ETD defines ENTRADE traffic detection policies according to application-specific information. Policies associated to an application may be DNN specific.

-
PC-ETD defines a UE Encrypted Traffic Reporting Policy (UETRP) for the UE including a list of applications (e.g. UE specific or that applies to all UEs) for which encrypted traffic detection information should be provided by the UE to the network, and encrypted traffic reporting criteria (e.g. when to report the traffic, how often, etc.). PC-ETD delivers the UETRP to the UE together with other UE policies delivered by the PCF to the UE.

-
PC-ETD defines Encrypted Traffic Detection Policy for the SMF, including the application identifier Application Identifier and the related policies, and conditions describing when ETD needs to activated

Editor’s Note: the exact format of application identifier is FFS

-
Encrypted Traffic Reporting Function (ETRF): the function resides in the UE and reports traffic/applications to the ETDF in the network according to the criteria in the UETRP
-
Encrypted Traffic Detection Function User-Plane (ETDF-U): for the user-plane solution, the ETRF in the UE reports applications/traffic to the ETDF-U in band, adding to the packets corresponding to the application traffic a token that contains the encrypted traffic detection information necessary for the CN to process the encrypted traffic. The ETDF-U in turn delivers the encrypted traffic detection information received from the UE to the ETDF-C in the SMF serving the corresponding PDU session

-
Encrypted Traffic Detection Function Control-Plane (ETDF-C): the ETDF-C receives encrypted traffic detection information and, based on such information and policies from the PCF, delivers traffic filters corresponding to the encrypted traffic and the related traffic handling information to the UPF.

-
for the control-plane solution, the ETRF in the UE reports applications/traffic to the ETDF-C using NAS SM signalling. 

Editor’s Note: the details of the SM signalling used for the reporting is FFS.

In order to support ENTRADE, it is essential that PC-ETD, ETDF-C and ETDF-U are supported by PCF, SMF and UPF respectively in 5GS. 

6.7.1.3 Functionality

6.7.1.3.1 Policing and Configuration of Encrypted Traffic Reporting 

Encrypted traffic detections policies cover two main aspects:

· UE Encrypted Traffic Reporting Policy (UETRP) for the UE to indicate what traffic needs to be reported. 

Editor’s Note: it is FFS whether the UETRP is part of URSP and applicable per-UE independently of a specific PDU session, or per PDU session and delivered as part of SM signalling. 

· Encrypted Traffic Detection Policy used by the SMF to activate/de-activated encrypted traffic reporting and to provide additional information to the UE as to what needs to be reported. Based on the ETDP that the SMF receives from the PCF:

-
the SMF may turn the reporting on/off for the PDU session

-
the SMF may provide additional policies to the UE (e.g. obtained from an AF)
6.7.1.3.2 Trust Model

This solution assumes that a device that is authenticated with the 5GC and is approved for use in the carrier network will provide encrypted traffic reporting as specified. 

Editor’s Note: it is for SA3 to analyse the security implications of such assumption and identify solutions to ensure security.
6.7.1.3.3 ETDS Detection Mechanism
In order for the UE to provide encrypted traffic reporting to the CN, the UE must have information regarding what application is requesting connectivity and generating traffic when the UE detects that a new encrypted data flow is initiated. Depending on the implementation, such information may or may not presently be available. It is therefore assumed that UEs supporting encrypted traffic reporting will enable the lower layers to obtain from the upper layers information regarding the application. E.g., for the control-plane solution, NAS needs the Application Identifier in order to provide it to the 5GC. 
Once the lower layers obtain the information on the application requesting connectivity and generating traffic, if the application matches an active rule in the UETRP, the UE sends the reporting information to the 5GCN. Specifically, the UE indicates to the 5GCN the identity of the application, as defined below.
6.7.1.3.4 ETDS Reporting Mechanism
Two mechanisms are proposed: a control plane solution, and a user plane solution. 

In the control plane solution, the UE ETRF uses NAS SM signalling to report the encrypted traffic to the ETDF-C in the SMF. The UE reports the Application Identifier and the traffic filters. 

In the user plane solution, the UE ETRF marks the first packet or a number of packets, as indicated in the ENTRADE configuration the UE received from the network, with an Application Token. The Application Token is calculated based on the information on the detected application (e.g. Application ID), the corresponding traffic filters, and other parameters indicated to the UE by the network in the ETDS configuration. The Application Token is piggybacked to the uplink user plane packet(s) and detected by the UPF. The UPF reports the Application Token to the serving SMF which, in turns, determine the application corresponding to the encrypted traffic based on the ETDP, and delivers to the UPF policing information for the traffic.

Editor’s Note: the actual format and calculation of the Application Token is FFS, and depends also on whether traffic verification is required or not.

Editor’s Note: whether the Application Token needs to be added only to the first packet, multiple packets, or all packets of the UL flow depends on whether traffic verification is required or not.

Editor’s Note: the security aspects related to the Application Token (e.g. security mechanisms to calculate, security configuration, information used to calculate it) are FFS and require SA3 involvement.

The Application Token can be used to mark UL traffic packets using a variety of mechanisms, for example using a shim layer between the UE and the anchor UPF, IPv4 option field, IPv4 new protocol type, IPv6 extension header, a new TCP option in the TCP header, etc.

Editor’s Note: the specific mechanism for adding the Application Token to the traffic is FFS.

6.7.2
Procedures

6.7.2.1
Encrypted Traffic Reporting Configuration

The following procedure describes the two options for policing and configuration of ETDS reporting: 

-
per-UE ETDP configuration: the configuration applies the whole UE and is not done on a per-PDU session basis and is one of the options for the configuration of ETDS; 
-
per-PDU session ETDP configuration.
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Figure 6.7.2.1-1: Encrypted Traffic Reporting Configuration

1.
When the UE registers to 5GC, if Encrypted Traffic Detection is supported by the network then the network shall authenticate the UE verifying the PEI. After a successful registration, the 5GC considers the UE trusted for encrypted traffic detection. 

2.
[Optional] The Network may trigger the provisioning of an ETDP to the UE, using existing policy delivery mechanisms defined in the 5GS. If step 2 is performed, then ETDP provisioning in step 3 is not necessary.
3.
Upon establishing a PDU session, the network may:

3a.
[Optional] Retrieve DNN specific ETD policy information from the PCF

3b.
[Optional] for the user plane solution, configure the UPF for ETDF-U reporting to the ETDF-C in the SMF (e.g. what to report, when, etc.)

3c.
[Optional] configure the UE with encrypted traffic reporting information specific to the DNN (e.g. turn ETR on/off, what to report, etc.). This may include DNN-specific policies in addition to the policies in the ETDP provided to the UE in step 2, including e.g. information obtained by an AS.

6.7.2.2
Encrypted Traffic Detection: Control Plane Solution for activation

The network initiated Traffic detection procedure is as shown in Figure 6.7.2.2-1 Step 1 contains a per-PDU session configuration and activation of ETDS. 
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Figure 6.7.2.2-1: Encrypted Traffic Detection Activation

0.
UE initiates PDU Session Establishment Procedure as in TS 23.502 [3] clause 4.3.2.2 with the following addition:
b. Step 7b: The SMF indicates the Encrypted Traffic detection capability and retrieve Encrypted traffic detection policies.

1. [Optional] Based on local policies stored at SMF or received from the PCF in Step 0 for the Encrypted traffic detection policies, e.g. Application ID Lists, PDU Session types, DNN(s), S-NSSAI(s), Traffic Detection Time/Duration, UE categories, etc., the SMF determines if activating encrypted traffic detection service (TDS) for a UE. This can happen during PDU session activation (as described in 6.7.2.1) or during the lifetime of a PDU session.
2. [Optional] [SMF to UE]: The SMF initiates traffic detection information (TDI) request procedure towards an UE by sending a N1_TDI_ Request message which is transparently transported by AMF using N1 message. The N1_TDI_request message includes the ETDP for the UE.
3. The UE identifies the traffic to be detected based on requested traffic information and generates the packet flow description(s) (PFDs), in which each PFD includes PFD ID, Application Identifier, and associated detection information per PDU session type.

-
For IPv4 or IPv6 PDU Session type: detection information is a combination of: IPv4/IPv6 PDU Session information (e.g. PDU Session ID(s), etc.), IP Packet Filter Set where IP Packet Filter Set can be based on at least any combination of: Source/destination IP address or IPv6 prefix, Source / destination port number, Protocol ID of the protocol above IP/Next header type, Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask, Flow Label (IPv6), Security parameter index, Packet filter direction, and any other set of values required to identify the traffic (IPv4).

-
For Ethernet PDU Session type: detection information is a combination of: Ethernet PDU Session information (e.g. PDU Session ID(s), etc.), Ethernet Packet Filter Set, wherein Ethernet Packet Filter Set can be based on at least any combination of: Source/destination MAC address (specified as address ranges), Ethertype as defined in IEEE 802.3, Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) VID fields as defined in IEEE 802.1Q, Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) PCP/DEI fields as defined in IEEE 802.1Q, IP Packet Filter Set in case Ethertype indicates IPv4/IPv6 payload, and Packet filter direction.

· For Non-IP Session type: detection information is a combination of: NIDD PDU Session Information (e.g. PDU Session ID(s), etc.), Non-IP Data Delivery (NIDD) configuration including packet size, NIDD Duration, AF Identifier, TTRI, T8/N33 Destination Address, TLTRI (T8/N33 Long Term Transaction Reference ID).

4. [UE to SMF]: The UE sends N1_TFDI_Response message to the SMF, which is protected using NAS integrity key and NAS encryption key. The N1_TFDI_Response message includes a list of the following information: Application ID, PFD, PFD operation, DNN, S-NSSAI, and detection information per PDU session type. The PFD operation for each Application identifier indicating that the PFD is to be created, updated or removed in the operator's network.

5. The SMF verifies authenticity of the traffic flow description using the NAS integrity key. 

6. [SMF to PCF]: The SMF may additionally interact with the PCF to retrieve the policy rule(s) using PCF service, e.g. use Npcf_PolicyControl_Get Request (Application ID(s), PFD(s), and PFD operation(s)) message and Npcf_PolicyControl_Get Response (policy rule(s)) message. The service operation of Npcf_PolicyControl_Get Request/Response can be a new service operation for traffic detection or use Npcf_SMPolicyControl_Get Request/Response service operation for session management as defined in TS 23.502 [3].

7. [SMF to UPF]: Based on received information from the UE in Step 4 and policy rules in Step 6, the SMF determines the traffic detection rule(s) (TDRs) for the control of the traffic detection at the UPF and sends a N4 Session Establishment/Modification procedure for enabling traffic detection to the UPF. The N4 Session Establishment request message contains one or more TDRs, in which each TDR is with the following information: TDR ID, indication for enable/disable the TDR, TDR, PFD, and reporting policy of the traffic detection (e.g. reporting frequency: per packet, per number of packets, periodic reporting duration, per time interval of traffic detection). The TDR includes start/stop time of traffic detection, and detection measures (e.g. number of packets, average traffic transmission duration, and average packets size, etc.).
8. The UPF detects the traffic according to the TDR(s). It also reports the detected traffic information to the SMF. This is corresponding to TS 23.501 [2], clause 4.4.2.2: N4 Session Level Reporting Procedure.
6.7.2.3
Encrypted Traffic Detection: Control Plane Solution for reporting
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Figure 6.7.2.2-1: Encrypted Traffic Reporting, C-plane Solution
1.
The ETRF in the UE detects the initiation of an encrypted data flows and identifies the corresponding application

2.
The UE sends the Application Identifier and the corresponding traffic filters to the SMF in NAS SM signalling. 
3.
The SMF verifies the policies corresponding to the Application and retrieves the traffic policies corresponding to the encrypted traffic, and reports them to the UPF. 
4.
The SMF acknowledges the receipt of the encrypted traffic reporting to the UE.
6.7.2.4
Encrypted Traffic Detection: User Plane Solution
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Figure 6.7.2.4-1: Encrypted Traffic Reporting, U-plane Solution
1.
The ETRF in the UE detects the initiation of an encrypted data flows and identifies the corresponding application

2.
The UE calculates an Application Token based on the Encrypted Traffic Reporting Policy previously received from the 5GC. 
3.
The UE transmits the data packet(s) of the encrypted data flow to the network including the Application Token. 
4.
The UPF detects the Application Token and reports it to the SMF together with the traffic filters corresponding to the packet. In case of multiple packets being received with the Application Token corresponding to the same packet filters, the UPF reports the Application Token only once. The SMF determines the corresponding application and the traffic policies corresponding to the encrypted traffic, and reports them to the UPF. 

Editor’s Note: it is FFS if an acknowledgement mechanism is required, with the UPF confirming the receipt of the traffic reporting information with a DL packet marking. 
6.7.3
Impact on existing entities and interfaces
Editor's note:
Impacts on existing nodes or functionality will be added.
The following impacts have been identified:

· N1 SM: SM signalling needs to be augmented, or a new SM transport message needs to be defined, to enable:

· SM to turn encrypted traffic reporting for a PDU session on or off

· For the UE to provide Encrypted Traffic Reports to the SMF 

7
Conclusions

Editor's note:
This clause will capture agreed conclusions from the study.
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