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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document studies enhancements required for the support of VoIMS via Trusted and Untrusted WLAN access related with QoS differentiation for better user experience. 
This includes:

- 
potential user plane impacts for the support of QoS differentiation;
- 
potential UE-TWAN and UE-ePDG signalling enhancements for the support of QoS differentiation.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Architectural considerations

4.1
Architectural assumptions and requirements
Editor’s Note: This clause will document architectural assumptions and requirements.
5
Key issues

5.x
Key issue 1: QoS differentiation in the user plane for untrusted WLAN

QoS differentiation is currently supported over S2b: the use of dedicated bearers over S2b provides the means for supporting QoS differentiation between the ePDG and the PGW both for uplink and downlink packets. 
 However, no mechanism has been specified for supporting QoS differentiation between the ePDG and the UE (over SWu interface) therefore there is no end-to-end mechanism for QoS differentiation.
A number of WLANs (e.g. IEEE 802.11) and their backhaul can support QoS differentiation, but UE-ePDG cannot support QoS differentiation because all the traffic of a PDN connection is encapsulated in the same IPsec tunnel. 

Solutions for this key issue will study how QoS differentiation can be provided between the UE and the ePDG among different IP flows, for both downlink and uplink traffic, and how they are mapped from/to S2b bearers. The scope of the solution is limited to the user-plane handling, i.e. it is not in the scope of this key issue how the UE learns the QoS policies to be applied for uplink packets.
5.x
Key issue 2: QoS differentiation in the user plane for trusted WLAN

QoS differentiation is currently supported over S2a: the use of dedicated bearers over S2a provides the means for supporting QoS differentiation between the ePDG and the PGW both for uplink and downlink packets. 
 Per TS 23.402 and in case of trusted WLAN, the UE and the AP shall support IEEE Std. 802.11-2012, which support QoS differentiation via EDCA Access Classes. 
Since the WLCP protocol and the identification of data traffic are currently at PDN connection level only, the TWAG cannot always derive the dedicated bearer in the case of two bearers with same QCI.

Solutions for this key issue will study how QoS differentiation can be provided between the UE and the TWAN among different IP flows, for both downlink and uplink traffic, and how they are mapped from/to S2a bearers. The scope of the solution is limited to the user-plane handling, i.e. it is not in the scope of this key issue how the UE learns the QoS policies to be applied for uplink packets.
5.x
Key issue 3: UE Determination of the QoS to apply to an uplink IP packet for untrusted WLAN
Assuming that QoS differentiation in the user plane can be supported between the UE and the ePDG, the QoS class to be applied to the downlink traffic is determined by the PGW by selecting the EPS bearer (downlink GTP-U tunnel). The UE needs to determine the DSCP and the WLAN 802.11 QoS class to apply to the uplink traffic and to allow the ePDG to map the uplink traffic to the correct bearer, but no mechanism has been specified how the UE learns the rules to be applied.

5.x
Key issue 4: UE Determination of the QoS to apply to an uplink IP packet for trusted WLAN
Assuming that QoS differentiation in the user plane can be supported between the UE and the TWAN, the QoS class to be applied to the downlink traffic is determined by the PGW by selecting the EPS bearer (downlink GTP-U tunnel). The UE needs to determine the DSCP and the WLAN 802.11 QoS class to apply to the uplink traffic and to allow the TWAN to map the uplink traffic to the correct bearer, but no mechanism has been specified how the UE learns the rules to be applied.
6
Solutions

6.1
Solution 1:  Solution to Key Issue#1 for untrusted WLAN based on IPsec child security associations

6.1.1
Description

This solution is related to key issue #X (QoS differentiation in the user plane for untrusted WLAN).

For EPC access via untrusted WLAN, the UE establishes a single IPsec tunnel per PDN connection. The inner DSCP cannot be used to differentiate the QoS up to the ePDG in an IPsec tunnel as the QoS will depend on the outer DSCP . Mapping the inner DSCP to the outer DSCP does not work if the anti-replay mechanism is used: indeed, assigning a different outer DSCP to packets will result in disordering packets, and late disordered packets will be discarded by the anti-replay mechanism, as anti-replay mechanism uses sequence numbering. This is well described in RFC 4301 clause 4.1:

"If different classes of traffic (distinguished by Differentiated Services Code Point (DSCP) bits [NiBlBaBL98], [Gro02]) are sent on the same SA, and if the receiver is employing the optional anti-replay feature available in both AH and ESP, this could result in inappropriate discarding of lower priority packets due to the windowing mechanism used by this feature.  Therefore, a sender SHOULD put traffic of different classes, but with the same selector values, on different SAs to support Quality of Service (QoS) appropriately. To permit this, the IPsec implementation MUST permit establishment and maintenance of multiple SAs between a given sender and receiver, with the same selectors."

A way to achieve such QoS differentiation between UE and ePDG is to setup different Child Security Associations for services requiring different QoS (via IKE  CREATE_CHILD_SA exchanges). This can be done when the PGW establishes a dedicated bearer over S2b.

Editor's Note: how UEs that don't support multiple SAs are handled is FFS.
For example, when the PDN connection for IMS APN is established, the default bearer on S2b interface (IMS signalling) should be QCI=5. When PCRF requests QCI=1 for voice over IMS, the PGW will setup a dedicated bearer over S2b with QCI=1. This should trigger the ePDG to establish a pair of Child Security Associations (one uplink, one downlink) with an appropriate outer DSCP (same for UL SA and DL SA).

For the uplink, the UE should be  provided with sufficient information by the network to determine which SA to be associated with a given IP flow. But this will be resolved as part of Key Issue xx "UE determination of the QoS to apply to an uplink IP packet". 


[image: image3]
Figure 1-1: example of end-to-end support of QoS with untrusted WLAN

Another aspect is whether there should be one to one mapping between an UE-ePDG IPsec SA and a dedicated bearer over S2b. 

Editor's Note: whether the mapping of IPsec SAs is per QCI or per bearer is FFS.
6.1.2
Impacts on existing nodes and functionality
ePDG: 

· the ePDG shall establish a pair of IPsec child Security Associations using IKEv2 signalling when a new dedicated bearer is established by the PGW and derive the DSCP of the IPsec child SA outer IP header from the QCI;

· the ePDG shall route the downlink data packets received over an S2a bearer to the corresponding IPsec child Security Association;

· the ePDG shall route the uplink packets received on an IPsec child Security Association to the corresponding S2a bearer;

· when a dedicated bearer is released, the ePDG shall release the corresponding IPsec child Security Association using IKEv2 signalling if it is the last bearer associated with that IPsec Security Association.

UE: 

· the UE shall be able to establish/release an IPsec child Security Association when requested by IKEv2 from the network;

· the UE shall route the uplink data packets to the appropriate IPsec child Security Association.
6.1.3
Solution evaluation
7
Overall evaluation

Editor's Note: This clause will contain the evaluation of the identified solutions for every key issue. 

8
Conclusions

Editor's Note: This clause is intended to list conclusions, which are agreed during the course of the study item activities.
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