3GPP TS 23.222 V0.1.0  (2017-10)
Technical Specification

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs;

Stage 2
(Release 15) 
The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP..
The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.
This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and Reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.

  [image: image1.jpg]s




[image: image2.png]=

A GLOBAL INITIATIVE




Keywords

<keyword[, keyword, …]>

3GPP

Postal address

3GPP support office address

650 Route des Lucioles - Sophia Antipolis

Valbonne - FRANCE

Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet

http://www.3gpp.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2017, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).

All rights reserved.
UMTS™ is a Trade Mark of ETSI registered for the benefit of its members

3GPP™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners
LTE™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners
GSM® and the GSM logo are registered and owned by the GSM Association

Contents

6Foreword

Introduction
6
1
Scope
7
2
References
7
3
Definitions, symbols and abbreviations
7
3.1
Definitions
7
3.2
Symbols
8
3.3
Abbreviations
8
4
Architectural requirements
9
4.1
General
9
4.1.1
Introduction
9
4.1.2
Requirements
9
4.1.3
Requirements for supporting 3rd party API providers
9
4.2
Service API publish and discover
9
4.2.1
Introduction
9
4.2.2
Requirements
9
4.3
Security
10
4.3.1
Introduction
10
4.3.2
Requirements
10
4.3.3
Additional requirements for 3rd party API provider
10
4.4
Charging
10
4.4.1
Introduction
10
4.4.2
Requirements
10
4.5
API status monitoring
11
4.5.1
Introduction
11
4.5.2
Requirements
11
4.6
Service API invocation monitoring
11
4.6.1
Introduction
11
4.6.2
Requirements
11
4.7
Logging
11
4.7.1
Introduction
11
4.7.2
Logging events related to service API invocations
12
4.7.3
Logging events related to API invoker onboarding
12
4.7.4
Logging events related to API invoker interaction with the CAPIF
12
4.8
Auditing service API invocation
12
4.8.1
Introduction
12
4.8.2
Requirements
12
4.9
Onboarding API invoker
12
4.9.1
Introduction
12
4.9.2
Requirements
12
4.10
Policy configuration
13
4.10.1
Introduction
13
4.10.2
Requirements
13
4.11
Protocol design
13
4.11.1
Introduction
13
4.11.2
Requirements
13
5
Involved business relationships
13
6
Functional model
13
6.1
General
13
6.2
Functional model description
13
6.3
Functional entities description
14
6.3.1
General
14
6.3.2
API invoker
14
6.3.3
CAPIF core function
15
6.3.4
API exposing function
15
6.3.5
API publishing function
15
6.3.6
API management function
15
6.4
Reference points
16
6.4.1
General
16
6.4.2
Reference point CAPIF-1 (between the API invoker and the CAPIF core function)
16
6.4.3
Reference point CAPIF-1e (between the API invoker and the CAPIF core function)
16
6.4.4
Reference point CAPIF-2 (between the API invoker and the API exposing function)
16
6.4.5
Reference point CAPIF-2e (between the API invoker and the API exposing function)
17
6.4.6
Reference point CAPIF-3 (between the API exposing function and the CAPIF core function)
17
6.4.7
Reference point CAPIF-4 (between the API publishing function and the CAPIF core function)
17
6.4.8
Reference point CAPIF-5 (between the API management function and the CAPIF core function)
17
7
Application of functional model to deployments
18
7.1
General
18
7.2
Centralized deployment
18
7.3
Distributed deployment
18
8
Procedures and information flows
21
8.1
Onboarding API invoker to the CAPIF
21
8.1.1
General
21
8.1.2
Information flows
21
8.1.3
Procedure
22
8.2
Publish service APIs
22
8.2.1
General
22
8.2.2
Information flows
23
8.2.2.1
Service API publish request
23
8.2.2.2
Service API publish response
23
8.2.3
Procedure
23
8.3
Discover service APIs
24
8.3.1
General
24
8.3.2
Information flows
24
8.3.2.1
Service API discover request
24
8.3.2.2
Service API discover response
24
8.3.3
Procedure
25
8.4
Subscription and notifications for the CAPIF events related to service APIs
26
8.4.1
General
26
8.4.2
Information flows
26
8.4.2.1
Event subscription request
26
8.4.2.2
Event subscription response
26
8.4.2.3
Event notification request
26
8.4.2.4
Event notification response
27
8.4.3
Procedure for service API related CAPIF event subscription
27
8.4.4
Procedure for service API related CAPIF event notifications
27
8.5
Authentication between the API invoker and the CAPIF core function
28
8.5.1
General
28
8.5.2
Information flows
28
8.5.3
Procedure
28
8.6
API invoker obtaining authorization to access service API
29
8.6.1
General
29
8.6.2
Information flows
29
8.6.3
Procedure
29
8.7
Topology hiding
30
8.7.1
General
30
8.7.2
Information flows
30
8.7.3
Procedure
30
8.8
Authentication between the API invoker and the AEF prior to service API invocation
31
8.8.1
General
31
8.8.2
Information flows
31
8.8.3
Procedure
32
8.9
Authentication between the API invoker and the AEF upon the service API invocation
32
8.9.1
General
32
8.9.2
Information flows
32
8.9.3
Procedure
33
8.10
API invoker authorization to access service APIs
33
8.10.1
General
33
8.10.2
Information flows
33
8.10.3
Procedure
34
8.11
CAPIF access control
34
8.11.1
General
34
8.11.2
Information flows for service API access control
35
8.11.2.1
Service API invocation request
35
8.11.2.2
Service API invocation response
35
8.11.3
Procedure
35
8.12
CAPIF access control with cascaded AEFs
36
8.12.1
General
36
8.12.2
Information flows
36
8.12.3
Procedure
36
8.13
Logging service API invocations
37
8.13.1
General
37
8.13.2
Information flows
37
8.13.2.1
API invocation log request
37
8.13.2.2
API invocation log response
38
8.13.3
Procedure
38
8.14
Charging the invocation of service APIs
39
8.14.1
General
39
8.14.2
Information flows
39
8.14.3
Procedure
39
8.15
Monitoring service API invocation
39
8.15.1
General
39
8.15.2
Information flows
39
8.15.3
Procedure
40
8.16
Auditing service API invocation
40
8.16.1
General
40
8.16.2
Information flows
40
8.16.3
Procedure
40
9
API consistency guidelines
41
10
CAPIF relationship with external API frameworks
41
Annex A (informative): Overview of CAPIF operations
42
Annex B (informative): Change history
43






















Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction


In 3GPP, there are multiple northbound API-related specifications (e.g. APIs for Service Capability Exposure Function (SCEF) functionalities defined in 3GPP TS 23.682 [2], API for the interface between MBMS service provider and BM-SC defined in 3GPP TR 26.981[3]). To avoid duplication and inconsistency of approach between different API specifications, 3GPP has considered the development of a common API framework (CAPIF) that includes common aspects applicable to any northbound service APIs.

The present document specifies the functional model, procedures and information flows needed to support the CAPIF, and the guidelines for consistent northbound API (service and CAPIF APIs) development in 3GPP.

NOTE: It is possible to use the CAPIF defined common aspects for other APIs as well, apart from northbound APIs. 
1
Scope



The present document specifies the architecture, procedures and information flows necessary for the CAPIF. The aspects of this specification include identifying architecture requirements for the CAPIF (e.g. registration, discovery, identity management) that are applicable to any service APIs when used by northbound entities, as well as any interactions between the CAPIF and the service APIs themselves. The common API framework applies to both EPS and 5GS, and is independent of the underlying 3GPP access (e.g. LTE, NR).
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".






[2]
3GPP TS 23.682: "Architecture enhancements to facilitate communications
with packet data networks and applications".

[3]
3GPP TR 26.981: "MBMS Extensions for Provisioning and Content Ingestion".

[4]
3GPP TS 32.240: "Telecommunication management; Charging management; Charging architecture and principles".

3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].




Editor's note:
Removing definitions not used in this specification is FFS.

API: The means by which an API invoker can access the service.

API invoker: The entity which invokes the CAPIF or service APIs.
API invoker profile: The set of information associated to an API invoker that allows that API invoker to utilize CAPIF APIs and Service APIs.
API exposing function:  The entity which provides the service communication entry point for the service APIs.

Common API framework: A framework comprising common API aspects that are required to support service APIs.

Northbound API: A service API exposed to higher-layer API invokers.

Onboarding: One time registration process that enables the API invoker to subsequently access the CAPIF and the service APIs.
Service API: The interface through which a component of the system exposes its services to API invokers by abstracting the services from the underlying mechanisms.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 32.240 [4] apply: 

Offline charging

Online charging
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Editor's note:
Removing abbreviations not used in this specification is FFS.



ACL
Access Control List
AEF
API Exposing Function

AF
Application Function

API
Application Program Interface

AS
Application Server

BM-SC
Broadcast Multicast Service Centre

CAPIF
Common API Framework
CRUD
Create, Read, Update, Delete

DNS
Domain Name Servers

ETSI
European Telecommunications Standards Institute 

GS
Group Specification
HATEOAS
Hypermedia As The Engine Of Application State
HPLMN
Home PLMN

HTTP
Hyper Text Transfer Protocol

HTTPS
Hypertext Transfer Protocol Secure
IDL
Interface Definition Language

IoT
Internet of Things

IP
Internet Protocol

IP-CAN
IP Connectivity Access Network

JSON
JavaScript Object Notation
MBMS
Multimedia Broadcast and Multicast Service
MEC
Multi-access Edge Computing

MTC
Machine Type Communication

NAPS
Northbound API for SCEF – SCS/AS Interworking

NDS/IP
NDS for IP based protocols

NFV
Network Functions Virtualization

NGSI
Next Generation Service Interfaces 

OAI
Open API Initiative

OAuth
Open Authorization
OMA
Open Mobile Alliance

PC
Protocol Converter

PCC
Policy and Charging Control

PCRF
Policy control and Charging Rules Function

PLMN
Public Land Mobile Network

REST
REpresentational State Transfer
RPC
Remote Procedure Call

RTP
Real Time Protocol

SCEF
Service Capability Exposure Function

SCS
Service Capability Server

TCP
Transmission Control Protocol

TLS
Transport Layer Security
TSSF
Traffic Steering Support Function

UE
User Equipment

URI
Uniform Resource Identifier

URL
Uniform Resource Locator

VPLMN
Visiting PLMN
XML
eXtensible Markup Language
4
Architectural requirements
Editor's note:
Add architectural requirements here.

4.1
General

4.1.1
Introduction

This subclause specifies the general requirements for CAPIF architecture.

4.1.2
Requirements

[AR-4.1.2-a] The CAPIF shall provide mechanisms (e.g. publish service APIs, authorization, logging, charging) to support service API operations.

[AR-4.1.2-b] The CAPIF shall enable API invoker(s) to discover and communicate with service APIs from the API providers.

[AR-4.1.2-c] Reference points between CAPIF and external applications shall be provided as APIs.

[AR-4.1.2-d] Reference points internal to CAPIF may be provided as APIs.

4.1.3
Requirements for supporting 3rd party API providers

[AR-4.1.3-a] The CAPIF shall provide mechanisms (e.g. publish service APIs, authorization, logging, charging) to support service API operations from trusted 3rd party API providers.

[AR-4.1.3-b] The CAPIF shall enable API invoker(s) to discover and communicate with service APIs from trusted 3rd party API providers.

Editor's Note:
The inclusion of the requirements for 3rd party API providers in Release 15 is FFS.

4.2
Service API publish and discover
4.2.1
Introduction

This subclause specifies the service API publish and discover related requirements.

4.2.2
Requirements

[AR-4.2.2-a] The CAPIF shall provide a mechanism to publish the service API information to be used by the API invokers to discover and subsequently invoke the service API.

[AR-4.2.2-b] The CAPIF shall provide a mechanism for the API invokers to discover the published service API information as specified in [AR-4.2.2-a] according to the API invokers' interest.

4.3
Security
4.3.1
Introduction

This subclause specifies the security related requirements for API invokers.

4.3.2
Requirements

[AR-4.3.2-a] The CAPIF shall provide mechanisms to hide the topology of the PLMN trust domain from the API invokers accessing the service APIs from outside the PLMN trust domain.

[AR-4.3.2-b] The CAPIF shall provide mechanisms to authenticate API invokers prior to accessing the service APIs.

[AR-4.3.2-c] The CAPIF shall provide mechanisms to authenticate API invokers upon the service API invocation.

Editor's note:
[AR-4.3.2-d] The CAPIF shall provide mechanisms to authorize API invokers to access the service APIs.

[AR-4.3.2-e] The CAPIF shall provide mechanisms to validate authorization of the API invokers upon the service API invocation.

[AR-4.3.2-f] The CAPIF shall provide mechanisms for mutual authentication between the CAPIF and the API invoker.

[AR-4.3.2-g] The CAPIF shall provide mechanisms to control the service API access for every API invocation.

[AR-4.3.2-h] The communication between the CAPIF and the API invoker shall be confidentiality protected.

[AR-4.3.2-i] The communication between the CAPIF and the API invoker shall be integrity protected.

4.3.3
Additional requirements for 3rd party API provider

[AR-4.3.3-a] The CAPIF shall provide mechanisms to hide the topology of the 3rd party API provider trust domain from the API invokers accessing the service APIs from outside the 3rd party API provider trust domain.
[AR-4.3.3-b] The CAPIF shall provide authorization mechanism for service APIs from the 3rd party API providers.

[AR-4.3.3-c] The CAPIF shall provide data confidentiality (across API providers) for data (e.g. logging, charging) related to service APIs from multiple API providers.
4.4
Charging
4.4.1
Introduction

This subclause specifies the charging related requirements for the usage of service APIs.
4.4.2
Requirements

[AR-4.4.2-a] The CAPIF shall support online and offline charging for service APIs usage.

[AR-4.4.2-b] The CAPIF shall provide mechanisms to record the usage (e.g. invocation count) of the service APIs for charging purpose, on a per API invoker basis.

[AR-4.4.2-c] The CAPIF shall provide mechanisms to record timestamp of the service API invocation.

[AR-4.4.2-d] The CAPIF shall provide mechanisms to record the service API related information, e.g. API location.

4.5
API status monitoring
4.5.1
Introduction

This subclause specifies the lifecycle management aspects such as monitoring the running status of service APIs and related operations.
4.5.2
Requirements

[AR-4.5.2-a] The CAPIF shall provide mechanisms to monitor the status of service APIs, e.g. starting and stopping access of the service APIs.

[AR-4.5.2-b] The CAPIF shall provide mechanisms to monitor and report the performance of the service APIs.

[AR-4.5.2-c] The CAPIF shall provide mechanisms to monitor and report the fault information about the service APIs.

[AR-4.5.2-d] The CAPIF shall provide mechanisms to record change events of service APIs, e.g. service APIs relocation.

Editor's note: Adding requirements for Operations, Administration and Maintenance (OAM) is FFS.
4.6
Service API invocation monitoring
4.6.1
Introduction

The CAPIF includes monitoring functions. This enables API provider to monitor service API invocations, to determine critical aspects such as system load, API usage information, uncover potential overload and attacks (e.g. DDoS) conditions.

4.6.2
Requirements
[AR-4.6.2-a] The CAPIF shall provide mechanisms to capture service API invocation events and make them available to service API provider.

[AR-4.6.2-b] The CAPIF shall provide mechanisms to notify events related to overload and threat conditions (e.g. system load, resource usage information).
[AR-4.6.2-c] The CAPIF shall provide mechanisms to allow service API provider to apply monitoring filters based on criteria such as API invoker's ID and IP address, service API name and version, invoked operation, input parameters, and invocation result.

4.7
Logging
4.7.1
Introduction
The CAPIF supports the ability to log events and store the corresponding logs. This enables the API providers to use the logs for the purpose of tracing back and statistical analysis.

The following events in CAPIF are supported for logging:

-
Service API invocation events;

-
API invoker onboarding events; and

-
API invoker interactions with the CAPIF (e.g. authentication, authorization, discover service APIs).

4.7.2
Logging events related to service API invocations

[AR-4.7.2-a] The CAPIF shall provide mechanisms for service API invocation event logging and storage functionality.
[AR-4.7.2-b] The service API invocation log shall be stored for a configurable time period, according to the service API provider's policy.

[AR-4.7.2-c] The service API invocation log shall be stored securely, and shall only be accessed by authorized administrators of the service API provider.

4.7.3
Logging events related to API invoker onboarding 

[AR-4.7.3-a] The CAPIF shall provide mechanisms for API invoker onboarding event logging and storage functionality.
[AR-4.7.3-b] The API invoker onboarding log shall be stored at least for the duration during which the onboarding is valid.

[AR-4.7.3-c] The API invoker onboarding log shall be stored securely, and shall only be accessed by authorized administrators.

Editor's Note:
The role of administrators in CAPIF and whether administrator of an API provider is also administrator in CAPIF is FFS.

4.7.4
Logging events related to API invoker interaction with the CAPIF

[AR-4.7.4-a] The CAPIF shall provide mechanisms for the event logging of API invoker interactions with the CAPIF (e.g. authentication, authorization, discover service APIs).
[AR-4.7.4-b] The API invoker interactions log shall be stored for a configurable time period.

[AR-4.7.4-c] The API invoker interactions log shall be stored securely, accessed only by authorized administrators. 
4.8
Auditing service API invocation
4.8.1
Introduction

The CAPIF includes auditing capabilities. This enables the service API provider to identify illegal service API invocations e.g. by querying the service API invocation log.
4.8.2
Requirements
[AR-4.8.2-a] The CAPIF shall provide mechanisms to query the service API invocation log, by authorized administrators.
4.9
Onboarding API invoker
4.9.1
Introduction

This subclause specifies the requirements related to onboarding API invoker to the CAPIF.

4.9.2
Requirements

[AR-4.9.2-a] The CAPIF shall provide the capability to onboard new API invokers.

[AR-4.9.2-b] The CAPIF shall support granting an API invoker's request to onboard with the CAPIF administrator.

4.10
Policy configuration
4.10.1
Introduction

This subclause specifies the policy configuration related requirements.

4.10.2
Requirements

[AR-4.10.2-a] The CAPIF shall support policy configurations (e.g. related to the protection of platforms and network, specific functionalities exposed, message payload size or throughput).
4.11
Protocol design

4.11.1
Introduction

In order for the CAPIF to be common across all present and future API invokers for various usages and purposes, a minimum common protocol stack model is necessary so that all API invokers that use the common-framework-based API need to support only one and the same set of protocols, e.g. security layer protocol(s).

4.11.2
Requirements
[AR-4.11.2-a] The CAPIF shall support a minimum common protocol stack model common for all API implementations to be based on.

[AR-4.11.2-b] The CAPIF shall support a common security mechanism for all API implementations to provide confidentiality and integrity protection.

5
Involved business relationships
Editor's note:
Describe API actors and relationships.

6
Functional model

6.1
General

The functional model for the common API framework (CAPIF) is organized into functional entities to describe a functional architecture which enables an API invoker to access and invoke service APIs. The CAPIF functional model can be adopted by any 3GPP functionality providing service APIs.
6.2
Functional model description

Figure 6.2-1 shows the functional model for the CAPIF.
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Figure 6.2-1: Functional model for the CAPIF

The CAPIF is hosted within the PLMN operator network. The API invoker is typically provided by a 3rd party application provider who has service agreement with PLMN operator. The API invoker may reside within the same trust domain as the PLMN operator network.

The API invoker within the PLMN trust domain interacts with the CAPIF via CAPIF-1 and CAPIF-2. The API invoker from outside the PLMN trust domain interacts with the CAPIF via CAPIF-1e and CAPIF-2e. The API exposing function, API publishing function and API management function of the API provider domain within the PLMN trust domain interacts with the CAPIF core function via CAPIF-3, CAPIF-4 and CAPIF-5 respectively.

NOTE:
The security aspects of CAPIF-1, CAPIF-1e, CAPIF-2 and CAPIF-2e are under SA3 responsibility and out of scope of the present document. 
6.3
Functional entities description

6.3.1
General

Each subclause is a description of a functional entity and does not imply a physical entity.
6.3.2
API invoker

The API invoker is typically provided by a 3rd party application provider who has service agreement with PLMN operator. The API invoker may reside within the same trust domain as the PLMN operator network.

The API invoker supports the following capabilities:

-
Supporting the authentication by providing the API invoker identity and other information required for authentication of the API invoker;

-
Supporting mutual authentication with CAPIF;

-
Obtaining the authorization prior to accessing the service API;

-
Discovering service APIs information; and

-
Invoking the service APIs.

NOTE:
The details of the specific service APIs are out of scope of the present document.

6.3.3
CAPIF core function

The CAPIF core function consists of the following capabilities:

-
Authenticating the API invoker based on the identity and other information required for authentication of the API invoker;

-
Supporting mutual authentication with API invoker;

-
Providing authorization for the API invoker prior to accessing the service API;

-
Publishing, storing and supporting the discovery of service APIs information;

-
Controlling the service API access based on PLMN operator configured policies;

-
Storing the logs for the service API invocations and providing the service API invocation logs to authorized entities;

-
Charging based on the logs of the service API invocations;

-
Monitoring the service API invocations;

-
Onboarding a new API invoker;

-
Storing policy configurations related to CAPIF and service APIs; and

-
Support accessing the logs for auditing (e.g. detecting abuse).
6.3.4
API exposing function

The API exposing function is the provider of the service APIs and is also the service communication entry point of the service API to the API invokers. The API exposing function consists of the following capabilities:

-
Authenticating the API invoker based on the identity and other information required for authentication of the API invoker provided by the CAPIF core function;

-
Validating the authorization provided by the CAPIF core function; and

-
Logging the service API invocations at the CAPIF core function.

6.3.5
API publishing function

The API publishing function enables the API provider to publish the service APIs information in order to enable the discovery of service APIs by the API invoker. The API publishing function consists of the following capability:

-
Publishing the service API information of the API provider to the CAPIF core function.

6.3.6
API management function

The API management function enables the API provider to perform administration of the service APIs. The API management function consists of the following capabilities:

-
Auditing the service API invocation logs received from the CAPIF core function;

-
Monitoring the events reported by the CAPIF core function;

-
Configuring the API provider policies to the CAPIF core function;

-
Monitoring the status of the service APIs; and

-
Onboarding the new API invokers.
6.4
Reference points

6.4.1
General

The reference points for CAPIF are described in the following subclauses.
6.4.2
Reference point CAPIF-1 (between the API invoker and the CAPIF core function)

The CAPIF-1 reference point, which exists between the API invoker and the CAPIF core function, is used for the API invoker within the PLMN trust domain to discover service APIs, to authenticate and to get authorization.

The CAPIF-1 reference point supports:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Mutual authentication between API invoker and the CAPIF core function;

-
Providing authorization for the API invoker prior to accessing the service API; and 

-
Discovering the service APIs information.

NOTE:
The security aspects of CAPIF-1 will be specified by SA3.

6.4.3
Reference point CAPIF-1e (between the API invoker and the CAPIF core function)

The CAPIF-1e reference point, which exists between the API invoker and the CAPIF core function, is used for the API invoker outside the PLMN trust domain to discover service APIs, to authenticate and to get authorization.

The CAPIF-1e reference point supports all the functions of CAPIF-1.

NOTE:
The security aspects of CAPIF-1e will be specified by SA3.

6.4.4
Reference point CAPIF-2 (between the API invoker and the API exposing function)

The CAPIF-2 reference point, which exists between the API invoker and the API exposing function, is used for the API invoker within the PLMN trust domain to communicate with the service APIs.

The CAPIF-2 reference point supports:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Authorization verification for the API invoker upon accessing the service API; and 

-
Invocation of service APIs.

NOTE 1:
The aspects related to the specific service API invocation in reference point CAPIF-2 are out of scope of the present document.

NOTE 2:
The security aspects of CAPIF-2 will be specified by SA3.
6.4.5
Reference point CAPIF-2e (between the API invoker and the API exposing function)

The CAPIF-2e reference point, which exists between the API invoker and the API exposing function, is used for the API invoker outside the PLMN trust domain to communicate with the service APIs.

The CAPIF-2e reference point supports all the functions of CAPIF-2.

NOTE:
The security aspects of CAPIF-2e will be specified by SA3.

6.4.6
Reference point CAPIF-3 (between the API exposing function and the CAPIF core function)

The CAPIF-3 reference point, which exists between the API exposing function and the CAPIF core function, is used for exercising access and policy related control for service API communications initiated by the API invoker.

The CAPIF-3 reference point supports:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Providing authorization for the API invoker prior to accessing the service API;

-
Authorization verification for the API invoker upon accessing the service API;

-
Controlling the service API access based on PLMN operator configured policies;

-
Logging the service API invocations; and 

-
Charging the service API invocations.

6.4.7
Reference point CAPIF-4 (between the API publishing function and the CAPIF core function)

The CAPIF-4 reference point, which exists between the API publishing function and the CAPIF core function, is used for publishing the service API information.

The CAPIF-4 reference point supports:

-
Publishing the service APIs information by the API publishing function.

6.4.8
Reference point CAPIF-5 (between the API management function and the CAPIF core function)

The CAPIF-5 reference point, which exists between the API management function and the CAPIF core function, is used for management of service API and API invoker information.

The CAPIF-5 reference point supports:

-
Accessing the service API invocation logs by the API management function;

-
Enabling the API management function to monitor the events reported due to the service APIs invocations;

-
Support onboarding new API invokers by provisioning the API invoker information at the CAPIF core function, requesting explicit grant of new API invokers onboarding and confirming onboarding success;

-
Enabling the API management function to configure policies at the CAPIF core function e.g. service API invocation throttling, blocking API invocation for certain duration; and

-
Enabling the API provider to monitor the status of service APIs (e.g. pilot or live status, start or stop status of service API).
7
Application of functional model to deployments

7.1
General

The CAPIF deployments in centralized and distributed models are described in subclause 7.2 and subclause 7.3. The CAPIF deployment models shown are not exhaustive and do not provide the representation for the following API provider domain functions:

-
API publishing function; and

-
API management function.

The above API provider domain functions can be further deployed in centralized and distributed manner as determined by the PLMN operator.

7.2
Centralized deployment

The CAPIF can be deployed centrally as illustrated in the figure 7.2-1.
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Figure 7.2-1: Centralized deployment of CAPIF

In centralized deployment, the CAPIF core function and the API exposing function are co-located. The API invoker can interact independently with the CAPIF core function and the API exposing function including the service APIs. The CAPIF appears as a gateway for all API invoker interactions. The API invoker obtains the service API information and its entry point details from the CAPIF core function via CAPIF-1. The service communication point of entry for the service API is the API exposing function which also applies any access control or policy control to the internal interactions between the API invoker and the service API in coordination with the CAPIF core function.

NOTE:
The API invoker can be outside the PLMN trust domain and will access the CAPIF via CAPIF-1e and CAPIF-2e instead of CAPIF-1 and CAPIF-2.

7.3
Distributed deployment

The CAPIF can be deployed in a distributed manner illustrated in the figure 7.3-1.
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Figure 7.3-1: Distributed deployment of the CAPIF

The API invoker can interact independently with the CAPIF core function and the API exposing function including the service APIs. In this deployment, API exposing function appears as an agent for all service API invocations from the API invoker. The API invoker obtains the service API information and its entry point details from the CAPIF core function via CAPIF-1 interface. The first point of entry for the service API is the API exposing function during API invocation. The API exposing function acts as agent for service API applying any access control or policy control to the interactions between the API invoker and the service API in coordination with the CAPIF core function via CAPIF-3 interface.

The CAPIF can be deployed by splitting the functionality of the API exposing function among multiple API exposing function entities, of which one acts as the entry point. The CAPIF deployment with cascading API exposing functions is as illustrated in the figure 7.3-2.
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Figure 7.3-2: Distributed deployment of the CAPIF with cascading API exposing functions
In this deployment option, the API exposing function can have several instances like AEF-1, AEF-2 and AEF-3 which can be assigned with different roles. The roles for each API exposing function are decided by the operator. In this illustration, the API exposing functions AEF-2 and AEF-3 provide service APIs for service X and service Y respectively. The API exposing function AEF-1 provides the service communication entry point to the service APIs for service X APIs and service Y APIs. The API exposing function AEF-1 for instance can hide the topology of service X APIs and service Y APIs from the API invoker. The API exposing function AEF-1 also applies any access control or policy control to the interactions between the API invoker and service X APIs and between the API invoker and service Y APIs, in coordination with the CAPIF core function using CAPIF-3. 

The CAPIF core function and the API exposing function AEF-1 can be co-located. The API invoker interacts with the CAPIF core function via CAPIF-1. The API invoker interacts with service (X&Y) APIs on API exposing function AEF-1 via CAPIF-2. The API exposing function AEF-1 forwards the invocation of the service X API or service Y API from the API invoker to the API exposing functions AEF-2 or AEF-3 respectively via CAPIF-2. The API messages are forwarded via CAPIF-2 in the interactions between API exposing functions. The API invoker cannot directly interact with service X APIs and service Y APIs provided by API exposing functions AEF-2 and AEF-3 respectively.

Different splits of responsibility are possible. In another example illustrated in figure 7.3-3, the API exposing function AEF-1 could provide topology hiding for API exposing functions AEF-2 and AEF-3, plus access control for AEF-3. The API exposing function AEF-2 would provide its own access control, interacting with the CAPIF core function via CAPIF-3.
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Figure 7.3-3: Another example of distributed deployment of the CAPIF with cascading API exposing functions

NOTE:
The API invoker can be outside the PLMN trust domain and will access the CAPIF via CAPIF-1e and CAPIF-2e instead of CAPIF-1 and CAPIF-2.

8
Procedures and information flows
Editor's note:
Describe procedures and information flows for addressing architectural requirements.
8.1
Onboarding API invoker to the CAPIF

8.1.1
General

The procedure in this subclause corresponds to the architectural requirements for onboarding API invoker to the CAPIF. The CAPIF enables a one time onboarding process that enrolls the API invoker as a recognized user of the CAPIF, which may be triggered by the API invoker via CAPIF-1, or may be based on provisioning.

8.1.2
Information flows

Editor's note: Add corresponding informations flows.

8.1.3
Procedure

Figure 8.1.3-1 illustrates the procedure for onboarding API invoker to the CAPIF.

Pre-conditions:

1. 1.
API invoker is not a recognized user of the CAPIF.

2. 2.
The API invoker has visibility to APIs information (e.g., API catalogue or dashboard - central place for the API provider to manage which APIs are displayed, giving API invokers the ability to enroll for).

Editor's Note:
Establishing trust relationship prior to initiating onboarding request is FFS.
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Figure 8.1.3-1: Procedure for onboarding API invoker to the CAPIF

1.
For enrollment of the API invoker to be a recognized user of the CAPIF, the API invoker triggers onboard API invoker request towards CAPIF core function, providing the information as required for the API management.

2.
The CAPIF core function begins the onboarding process by verifying whether all the necessary information has been provided to onboard the API invoker, and further initiates a grant process. Successful onboarding results in provisioning API invoker profile which includes identity for the API invoker. The authorization information and the list of APIs and the types of APIs that the API invoker can access subsequent to successful onboarding may also be created. 

NOTE 1:
Completion of onboarding process may need explicit grant by the CAPIF administrator or the API management, which is left out-of-scope of this solution. CAPIF may be enabled to handle the grant process internally without the need of explicit grant by the CAPIF administrator.

NOTE 2:
API invoker profile consists of at least the identity information for the API invoker, information required for the authentication and authorization by the CAPIF and the CAPIF identity information.
3.
If the API invoker has triggered the onboard API invoker request and is granted permission, the onboard API invoker response provides success indication including information from the provisioned API invoker profile which may include information to allow the API invoker to be authenticated and to obtain authorization for service APIs.

4.
As a result of successful onboarding process, CAPIF core function are able to authenticate and authorize the API invoker.

8.2
Publish service APIs
8.2.1
General

The CAPIF supports publishing service APIs by the API provider.

8.2.2
Information flows

8.2.2.1
Service API publish request

Table 8.2.2.1-1 describes the information flow service API publish request from the API publishing function to the CAPIF core function.

Table 8.2.2.1-1: Service API publish request

	Information element
	Status
	Description

	API publisher information
	M
	The information of the API publisher may include identity, authentication and authorization information

	Service API information
	M
	The service API information includes the service name, service type, communication type, description, interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format.


8.2.2.2
Service API publish response

Table 8.2.2.2-1 describes the information flow service API publish response from the CAPIF core function to the API publishing function.

Table 8.2.2.2-1: Service API publish response

	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of publishing the service API information


Editor's Note:
The addition of an information element that allows referencing the information (set) that was published about an service API is FFS

8.2.3
Procedure

Figure 8.2.3-1 illustrates the procedure for publishing the service APIs. The service API publish mechanism is supported by the CAPIF core function. 

Pre-conditions:

1.
The CAPIF core function is configured with the authorization details of the API publishing function; and

2.
API invokers may have subscribed with CAPIF core function to obtain new service API information.

Editor's Note:
The requirement for API publishing function authorization in CAPIF is FFS.
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Figure 8.2.3-1: Publish service APIs
1.
The API publishing function sends a service API publish request to the CAPIF core function, with the details of the service API.

2.
Upon receiving the service API publish request, the CAPIF core function checks whether the API publishing function is authorized to publish service APIs. If the check is successful, the service API information provided by the API publishing function is stored at the CAPIF core function (API registry).

3.
The CAPIF core function provides a service API publish response to the API publishing function indicating success or failure result and triggers notifications to subscribed API invokers as described in subclause 8.Y.

8.3
Discover service APIs

8.3.1
General

The following procedure in this subclause corresponds to the architectural requirements on discover service APIs.

8.3.2
Information flows

8.3.2.1
Service API discover request

Table 8.3.2.1-1 describes the information flow Service API discover request from the API invoker to the CAPIF core function.

Table 8.3.2.1-1: Service API discover request
	Information element
	Status
	Description

	API invoker identity information
	M
	Identity information of the API invoker discovering service APIs 

	Query information
	M
	Criteria for discovering matching service APIs (e.g. API type, interfaces, protocols) (See NOTE)

	NOTE:
It should be possible to discover all the service APIs.


8.3.2.2
Service API discover response

Table 8.3.2.2-1 describes the information flow Service API discover response from the CAPIF core function to the API invoker.

Table 8.3.2.2-1: Service API discover response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the discovery of the service API information

	Service API information
	M (See NOTE)
	List of service APIs corresponding to the request, including API description such as API name, API type, interface details (e.g. IP address, port number, URI), protocols, version, data format

	NOTE:
Shall be present if the Result information element indicates that the service API discover operation is successful. Otherwise service API information shall not be present.


8.3.3
Procedure

Figure 8.3.3-1 illustrates the procedure for discover service APIs.

The service API discovery mechanism is supported by the CAPIF core function.

Pre-conditions:

1.
API invoker is onboarded and has received an API invoker identity.

2.
The CAPIF core function is configured with a discovery policy information (e.g. to restrict discovery to category of APIs) for API invoker(s).

Editor's note: The requirement for discovery policy information is FFS.
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Figure 8.3.3-1: Discover service APIs
1.
The API invoker sends a service API discover request to the CAPIF core function. It includes the API invoker identity, and may include query information.
2.
Upon receiving the service API discover request, the CAPIF core function verifies the identity of the API invoker (via authentication). The CAPIF core function retrieves the stored service API(s) information from the CAPIF core function (API registry) as per the query information in the service API discover request. Further, the CAPIF core function applies the discovery policy and performs filtering of service APIs information retrieved from the CAPIF core function.

3.
The CAPIF core function sends a service API discover response to the API invoker with the list of service API information for which the API invoker has the required authorization.

8.4
Subscription and notifications for the CAPIF events related to service APIs
8.4.1
General

The CAPIF core function enables the API invoker to subscribe to the CAPIF events related to service API changes such as availability events of service APIs (e.g. active, inactive), change in service API information, etc.

NOTE:
Support for subscriptions and notifications can also be part of the actual service APIs. That type of subscriptions and notifications is not covered by the provisions in this clause.

8.4.2
Information flows

8.4.2.1
Event subscription request

Table 8.4.2.1-1 describes the information flow event subscription request from the API invoker to the CAPIF core function.

Table 8.4.2.1-1: Event subscription request

	Information element
	Status
	Description

	API invoker identity information
	M
	The information to determine the identity of the API invoker

	Event criteria
	M
	The event criteria include event type information like failure API invocation event, new API available event, API version change event, API location change event, etc and other query information like service API identifier, service API name, etc.

	API invoker notification reception information
	O
	The information of the API invoker for receiving the notifications for the event.


8.4.2.2
Event subscription response

Table 8.4.2.2-1 describes the information flow event subscription response from the CAPIF core function to the API invoker.

Table 8.4.2.2-1: Event subscription response

	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the event subscription operation

	Subscription identifier
	M (see NOTE)
	The unique identifier for the event subscription.

	NOTE:
Shall be present if the Result information element indicates that the event subscription operation is successful. Otherwise event identifier shall not be present.


8.4.2.3
Event notification request

Table 8.4.2.3-1 describes the information flow event notification request from the CAPIF core function to the API invoker. A notification about an event is sent to an API invoker if the event criteria in the related subscription match the corresponding attributes of the event content.

Table 8.4.2.3-1: Event notification request

	Information element
	Status
	Description

	Subscription identifier
	M
	The unique identifier of the event subscription

	Event identifier
	M
	The unique identifier for the event

	Event related information
	M
	The event related information (e.g. time at which the event originated, location of event)

	Event content
	M
	The content of the event information.


8.4.2.4
Event notification response

Table 8.4.2.4-1 describes the information flow event notification response from the API invoker to the CAPIF core function.

Table 8.4.2.4-1: Event notification response

	Information element
	Status
	Description

	Acknowledgement
	M
	Acknowledgement for the event notification received.


8.4.3
Procedure for service API related CAPIF event subscription
Figure 8.4.3-1 illustrates the procedure for service API related events subscription.

Pre-conditions:

1.
The API invoker is authenticated and authorized to use the service API.
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Figure 8.4.3-1: Procedure for service API related event subscription

1.
The API invoker sends an event subscription request to the CAPIF core function in order to receive notification of events.

2.
Upon receiving the event subscription request from the API invoker, the CAPIF core function checks for the relevant authorization for the event subscription.
3.
If the authorization is successful, the CAPIF core function stores the subscription information.

4.
The CAPIF core function sends an event subscription response indicating successful operation.

8.4.4
Procedure for service API related CAPIF event notifications
Figure 8.4.4-1 illustrates the procedure for service API related event notifications.

Pre-conditions:

1.
The subscription procedure as illustrated in Figure 8.4.3-1 is performed.
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Figure 8.4.4-1: Procedure for service API related event notifications

1.
The CAPIF core function generates events to be consumed by the API invoker(s).

2.
For the generated event, the CAPIF core function retrieves the list of corresponding subscriptions.

3.
The CAPIF core function sends event notification requests to all the API invoker(s) that have subscribed for the event matching the criteria. If an API invoker notification reception information is available as part of the API invoker event subscription, then the API invoker notification reception information is used by the CAPIF core function to send event notification requests to the API invoker.

4.
The API invoker sends an event notification response to the CAPIF core function as an acknowledgement of the event notification request.

8.5
Authentication between the API invoker and the CAPIF core function
8.5.1
General

The procedure in this subclause corresponds to the architectural requirements for authentication between the API invoker and the CAPIF core function.

8.5.2
Information flows

NOTE:
It is in SA3 scope to develop the security related information flows for this procedure.

Editor's note: Reference to the appropriate SA3 specification is needed.

8.5.3
Procedure

Figure 8.5.3-1 illustrates the procedure for authentication between the API invoker and the CAPIF core function.

Pre-conditions:

1.
API invoker is onboarded with the CAPIF core function and the API invoker profile is created.
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Figure 8.5.3-1: Procedure for authentication between the API invoker and the CAPIF core function

1.
The API invoker triggers authentication to the CAPIF core function, including the identity confirmed after successful onboarding.

2.
Upon receiving the authentication request, the CAPIF core function verifies the identity with the API invoker profile and authenticates the API invoker.

NOTE 1:
The authentication process is outside the scope of the present document and will be defined by SA3.

3.
The CAPIF core function returns the result of API invoker identity verification in the authentication response.

NOTE 2:
CAPIF core function can share the information required for authentication of the API invoker at the AEF.

8.6
API invoker obtaining authorization to access service API
8.6.1
General

The API invoker requires to execute this procedure when it needs to obtain or re-obtain (e.g. upon expiry of the authorization information) the authorization to access the service API. Once the API invoker receives the authorization to access the service API, the API invoker can perform one or multiple service API invocations as per the permission limit. This procedure may be performed during the API invoker onboarding process.

8.6.2
Information flows

NOTE:
It is in SA3 scope to develop the information flows for this procedure.

Editor's Note:
Reference to the appropriate SA3 specification is needed.

8.6.3
Procedure

Figure 8.6.3-1 illustrates the procedure for obtaining authorization to access the service API.

Pre-condition:

-
The API invoker is onboarded and has received an API invoker identity.
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Figure 8.6.3-1: Procedure for the API invoker obtaining authorization for service API access

1.
The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API by including the API invoker identity information and any information required for authentication of the API invoker.

2.
The CAPIF core function validates the authentication of the API invoker (using authentication information) and checks whether the API invoker permitted to access the requested service API. 

NOTE 1:
The authentication process is outside the scope of the present document and is in scope of SA3. 

3.
Based on the API invoker's subscription information the authorization information to access the service APIs is sent to the API invoker in the obtain service API authorization response.

NOTE 2:
The mechanism for distribution of the authorization information for the API invoker to the API exposing function is outside the scope of the present document and is in scope of SA3.

8.7
Topology hiding

8.7.1
General

The procedure in this subclause corresponds to the architectural requirements for hiding the topology of the PLMN trust domain from the API invokers accessing the service APIs from outside the PLMN trust domain.

8.7.2
Information flows

Editor's note: Add corresponding informations flows.

8.7.3
Procedure

Figure 8.7.3-1 illustrates the procedure for CAPIF topology hiding.

Pre-conditions:

1.
The API invoker has performed the service discovery and received the details of the service API which includes the information about the service communication entry point of the AEF-1 in the CAPIF.

2.
The API invoker is authenticated and authorized to use the service API.

3.
The AEF-1 in the CAPIF is configured with a policy for topology hiding including the entry point address of the service API (provided via AEF-2).
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Figure 8.7.3-1: Procedure for CAPIF topology hiding

1.
The API invoker performs service API invocation according to the interface of the service API by sending a service API invocation message towards the AEF-1 which exposes the service API towards the API invoker, and acts as topology hiding entity.

2.
If the policy for topology hiding is not configured in AEF-1, then the AEF-1 may obtain the policy for the topology hiding from the CAPIF core function.

NOTE: Steps 3 and 4 are not necessary when the AEF-1 is capable to serve the service API invocation request. 

3.
The AEF-1 further resolves the actual destination service API address information according to the topology hiding policy and forwards the incoming service API invocation message to the service API of the related AEF-2.

4.
The AEF-1 receives a response message for service API invocation from service API provided by AEF-2.

5.
The AEF-1 resolves the destination API invoker address and also modifies the source address information of the AEF-2 within the response message as per topology hiding policy and forwards the response message to the API invoker.

8.8
Authentication between the API invoker and the AEF prior to service API invocation
8.8.1
General

The procedure in this subclause corresponds to the architectural requirements for authentication of the API invoker by the AEF.

To reduce latency during API invocation, the API invoker associated authentication information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.

8.8.2
Information flows

NOTE:
It is in SA3 scope to develop the security related information flows for this procedure.

Editor's note: Reference to the appropriate SA3 specification is needed

8.8.3
Procedure

Figure 8.8.3-1 illustrates the procedure for authentication between the API invoker and the AEF.

Pre-conditions:

1.
Optionally, CAPIF core function have shared the information required for authentication of the API invoker with the AEF.
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Figure 8.8.3-1: Procedure for authentication between the API invoker and the AEF prior to service API invocation

1.
The API invoker triggers authentication to the AEF, including the API invoker identity.

2.
The AEF obtains the API invoker information required for authentication by the AEF, if not available.

3.
The AEF verifies the identity of the API invoker and authenticates the API invoker.

NOTE:
The authentication process is outside the scope of the present document and will be defined by SA3.

4.
The AEF returns the result of API invoker identity verification in the authentication response.
8.9
Authentication between the API invoker and the AEF upon the service API invocation
8.9.1
General

The procedure in this subclause corresponds to the architectural requirements for authentication of the API invoker by the AEF upon the service API invocation.

To reduce latency during API invocation, the API invoker associated authentication information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.

8.9.2
Information flows

NOTE:
It is in SA3 scope to develop the security related information flows for this procedure.

Editor's note:
Reference to the appropriate SA3 specification is needed.

8.9.3
Procedure

Figure 8.9.3-1 illustrates the procedure for authentication of the API invoker by the AEF, where the authentication information is carried in the API invocation request.

Pre-conditions:

1.
Optionally, CAPIF core function have shared the information required for authentication of the API invoker with the AEF.
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Figure 8.9.3-1: Procedure for authentication between the API invoker and the AEF upon the service API invocation 

1.
The API invoker invokes a service API invocation request to the AEF, and includes in this request authentication information, including API invoker identity.

2.
The AEF obtains the API invoker information required for authentication by the AEF, if not available.

3.
The AEF verifies the identity of the API invoker and authenticates the API invoker.

NOTE:
The authentication process is outside the scope of the present document and will be defined by SA3.

4.
If the verification was successful, the AEF returns the result of the service API invocation in the Service API invocation response.

8.10
API invoker authorization to access service APIs
8.10.1
General

The procedure in this subclause corresponds to the architectural requirements for API invoker authorization to access service APIs.

A secure communication channel is mandatory in CAPIF.

To reduce latency during API invocation, the API invoker associated authorization information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.

8.10.2
Information flows

NOTE:
It is in SA3 scope to develop the security related information flows for this procedure.

8.10.3
Procedure

Figure 8.10.3-1 illustrates the procedure for API invoker authorization to access service APIs.

Pre-conditions:

1.
API invoker has been authenticated.

2.
The API invoker associated authorization information is available at AEF.
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Figure 8.10.3-1: Procedure for API invoker authorization to access service APIs
1.
The API invoker triggers service API invocation request to the AEF, including the service API to be invoked. 

NOTE 1:
Authentication can also be performed if not authenticated previously.

NOTE 2:
API invoker can trigger several service API invocations asynchronously.

2.
Upon receiving the service API invocation request, the AEF checks whether API invoker is authorized to invoke that service API, based on the authorization information.

2a.
If the AEF does not have information required to authorize service API invocation, the AEF obtains the authorization information from the CAPIF core function.

3.
The AEF executes the service logic for the invoked service API.

4.
API invoker receives the service API invocation response as a result of the service API invocation.

8.11
CAPIF access control
8.11.1
General

The CAPIF controls the access of service API by the API invoker based on policy or usage limits.

Editor's note:
The aspect of revoking authorization of the API invoker based on access control is FFS.
8.11.2
Information flows for service API access control

8.11.2.1
Service API invocation request

The information flow service API invocation request from the API invoker to the AEF is service API specific and the complete detail of the service API invocation request is out of scope of the present document. Table 8.11.2.1-1 describes only the CAPIF related information elements which are included in the service API invocation request.

Table 8.11.2.1-1: Service API invocation request

	Information element
	Status
	Description

	API invoker identity information
	M
	The information that determines the identity of the API invoker

	Authorization information
	O (see NOTE)
	The authorization information obtained before initiating the service API invocation request

	Service API identification information
	M
	The identification information of the service API for which invocation is requested. The service API identification information is part of the specific service API invocation request.

	NOTE:
The inclusion of this information element depends on the chosen solution for authorization. 


8.11.2.2
Service API invocation response

The information flow service API invocation response from the AEF to the API invoker is service API specific and the complete detail of the service API invocation response is out of scope of the present document. Table 8.11.2.2-1 describes only the CAPIF related information elements which are included in the service API invocation response.

Table 8.11.2.2-1: Service API invocation response

	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of service API invocation.


8.11.3
Procedure

Figure 8.11.3-1 illustrates the procedure for service API access control.

Pre-conditions:

1.
The API invoker has performed the service API discovery and received the details of the service API which includes the information about the service communication entry point of the AEF in the CAPIF.

2.
The API invoker is authenticated and authorized to use the service API.

3.
The AEF in the CAPIF is configured with at least one access policy to be applied to the service API invocation corresponding to the API invoker and service API. 
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Figure 8.11.3-1: Procedure for service API access control

1.
The API invoker performs service API invocation according to the interface of the service API by sending a service API invocation message towards the AEF which exposes the service API towards the API invoker. The AEF acts as an access control entity.

2.
If the access control policy is not configured with AEF, then the AEF may obtain the access control policy configuration from the CAPIF core function.

Editor's note:
The procedure for obtaining the policy for access control is FFS.

3.
Upon receiving the service API invocation from the API invoker, the AEF checks for configuration for access control. As per the configuration for access control, the AEF performs access control on the service API invocation message as per the operator policy.

4.
The API invoker receives a response message for service API invocation from the AEF providing the service API.

8.12
CAPIF access control with cascaded AEFs

Editor's note: The aspect of revoking authorization of the API invoker based on access control is FFS.

8.12.1
General

The procedure in this subclause corresponds to the architectural requirements related to some common access control requirements for service API invocations. It provides access control, based on two cascaded API Exposing Function (AEF) instances. While one AEF instance provides the entry point for the service API and acts as access controller, further AEF instances deliver the functionality of the actual service APIs. 

8.12.2
Information flows

Editor's note: Add corresponding informations flows.

8.12.3
Procedure

Figure 8.12.3-1 illustrates the procedure for CAPIF access control.

Pre-conditions:

1.
The API invoker has performed the service discovery and received the details of the service API which includes the information about the service communication entry point of the AEF-1 in the CAPIF.

2.
The API invoker is authenticated and authorized to use the service API.

3.
The AEF-1 in the CAPIF is configured with at least one access policy to be applied to the service API invocation corresponding to the API invoker and service API.


[image: image20.emf]API invoker

AEF-1

(Access controller)

AEF-2

(Service API)

2. Access control on 

service API invocation

1. Service API invocation

3. Service API invocation

4. Response to service API invocation

5. Response to service API 

invocation


Figure 8.12.3-1: Procedure for CAPIF access control with cascaded AEFs

1.
The API invoker performs service API invocation according to the interface of the service API by sending a service API invocation message towards the AEF-1 which exposes the service API towards the API invoker, and acts as access control entity.

2.
Upon receiving the service API invocation from the API invoker, the AEF-1 checks for configuration for access control. As per the configuration for access control, the AEF-1 performs access control on the service API invocation message as per the operator policy.

3.
The AEF-1 forwards the incoming service API invocation message to the service API provided by AEF-2.

4.
The AEF-1 receives a response message for service API invocation from AEF-2.

5.
The AEF-1 resolves the destination API invoker address and modifies the source address information of AEF-2 within the response message and forwards the response message to the API invoker.

8.13
Logging service API invocations

8.13.1
General

The procedure in this subclause corresponds to the architectural requirements for logging service API invocations at AEF.

8.13.2
Information flows

8.13.2.1
API invocation log request

Table 8.13.2.1-1 describes the information flow API invocation log request from the API exposing function to the CAPIF core function.

Table 8.13.2.1-1: API invocation log request
	Information element
	Status
	Description

	API exposing identity information
	M
	Identity information of the AEF logging service API(s) invocations

	API invocation log information
	M
	API invocation log information such as API invoker's ID, IP address, service API name, version, invoked operation, input parameters, invocation result, time stamp information


8.13.2.2
API invocation log response

Table 8.13.2.2-1 describes the information flow API invocation log response from the CAPIF core function to the API exposing function.

Table 8.13.2.2-1: API invocation log response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of API(s) invocation log request


8.13.3
Procedure

Figure 8.13.3-1 illustrates the procedure for logging service API invocations at AEF.

Pre-conditions:

1.
API invoker(s) has invoked certain service API(s).
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Figure 8.13.3-1: Procedure for logging service API invocations

1.
Upon invocation of service API(s) from one more API invokers, the AEF triggers API invocation log request towards the CAPIF core function.

NOTE 1:
The AEF can collect the log information associated to several API invocations before triggering API invocation log request asynchronously.

2.
CAPIF core function makes a log entry and stores the information e.g. for charging purposes, for access by authorized users and entities.

NOTE 2:
API invocation log is stored for a configured duration.

3.
AEF receives the API invocation log response from the CAPIF core function.

8.14
Charging the invocation of service APIs
8.14.1
General

The procedure in this subclause corresponds to the architectural requirements for charging the invocation of service APIs.

8.14.2
Information flows

Editor's note: Add corresponding informations flows.

8.14.3
Procedure

Figure 8.14.3-1 illustrates the procedure for charging the invocation of service APIs.
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Figure 8.14.3-1: Procedure for charging the invocation of service APIs
1.
Upon invocation of service API(s) from one more API invokers, the AEF triggers an API invocation charging request and includes API invoker information (e.g. invoker's ID and IP address, location, timestamp) and API information (e.g. service API name and version, invoked operation, input parameters, invocation result) towards the CAPIF core function.

NOTE:
These requests can be triggered asynchronously.

2.
The CAPIF core function performs a charging procedure which includes storing the information for access by authorized API management.

3.
The AEF receives the API invocation charging response from CAPIF core function.

8.15
Monitoring service API invocation

8.15.1
General

The procedure in this subclause corresponds to the architectural requirements for monitoring service API invocation.

Editor's note:
The procedure for subscription to monitoring events is FFS

8.15.2
Information flows

Editor's note: Add corresponding informations flows.

8.15.3
Procedure

Figure 8.15.3-1 illustrates the procedure for monitoring service API invocation.

Pre-conditions:

1.
API management function has subscribed to monitoring event including filters such as invoker's ID and IP address, service API name and version, input parameters, and invocation result.
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Figure 8.15.3-1: Procedure for monitoring service API invocation

1.
The CAPIF core functions monitors the service API invocations applying the monitoring filters specified before.

2.
Detection of a monitoring event by the CAPIF core function triggers notification to the API management function with the details of the monitored event.

NOTE:
API provider action subsequent to monitoring service API notification is out-of-scope of this specification.

8.16
Auditing service API invocation

8.16.1
General

The procedure in this subclause corresponds to the architectural requirements for auditing service API invocation.

8.16.2
Information flows

Editor's note: Add corresponding informations flows.

8.16.3
Procedure

Figure 8.16.3-1 illustrates the procedure for auditing service API invocation.

Pre-conditions:

1.
Service API invocation logs are available at the CAPIF core function.
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Figure 8.16.3-1: Procedure for auditing service API invocation

1.
For auditing service API invocations, the API management function triggers query service API log request to the CAPIF core function.

2.
Upon receiving the query service API log request, the CAPIF core function accesses the necessary service API log information for auditing purposes.

3.
The CAPIF core function returns the log information to the API management function in the query service API log response.

NOTE:
API management function detecting abuse of the service API invocation and action, subsequent to query service API log response is out-of-scope of this specification.

9
API consistency guidelines
Editor's note:
Describe common definitions and guidelines for consistent northbound APIs development.

10
CAPIF relationship with external API frameworks

Editor's note:
The need to have this clause is FFS depending on whether leveraging of external API frameworks is embedded in other clauses or it is specified independently.

Annex A (informative):
Overview of CAPIF operations

Depicted in figure A.1-1 is the overview of CAPIF operations. CAPIF operations occur between different actors involving API invoker, CAPIF core function, API exposing function, API publishing function and API management function. High level CAPIF interactions between the actors are shown in figure A.1-1. This figure is only provided for illustration purposes, and does not represent the order of operations.
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Figure A.1-1: Overview of CAPIF operations

The following operations enables the communication between the API invoker and the service API:

-
API invoker is onboarded to CAPIF. Onboarding of API invoker is an independent operation and essential in order to discover and access the service APIs. This operation can happen at any time during the lifetime of the APIs but is essential prior to discovering and accessing APIs. 

-
In order for the service APIs to be discoverable by the API invoker, the service APIs need to be published at the CAPIF core function. 

-
API invoker interactions with the CAPIF core function and API exposing function requires the API invoker to be authenticated by the respective entities. 

-
API invoker should be authorized to invoke service APIs.

-
API invoker upon authorization can invoke service APIs subjected to access control.

-
The API invoker interaction with service API may result in the API exposing function to log the service API invocation and also charging the service API invocation.

-
The events at the CAPIF core function can be subscribed by the API invoker and the API management function for receiving the event notifications. This operation can occur any time. 

-
API management function allows the administrator at the API provider to interact with the CAPIF core function for various management operations such as monitoring and querying logs for purpose of auditing.
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