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9.1.3 
Revision marks show the updates from the proposed new WID in RP-211431 that was discussed at RAN #92-e under discussion thread [92-e-27-UserPlane-Integrity] and summarised in RP-211564. See also:

https://www.3gpp.org/ftp/tsg_ran/TSG_RAN/TSGR_92e/Inbox/Drafts/%5B92-e-27-UserPlane-Integrity%5D
3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
User Plane Integrity Protection support for EPC connected architectures using LTE and EN-DC 
Acronym: EPC_UPIP
Unique identifier: 
NOTE:
For new WIs/SIs leave the Unique identifier empty and make a proposal for an Acronym.


For a revised WI/SI: Take Unique identifier and acronym as shown in 3GPP workplan.


If this is a RAN WID including Core and Perf. part, then Title, Acronym and Unique identifier refer to the feature WI.


Please tick (X) the applicable box(es) in the table below:

Either:
	This WID includes a Core part
	X

	This WID includes a Performance part
	



or:
	This WID includes a Testing part
	

	and it addresses the following 3GPP work area:
	Radio Access
	

	
	Core Network
	

	
	Services
	


Potential target Release: Rel-17 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan. NOTE: In case of contradiction with the target dates of clause 5, clause 5 determines the target release.
1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	X
	

	No
	X
	
	
	
	

	Don't know
	
	
	
	
	


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …

	
	Feature

	X
	Building Block

	
	Work Task

	
	Study Item


NOTE:
Normally, Core/Perf./Testing parts in RAN WIDs are Building Blocks. Only if they are under an SA or CT umbrella, they are defined as work tasks. If you are in doubt, please contact MCC.
2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	UPIP_SEC_LTE
	SA WG3
	910025
	User Plane Integrity Protection for LTE


NOTE:
RAN agreed some time ago, that it describes the feature WI + Core/Perf. part WI or Testing part WI in one 
WID. Therefore the table above should just include the feature WI data (In case the feature covers Core and 
Perf. part, please list under Working Group the leading WG of the Core part).
2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	820006
	Study on User Plane Integrity Protection
	Study Item in SA WG3

	880009
	User Plane Integrity Protection
	Release-16 Work Item in SA WG3


NOTE:
Also related or dependent WIs/SIs in other TSGs should be indicated.

3
Justification

In order to provide additional user plane data security (i.e. in addition to user plane data ciphering), SA3 agreed in their WI on “User Plane Integrity Protection for LTE” to additionally support user plane integrity protection (UPIP) for data transferred for data transferred over Uu interface for UE connected to EPC. It is necessary for RAN WGs to enhance signalling. 
4
Objective

4.1
Objective of SI or Core part WI or Testing part WI
The set of objectives includes:
· Specify RAN basic functions  for optional support and use of UPIP (at the full data rate supported by the UE) for the following EPC connected architecture options:

· EPC <-> LTE-only [RAN2, RAN3].

· EPC <-> EN-DC for both S1-U terminated in eNB and en-gNB [RAN2, RAN3].
· NB-IoT is excluded from this WID.
NOTE 1: 
While 3GPP WG SA3 are responsible for security matters, it is expected that the support of UPIP with EPC would not be mandated in this release.
NOTE 2: 
NB-IoT is excluded because:

- it is believed that no NB-IoT devices currently implement the User Plane; 
- the NB-IoT data sent over the Control Plane is integrity protected at full data rate between the UE and the MME; and 
- it would require additional work on the NB-IoT RRC signalling.
NOTE 3:
It is intended that UPIP is either supported at “data rate” or not at all. This aligns with Release 16 NR specifications where the Release 15 “64 kbit/s option” has been removed. For EPC based services requiring integrity protection at around 64 kbit/s, the Control Plane integrity protection of NB-IoT provides a usable solution.
In line with the RAN 2 and RAN 3 response LSs in R2-2104349 and R3-212812, NR PDCP will be used to provide UPIP.
Note that clause 4.2.2 of TS 37.340 (Release 15 and onwards) already permits the use of NR PDCP on LTE-only radio connections.
RAN 3 work is expected to align with the agreed SA2 and SA3 CRs.

NOTE 4: according to the SA2 LS in S2- 2106974 the SA2 CRs are:


TS 23.401 CR 3645r1

TS 23.501 CR 3009r1

TS 23.502 CR 2957r1
4.2
Objective of Performance part WI
NOTE:
Leave empty if the WI proposal does not contain a RAN performance part.

4.3
RAN time budget request (not applicable to RAN5 WIs/SIs)
NOTE:
For all new RAN related WIs/SIs which are not led by RAN WG5 the WI/SI rapporteur has to fill out the attached Excel table to request time budgets for corresponding RAN WG meetings.
The Excel table has to be filled out for all affected RAN WGs and up to the target date of the WI/SI.
One time unit (TU) corresponds to ~ 2 hours in the meeting.
If no TU is needed, then leave the field empty otherwise enter a number >0 in the field.


For revisions of already approved WI/SI descriptions: Please remove the Excel table from the WID/SID's zip file. The time budgets are already recorded. If you want to modify them, then this has to be done via the status report and not via a revised WID/SID.


If this WID is covering Core and Performance part, then please fill out one line for each part in the attached Excel table.

additional comments to the time budget request in the attached Excel table:

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	
	
	
	
	
	


NOTE:
If this is a RAN WI including Core and Perf. part, then all new Core part specs have to be listed first and then all new Perf. part specs. Indicate "Core part" or "Perf. part" under Remarks for each spec.
By default a new specs can only be new for one of both parts.
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	36.300
	Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2
	RAN#95
	Core part

	36.331
	Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification
	RAN#95
	Core part

	38.331
	NR; Radio Resource Control (RRC) protocol specification
	RAN#95
	Core part

	37.340
	E-UTRA and NR; Multi-connectivity; Overall description; Stage-2
	RAN#95
	Core part

	38.323
	NR; Packet Data Convergence Protocol (PDCP) specification
	RAN#95
	Core part

	36.413
	NG-RAN; NG Application Protocol (S1AP)
	RAN#95
	Core part

	36.423
	E-UTRAN; X2 application protocol (X2AP)
	RAN#95
	Core part

	38.463
	NG-RAN; E1 Application Protocol (E1AP): addition to current Rel 17 work on CP-UP interface for eNB
	RAN#95
	Core part


NOTE:
If this is a RAN WI including Core and Perf. part, then all new Core part specs have to be listed first and then all new Perf. part specs. Indicate "Core part" or "Perf. part" under Remarks for each spec.
If an existing spec is affected by both (Core part and Perf. part), then it has to be listed twice with appropriate approval dates.

6
Work item Rapporteur(s)
TBD (but potentially, Chris Pudney, Vodafone: chris dot pudney at vodafone dot com)
7
Work item leadership


RAN3
8
Aspects that involve other WGs
NOTE:
For RAN WIs: Section 8 applies only toWGs outside of TSG RAN because RAN WG aspects have to be covered in section 4.
9
Supporting Individual Members
{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval.} 

	Supporting IM name

	Vodafone

	Telecom Italia

	Huawei

	BT

	

	




